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Introduction

Security analytics can be defined as the process of continuously
monitoring and analyzing all the activities in your enterprise
network to ensure a minimal number of occurrences of security
breaches. A Security Analyst is the individual that is qualified to
perform the functions necessary to accomplish the security
monitoring goals of the organization. This book is intended to
improve the ability of a security analyst to perform their day to day
work functions in a more professional manner. Deeper knowledge
of tools processes and technology is needed for this.

A firm understanding of all the domains of this book is going to be
vital in achieving the desired skill set to become a professional
security analyst. The goal of this book is to address the problems
associated with the content development (use cases and correlation
rules) of SIEM deployments.

1. The Security Operation Center Fundamentals domain details
the much-needed basics one should know about a Security
Operation Center. The key areas of knowledge include:

e Security Operations Center Fundamentals

SOC Challenges

Regulatory compliance requirements

SOC Services

SOC Roles and Teams

SOC Topology

SOC Reports

In-House SOC vs Outsourced SOC

Outsourced SOC — Service level agreements

SOC Analyst — Desired Skill Set

SOC Roles

Information Needed by SOC Roles

The ability to understand security operation Tools, Processes, Roles
and Responsibilities of SOC professionals are all key elements that
go into this domain.
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2. SIEM deployment domain addresses the processes and steps
involved in selection and deployment of an SIEM solution
for the enterprise.

The key area of knowledge includes:

SIEM Selection and Deployment

SIEM Tools

Types of Reports

SOC Metrics

How to Select SIEM

Collector to source communication Protocol

Challenges or Risks in Building a SOC

Proper understanding of processes and technology related to SIEM
helps security professionals in designing and deploying security
monitoring solutions in a very effective way. The security analyst is
responsible for security threat detection to all levels based on the
solution they implement.

3. MSSP SLA domain is meant for making a securing analyst
understand the means, components and terms of an MSSP
SLA through a sample service level agreement. This includes
an oversight of the common terms and criteria included in an
SLA.

4. The Network Security Monitoring domain focuses on the
deeper packet or stream level analysis of data. Network
security monitoring is a collection of different publically
available tools for the deeper analysis of network traffic. The
tools and techniques used for building and operating an NSM
internally for your organization is described in detail.

The key areas of knowledge include:

Network Security Monitoring

NSM Deployment

NSM Limitations

NSM Data Types

NSM Deployment

NSM Deployment models
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e Commonly used Tools for building NSM

5. The Recommended Use Cases and Correlation Rules domain
deals with the selection of proper use cases and correlation
rules. The effectiveness of security monitoring is based
purely on the strength of deployed use cases and correlation
rules. Event sources are categorized in to a number of
categories based on their type, and a list of minimum
recommended use cases and correlation rules are suggested.
The key areas of knowledge include:

Recommended use cases correlation rules for;

e Anti-spam

e Anti-virus

End point threat protection/Application
control/whitelisting solution
Web/Application server or database
Data loss prevention /File integrity monitor
Financial application

Host based firewall

Single sign on

IPS/IDS

Network based firewall

Network user behavior analysis
Operating system

Storage

VPN

Vulnerability Scanning solution

NAC solution
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Module 1
Security Operations Center
Fundamentals
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Why do we need a SOC?

The Security Operations Center plays a significant role in real time
detection of threats and post threat response. There are several tools
and solutions that are in use in SOC environments. This book will
take you through all the must know SOC technologies and tools.
The Security Operation Center is the place where all network
devices, security solutions, applications and database systems are
monitored. SOC also deals with the periodic assessment of threats
through the use of wvulnerability management tools, network
security monitoring solutions, and continuous security monitoring
products. End point security management, Incident Response,
compliance monitoring etc. are also the other major functions of the
Security Operations Center team.

SOC Challenges

There are several challenges in security monitoring, in the
following section you will find more details about it.

Amount of Data

SOC tools must have the capability to handle tons of data from
disparate systems, platforms, and applications. Security monitoring
solutions will be acting as the collection and aggregation points of
logs, the huge amount of data collection should not create any
performance or throughput issues. Performance issues may directly
result in interruption of monitoring services or SLA violations in
case of MSSPs. The lack of raw or indexed logs will result in
compliance violations. So it is extremely important to select the
throughput and efficiency of SOC solutions before selecting and
deploying it in your SOC.

Log rate limiting is a common practice security practitioners follow
to reduce the amount of logs getting aggregated in SOC collection
points, Log managers or SIEM collection points. Log rate limiting
polices limit the number of logs generated at the event source itself.
This ensures effective utilization of your SIEM’s Events Per
Second (EPS) based license.

However, rate limiting is not always priority driven. Most of the
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network security vendors do not offer selective rate limiting. This
means you may miss highly critical logs due to the implementation
of log rate limiting.

Along with rate limiting, organizations may also have control over
the type or class of logs generated by the security systems. For
example, Cisco IOS gives an option to selectively generate logs.
Example -1 Shows the log rate limiting policy configuration in a
Cisco Router.

In the above example logging rate-limit configuration command
limits the number of syslog packets sent to the syslog server to 20
events per second. In this case, it is a selective rate limiting
configuration as the policing is not applicable for “warning”
category logs.

Example -1

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#logging host 10.10.11.14
Router({config)#logging rate-limit 20 except warnings
Router({config)#end

Router#

Numerous End-points and Billions of Logs

Several sets of network infrastructure and security devices are in
place in enterprise networks, all of these products generate logs,
moreover thousands of end users get connected to the corporate
network over wireless or mobile networks. The present security
controls do not count the peer to peer communication between
connected wireless or cellular end points. The recent developments
in networking like SDN - Software Defined Networking is slowly
redefining the network infrastructure architecture itself. This brings
in a need for revised Information Security Policy or Logging
configuration. Organizations are increasingly using cloud deployed
instances or applications, most of these applications are business
critical, so are the logs generated by them.

Sophisticated Attacks
It is quite difficult to initially detect the modern day sophisticated
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attacks just by monitoring, collecting and correlating the logs
generated by different end points. Most of the time the
characteristics of the threat will be identified only by deep post
threat analysis.

For Example, Detection of “Lateral Movements” of an Advanced
Persistent Threat (APT), needs cross correlation of multiple logs
from different event sources.

Regulatory Compliance Requirements

Compliance standards mandate retention of security data. The log
archiving should be in such a way that it is easy for the auditors to
go back to logs from previous years to trace security breaches. The
type of the security data needed, penalties for non-compliance and
the minimum retention period vary per regulations.

No organization will be interested in taking the risk of not retaining
logs as per the compliance requirements. Non-compliance may
result in huge monetary fines and civil or executive liability,
moreover having the organizations name associated with a security
breach will affect the trust association it has with the customers and
the existence of the business itself.

The below table lists the retention requirements of different
compliance standards.

Regulatory Standard Retention Period
SOX

PCI-DDSS

GLBA

EU Data Retention Directive
Base I1

HIPPA

NERC

FISMA 3
Table 1 Regulatory / Compliance Standards and Retention Periods

SOC Services

SOC functions seven days a week, 24 hours in a day. Typical
services offered by SOC are,

LN~ RN =]

e Continuous Threat monitoring and Incident Detection
¢ Incident Response
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Threat Mitigation
Rule/Signature updates

Threat Intelligence Integration
Vulnerability Assessment
Web Application Scanning
Compliance Monitoring
Managed Devices

Continuous Threat Monitoring and Incident

Detection

Continuous Threat monitoring and Incident Detection - This is
achieved with the monitoring of SIM/SIEM consoles, IPS/IDS
consoles, AV/AS/UTM consoles and DLP/SIV/Endpoint security
consoles.

Incident Response

It includes preliminary incident response, isolation of threats and
coordination of different functional teams responsible for threat
mitigation. Incident response is one of the major functions of the
Security Operations Team.

Threat Mitigation

Most of the time SOC team members play a significant role in
threat mitigation, they also do the necessary checks needed to make
sure that the vulnerability or loophole is completely eradicated.
SOC team members may suggest changes to existing security
controls for eradication of threat and may also perform re-
evaluation of threat with custom scripts or vulnerability
management tools.

Rule/Signature Updates

IPS/IDS, End-point security, and Firewall rules are normally
updated by SOC. In some organizations, OS and Application patch
management is also performed by the Security Operations Center
team. Custom signature development, retuning of the signatures and
revoking of signatures in use may also be a function of the Security
Operations Center team.
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Threat Intelligence Integration

Integration of threat intelligence feeds with existing SIM/SIEM,
perimeter security appliances like firewall and content filtering
solutions is one of the prime responsibilities of the SOC team.
Nowadays many of the organizations are opting for their own
Threat Intelligence Platform that can consume feeds from different
threat intelligent providers.

The SOC SME is usually responsible for the generalization of the
data received from different threat intelligence providers. SOC
resources use this intelligence to identify new attacks in time and
also for reconfirmation of identified threat.

Constituency

Constituency is a term used in SOC to represent a set of customers
to whom SOC provides services, these includes users, sites,
information technology assets, clients, partners and organizations.
A typical SOC will collect billions of security events every day, the
processing power, throughput, storage space needed for the analysis
and storage of security events is huge. Committee on Natural
Security Systems defines an event as “Any observable occurrence
in a system and or network events sometimes provides indications
that an incident is occurring.”

SOC Roles and Teams

A typical SOC will have multiple levels of teams performing one
specific or different tasks.

TIER — 1 team is responsible for real time monitoring of security
events and they also attend phone calls from clients or users related
to security incidents along with other routine tasks.

The TIER — 1 security monitoring team converts alerts to a CASE
based on the default threshold settings and escalate it to TIER -2.
Usually the threshold level is defined based on the category and
severity of the incidents, criticality of the application or resource
involved in, the business impact it may have etc.

Tier-1 team only does the basic analysis of the event and doesn’t
hold the event with them for more than thirty minutes. Again, the

10

https://t.me/learningnets



process of escalation will be as per corporate /MSSP SOC
escalation policy requirements, expertise of the team members
involved. Event volume etc. also plays a significant role in this
process. Escalation is done by Tier-1 team also to prevent the
chances of missing other relevant security events.

Tier-2 team is responsible for in-depth analysis of the security
events. It may take a few hours to even weeks for them to do the
deep analysis. There may be multiple levels of teams above Tier-2,
the incidents will be escalated to them in order if the situation
demands. Tier-2 is also responsible for coordinating the post
incident’s actions with the constituency. Before involving the
constituency, they are supposed to do the necessary checks needed
for determining the relevancy of the event. For a relevancy check
the Tier-2 team trusts the application / system criticality data
(documents with a description of how relevant a particular asset or
application is to the organization), the data available from
vulnerability management solution, adversary information provided
by commercial/open source threat intelligence providers.
Information provided by the partners/manufacturers of the product,
history of similar kinds of threats that have happened in the past
and other documented data like the response time in Service Level
Agreement(SLA) are considered for the process of escalation.
Incidents may be associated with hundreds to thousands of security
events. Recovery from an incident usually demands participation of
internal and external experts. Forensic analysis or malware analysis
may be performed based on the nature and behavior of the threat.
Proper consumption of Cyber Threat Intelligence (CTA), equips the
SOC team to properly define and execute response actions.
Centralized monitoring for detection of threats in a timely manner
and continuous prevention are the major goals/objectives of the
SOC. The properly defined and deployed SOC helps the
organization to react to threats in a faster way. In fact, every
millisecond is important in identifying and preventing threats
before they can cause damage.

Modern day SOC aids computer forensics with not only the
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centralized collection or aggregation of logs, but by offering a
platform that can help computer forensic investigators to perform
searches in an effective way. Some of the modern day SOC
solutions offer additional tools for reassembly network forensics
and session analysis. A properly implemented SOC is very
instrumental in achieving a shorter recovery time from attacks.

12

https://t.me/learningnets



SOC Topology

Along with the aggregation of security logs collected from different
end points, an SOC will also act as the aggregation point for other
kinds of data like, Full Packet Captures, session statistics
information, flow data and other traces like audit trails produced by
different endpoints and network infrastructure security devices.
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Figure 1 SIM / SIEM Architecture

SOC Reports

SOC solutions offer different kinds of reports targeting different
classes of consumers. For example, an executive summary report
will only have a brief coverage of the incident plus damage in
dollars this incident would have caused to the organizations, or the
possible damage it may create if it goes unattended. Such a report is
aimed to help the “C” Level team (CSO, CEO, CISO, CTO) to
make a quick decision on how to respond to such an event and also
to prevent the chances of such an event in future.

The audit and compliance reports offered by Security Monitoring
Solutions helps organizations in positioning them in a better way
close to the requirements of common regulatory compliance
standards. For example, the PCI-DSS Solution pack offered by
NETIQ Sentinel offers provision to check all the possible security
controls mentioned in PCI-DSS Version-3 standards.
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The targeted audience for a technical report produced by SIEM that
covers all the aspects of an attack are security analysts and other
technical operations team members responsible for mitigation of
threats. Such reports may even include recommendations for
mitigations, which will help the decision makers in the redefinition
of existing security controls or creation of new ones.

In-House SOC vs Outsourced SOC

An organization may opt for Managing, Maintaining and
Monitoring the SOC from their premises itself. There are several
advantages in setting up an In-House SOC. These include and are
not limited to the availability of dedicated technical staff who
knows the internal infrastructure of the organization in a better way
compared to the MSSP professionals with limited knowledge about
the Internal Infrastructure, this helps the SOC analyst in correctly
judging the security of an incident.

In-House SOC operations can be tailor made as per the business
requirement. The efficiency of an operation of an In-House SOC
may be better than MSSP’s offering. The major downside of an In-
House/Co-operate SOC is the huge initial and periodic investment
needed on the Hardware Gear, Storage, Place and Power. There is
no way to guarantee the Return of Investment(ROI) in case of an
In- House SOC. This makes it extremely difficult to find a
compliant security analyst, the chances of building a SOC with the
existing resources may be highly risky due to the fact that even
seasoned security analyst sometimes miss critical incidents. The
chances of collusion between the security analyst and the attacker is
increased in the case of an In-House SOC. Not every organization
needs its own SOC. The decision to have In-House own SOC
should be made with careful analysis.

The factors to consider include:

1. Size/Type of the organization.

2. Number of Incidents reported/noticed in the past.
3. IT budget of the organization.

4. Business/Compliance Requirements
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Ready availability of competent SOC analysts having proper
expertise in handling different security monitoring solutions and
other analysis tools makes an outsourced SOC an attractive option
for organizations. Outsourced SOC’s are highly scalable and
flexible when compared to the In- House offering. Strict SLAS
provides finer control of operation and moreover the chances of
collusion between the analyst and attacker is minimal. Unbiased
decisions and exposure to multiple sets of customers of same
segments makes the MSSP security analyst a better choice. The
capital retentions associated with an MSSP is less, improper data
handling and the storage of the logs off premises brings in
additional staff, who know the internal environment, and limited
customization options may sometimes make MSSP a less preferred
choice.
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Outsourced SOC — Service Level

Agreements

Response time for different security needs, should be well defined
in the SLA. It can range from few hours to even weeks. The top
priority, high severity incident, which demands an initial response
time of one hour followed by periodic updates every thirty minutes.
SL.As may about the escalation and re-prioritization procedures. For
example: The priority to security incident may be escalated and
converted to priority one incident by the customer. In some cases,
the SOC engineer or customer lowers the priority of the incident
after the basic analysis of the incident. The procedures/steps to
follow in case of an incident, must be well defined in an SLA.
Adherence to change management process in case revision of
security controls should be considered in SLA. Missing an
incident/improper handling of the incident by SOC professional
may result penalty. Penalty sometimes may result in termination of
the existing contract. Assurance of no reoccurrence of an event,
protection against emerging threats and proper effective utilization
of Threat Intelligence Data should also be documented. SLAs are
meant for improving the quality of the operation, it can be used as a
tool by the customer to ensure proper operation of out sourced
SOC. The outsourcing contracts normally will include clauses of
eventual termination at the end of the contract. The client needs to
define and develop a proper exist strategy to ensure smooth
transition. The client will plan for either an in house SOC /move to
another MSSP provider towards the end of existing contract. This
process of transition and associated steps should also be
documented. Formal service level metrics are commonly used for
measuring the quality of SOC operations. At the end of the
contract, if the client is going for an in-house SOC, the existing
MSSP partner needs to arrange a number of knowledge transfer
sessions Weekly performance reviews verifies the SOC functions.
In case of transitioning to an in-house SOC, the MSSP partner will
have to work with the internal CIRT team. In some cases, transition
is planned phase by phase. For example: The client will only start
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with, few Tier-2 engineers and all Tier-1 monitoring functions will
be handled by the MSSP partner. Once the management has enough
confidence the Tier-1 monitoring will also be taken away from the
MSSP partner.

The performance review process will analyze:

A. Response — Make sure that the people who are responding
to competent enough to handle the situation.

B. Reports — The ability of the SOC team to create a different
kind of complete SOC reports, that business demands
should be checked.

C. Alerts — Make sure that you are getting timely alerts from
the MSSP partner on new and in-progress security
incidents.

D. Threat Analysis- The threat analysis capabilities of the
MSSP team can be measured by taking few sample
incidents from the past few weeks.

SOC Analyst — Desired Skill Set

A Security Analyst is expected to have good proficiency in
handling different operating systems. Linux is the most commonly
used operating system flavor in SOC environments. Majority of the
SOC Monitoring solution are built in Linux for configuring data
connection from different end points, decent understanding of
different features of the operating system is needed. Now Operating
Systems offers centralized event log collection. Centralized event
log collection needs a server and a number of client (subscriber)
computers, more details about windows centralized event
configuration can be found at (link). A security analyst must have
good expertise on network security devices like intrusion detection
system, Intrusion prevention system, firewall, UTM, etc. He also
needs to be familiar with directory access protocols like LDAP,
database management systems, flat file system storage, various
scripting languages, regular expressions, computer forensic tools
and information security policy writing. Ethics and integrity are
unavoidable qualities of a security monitoring professional.
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Moreover, he needs to have good reading habits, problem solving
skills and management capabilities. A security Analyst needs to be
an abstract thinker and he should respond well to very frustrating
situations. He should be extremely curious about the final details of
an incident. He must be aware of all the low-level details while
keeping big picture of situation. It is extremely difficult to find
competent SOC analysts, it may few months to locate someone
competent enough. Internal knowledge transfers sessions external
technology and product training helps SOC analyst to gain the
required knowledge. Attrition is a very common issue a SOC. To
reduce the rate of attrition, the frequent bonuses, other perks,
management opportunities and promotions are given. Companies
may sponsor family holiday trips and reduce the stress related
issues. Job rotation is also done. SOC is a highly process oriented
set of practices. The proper execution SOC needs well defined
documentation, that covers all the SOC functions. Ad-hock manner
of working is not suitable for a SOC. Pre-defined work flows
ensures smooth SOC operations.

SOC Roles
Role Strategic Incident Response | Day to Day
Strategic Advice
e Metrics Gathering
Security Metrics Gatherlng Miefriss Gotheri
Manager IR oversight
SOC Issue Triage
SME Investigation
Investigations Monitoring & Alert-
Security mg
Analyst Device configuration Management
Vulnerability Management
Table 2 SOC Roles
Security Analyst

Security Analyst ensures that all the tools deployed in a SOC
environment are running optimally. They the monitor the
organizational environment continuously for threats, in fact they are
front line of security operations most of the time A security analyst
will be first point of contact and the interface between different
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organizational team responsible for mitigation, when a high risk
alert or suspected attack begins to affect the business organizations.
They are also responsible for the initial phase of forensic
investigation.

SME/ Research Specialist

A Security specialist with vast technical expertise and wide
experience will be acting as the SME/Research specialist. He will
be called on to assist with security incidents that are complex and
escalated by other low Tier teams. He normally acts as a consultant
to the SOC manager and CISO. The SOC SME is responsible for
all kinds of research including things like integration of existing,
SOC solutions with threat intelligence feeds, setting up of Network
Security Monitoring solutions like Security Onion, STIX/TAXII
support etc. SOC SME may be asked to provide POC’s (Proof of
Concept) on various technical integration requirements. Internal
knowledge transfer, review of different vendor products, Revision
of existing SOC controls, developing the SOC management
frameworks etc. are also the functions of SME.

SOC Manager

SOC Manager translates the Chief Information Security officer’s
goals and requirements in to set of actions for the SOC team to
execute. There will be several issues which needs executive
attention or investment. The SOC manager conveys their issues to
the CISO and works close with the management to get the
necessary approval on budget. The SOC manager acts as an
interface between SOC Engineers and CISO. He oversees day to
day security operations of the SOC, ensures availability of the
resources (people), tools, processes and measurement methods.
Talent acquisition is another major responsibility of SOC manager.

Chief Information Security Officer (CISO)

This champion “C” member acts as the primary interface between
Security organization and the business owner. He ensures that SOC
resources and activities are aligned to the organization business
strategy. He is responsible for translating business requirements
into security operations objectives. He is expected to educate
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business executives about how security can enable business

innovations. Budget prioritization is another key responsibility of
CISO.

Information Needed by SOC Roles
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Role

Analysts

SOC
SME

SOC
SME

CISO

Information Needed

Log and flow data to provide contextual view of secutity incidents
Alerts which are prioritized based on severity

Access to threat intelligence (TT) feeds

Access to Session analysis, Network forensics & other tools

Data on emerging threats

End to end and in-depth information on security incidents as they happen to
speedup resolution

Data on SOC resources (staff) management
Up to date status on open secutity issues
Executive summary information on the high priority security risks and incidents.

Overall risk and security posture of the business
Table 3 Information Needed by SOC Roles
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Review Questions

1. Overall risk and security posture of the business information
is critical for ..................... work role in security
operations center.

a. L1 security Analyst

b. SOC manager

c. Chief Security Officer

d. Chief Technology officer

2. Access to threat intelligence feeds is recommended for
............. work role.
a. Security Analyst
b. Chief Security Officer
c. SOC Manager
d. HR Manager

3. A properly defined service level agreement should cover
...................... and ............
a. Missing or improper handling of SLA
b. Licensing details of SIEM
c. Escalation and re prioritization procedure
d. Assurance of no re-occurrence

S is a term used in SOC to represent a set of
customers to whom SOC provide services.
a. Region
b. Clients hub
c. Constituency
d. Village

S TR Is responsible for generalization of the data received
from different threat intelligence providers.
a. SOC SME
b. SOC Analyst
c. SOC Manager

22

https://t.me/learningnets



10.

d. CISM

PCI-DSS mandates minimum data retention of ...... years.
a. 1
b. 2
c. 3
d. 4

HIPA mandates data retention of ...... or ...... years.
a. 4orbS
b. 5or6
c. 6or7
d. 3or4

Retention of lateral movement of an advanced persistent
threat needs .......

a. On-site correlation

b. Remote correlation

c. Cross correlation

d. Manual review

............. In a common practice security practitioner follow
to reduce the amount of loss getting aggregated in event
sources.

a. Log rate limiting

b. Log dumping

c. Log compression

d. Log piping

............. Security monitoring team converts alerts to an
incident based in the default threshold settings.
a. Tier —one

b. Tier — two
c. Tier — three
d. Tier — four
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Module 2
SIEM Selection and Deployment
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How to Select an SIEM Solution?

An Organization making its first SIEM purchase needs to be well
aware of the features offered by SIEM product and also the
business requirements. Improper decisions may result in
overspending on your SIEM solution. The correctly configured and
monitored SIEM solution plays a significant role in identifying
security breaches near real time. There are various features and
characteristics we need to consider when choosing an SIEM
product.

Ease of Deployment

SIEM installation and upgrade should be as smooth as possible. I
have personally observed several instances of component upgrade
failures in large SIEM deployments, failure of components like
event processors/collectors will result in stoppage of data collection
for several hours.

Very large MNCs may test the upgrade first in their Lab/QA
environment to ensure smooth operations. If the upgrade is
successful in the QA environment, then only they will plan for the
production set up upgrade. Make sure you verify that the data
collection process can be automated. Most of the Modern day
SIEM solution offers automatic discovery of data collection
endpoints in a production environment. The other factors to
consider includes ease of migration of data, support for conversion
from standalone SIEM deployments to distributed deployment and
availability of the SDK/API or support for custom collectors.

Ease of Data Accessibility

Data should be available both for historical and real time analysis.
Sometimes as part of forensic investigations/compliance checks, we
may be asked to provide access to the archived data. The time
needed for accessing the data should be as minimal as possible.
Long term storage of excessive amount of logs may need low
compression. Generation of reports that includes historical data
demands ready availability of index to perform database queries.
The local event database of the SIEM solutions will be used for real
time threat analysis. Historic analysis may demand access to the log
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archive and it is most of the time suitable for an in-depth forensic
investigation. SIM solutions offer raw log data storage, which will
be useful for forensic analysis.

Provision for Threat Intelligence Integration
Integration of threat intelligence feeds with SIEM improves the
response time of detection. The indicators of Compromise
information data like IPs, URLs, File Hashes and Domain
Information helps the SIEM user in identifying possible threats
without even having correlation rules. The contextual information
provided by threat intelligence feeds like history of an IP, Risk
scoring provided by the Threat Intelligence Source and TIP-
Techniques Tactics and Procedures information helps organization
in generation of alerts and post threat investigation. The TIP
information provided may be helpful in predicting the nature and
behavior of an attack. Proper integration of threat intelligence feeds
is useful in defining the response course of action. The threat
intelligence data is matched with firewall logs, web proxy logs, net
flow information, Other networking device logs and NIDS/NIPS
data. Some SIEM vendors produces their own threat intelligence,
however most of them now offers customer the provision to
integrate multiple threat intelligence feeds in to the SIEM.

In some cases, the SIEM vendor may have their own Threat
Intelligence Platform(TIP) that can consume, threat intelligence
feeds from both community and commercial providers. The other
option is integrating a third-party TIP with the existing SIEM.
Threat intelligence is also helpful in validation of correlation rules
and relevancy check of a correlation output. Information provided
by threat intelligence feeds can be used in reports and alerts as a
context for better coverage of threats.

Tools

Your SIEM solution must have integrated tools for converting
operational data to actionable information. This tools helps
organizations in retracing the actions of the attacker and provides
deep insight in to the intrusion activity. Some of the tools are
helpful in reassembly and reconstruction of Network streams to its
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original form. Regular expression can be created and tested from
almost all SIEM solutions. Commonly used tracing, editing,
searching and capturing tools in Linux environment are available in
SIEM CLI. Tools for conversion of event log format, complex
reports generations, troubleshooting and debugging, Connectivity
issue between connectors and SIEM, disk usage, data migration,
manual archiving, scripting etc. are generally expected functions
within SIEM products.

Types of Reports
SIEM needs to have capability to generate executive, technical and
compliance audit reports as per the business requirements.

SOC Metrics

Event management efficiency of an SIEM should be measured for
total raw events, total number of aggregated and analyzed events,
total number of correlated events, number of cases opened and
initializing of the cases opened. Depending on how many data end
points are monitored the amount of raw log data received varies.
Additionally, the different types of data collected and the use cases
may be considered for measurement of efficiency. The speed of
event recognition, event escalation and event resolution is used to
calculate the overall response metrics of a SOC.

Further classifications like Per hour / day / week / month, Per
security Analyst, Per hour of day/ Per day of week, Case category,
Security and number of incidents is also counted in some cases.
Effective and efficient service in SOC needs through measurement
of people, process and technologies related to security monitoring,.
Gathered metrics should provide enough information on how well
the SOC is operating. The security metrics provides more insight on

a. Security incidents Trend, is it going up or down?

b. What is average response time of security operation team
on different incidents?

c. Number of false positions reported

d. How effective is SOC?

e. Comparative data on SOC performance with previous
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month/ quarter/ year information
f. SOC Head count to incident ratio

How to Select SIEM

Selecting a proper SIEM is not an easy task. Before going ahead
with the SIEM selection there must be a log review process in
place. Log review process needs a corporate logging policy with the
details like the review frequency, log retention period, application
requirements and compliance requirements. It is important to
enable logging on all needed end points. Proper time stamping
ensures correct correlation outputs. The collected logs should be
stored in a secure way. The log review process identifies abnormal
events that need further investigation. To have this first we need to
have an idea about the normal event. Organization normally uses a
baseline of the events for this detection. Baseline is created with the
reference of already captured events. The baseline enlists different
kinds of events and categorizes the events which needs
investigations.

The enterprise log management policy needs to have specifications
about:

What all relevant logs needs to be captured?

What kinds of events constitute a threat?

Response — time for specific kinds of threat

Response — actions that should be taken.

How long the events should be retained?

Document when the event occurred and response — action
taken.

Document follow up actions associated with the event.
Document this scope of coverage like which assets needs to
be included, which assets are internal etc.

9. Document the record of authority(ROA) that covers the log
storage location and the retention period of each class of
logs.

10. Create an audit trail that covers the follow up of the list of
“Events of Interest” and associated actions.

S,k =

™ N
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11. Define and document service level agreements.
12. Define and document standard operating procedures.

There are several players offering log management solutions like
ArcSight (logger), Loglogic, Sentinel log manager, Splunk etc.
Most of these vendors supports both centralized and distributed log
collection. The capability of log management solution to pull logs
from different end points like databases, Windows, servers should
be checked. A majority of end points can forward logs to the log
management solution (via Syslog). Syslog by default works with
UDP and does not guarantee the delivery of data. However, syslog
can be configured to the work over TCP. It is a common practice to
secure the communication channel between the log manager /
collector and the end-point to avoid confidentiality attacks against
sensitive data. The conventional log management solution requires
a lot of manual effort for the log review. SIEM addresses this issue
with the help of correlation engine. The default “content” offered
by SIEM solution is not adequate enough for threat detection in a
production environment. Organization define Events of Internet
(EOI) and then use correlation rules to generate alerts to overcome
this limitation.

Mosaic security offers a comprehensive SIEM vendor comparison
tool which helps you to list your requirements and then generate a
short-list of vendors. It compares leading vendor products and then
creates personalized list of vendors based on your input. The tool is
available at Mosaic security research.com/ SIEM- vendor- shortlist-
tool. DCIG SIEM appliance offers comparison of nine leading
SIEM products. It is available at DCIG.COM/ guides/ 2014-15-
SIEM — appliance- buyers- guide. “Evaluation Criteria for security
information and event management document” and “SIEM
selection tool” created by ANTON CHUVAKIN of Gartner is
another wonderful resource that helps customer to select a proper
SIEM solution for the environment. Gartner Magic quadrant for
SIEM provides a qualitative analysis of several security analytics
products.

Gartner usually rates vendors upon two criteria:
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1. Completeness of vision
2. Ability to Execute

Gartner places each vendor in one of the four quadrants:

1. Leaders — With highest score on both criteria

2. Challenges — With more score on ability to execute than
completeness of vision

3. Visionaries — With lower ability to execute and higher
completeness of vision

4. Niche players — With lower ability to execute and
completeness of vision

SOC Functional Modules

The five distinct functional modules of an SIEM are:

Event Generators

Event Collectors

Message Database

Analysis Engine

Reaction Management Software

kWb

These modules are normally built as autonomous part then
combined in a logical way to achieve continuous monitoring and
threat response.

Event Generators

All monitored systems act as event generators in SOC. These
includes firewalls, IPS/IDS, network equipment’s OS’s,
application, vulnerability assessment and risk assessment tools.
Events generators can be broadly classified into two categories,
event based generators and status based data generators. Event
based data generators or sensors produce events based on specific
operation performed on the OS application or over the network. A
traffic event generated by an IDS/IPS due to the triggering of an
existing rule is a typical example of this. Status based data
generators (pollers) produce event data as a reaction to an external
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process. For example, a ping reply message is created upon the
receiving of a ping request. Another good example is an SNMP
query probe created by an SNMP manager that generates as output
on the probed device which will then be passed back to the
enquirer.

Network based or host based IDS is the most commonly seen
sensor, other content filtering solutions like Firewalls, Routers, as
configured with security controls like ACL’s, Switching with L2,
L.3 security Access control features, wireless Access points and
controllers, AAA solutions, DL.P boxes, Proxy’s, honeypots/honey
nets system Integrity verification, Application acceleration
solutions, Server Load balancers, Email Security gateways, VPN
gateways, SSL. Multiplexers, Packet sniffers/Lessing solutions etc.

Sensors — Expected Qualities
Ideally a sensor should have the below capabilities:

1. Continuous operation and fault tolerance: sensors must be
fault tolerant it should be able to service a crash without
losing data.

2. Resist subversion: The sensor should protect itself from
compromise, it should be able to monitor itself
continuously.

3. Anti-evasion: A sensor must have the capability to detect
and prevent evasion attempts.

4. Overhead: The amount of overhead on log management or
SIEM solution should be minimal as possible.

5. Configuration and Scalability: Sensors should be
configurable and it should support dynamic configurations.

Pollers generate an alert when a specific state is detected. This is
done with the help of preconfigured policies. Pollers are commonly
used for service status detects and data integrity checking. For
example, NMS solutions like OPEN NMS offers service
monitoring with ICMP/SNMP (A free demo of open NMS is
available at demo.opennms.org).

Event Collectors
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Event collectors are responsible for gathering information from
different sensors. They act as log aggregation points. Different end-
points uses different log formats. Collectors translate the different
formats of logs to a standard format. Collectors connect to a data
source either directly or indirectly to collect events. SIEM provides
different sets of collectors, in some cases you may develop your
own collector with the help of instructions given by the vendor.

To get a clear understanding of collector working let us take a look
at OSSEC. OSSEC is a comprehensive host based open source IDS
solution that can be integrated with most SIM/SIEM products. An
OSSEC Server acts as central hub for all OSSEC agents. STEM
collector aggregates the logs forwarded by the OSSC server.
Additionally, customer may opt for direct log forwarding from each
OSSEC agent instead of OSSEC SERVER.

Sample OSSEC Syslog Configuration:

<ossec_config>

<syslog_output>
<server>192,168.4.1</server>
</syslog_output>

<syslog_output>
<level>10</level>
<server>10.1.1.1</server>

</syslog_output>

</ossec_config>

Table 4 Sample OSSEC Syslog Configuration
The direct connection method from collector to end-point can be
either with an agent code residing locally or with the help of a
native protocol.
Native Protocol Based Direct Connection
Log data either be pushed from the end-point to the collector after
the initial configuration of it or in some cases collector must
manually request data from endpoint at a regular interval.

Event protocol
With the help of event protocol the event source communicates
with the collector. Some of these protocols support auto
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configuration and auto discovery. These are a number of event
protocols in use.
Let’s see different event protocol options in detail:

a. API Based: In this method, the collector uses an API to
communicate with the source.

b. OPSEC API: OPSEC (Open Platform for security) is an
open, multivendor security frame work.

Other Technology companies can partner with Checkpoint with
their OPSEC API’s. Log expert API (LEA) and event Logging API
(ELA) are the two reporting and logging API’s offered by OPSEC.
OPSEC LEA uses procedure calls to retrieve the logs. Basically,
OPSEC LEA allows you to export logs to third party servers. It
allows real time and historical retrieval of logs from checkpoint
devices. OPSEC ELA is used for securely sending information to
the Checkpoint SMS (Security Management Server). With OPSEC
ELA other applications can log security events in Checkpoint Event
Log.

Other technologies companies can partner with checkpoint with
their OPSEC (open platform for security) API’s. OPSEC is open,
multivendor security framework with a lot of partners. These are
two reporting and logging API’s in OPSEC.

LEA — Log Export API

This can be used for real-time and historical retrieval of logs from
checkpoint devices.

ELA — Event Logging API

ELA is used for securely sending information to the checkpoint
SMS (security Management Server) with ELA other applications
can log security event in the checkpoint event log.

Collector to Source Communication

Protocol

API based -MSWMI

With the MSWMI SIEM’s can collect the Microsoft windows
events and data in an agentless way. Windows Management

33

https://t.me/learningnets



Instructions (WMI) scripts or applications automates administrative
tasks in the Windows environment. In fact, MS WMI is based on
WBEM (Web based Enterprises management) an industry standard
to develop technology for accessing management information in an
enterprise environment.

Representation of systems, applications, network, devices and other
managed components in WMI is done with the DMTF’s
(Distributed Management Task Force) Common Information Model
(CIM), remote management connections in WMI uses DCOM. The
use of WMI API for log collection needs firewall configurations
accept incoming external communication on port 135 and dynamic
ports needed by DCOM. There is no polling interval in MS
windows security Event Log Protocol (that use WMI) based log
collection. This is because of the fact that SIEM’s receives event
notifications from OS to identify when the events are available. The
maximum EPS supported by this method is limited to 50.

Microsoft Security Event Log Over MSRPC

Protocol

Microsoft security Event Log over MSRPC can collect only
standard windows events. MSRPC does not support retrieval of
non-standard windows logs MSRPC can support up to 100 events
per second per host so it is suitable for medium sized windows
servers. High event rate systems should use dedicated agents to
collect and forward logs. MSRPC uses NTLM v2 Session security,
so it is best suited in environments where event payload security is
needed.

WinRM

Modern day windows OS’ has the ability to collect copies of events
from multiple remote components and store them locally. You can
specify types of events to collect in the event subscription.
Forwarding and collecting computers are needed for this. This is
achieved with Windows Remote Management Service (WinRM)
and Windows Event Collector (Wecsvc). We need to enable both
WinRM and Wecsvc services on all collecting and forwarding
computers. There are two different methods you can use for
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centralized windows event log collection using WinRM.

I.

il.

SDEE

Collector Initiated Event Forwarding /PULL method

In this method the collector server contacts event sources at
regular intervals to determine whether they have logs to
transmit. Scalability issues associated with this method
limits the use of it in large enterprises environments.
Source Initiated Subscription

The remote event log sources forward the logs to a
collector server in this method, either HTTP or HTTPS can
be used for this forwarding. This is a highly scalable and
well suitable model for large enterprise environments.
There is no need to specify all the event source computers
on an event collection like in collector initiated
subscription. Additional configuration steps are needed if
the collector computer and all event source computers are
in different domain.

More details about this can be found at:
https://msdn.microsoft.com/en-
us/library/windows/desktop/bb870973(v=vs.85).aspx

International Computer Security Association(ICSA) has a new

model

called SDEE (Security Device Event Exchange) for

communication of event generated by security devices. SDEE is
highly flexible and allows vendors to extend the standard. Cisco
Intrusion Detection Event Exchange (CIDEE) specifics the
extensions to SDEE. CIDEE is used in Cisco IPS product.
There are two methods for retrieving events using SDEE:

1.
2.

An Event Query
Event Subscription

Both of these methods uses SSL to query the SDEE server.
Challenges or Risks in Building a SOC

Right from finding the proper set of people to work in SOC to
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resolving high-end technical issues, there exist numerous risks in
the process of building an SOC.
Below are the major types of risks:

Humans

Processes and Procedures
Legacy and Technology
Noise

Technical

kb=

Humans

It is extremely difficult to find proper set of people with right skills
to work in SOC environment. SOC works 24/7 in 365 days. So, the
analyst needs to have willingness to work in shifts. In case of
geographically distributed SOC environments, language is a
concern. The SOC manager has a real challenge in managing the
resource/availability of 24/7. Other issue is not all people can
apply/avail leaves at a time. SOC has to remain open and
operational even during yearly company shut down period. Bonuses
and other benefits are commonly used methods for keeping the
employees motivated. Periodic technical trainings are also provided
to make the security analyst competent with the complex work
requirements.

Processes and Procedures

Organizations needs to have well defined and documented
processes and procedures to ensure smooth operation of SOC.
Companies may develop their own SOC management frameworks
for this. Monitoring tools may need integration with the requesting
system and ticketing system. It is important to clearly mention the
procedure of escalation to follow in case of an incident.
Optimization of the processes and procedures will happen overtime
with the knowledge learned from the previous incidents.

Legacy and Technologies
While picking the SOC solutions, organizations may look for some
legacy on the vendor side. Availability of the configuration guides
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and other aids, the end of support date and end of life dates needs to
be noted. Similarly, companies may also do a valuation of the
technologies used in vendor products. This includes, things like the
indexing and normalization mechanism in use, online and offline
storage methods, searching mechanism used, frontend initialization
console, types of reports it can generate, effectiveness of correlation
engine etc. Some vendors offer a good collection of default
correlation tools and built in dashboards. Almost all vendors
support customized dashboards. Rather than going for a solution
imposed by a marketing and sales team, one needs to properly
analyze different verticals of solutions before making the final call.

Noise

The major sources of noise in SOC are; frequent vulnerability
scans, Spam solution alerts, Honeypot activity alerts, ACL/Security
logging alerts, IDS/IPS alerts and Antivirus, Anti spyware and
Malware scan related alerts. However, it is extremely important to
collect and analyze all relevant security related events before
categorizing them as noise. The noise reduction techniques should
not be a cause for missing critical events. Sometimes the integration
of threat intelligence feeds (Block listed IT reputed list) and the
collection of flow data (Net flow, J flow, S flow) may result in
noise.

Technical

The throughput of a SOC solution is normally binded to the
events/second. Having a low EPS will result in random early drops
of the events. You need to note down that random dropping is not
priority driven, meaning you may miss even critical events due to
this. Maintaining a secure channel between the endpoint and the
collector is not always achievable. The additional efforts needed to
create custom correlation tools in the absence of built in tools is
huge. Careful planning and continuous monitoring helps
organizations to resolve these sorts of issues.
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Review Questions

1.

....... generate an alert when a specific state is detected and
is used for service status detection and data integrity
checking.
a. Sensor
b. Serves
c. Probe
d. Poller

........ is responsible for gathering information from different
Sensors

a. Event collector or aggregator

b. Event processor

c. Flow processor

d. Connector

........ can be used by other application to log security event
in checkpoint security management server.

a. Event log in API

b. Log export API

c. SNMP

d. SYSLOG

.......... can be used for real time historical retrieval of logs
from checkpoint devices.

a. Event log in API

b. Log export API

c. SNMP

d. SYSLOG

SIEM can collect Microsoft windows events data in an
agentless way using ..........

a. MSWMI

b. WBEM

c. MSRPC
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10.

d. DCOM

....... does not support retrieval of non-standard windows

. MSRBC
. API

logs
a. MSRPC
b
C
d. SYSLOG

In collector initiated event forwarding for centralized
windows log collection ........... issues are very common.

a. Scalability

b. Compression

c. Retention

d. Decompression

SDEE with an event query or an event subscription uses
......... to the query SDEE server.

a. FTP
b. SCP
c. SSH
d. SSL

The throughput of a SOC solution is binded to the .........
a. EPS
b. SPF
c. Latency
d. Rate limit

The speed of event recognition event escalation and
............ is used to calculate to overall response matrix of a
SOC.

e. Event resolution

f. Event suppression

g. Event reporting

h. Event hiding
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Module 3
Managed Security Services SLA
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MSSP Service Level Agreement

There should be well written several level agreements between
clients and MSSP for network capacity, availability requirements,
contingency planning in case of failure, network outage alerts,
restoration, escalation and reporting time.

Responsibility of each party for implementing, operating and
maintaining security control or mechanisms that must be applied to
existing network services should also be documented. Separate
legal policy statements for information classification, information
retention, evidence admissibility, testification and prosecution
procedures should also be there. SLA normally act as a measurable
tool for review and performance of an MSSP contract. Improved
operational visibility can be guaranteed with a meaningful SLA
with proper object criteria’s. MSSP generally offers standard
service level agreements. If the customer has specific service level
agreement to demand, MSSP may go on a negotiation with the
customer to make the demanded SLA fit with their general
standards.

It is a very usual practice that the customer may demand an
enhanced level of service due to the nature of their business.
Sometimes an external consultant will be called in by the client to
measure the adherence to SLA and also for proposing revisions to
the existing SLA. MSSP should take necessary steps to
compartmentalize each of its service clients from all other service
clients. Other than the basic performance and availability
requirement an SLA should also consider common compliance
requirements. KPI’s (Key Performance Indicators) acts as
observable parameters for the measurement of service processes.
Penalties for non-compliance and rewards for exceeding
expectations are also part of SLA document. Though SLA can be
considered as a process description document it constitutes both
legal and financial instruments. Careful planning and proper review
should be there while defining an SLA to avoid common
ambiguities and misunderstandings.

Assessing an SLA
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It is extremely important to analyze the SLA for both customer and
MSS provider to ensure:

1. That the SLA provides value to the customer.
2. SLA provides a good margin to the service provider with
minimal risk.

The terms in SLA should be defined in a way so a customer can
correlate and understand its value with their business model. The
operational risk associated with each of the agreed terms must be
estimated by the service provider. The impact of a failure to meet
an SLA on both the customer’s and the service provider’s business
should be assessed. The service provider must have a framework or
a mechanism which will help a client to measure the progress and
current status of an SOC operation. Statistical information in the
form of reports or other documentation should be provided to the
customer in a pre-agreed interval. Cost effectiveness is another
factor to be considered before going ahead with a very strict SLA.
An SLA should not have any implicit functions that are undefined
and result in ambiguity.
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Managed Security Services SLA Sample

Listed below is an example of an SLA between MSSP and a
customer. The information given below is meant only for the
general understanding for a security practitioner and is not a
readymade SLLA sample to be used in a production environment.

Managed SIEM Appliance Incident Notifications

Security Inci- Type of Incident
dent Response | Highly Critical Critical High Medium Low
Time Commit-

30 Minutes 30 Minutes 30 Minutes 30 Minutes 30 Minutes

ment
Table 5 Managed SIEM Appliance Incident Notifications

Managed l.oo Monitoring Incident Notifications

Type of Incident

Incident Noti- i Unavailability of Corrupted log-
) ! No logging ac- Unusual log- ) ;
fication Time | . . log sources / Con- ) ging / compliance
. trvity o= ging rate . .
Commitment nectivity Issues violations
30 Minutes 30 Minutes 30 Minutes 30 Minutes

Table 6 Managed Log Monitoring Incident Notifications

Standard changes related to Managed Device/service

Type of Device

Managed
Managed |FW, IDS/ if/[alllllageg " Managed Log IS\/;;nl\j[gj{d n
UTM IPS,NAC, | “SCZLH " | Monitoring . PP
WAF y &
Implementa- Within XX | Within XX .
tion Time hours after | hours after | Within XX hours elthis S

getting the getting the | after getting the tasTs Aier

request with | request with | request with

getting the

: } y request with
chient man- | client man- | client manager :
client manager

ager approv- | ager approv-  approval
al al e

Table 7 Standard changes related to Managed Device /service

Managed Device/service Outage Notifications

Notification | Managed Marraged W, Managed Vulnera- | Managed Log Moni-
} IDS/IPS, NAC, o ) j

Time Com- UTM bility Scanning toring
P WAF

B 20 Minutes |45 Minutes 45 Minutes 45 Minutes

Table 8 Managed Device/service Qutage Notiflcations
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Other changes related to Managed Device/service

Type of Device
Managed

M d Vul-
Managed | FW, IDS/ ansﬁie S " Managed Log Managed SIEM
UTM IPS, NAC, nera fy Scan- Monitoring Appliance
ning
Implemen Y
tation Time VAIRE |t Within XX Within XX

hou.rs alier hours after get-  hours after get- | hours after get-
getting the i : ;
ATY ting the request | ting the request | ting the request
re.ques with client man- | with client man- | with client
cliestt Masfinig: ager approval ager approval manager a
er approval ger app ger app ager app

Table 9 Other changes related to Managed Device/service

Service Uptime assurance of Managed Device/Service

Type of Device

Re- Managed FW] e Managed | Managed
M d = M d Vulnerabili
sponse | - 285 | IDS/IPS, NAC, | o o8¢ VEnerabilty |1 oo Moni- | SIEM Appli-
i UTM canning -
Time WAF toring ance
99.99% 99.96% 99.99%, 99 .80% 99.99%

Table 10 Service Uptime assurance of Managed Device/Service

Managed device replacement notification

Type of Device

Managed FW, | Managed Managed
%danaged IDS/IPS, Vulnerability ﬁm’fltgec.i Log | sTEM Appli-
™ ) onitotin
. . NAC, WAF Scanning & ance
Notification
: Atleast 72 At least 72 At least 72 Atleast 72 At least 72

Time ) i i ) :

hours in hours in ad- hours in ad- hours in hours in

advance after | vance after the | vance after the | advance after | advance after
the change change confir- | change confir- ' the change the change

confirmation |mation mation confirmation |confirmation
Table 11 Managed device replacement notification

Managed Log Monitorine Incident Notifications

Type of Incident

Incident Noti- ) Unavailability of Corrupted log-
} : No logging ac- Unusual log- i :
fication Time | . . log sources / Con- . ging / compliance
. tivity Bt ging rate . .
Commitment nectivity Issues violations

30 Minutes 30 Minutes 30 Minutes 30 Minutes
Table 6 Managed Log Monitoring Incident Notifications

Access Control Performance Matrix and
Assured Deliverables
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[ ]

6

10

11

14

Deliverables

Access failure by proritized logical
grouping (e.g payment processing

fE50ULCEs)

Top access destinations by users/

ngLlPS arnd .'.-II!IL‘J[HHIULIS ACCess

Access login success and failure

(internal); by user, system, by device

(class, by time (with details)

Top access failures by source, desti-

nation, user, business unit

Unusual access to prioritized logieal

grouping (c.g financial reporting re-

sources)

Multiple account logons from differ-

ent geographic locations

Suspicious access attempts or fail-

ure followed by success from same

SOUrce

Privileged user access by access fail-
ure, by cotical resource, by method,

by different location/same time

Top [_'::i\-'ﬂtgcd user access follow b}f

configuration changes

Admimstrative changes to directory ser-

vice user and group objects; by admin,

Use of trusted and service accounts,

by volume, by tume of day, by do-

main

User activations, p[ivilcgc ch&ulgt and

terminations by device class

Remote access login success and fail-
ure (VPN, other); by user, by device

class, by time with details

Unusual service account, t=rminated
account use, login success and fail-
ures

Table 13 Access Control P

erformance Matrx and Assured Deliw

Turnaround Time / Frequency

Report onee in 7/15/30 days based on the agreed

maodel

Report once in 7/15/30 days based on the agreed
| model

Report once in 7/15/30 days based on the agreed

maodel

Report once in 7/15/30 days based on the agreed |
model

Within XX minutes of incident declaration by
MSSP SOC team

| Within XX minutes of incident declaration by
| MSSP SOC team

Within XX minutes of incident declaration by

MSSP SOC team

l Report once in 7/15/30 days based on agreed
madel. In case of real time detection of such
suspicious event Chent management will be
informed within XX munutes of incident declara-

| ion by MSSP SOC team
Within XX minutes of incident declaration by

| MSSP SOC team

Within XX minutes of incident declaration by
MSSP SOC team

by user, by group, by resource Criticality

Report once in 7/15/30 days based on the agreed
model

Report once in 7/15/30 days based on agreed
maodel. It case of real ime detection of such
suspicious event Client manage ment will be
imformed within XX minutes of incident declara-

| tion by MSSP SOC team

Within XX minutes of incident declaration b}'
MSSP SOC ream

Report once in 7/15/30 days based on nga_'ud
model. In case of real time detection of such
suspicious event Client management will be
informed within XX minutes of incident declara-
tion by MSSP SOC team

erables
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Boundary Defenses Performance Matrix
and Assured Deliverables
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SI.

No. Deliverables Turnaround Time/frequency
| . |Top access failures by .
1 ) B Report once in 7/15/30 days based on the agreed model
source and destinations |
Top inbound connec-
2 e T ngeml saufon Report once in 7/15/30 days based on the agreed model
by system, user, band- c
width and time
Top outbound con-
nections to external
3 |sources by system, Report once in 7/15/30 days based on the agreed model
user, bandwidth and
Hme
Top outbound DMZ
connections to exter-
4 |nal sources by system, Report once in 7/15/30 days based on the agreed model
user, bandwidth and
fime
. |Top perimeter attacks _ .
5 b e Report once in 7/15/30 days based on the agreed model
12y Fory
6 !F!"r((:?n d;}&[;id]_:‘;fﬁc Report once m 7/15/30 days based on the agreed model
Top blocked internal
7 |sources by port, by Report once in 7/15/30 days based on the agreed model
destinations .
Top blocked outbound
8 |connections by port, | Reportonce in 7/15/30 days based on the agreed model
|by_destination
Report once in 7/15/30 days based on agreed model. In
9 Unusual IDNS access | case of real time detection of such suspicious event Client
and requests management will be informed within XX minutes of inci-
' dent declaration by MSSP SOC team
Changes to active and | Report once in 7/15/30 days based on agreed model. In
{0 standby configurations | case of real time detection of such suspicious event Client
by perimeter device management will be informed within XX minutes of inci-
class  dent declaration by MSSP SOC team
Top unusual peak .
11 |bandwidth utilization Report once in 7/15/30 days based on the agreed model
| sources and destination
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Deliverables

Turnaround Time/frequency

13

14

16

17

18

Top bandwidth by
protocol, by connec-
tion, by source, by
destination
Configuration changes
FW, VPN, WAP, Do-
main

Failure FW, VPN, WAP,
Domain

Multiple login failures
by FW, VPN, Domain

Excessive VM move-
ment by VM, by guest
host

Noncomp liance VM

movement by VM, by
guest host

Wireless network ac-
cess by location, by
user, by failed at-
tempts

Report once in 7/15/30 days based on the agreed model

Report once in 7/15/30 days based on the agreed model

Report once in 7/15/30 days based on agreed model. In
case of real time detection of such suspicious event Client
management will be informed within XX minutes of inci-
dent declaration by MSSP SOC team

Report once in 7/15/30 days based on agreed model. In
case of real time detection of such suspicious event Client
management will be informed within XX minutes of inci-
dent declaration by MSSP SOC team

Report once in 7/15/30 days based on agreed model. In
case of real time detection of such suspicious event Client
management will be informed within XX minutes of inci-
dent declaration by MSSP SOC team

Report once in 7/15/30 days based on agreed model. In
case of real time detection of such suspicious event Client
management will be informed within XX minutes of inci-
dent declaration by MSSP SOC team

Report once in 7/15/30 days based on the agreed model

Table 14 Boundary Defenses Performance Matrix and Assured Deliverables

Network and System Resource Integrity
Performance Matrix and Assured
Deliverables
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Deliverables

Installation of unauthonzed

software:

Turnaround Time/ frequency

Report once m 7/15/30 days based on agreed
model. In case of real time detection of such sus-
picious event Client management will be informed
within XX minutes of incident declaration by
MSSP SOC team

-2

Conﬁgurﬁtion clumges outside
approved changes (maintaining
separate change reference data)

Report once in 7/15/30 days based on agreed
model. In case of real time detection of such sus-
picious event Client management will be informed
within XX minutes of incident declaration by
MSSEP SOC team

Top business critical devices
with eritical resource utihization
(memory, processor, storage,

| fan)

Top device / system restarts

Report once n 7/15/30 days based on the agreed
model

Report once in 7/15/30 days based on agreed
model. In case of real time detection of such sus-
picious event Client management will be informed
within XX minutes of incident declaration by
MSSP SOC team

Top process start and failure

(hltered)

Report once in 7/ 15/30 days based on the zi.greed
model

Object access denied

DNS configuration changes

DNS faults

Report once m 7/15/30 days based on agreed
model. In case of real time detection of such sus-
picious event Client management will be informed
within XX minutes of incident declaration by
MSSP SOC team

Report once n 7/15/30 days based on agreed
model. In case of real time detection of such sus-
picious event Client management will be informed
within XX minutes of incident declaration by

| MSSP SOC team

Report once in 7/15/30 days based on agreed
model. In case of real time detection of such sus-
picious event Client management will be informed
within XX minutes of incident declaration by
MSSP SOC team

9

Account changes by critical re-

source

Report once in 7/15/30 days based on agreed
model. In case of real time detection of such sus-
picious event Client management will be informed
within XX minutes of incident declaration by

| MSSP SOC team
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10

Deliverables

Excessive VM movement by
VM, by guest host

Top critical system/device

Turnaround Time/frequency

Report once in 7/15/30 days based on agreed
model. In case of real ime detection of such sus-
picious event Client management will be informed
within XX minutes of incident declaration by
MSSP SOC team

Report once in 7/15/30 days based on the agreed

11 | changes per user, per device el
class, per TT services
12 Unauthorized changes, by criti- | Report once in 7/15/30 days based on the agreed
- cality, as percentage and trend model S B
3 Changes to configurations by Report once in 7/15/30 days based on the agreed
| device class, by user, by criticality | model
Sysetns Guiaile cantpuetinn Report once in 7/15/30 days based on the ed
14 |standards; by criticality, class, P T e s
. ; . model
business unit, ratio and trend
(5 Percent of systems without ap- | Report once in 7/15/30 days based on the agreed
__|proved patches model
16 Top attacks by exploited vulnera- | Report once in 7/15/30 days based on the agreed
 ble systems model
| 'Top inbound and outbound con-
7 nections by system, user, band- | Report once in 7/15/30 days based on the agreed
width and time Unusual scanner | model
/ probe activities
Report once in 7/15/30 days based on agreed mod-
el. In case of real time detection of such suspicious
18 | Nonstandard port activity event Client management will be informed within
XX minutes of incident declaration by MSSP SOC
team
Report once in 7/15/30 days based on agreed mod-
Actual and suspected systems | el In case of real ime detection of such suspicious
19 |with Peer:2:Peer software or |event Chent management will be informed within
communications XX minutes of incident declaration by MSSP SOC
leam - a
20 Top system issue/incident by Report once in 7/15/30 days based on the agreed
mcident category model
Report once in 7/15/30 days based on agreed mod-
N : ) el. In case of real time detection of such suspicious
g1 |: otcamplisice VM motvemient event Client management will be informed within
g

by VM, by guest host

XX minutes of incident declaration by MSSP SOC
leam
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Deliverables Turnaround Time/frequency

Report once in 7/15/30 days based on agreed mod-

' B el. In case of real time detection of such suspicious
High resource utilization by VM l

event Client management will be informed within
guest host, by resource types :

XX minutes of incident declaration by MSSP SOC
team
Report once in 7/15/30 days based on agreed mod-

Devices with unauthorized or el. In case of real time detection of such suspicious

23 | anomalous communications event Chient management will be informed within

(SMTP, etc) XX minutes of incident declaration by MSSP SOC
team

Vulnerability to incident ratio

B, | el oo elsec sulnemabidling Report once in 7/15/30 days based on the agreed

trends .model

o5 Attacks against vulnerable sys- Report once in 7/15/30 days based on the agreed
tems classified by criticality ‘model

26 Device/device group availability | Report once in 7/15/30 days based on the agreed
| percentage model

Report once in 7/15/30 days based on agreed mod-

Failed backup services (or other | el. In case of real ime detection of such suspicious

27 | similar services) by system, by event Client management will be informed within

time, by business unit/service | XX minutes of incident declaration by MSSP SOC
team

Table 15 Network and System Resource Integnity Performance Matrix and Assured Deliwerables

Host Defenses Performance Matrix and
Assured Deliverables
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Deliverables

IPS/IDS events classified as inci-
dents by network, by service
Top incidents by attack type, by
source, by destination

Top attack sources and destina-
tions by volume or destination
criticality

Attacks identified and resolved

.Top traffic by source by applica-

tion, by source type, by business

unit

Unauthorized and suspicious net-

work traffic by source, by destina-

tion, by type

H Suspicious behaviour by source,

by destination, by type

Suspicious communications by

source, by destination, by type

Attack investigation open and

close rato and trends

Wireless 1DS alerts

Turnaround Time /Frequency

Report once in 7/15/30 days based on

‘agreed model
Report once in 7/15/30

_ agreed model

Report once in 7/15/30
agreed model

Ichort once in 7/15/30
‘agreed model

Report once in 7/15/30
agreed model

Report once in 7/15/30
agreed model
Ichort once in 7}15/.30
 agreed model

Report once in 7/15/30

agreed model

days
E

days
-

days

days

days

days

days

the

based on the

based on the

based on the

based on the

based on the

based the

on

based on the

Report once in 7/15/30 days based on agreed

model. In case of real time detection of such

suspicious event Client management will be

informed within XX minutes of mcident dec-
laration by MSSP SOC team
Report once in 7/15/30 days based on agreed

model. In case of real time detection of such
suspicious event Client management will be

informed within XX minutes of incident dec-
laration b:.,' MSSP SOC team

Table 16 Host Defenses Performance Matrix and Assured Delwerables
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Malware Control Performance Matrix and
Assured Deliverables
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Jn

10

11

ed, detected, remediated

from sources

clous malware activity

Deliverables

Top reported malware
threats
Anti-virus trends; prevent-

Spam trends; identified

and removed

Top malware attacked
sources, and by pnor vul-
nerability issues

Top unusual traffic to and

Top source and destina-
tions of maliclous connec-
tions

Top systems with multiple
infections / top systems

re-infected

Top systems with suspi-

Anomalous network activ-
ity

_'-\l}-'pic:ﬂ] email or web

communicatons

Turnaround Time/Frequency

Report once in 7/15/30 days based on the agreed
model
Report once in 7/15/30 days based on the agreed

mo» d ﬁ'l

Report once in 7/15/30 days based on the agreed
model

Report once in 7/15/30 days based on the agreed
model

Report once in 7/15/30 days based on the agreed

model

Report once in 7/15/30 days based on the agreed

1'[1(.)("](:'.1

Report once in 7/15/30 days based on the agreed
model

Report once in 7/15/30 days based on the agreed

model

Report once in 7/15/30 days based on agreed model.
In case of real ime detection of such suspicious event
Client management will be informed within XX min-
utes of incident declaration by MSSP SOC team

Report once in 7/15/30 days based on agreed model.
In case of real ime detection of such suspicious event

Chent management will be informed within XX min-

“utes of incident declaration by MSSP SOC team

Atypical port/application

use

Report once in 7/15/30 days based on agreed model.
In case of real ime detection of such suspicious event

Chent management will be informed within XX min-

utes of mcident declaration by MSSP SOC team

Anti-virus stop, start, up-
date failures

Statistical report once in 7/15/30 days as agreed and
notification of update failures and signature parsing
issues within 30 minutes of incident declaration by
MSSP SOC team.

Table 17 Malware Control Performance Matnx and Assured Deliverables
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Module 4
Network Security Monitoring
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Network Security Monitoring

Network Security Monitoring provides meaningful data for
intrusion analysis in the shortest amount of time. NSM is the
comprehensive collection of data to ease the process of analysis to
detect and respond into intrusions. Todd Heberlein developed
network security monitoring in 1998, it was a kind of intrusion
detection system that used live or offline network traffic as its
input. In 1993 Air force Computer Emergency Responds Team
(AFCERT) with the help of Heberlein developed Automated
Security Insuring Measurement System(ASIMS). Most of the
modern-day organizations build their own Computer Incident
Respond Team (CIRT).

CIRT team members use NSM:

i. To collect and aggregate all network derived data.
ii. To analyze the captured network data to identify intrusions
or intrusion attempts.
iii. To define the response strategy, in case of an attack.
iv. To perform forensic analysis and risk or damage analysis.

INSM is not responsible for directly preventing intrusions, but it will
help the organization to identify the attempts and prevent the
objectives of adversaries. Data provided by the NSM is very useful
in predicting the objectives of an attacker. It is in fact quite difficult
to detect data exfiltration attempts by using conventional security
solutions.

Network Security Monitoring and Continuous Security Monitoring
are not the same thing. NSM focuses on adversaries and CSM is
based on vulnerabilities. Continuous Security Monitoring alone
cannot give you sufficient protection from all threats. The good part
is NSM helps organizations to contain the activities of adversaries
before they complete their mission.

Security platforms like intrusion Prevention System, Content
Filtering Solution, Antivirus etc. focuses on blocking or denying
the attack from happening. NSM can be used for providing better
visibility of different phases of an attack.
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NSM Deployment

The CIRT team with the help of the network infrastructure
management engineers configures layer 2 switches to export copies
of the traffic to the NSM server. The NSM server needs to have all
the software needed for traffic analysis. It may not be practically
possible to collect all the network traffic from all available
switches. Moreover, doing so may result in duplicate collection of
data at NSM server so it is important to properly identify the
switches on which the exporting feature has to be enabled. Some
organizations may opt for dedicated hardware based network taps
instead of configuring the switches for exporting the data. There are
number of companies offering different hardware tapping solutions
to achieve this.

SPAN

Switch Port Analyzer (SPAN) can be used for exporting the
network traffic from a switch if both NSM mirrored port is on the
same switch.

Below example shows how to set up a SPAN session for
monitoring source port traffic to a destination port in a Cisco
switch.

Switch(config)# no monitor session 1

Switch(config)# monitor session 1 source interface fastEthernet0/1

Switch(config)# monitor session 1 destination interface fastEthernet0/10 encapsulation dotlq
Switch(config)#t end

RSPAN (Remote Switch Port Analyzer)

RSPAN is used in scenarios where the NSM is located at a different
switch port than the monitoring switch port.

Below example shows how to configure a RSPAN session to
monitor multiple source interfaces, and configure the destination
RSPAN VLAN and the reflector-port in source and destination
Cisco switches.

Source Switch
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Switch(config)# monitor session 1 source interface fastEthernet0/10 tx

Switch(config)# monitor session 1 source interface fastEthernet0/2 rx

Switch(config)# monitor session 1 source interface fastEthernet0/3 rx

Switch(config)# monitor session 1 source interface port-channel 102 rx

Switch(config)# monitor session 1 destination remote vlan 901 reflector-port fastEthernet0/1
Switch(config)# end

Destination Switch

Switch(config)# monitor session 1 source remote vlan 901
Switch(config)# monitor session 1 destination interface fastEthernet0/5
Switch(config)# end

NSM Limitations

Network security Monitoring is a difficult to implement task in the
case of enterprise wireless networks. Wireless end hosts
communicate with each other in an encrypted way. This makes
NSM ineffective however, this is applicable only in the case of
node to node wireless communication. If a wireless host accesses
the internet or any other corporate website this traffic has to
traverse through the enterprise network.

If mobile hosts are using cellular networks within enterprise
environment you may need to get necessary legal approval before
tapping the data.

NSM Data Types

Network Security Monitoring deals with or captures different kinds
of data. These include:

Full Content Data
Extracted Content Data
Transaction Data
Session Data

Statistical Data

Meta Data

Alert Data

Full Content Data Analysis
Full content data is the exact copy of a network traffic. The security

analyst can perform two major types of analysis with this kind of
data.
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Full Content Data Summary Analysis

In this type of analysis security analyst looks into summary of the
captured data. This is generally done by looking into the header
details of the packets. The below example shows the use of
Tcpdump tool for summary data analysis.

Full Content Data — Individual Packet Analysis

In this security analyst picks some sample packets out of the whole
captured data and then performs a full inspection of it. Hexadecimal
and ASCII representation of the packets will be used for analysis,
from L2 to L7 (payload) command line tools like “tcpdump” or
GUI tools like “Wireshark” can be used for this kind of analysis.

# tcpdump -nnvvXSs 1514 ¢ 2
tcpdump: data link type PKTAP
tcpdump: listening on pktap, link-type PKTAP (Packet Tap), capture size 1514 bytes
17:58:39.128544 IP (tos 0x0, ttl 64, id 48715, offset 0, flags [DF], proto TCP (6), length 76)
192.168.1.4.63423 > 188.172.192.5.5938: Flags [P.], cksum Ox0Obld (correct), se

2586084325:2586084349, ack 3333128064, win 4130, options [nop,nop,TS val 262368849 e
566659564], length 24

0x0000: 3cle 0434 0al3 a099 9b15 943f 0800 4500 <..4.......7..E.

0x0010: 004c be4b 4000 4006 3e02 c0a8 0104 bcac .L.K@.@.>.......

0x0020: c005 f7bf 1732 9a24 83e5 cbab 7f80 8018 .....2.5........

0x0030: 1022 Ob1d 0000 0101 080a 0fa3 6e51 21c6 ..........nQL

0x0040: 89ec 1130 1b00 0000 0000 0f00 0000 1200 ...0............

0x0050: 0000 1b00 0000 1800 0000
17:58:39.554518 IP (tos 0x0, ttl 116, id 24523, offset 0, flags [DF], proto TCP (6), length 76)
188.172.192.5.5938>192.168.1.4.63423:Flags[P.], cksumOx1ca3(correct),seq3333128064:333312808:
ack 2586084349, win 515, options [nop,nop,TS val 566664557 ecr 262368849], length 24

0x0000: a099 9b15 943f 3cle 0434 0al3 0800 4500 .....?<..4....E.

0x0010: 004c S5fcb 4000 7406 6882 bcac c005 c0a8 .L_.@.t.h.......

0x0020: 0104 1732 f7bf cbab 7f80 9a24 83fd 8018 ...2....... Siiii

The below example shows the use of Tcpdump tool for full content
data analysis.

Extracted Content Data Analysis

Extracted content data analysis focuses on high level stream content
rather than the MAC, IP and protocol headers. Videos, images,
other files etc. exchanged between computers can be analyzed in
detail through this method.

Extracted content data analysis sometimes needs reconstructions or
reassembly of streams. Xplico is an open source tool which can be
used for this reconstruction of session.
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Below screenshot shows the reassembly of a mms page using
Xplico.

Xplico Interface
Help  Logout

Figure 2 Xplico Interface

Transaction Data Analysis

Transaction data analysis focuses on requests and responses
exchanged between endpoints. For example, a legitimate HTTP
session will have GET requests followed by a 200 OK or not found
response messages. If you are finding HTTP POST without an
associated HTTP GET it may be an indication of a data exfiltration
attempt using HTTP POST. Network Security Monitoring uses
tools like Bro for transaction data analysis.

Session Data Analysis

Session data is the complete end to end communication record
between two end hosts. Transaction data is only a subset of session
data with details like Source Address, Destination Address, Source
Port, Destination port, Session start time, Session end time, amount
of bytes or data transferred, protocols used and timestamp.

Open source tools like Bro and Sguil are commonly used for this
kind of analysis.

Bro Alerts

CaptureLoss: :Too_Much_Loss SSH::Password_Guessing

Conn: :Ack Above Hole SSH::Watched_Country_Login
SSL::Certificate_Expired
SsL::Certificate Expires_Soon

DNS: :External_ Name SSL::Certificate Not Valid Yet
FTP: :Bruteforcing SSL::Invalid_Server _Cert

FTP: :Site_Exec_Success Scan: :Address_Scan
HTTP::SQL_Injection_Attacker Scan: :Port_Scan

HTTP: :SQL_Injection_ Victim
Intel::Notice

: :Count_Signature
::Multiple Sig Responders
PacketFilter: :Dro; i ultiple_Signatures

ProtocolDet: ::Sensitive Signature
ProtocolDet x| Software_Version_Change
SMTP::Blocklist_Blocked_Host Software: :Vulnerable_ Version

SMTP: :Blocklist Error_ Message TeamCymruMalwareHashRegistry::Match
SMTP::Suspicious_Origination Traceroute: :Detected
SSH::Interesting Hostname_ Login Weird::Activity

SSH::Login_By_ Password_Guesser

Figure 3 Bro Alerts
Sguil Session data analysis output
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Update tterval (secsi: 15 w| mow |

Figure 4 Sguil Session data analysis output
Argus is another nice tool which can be used for session data
analysis.

Statistical Data Analysis

As the name implies this kind of analysis focuses on the statistical
information like file /data size, start and end time of transfer etc.
Wireshark or Capinfos (bundled with Wireshark) can be used for
this kind of analysis. Wireshark offers different kinds of statistical
data information.

Wireshark endpoint statistics

Engpoint Types  ~.

Figure 5 Wireshark endpoint statistics

Meta Data Analysis

Data about data is known as metadata. External tools or resources
like whois, ip2config, robotex.com etc. are used for meta data
analysis. IP reputation lookup and other kind of threat intelligence
information is also useful for this analysis.

Alert Data

Intrusion detection systems triggers events when they interpret data
traffic. The events generated by security Appliances upon devices
of matching condition is called Alert. Snort and Suricata are the two
most commonly used open source solution.

Snort and Sguil are used for alert data analysis.
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NSM Deployment

Organizations must decide on the type of network traffic they need
to monitor before going ahead with NSM.A thorough analysis of
network traffic needs to be performed to identify the placement
locations of NSM sensors. An NSM server can be either a
commercially available appliance or something we build on your
own.

There may be multiple monitoring interfaces in an NSM server. It is
a fairly good idea to allocate one or more CPU core per monitoring
interface. A basic deployment of NSM needs a bare minimum of
8GB RAM. There should be adequate space available for the
storage of the network traffic and other NSM data. Normally RAID
is used in storage.

NSM Deployment models
NSM Deployment can be either, standalone or Distributed.
Stand-alone NSM

In a standalone NSM deployment a single NSM instance acts as
sensor and server. This model is suitable for small and medium
based companies. Typically, it is used in scenarios where there is
only one segment is being monitored. All the functions of the NSM
like monitoring analysis and reporting is performed by one single
box.

Distributed NSM

An all in one box approach is not suitable for very large and
complicated enterprise network environments. We need to segment
the process of collection, analysis and reporting separately to make
the NSM scalable for this kind of requirements. Multiple sensors
placed at different locations collect and interpret traffic and then
forwards the collected data to the NSM server. Distributed models
can monitor multiple network segments effectively.

Commonly Used Tools for Building NSM

NSM is a collection of different open source tools for advanced
threat analysis. The commonly used tools include and not limited
to:
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SGUIL
SQERT
BRO
ELSA
Xplico
Argus
SANCP

SGUIL

It uses a number of tools for its different functions. MySQL 4.x/5.x
is used as the back-end storage mechanism. The intrusion detection
engine uses either SNORT/SURICATA. IDS alert decoding is done
with the help of Berniyard or Berniyard-2. TCP IP session
recording is with the SANCP. OS fingerprinting tool used is pOf.
TCPdump and Wireshark are used for session and packet analysis.

SQERT

SQERT is a simple web application, that is used to query the
SGUIL backend database. The visual frontend of the SQERT
provides contextual information like Metadata, Grouped Result
sets, Time series representations etc.

SQERT instruction image and a demo is available at:
http://github.com/int13h/SQERT

BRO

BRO is basically an advanced traffic analyzer, that can analyze all
traffic for signs of suspicious activities. BRO provides different sets
of log files that carries information about network activity in detail.
The application layer details like HTTP URI’s, MIME types, DNS
responses, SMTP session details etc. are very useful in advanced
traffic analysis. BRO by default provides binary extraction from
http sessions. The extracted binary files can be further analyzed
with the help of external tools. The other functions offered by BRO
includes Malware detection, Vulnerable software detection, Brute-
Force attack detection and SSL certificate validation. BRO is very
customizable and extensible.

The Heart of BRO is an Event Engine that converts packet streams
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(Network Streams) into a series of higher level events. The events
are derived in such a way that it will represent the network activity
in a policy neutral way. The policy script interpreter executes,
Event handlers and extracts properties from the events.

ELSA

Enterprise Log Search and Archive (ELSA) provides a fully
asynchronous web based query interface, that will help the security
analyst to search for any arbitrary strings from billions of stored
records. The framework used is based on Syslog-NG, the backend
storage is with MySQL and full text search functionality is
provided by Phinx.

The records can be either logs or alerts. A single instance of ELSA
can receive and index more than 30K events per seconds. It
supports active directory/LDAP integration for authentication and
authorization. For highly scalable requirements distributed
architecture with clusters is recommended. ELSA is capable of
generating Ad-hock reports/graphs based on arbitrary queries even
on very large data sets. ELSA uses Google Visualization for
dashboards. Normalization is by default available for CISCO logs,
SNORT/SURICATA, BRO, SNARE etc.

Xplico

Xplico is an advanced network forensic analysis tool, that supports
reconstruction of data with the ability to recognize the different
protocols with a method called PIPI (Port Independent Protocol
Identification). Xplico can extract content like images, files,
cookies, videos etc. from web sessions. It is also very useful in
email analysis, as it supports reconstruction of IMAP, POP and
SMTP protocol data. The other protocol Xplico can reconstructed
are VOIP, MSN IRC HTTP and FTP.

Xplico System Architecture

There are Four major components in Xplico system architecture:

1. Dema
2. Xplico
3. Data Manipulators
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4. Visualization Systems
Dema (Decoding Manager) is responsible for:

a. Input data handling

b. Manage configurations and History files for the decoder
and the manipulators.

c. Launch the decoders and the manipulators

d. Control the execution of decoders and Manipulators

The Xplico decoder reads the raw data from capture dissector block
and then forwards it to the protocol dissector’s block. Finally, the
dispatcher block handles re-organization of the reconstructed and
normalized data or sends it to manipulator as needed.

Argus

Argus is a powerful real time flow monitor, that offers
comprehensive data network traffic auditing. Argus reports are
suitable for historical and near real-time processing for forensics
trends and alarm/alerting. Argus can read packets directly from
network interface and classify it into network transactions.

You can find more details about Argus at:

http://qosient.com/argus

SANCP
SANCP (Security Analyst Network Connection Profiler) is
commonly used for statistical network traffic analysis. SANCP is
capable of creating connection logs and record network traffic for
the purpose of auditing, historical analysis, and network activity
discovery.
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Review Questions

| is recommended for exporting of logs if both
NSM and monitoring port are in same switch.
a. SPAN
b. RSPAN
c. FSPAN
d. MSPAN

2. i, is recommended for exporting of logs if both NSM
and monitoring port are in two different switches.
a. SPAN
RSPAN
FSPAN
MSPAN

ga — @

3 is commonly used for meta data analysis.
WHOIS

ARP

NETSTAT

DD

aen o

4, ........ is used to query SGUIL database backend.
SQUERT

SQLTI

SQUERY

SNORBY

/N o

D. tiiinnns is an event engine that converts packet streams into
series of higher level events.
a. BRO
b. BRI
c. PRO
d. PRI

6. .oovnn.. is a powerful real time flow monitor, that offers
comprehensive data network auditing.
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7.

10.

. ARGUS
PRI

. BRI
PRO

aon oW

........ is commonly used for statistical network statistics
analysis.

a. SANCP

b. ARGUS

c. PRI

d. PRO

....... can read packets directly from network interface and
classify it into network transactions.

a. ARGUS

b. PRO

c. BRI

d. Wireshark

........ focuses on high level stream analysis and can be used
for analysis of video, image and other files exchanged
between computers.

a. Extracted contest data analysis

b. Summary analysis

c. Packet decoding

d. DPI

....... focuses on requests and responses exchanged between
end points.

a. Transaction data analysis

b. Argus

c. Wireshark

d. TCPDUMP
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Module 5
Event Source Categories and the
Recommended Use Cases
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Event Source Categories and the

Recommended Use Cases

The guidelines provided in this module helps SOC professionals in
understanding and responding to security monitoring requirements
in a more professional manner. Additionally, the use cases and
correlation rules proposed in this module aids in making the
security monitoring service more relevant to the threat landscape.
The use cases recommended are for the event source category.

The major event source categories considered are -

e Anti-spam

e Anti-virus

e End-point threat protection/Application control/whitelisting
solution

Web/Application server or database

Data loss prevention /File integrity monitor
Financial application

Host based firewall

Single sign on

IPS/IDS

Network based firewall

Network user behavior analysis

Operating system

Storage

VPN

Vulnerability Scanning solution

NAC solution

Anti-Spam

There are several solutions like gateway based filters, client side
applications and mail server integrated solutions for anti-spam. The
gateway filters are dedicated anti-spam solutions that are often
coupled with anti-virus to provide an end to end mail filtering
service.

Gateway filters off-load the performance and bandwidth
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consumption issues of running them on the mail server directly.
Mail servers integrated anti-spam solutions run on the server
directly processes the spam inline. Client side application that runs
on end user’s system directly to process spam is not widely-used
solutions in a corporate environment. However, the heuristic
capabilities of these solutions and lower pricing makes it the perfect
choice for a home user.

Anti-Spam Detection and Processing Techniques
Anti-spam solutions use different techniques for the detection and
processing of spam. These includes and not limited to:

Hashing or checksums

Open relay checks

RBL check

Bayesian filter

Heuristic

Signatures

Black listing and white listing

Nk W=

Hashing or Checksums
Hash values of specific portion of the spam emails is computed and
stored in the anti-spam solutions. An email that matches the stored
hash will be flagged as spam.

Open Relay Checks

Open relay checks verify whether source mail server permit relays.
Mail servers that are configured to relay can be misconfigured by
the attacker to limit problem with SPAM black listing. Anti-spam
solutions block email from source servers that permits relaying.

RBL check

Malicious Anti-spam solutions may use the real time black lists for
blocking spam emails.

Bayesian Filter
Bayesian filters uses user input for calculating the statistical
probability an email spam.

Heuristic
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The probability of spam 1is calculated statistically by the
combination of a variety of detection mechanism to recognize
specific patterns that indicates spam.

Signatures
Specific keywords within a message are checked for the
identification of spam.

Black Listing and White Listing

In black listing the anti-spam solution blocks messages from a
specific user defined source address, domain or IP. Anti-spam
solutions can also be configured to permit messages from user
defined white list only.

Anti-Spam Event Categories

As a security analyst one should consider developing and
implementing at least the below set of recommended use cases and
correlation rules for an anti-spam event source.

Below are the major event source categories to be considered from
security perspective.

Email spam

Instant messaging spam

Comment spam

Junk FAX (Out of Scope for Security Analytics)

Internet telephony spam

Unsolicited text messages (Out of Scope for Security
Analytics)

Recommended Use Cases and Correlation Rules
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Event Type/

Use Case Correlation Rule

Category

Trigger alert for the EMAIL

s - G al Fmail ATYPICAL/UNUSUAL out-
1 SPAM orlgmaled from inside ener - / o .

bt SPAM bound Email , possible SPAM
10st.
Trigger alert for SPAM in the
e | . | ATYPICAL/UNUSUAL inbound
incoming Email with RBL General Email . i i
2 | IPreputation & MIME | SPAM Haral, pogibie SEAM
2 P = . TOP SPAM sources reported
header checks.
- » — =
3 Trigger Alarm if Phishing General Email ! HlSI.lﬂN(J cont]:fl:jn; FlSId;emall /
= S al ar ® i "
content is found in an email | SPAM ’,PO SR fpearpaRigatienp
SPAM
: : ATYPICAL/UNUSUAL Instant
Trlgger Alarm if SPAM con- | Instant messag- . 1 L ¥ . i
4 tentis Tound o an IM Bow T messagng communication detect-
) & °P ed, possible SPAM
: ; ATYPICAL/UNUSUAL Int et
5 Trigger Alarm if SPAM con- | Internet Tele- Telenl / cati z etm;
g ; g i) ) i elephony communication detect-
tent is found in a VOIP flow  phony SPAM ed, possible SPAM
Table 18 Recommended Use Cases and Correlation Rules
Antivirus

Anti-malware software helps in the prevention, detection and
removal of malicious software. The modern-day antivirus programs
are capable of providing protection against malicious browser help
objects (BHO), key loggers, backdoors, Trojans, root-kits, worms,
adware, spyware, spam, phishing attacks, APT, privacy threats and
DDOS attacks.

The common detection method incudes:

e Sand boxing — Behavioral-based detection by allowing the
program execution in a sandboxed environment and
capturing all its actions.

e Data mining — Data mining and machine learning
algorithms classify the behavior of a file (as either
malicious or benign) given a series of file features that are
extracted from the file itself.

e Signature based detection — Compares the suspected file or
pattern with its signature database to detect known threats.

e Heuristics — Compares the suspected files or pattern with
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the generic signature specific to a Virus Family.

e Behavioral-based — Detection based on the behavioral
pattern of the malware.

e Root kit detection - A combination of advanced detection
techniques is used for this.

Event Categories
The three major categories of events to be considered from an
Antivirus event source for effective security monitoring are —

1. AV Definition / Signature Database Status events — Helps
the Security Analyst detect the state of protection and virus
and spyware signature definitions updates.

2. Scan - antivirus scan related events.

3. Treatment —events related to the action done to the infected
files.

Recommended Use Cases and Correlation Rules
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5

Identify events where the

- Event
Use Case

Type

To monilor anlivirus soll-

ware logs to track if de- .
g-.-. AV Scan
tected viruses are cleaned

propetly.

Identify machines that are
not updated to the latest
AV definitions.

AV Update

Identify machines that

are updated to the latest AV Update

AV definitions.

Identify quarantine action -
yq AV Scan

failed events.

To monitor antivirus soft-
ware logs to track the level, | AV Scan
type & scope of infection

) AV-Treat-
user chose to quarantine a
ment
file.
Identify events where the | |
. AV-Treat-
user chose to delete an
ment

item.

Identify events where the _—
: : AV-Treat-
user chose to ignore an

Correlation Rule

Failed AV mitigation or cleaning detected,
possible persistent virus mfection.

Detect unprotected end points, possible
Antivirus disable attempt.
Detect Anti-virus stop, start, update fail-

ures,

Report of the Current AV protection
Posture

Report of Anti-virus trends; prevented,
detected, remediated
Report type & scope of Virus infection

Anti-virus trends; prevented, detected,
remediated.

Top malware attacks by sources.
Top unusual traffic to and from sources.

Top source and destinations of malicious
connections.

Top systems with multiple infections / top
systems re-infected.

Top systems with suspicious malware ac-

| tivity.

Detect user mitiated quarantine action.

Track forced file removal events.

Report AV recommended action bypass

; ment attempts.
1ifem.
Identify events of the ap- .

" AV-Treat- ! .
plications that were quar- ! Detect failed quarantine-restore attempts.

a men
antined and restored.
Table 19 Recommended Use Cases and Correlation Rules
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End-point Threat Protection / Application
Control / Whitelisting solution

End-point security monitoring tools are used for prevention and
detection of threats against the devices which they are running on.
Though the threat visibility of the attack is limited the end-point
devices communicate with its server to share information about the
data. So, this makes it important to monitor end-point security
server and client event data. SIEM boxes should have policies to
correlate activities on end points servers and clients.

Application white listing solutions allows the execution of specific
application based on defined policies related to users, groups,
systems and other attributes. The trust worthiness of an application
can be determined by verifying the software vendors trusted
certificates or with the path value used by the applications.
Legitimacy of an application can also be checked with the hash
values of files affiliated with an application using common hashing
protocols.

Behavior analytics also plays a considerable role in the detection of
rogue applications. It is not easy to define generic use cases for this
kind of event sources. The features offered by the solutions should
be analyzed case by case for developing effective use cases.

Recommended Use Cases and Correlation Rules
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Event

Use Case AC Correlation
Type

To identily & prevent the use ol unautho-

rized software in enterprise environment. : ;
Installation of unauthorized

Rogue
1 . . X & software and the use of rogue
Detect the malicious software implanta- | Software < o
. . , . . applications
tion, propagation, scanning & mtrusion '
nearly real time.
Detect & prevent zero day attack initia- :
- : = . . Detect p()ssﬂ)le zero day at-
2 tion & progress 1n enterprise environment Zero Dﬂy o, W o ’
: tack initiation.
nearly real time.
To ide_ﬂliry‘ the data access attempts & to Detect p()ssi].‘lle data exfiltra-
3 prevent the data loss by strict monitoring | External | tion attempts.

of files, directories, USB’s & other remov- | devices  Top and unusual Web and
able devices. database application access.

Detect & prevent malicious software ;
) : : e External | Detect unauthorized remov-
4 |infection / propagation from USB’s & ) e

) devices | able device in use
other removable devices.

To monitor access requests to fixed- func-
tion end-point devices, such as point-of-

; ; s Detect unauthorized access
sale (POS), medical equipment, Industrial

5 s ; PoS attempts to fixed-functions in
control systems, SCAIDA, aeronautical P.
? ' i end points
system & to prevent unauthorized access '
attempts.
To perform user /Administrator activity 0%
6 P. ; g 3 UAM Detect unusual user activity
momlormg & to ensure complmnce.
To perform malware impact assessment
to aid investigation with details like time
! Impact | . p )
7 & type of attack, mode of propagation, A Detect suspicious end point
= : : ASSEess- >
which endpoints have been infected and . activity
| : ; i men
which machines are engaged m suspicious
activit}-'.
Table 20 End-point threat protection / Application control / Whitelisting solution - Recommended Use
Cases and Correlation Rules

Web / Application Server or Database

Enterprises use web applications for quick, user friendly and
effortless access to cooperate data. Most of the time applications
are installed on top of common web server solutions like IIS or
Apache. These servers may be laden with vulnerabilities and should
be patched and monitored to avoid security risks. Attackers use
specially crafted SQL, LDAP and other commands to access web
application server database content. Though secure coding practices

76

https://t.me/learningnets



like strict input validation, exception management, data encoding
and data escaping helps to minimize the threats web application
server is exposed to, it is crucial to capture and report each possible
attack.

Integration of database access monitoring (DAM) application to
SIEM is a prevalent best practice now. All database transactions are
captured and alerts are generated for possible policy violation
attempts. Sensitive data access monitoring is enabled near real time
by this.

Recommended Use Cases and Correlation Rules
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Use Case

Correlation

Monitor web
server and

Web application attacks per server and application.

Web application attacks remediated.

Top web application attack by type, by source, by destina-
tion.

Web application attacks not remediated.

Web and database platform configuration changes.

Web and database platform outages due to configuration
changes.

Application platform resource utilization anomalies.

Database application security issues / trends.

web middle- Database queries, inserts or deletes that are Atypical.
. Database 2
1 ware applica- .

: Activity " o _ _ g ,
tion logs to : Excessive denied requests by web application by source/
detect ATYP- destination,

ICAL events.

Web application errors by application type.
Top Critical SQL commands by administrator.
Top monitored database table attribute changes.
Top and unusual Web and database application access.
Top Web :applir.:—ll‘ion administrative t}mrlges.
Top or Unusual application process or resource utilization
by application server.
Web application outages associated with attacks or configu-
ration changes.

Table 21 Web/Application Server or Database - Recommended Use Cases and Correlation Rules

Data Loss Prevention / File Integrity

Monitor

Data exfiltration attempts can be identified and prevented with DLP
solutions. Network security teams are struggling with DLP
solutions integrated with SIEM, the underlying problem is “attempt
to manage SIEM and DLP “separately without seeing them as
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products part of the “securing monitoring” process. DLP prevent
end users from uploading sensitive corporate information to internet
through email, cloud storage and other applications. Proper data
classification is very much needed for the working of DLP. It is
always a fair best practice to review the data classification and alert
settings of your DLP before integrating it with your SIEM. This
practice will help you to prevent problems with the false alerts
generated by DLP. The combination of SIEM and DLP helps
organizations in implementing effective security monitoring for
compliance violation detection. It helps organizations understand
and manage the data that is used, stored and transmitted. It is also
useful for PCI-DSS monitoring. By integrating DLP with SIEM
organizations can have security analytics in one program. It is also
critical to tune your STEM to focus on where the data is found,
doing so helps the network security team responsible for managing
the infrastructure protect the sensitive data at the source, in transit
and at its destination. STEM can also play a major role in alerting
the DLP about new sensitive resources and the threat to
organizations. Improved visibility and control is one of the
immediate benefits of integrating SIEM with DLP. Regulatory
compliance standards like PCI, SOX, HIPA, GLBA etc. demands
confidential information and intellectual property protection and
detection of such breaches.

A DLP solutions can detect different kinds of data losses like:

1. Unintentional data leakage by an internal employee.

2. Intentional data theft by an internal employee.

3. Determined data theft by skilled internal employees,
external hackers and advanced persist threats or malware.

A DLP system should be capable of dealing with all the three stage
of data:

1. Data in use (end points)
2. Data in motion (network)
3. Data in rest (storage)
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Data stored in end points can be exfilterated via USB, emalil,
webmail, http, instant messenger, FTP etc. The data in motion
exfiltration can be through SMTP, FTP, HTTP etc. The data at rest
could be accessed or owned by a wrong person or can reside at a
completely wrong place. A DLP mechanism for data in use or data
in motion may monitor data flows from sources like a user, an end-
point, an email address or a group of them to destinations like an
end-point, an email address or a group of them through channels
like USB, email or network protocol.

For data exfiltration detection of data at rest a DLP solution may
install a discovery agent locally. For this you may need to specify
what is sensitive data and the authorized sources to handle it.

Recommended Use Cases and Correlation Rules
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Use Case

Event

Correlation Rule

2

6

9

10

access, malware, end-user actions that may Threats :
: - tration attempt.
result in data loss.
Detect possible data exfil-
tration attempt.
To analyse DLP end-point policy enforce- Dai System Access outside
. ; ata e
ments (o prcvenl information leak. business hours.
Top Resource access fail-
ure per user.
s : Detect possible data exfil-
I'o analyse security events reporred o1 Copy- ;
: g i : i i tration attempt.
ing of data to removable storage devices and | Data ; s
: Top users with DLP inci-
l‘ﬂ(:d.lﬂ,
dents.
Table 22 Data Loss Prevention / File Integrity Momtor - Recommended Use Cases and Correlation Rules

To delermine where dala is stored across
endpoints and servers.

To identify true data owners and detect unusu-
al activities.

To monitor Customer Data in transit through
& oft the corporate network. .
To monitor sensitive Intellectual Property data
i transit through & off the corporate net-
work.

To monitor sensitive Corporate Data in transit
through & off the corporate network.

To monitor changes to the sensitive data in

| sioragc.

Detect policy violations related to the trans-

mission of sensitive data.

Detect sensitive data sent over IPV6.

Detect in-motion data leakage over the web

and through email, with DLP policy rules that
include content, context, and destination.

To analyse events related to encryption &
decryption of backup tapes and other storage
devices,

To identify unauthorized physical or network

Financial Application

Modern day SIEM solutions offer seemingly less application
monitoring of financial systems. Some financial application like
Cleartouch from FISERV collect customer data such as credit and
debit card numbers and bank PINs. Moreover, such applications
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Detect possible data exfil-
tration attempt.

Potential sensitive data
disclosure. Violations by

czllcgm'v

Detect Intellectual Prop-
erty exfiltration attempt.

Detect possible data cor-

_ ruption attempt.

Detect p()ssihlt data exfil-
tration attempt.
Detect p()sﬁih]c data exfil-

tration attempt.

Detect p()ssihh: data exfil-
tration attempt.
Detect possible data

confidentiality violation
attem pt .

Detect possible data exfil-



centralize the business actions and allow multiple departments
access to the data. Employees who have access to this kind of data
only need a fraction of it for their work functions. Knowing exactly
who is doing what with this kind of data is critical for preventing
security breaches.

Some of the financial service applications collect PII (Personal
Identifiable Information) like social security number, mobile
number etc. In order to avoid possible mishaps with such sensitive
information, a company should monitor the use of it. Organizations
use dedicated privilege user application monitoring solutions to
monitor their internal storage activities related to financial
applications. Integrating PUM (Privileged User Activity
Monitoring) with SIEM helps organizations ensure the security and
confidentially of customer records and offers protection against all
anticipated threats to the integrity of such records and minimizes
the inconvenience to the customer.

Recommended Use Cases and Correlation Rules
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(]

6

10

11

Lise Case

“To ensure thal Secure Sockels Layer (SSL)
1s in use for all sensitive web application
data access requests related to procure-
ment, purchasing, making payment, Cus-
tomer Orders, Order fulfilment and re-

celving pavment from Customers.

To ensure that all the common end-point
pmrecl'irm tools are there in place & isin a
properly protected state.

To ensure that operating attack surface

on all clients and servers accessing critical

financial systems are reduced.

To analyse the databases monitoring
events and auditing software events
reported by financial & accounting apph-

calions,

To analyse user logon/logoff reports
(log-in/log-out monitoring) of financial
‘and accounting applications.

To analyse the Logon Failure Reports of
financial & accounting apphications.

To analyse the Audit Logs Access events
to ﬁum!.ci_al & accounting applications.
Identify when an object like File, Direc-
tory, etc. related to financial & accounting
applications 1is accessed, the type of ac-
cess (RO/RW) and whether or not access
was successful/failed, and who performed
the action.

Analyse local system processes such as
system start up and shutdown and chang-
‘es to the system time or audit log;
Analyse event logs for changes in the se-
curity configuration settings such as add-
g or removing a global or local group,
adding or removing members from a
gl()l)“l oar ]UCHI gr{)“P= f."(.-

To analyse the status of internal controls
mn place for accessing financial & account-
ing applications.

Event

Type

Confi-
dentiality

Controls

Attack

Monitor-

ing

User

Jser

Access
User
Access

User

Access

System

System

o

Controls

lable 23 Financial Application
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Correlation Rule

Detect sensitive data transfer
over unsecure communication

channel.
Detect current end point se-
cunty posture.

Detect intrusion attempts on
financial applications.

Detect unusual application

access attempts.
Administrative access to Crit-
ical system outside normal
busmess hours.

Detect unusual application
access attempts.

Detect unusual application
ACCEss attemprs.

Detect unusual application

access ﬂttempls

Detect unusual application
access attempts

Detect unusual application
access attempts.

Detect unusual application

access allempls.

Detect unusual application
access attempts.

Unusual access using service
account credentials,
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Host Based Firewall

Host based firewall are designed for protection against security
threats originating from LAN environments and can help mitigate
the risks of an end-point host. Host based firewall are also known
as personal firewalls. The host based firewalls are software modules
installed on each individual end-point systems. Most of the personal
firewalls offer protection beyond capabilities of a network firewall.
It protects end points system from Trojans, spywares and other
malicious software. it is typically useful for roaming end users who
cannot always be connected to the internet through a hardware
firewall. Most of the modern-day operating system comes with
integrated personal firewall. However, we cannot expect rich
features of a commercial personal firewall from this. Personal
firewalls are not a replacement for antivirus solutions. Zone Alarm,
Tiny personal firewall, KERIO etc. are examples of commonly
used personal firewall solutions.

A well configured personal firewall provides effective protection
against different kinds of attacks. Continuously monitoring the
personal firewall logs with security monitoring solutions like STEM
is a good idea to detect potential compromises in end-point
machines. The internal firewall rules configured in personal
firewalls acts as a simple access control list with logging capability.
Port scanning activities and malicious software implementation can
be identified near real time with the integration of personal firewall
with STEM.

Event Categories

1. Antivirus — Most of the Host based firewalls has AV
capabilities.

2. IDS/IPS — Host based Firewalls use IDS/IPS engines for
deep inspection.

3. Phishing - Protects the end users from going to phishing
websites.

4. Intrusion - Protects end systems from targeted attacks.

Data - Monitors data in transit & prevents the malicious

1
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data transfer.

Recommended Use Cases and Correlation Rules

Use Cases Event Type Correlation Rule
1 _A]l Anlvirus Use Cases. AV _ All AV correlation rules.
All Intrusion Detection/ Pre-

2 IDS/IPS All IDS/IPS correlation rules.

vention System Use Cases.

ldemjfy the l)his]ling sites ac-

Suspicious web communication,

3 Phishin : . Tk
_ cessed by the end user. _ & _ Possnble PHISHING attempt.
Detect targeted attacks from :
4 8 ; Intrusion Targeted attack detected.
local networks & mternet.
To monitor the system for
5 | real-time program activity and | System Top System connections.

connection status.

o : : Top source and destinations of

To identify “calling home™ at- P : i
i malicious connections.

6 | tempts by malware for transmit- | Data : \ G5
\ . Detect C & C communication mn
ting sensitive data to hackers.
_ | progress.
To identify attempts to modify
7 | critical system & application Data
files.

Critical file access, possible data

corruption or exfiltration attempt.

Detect Privilege escalation attempts

. . ossible system intrusion.
To ldentlf}; the user attempts for P :

8 il lati System
srivilege escalation. o ; s
t g Authentication failures by privileged
user
To identify the attempts for " ' ' :
; X . : g Service modification request, possi-
9 | service status modification by System e :
’ / ble Rootkit implantation
processes /users.
Identify the request by appli-
0 cation for attributes associated Syst Reconnaissance or possible infor-
) ) ) System ) !
with the processmg environ- ¥ mation gatller_mg ﬂttempt
ment.
Table 24 Host Based Firewall - Recommended Use Cases and Correlation Rules

Single Sign-On Solution

Single Sign On (SSO) permits a user to access all the computer
resources where he has access permission through a single process
of authentication. SSO reduces the human error and inconvenience
issues caused by typing in the user credential multiple times. SSO is
a difficult to implement technology. Novell’s SSO solution works
slight different than other SSO solutions. They store the separate
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user names and passwords of different applications in a common
store called SecretStore. Solutions like Open-AM SSO uses HTTP
cookies to track user actions. Single Sign On permits to terminate
user access to multiple software application with a single action of
sign-out.

Benefits of SSO

Reduced errors and operating failures.

Improved security with a single user authentication.
Reduced administrative efforts in managing user accounts.
Consistent and reliable performance.

W=

Though there are multiple benefits with single sign on it is
important to note down that an SSO solution is a very attractive
target for a hacker to perform denial of service attacks. SSO is an
expensive retrofit solution to an existing application. The single
point of failure nature and the risk associated with unattended end
user system that uses SSO should also be considered while
designing the integrated monitoring solution with SSO.

Recommended Use Cases and Correlation Rules
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Use Case

Correlation Rule

B8]

i

9

10

5

13

To identify & analyse the Auto-provisioning

of user accounts by IM solution & to verify

the privilege level assigned to each.

To idt‘ﬂlif}-‘ & ::ms]]}-'se the Auto-deactivation

of user accounts 1)}-‘ IM solution.

To analyse the Identity-synchronization
events reported by IM solution.

To verify & analyse the self-service requests
events reported by IM solution.

To verify analyse the modification of users
& entitlements reported by IM solution.

sysiem to other.

To analyse user requests for change of their
own or others’ profiles and requests for ad-

ditional access rights.

To analyse automatic discovery and classifi-

cation of systems and accounts by IM solu-

tion.

To verify the orphaned accounts.

To verify the privileges assigned to each user
by IM solution.

To verify the multiple privileges assigned to

‘ Event Type

Auto-provi-
sioning

Auto-deacti-
valion

Identity-syn-
chronization
self-service
requests
Delegated-
administra-

tion

To analyse propagation of changes from one propagation

()f Chﬂ.ﬂgﬁ.‘-ﬁ

Profiles
Discovery
Orphan

. inappropri-

ate privileges

Suspicious user ac-

count provisioning or

modifications.

Suspicious user ac-
count deactivations or

modifications.

Suspicious user account

attribute changes

Suspicious user account

service requests.

SLISPEL’i()LlH user account

modifications.

. Track propagation of

user account Chﬂﬂ.gﬂ.‘i.

Suspicious User Profile
modifications.

Detect rogue system &

user accounts

. Report unused or Or-

phﬂned accounts

Track inappropriate

privileges assignments.

Violation of separation

) Privile .
‘user accounts by IM solution. _ 8¢ ~of duties. _
To analyse the Duplication of information _— Identity data duplica-
s ] i . Duplication | .

_ Identity information stored in IM solutions. tion.

To \-'crif}-' & muﬂyst the singlc—: sign-on events 330 ATYPICAL SSO inci-

rt‘p_()rLt:d 1)}' IM solution. _ = _ dents.

[able 25 Single Sign-On Solution - Recommended Use Cases and Correlation Rules

Recommended Use Cases and Correlation Rules
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Use Case Event Type Correlation Rule

To identify & analyse the Auto-provisioning g . Suspicious user ac-
) . : , uto-provi- fx w
1 of user accounts by IM solution & to verify 'y I count provisioning or
By e " °  sioning . :
the pﬂvﬂege level asmgned to each. modifications.
Suspicious user ac-

To identify & analyse the Auto-deactivation | Auto-deacti-

(8%

count deactivations or

of user accounts by IM solution. vation 3 .
: modifications.

4 To analyse the Identity-synchronization Identity-syn-  Suspicious user account

events reported by IM solution. chronization | attribute changes
P To verify & analyse the self-service requests | self-service | Suspicious user account

events reported by IM solution. requests service requests.

; G 5 Delegated- Yy

To verify analyse the modification of users i Suspicious user account
5 W, / ; administra- e o

& entitlements reported by IM solution. i modifications.

X Hon

p To analyse propagation of changes from one propagation | Track propagation of

system to other. of changes  user account changes.

To analyse user requests for change of their Y
: ; Suspicious User Profile
7 | own or others’ profiles and requests for ad-  Profiles . .
: 2 modifications.

Intrusion Detection/Prevention System

The basic difference between IDS and IPS is the fact that IDS
focuses only on detection and IPS can take actions along with the
detection. IDS can passively monitor more than one segment and
can monitor traffic that an IPS would never see. IPS actions include
drop, reset, shun or custom actions, and it is placed in line with the
traffic for taking this action. The “fail open” feature of IPS allows
traffic to pass through in case of IPS engine or scan failure. Modern
day firewalls come with software modules or hardware daughter
cards for IPS/IDS feature. UTM boxes will also have IPS/IDS
features in built. For effective security monitoring of firewall events
the below set of use cases are recommended.

Recommended Use Cases and Correlation Rules

Network Based Firewall

Firewall is an access control device which decides which traffic to
forward and which traffic not to forward, based on the pre-defined
rules. Firewalls screen both inbound and outbound network traffic.
The major features of an enterprise grade network firewall include:
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1. Blocking the incoming traffic based on source or
destination IP or port.

2. Blocking the outgoing traffic based on source or
destination IP or port.

3. Screen network traffic for unacceptable and inappropriate
content.

4. Enable remote access of resources.

5. Allow connection to internal network.

6. Generates alerts on network activities.

Firewall Technologies

Packet Filtering

Packet filtering works at the network layer of OSI model. The
filtering is based on service type, port number, interface number,
source /destination address etc.

Network Address Translation (NAT)

Network address translation (NAT) enables mapping of internal
private IP address to external public IP addresses. A firewall can
perform one to one or many to one static or dynamic mapping.

Circuit Level Gateways

These are firewall which works under session layer of OSI model.
Multiple parameters like address, DNS name, Directory name etc.
are used for allowing or denying network access.

Application Proxies

It works as a proxy server that intercepts information passing
through the gateway and thus does not allow direct communication.
Application proxies will allow a limited number of applications like
FTP, SMTP etc.

Virtual Private Network

Most of the modern-day network firewalls act as VPN termination

points. This kind of firewall support both site to site and remote
access virtual private network connection.

FW Logs - Common Categories
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1. Firewall change management Logs

Firewall bandwidth monitoring alerts

3. Firewall Internet / Intranet Usage alerts (Permitted and
Blocked)

4. Firewall IPSEC/SSL/Tunnel/Point to Point

N

Recommended Use Cases and Correlation Rules

90

https://t.me/learningnets



ta

Get a complete trail of all the changes
done to firewall configuration.

](.1!‘.'1'11“.)' ‘who' made “what’ c]mnges,

‘when” and ‘why’ to firewall configuration.

Identify attempts to start or stop auditing
service of the Firewall.

]demify attermpts to clear trace contents
trom audit log container.

Monitor network tratfic and generate

alert notifications upon sudden spikes in
bandwidth,

Analyse which user, protocol group or
network activ 'lty 1S CONSUMING more band-
width.

Analyse the firewall logs to identify the
users violating the corporate internet

download /usage policy.

Monitoring internet usage (overuse or
misuse) by employees.

Identify the protocol wise internet usage
by the users.

Identify the user attempts to access re-
stricted sites.

Analyse the firewall logs to identfy that
which VOIP phones are trying to con-
nect to the VoIP server using TFTP to
get the configurations.

Detect DoS attack against the application
servers by analysing the no of inbound
connections to the server farm through
firewall.

Analyse incoming and outgoing traffic/
bandwidth patterns in enterprise network.

Identify top Web users, and top websites
accessed

Event Type

Firewall change manage
ment Logs

Modification of FW audit
logging service.

Enable FW audit logging

service

Disable FW audit logging

Serv iCt‘

_ Delete audit records in F'W

FW - Traftfic and Band-

width momitoring events

FW - Internet / Intranet
Usage alerts.

91

https://t.me/learningnets

Correlation Rules

Changes to active and
sl:mdby Firewall conﬁg—
uration

Detect Co nﬁgu ration
change related to firewall
policies and VPN

Detect Audit Log remov-
al atternpts

Top unusual peak band
width utlization sources
and destinations

Top bandwidth by pro-
tocol, by connection, by
source and by destina
tEOu

Top blocked internal
sources by port, by desti-
nations

Top perimeter attacks by
category

Top dropped traffic from
DMZ, FW/

Top blocked outbound
connections by port, by
destination

Unusual DNS access and
requests

Changes to active and
standby configurations
by pernmeter device

class

Daily or weekly alerts on
top 10 connections from

sites ()f concerns



Use Cases Event Type Correlation Rules

IPSEC/SSL VPN or
TUNNEL initiation.

IPSEC/SSL VPN or
TUNNEL termination.

IPSEC/SSL VPN or

TUNNEL termination

due to policy violation ,
Identify the VPN tunnel creation by the compliance or communi-
FW / VPN gateway cation issues

Identify the VPN tunnel termination by Data transfer over IPSEC/

the FW / VPN gateway or user. SSLL VPN or TUNNEL
SESS10NS

Generate alerts for file download over

VPN session. Object/resource binding
by any of the participat

Generate alerts for object/resource access | ing peer with the other

over VPN session. over IPSEC/SSL VPN or
TUNNEL sessions

Identify the bytes of data transferred over

VPN session. Release of the Object/
resource binded by any of
the participating peer with
the other over IPSEC/
SSL VPN or TUNNEL

sessions

Queries regarding the
objects / resource access
over VPN session.

Table 27 Network Based Firewall - Recommended Use Cases and Correlation Rules

Network User Behavior Analysis (NUBA)

NUBA offers passive monitoring of user behavior without major
network reconfiguration. Continuous real time view of user
activities across enterprise network is captured and monitored by
the solution. The user role information in your existing directories
will be used as the reference for the analysis. Some of these
solutions are capable of even controlling user access based on the
findings. A centralized active login data base needs to be accessible
by NUBA for analysis. If needed LDAP queries will be used for
verifying user or group mission. Port mirroring or passive network
taps are used by the network user behavior analysis tools for deep
packet inspection. Flow data like Cisco netflow, Juniper jflow etc.
are used for analyzing changes made by the end users. Event data
generated by network user behavior analysis tools are exported to
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security information event manager (SIEM) either by using SNMP,
SMTP or any other protocols. Some of the NUBA tools support
importing of vulnerability assessment data for relevancy check of
the findings.

Popular Threat Detection Methodologies used by

NUBA

Payload Anomaly Detection

Protocol Anomaly: MAC Spoofing
Protocol Anomaly: IP Spoofing
Protocol Anomaly: TCP/UDP Fanout
Protocol Anomaly: IP Fanout
Protocol Anomaly: Duplicate IP
Protocol Anomaly: Duplicate MAC
Virus Detection

Bandwidth Anomaly Detection
Connection Rate Detection

Recommended Use Cases and Correlation Rules

93

https://t.me/learningnets



Correlation

Use Case

Rule
Suspicious
= : ; o3 behaviour
1() ﬂllﬂ]‘rﬁc I)llﬁl‘rlcﬁs uscr b(‘llﬂ\"‘l(—)llr ﬂ.lll:]. ilCt'l\'-ll\'_ ACIOSS 2
1 = ; C UBA by source, by
the network environment. O
destination, by
type
Suspicious
To analyse the environment for network usage, critical communication
2 assets & to identify malfunctioning devices and detect | Statistics | by source, by
trends destination, by
type
To analyse application usage statistics, host-level audit
3 trails or network activity, spam detection and applica- | Statistics
tion failure notifications.
a To compare the internal behavioural analysis data with
the one from perimeter devices.
5 Detect & analyse network and security issues of spe- UBA
’ cific users. )
6 To perform trend analysis of user activity with the UBA
historical behavioural data collected. ’
To detect and analyse Network scans, Service probes,
Protocol anomalies, Network behaviour anomalies,
Application behaviour anomalies, Unauthorized ser-
7 vices detected, Unauthonzed communication chan- LTBA
nels detected,
Custom signature deployments & Regular and on-de-
mand signature updates.
Detect evasive threats with deep packet inspection of Suspicious com-
8 protocols like DHCP, ATM, DNS, FTP, HTTP, IRC, DPI munications by
Kerberos, POP, SIP, SMTP, SSL, TLS etc. Protocol
Detect different kinds of unknown and highly cus-
tomized attacks like -
Zero-Day attacks — detection of zero-day attack
symptoms . : Suspicious com-
9 Data leakage— misused HTTP(S), F'TP, SMB s . i
ireats municafions by

Tunnelled traffic—ICMP, DNS, SSH.

; : Protocol
Protocol anomalies— detecting changes of use of

common protocols and their characteristics.
Mascaraed brute-force attack (dictionary, brute-force)
Breach of internal security rules by employees.

Table 28 Network User Behavior Analysis (NIUJBA) - Recommended Lise Cases and Correlation Rules

Operating System

Almost all the SIEM solutions can receive log data directly from
windows, Linux, UNIX, OSX and other operating systems.
Dedicated agents like SNARE, Adaptive Log Exporter, Sentinel
UNIX agent etc. are also used for exporting logs.

Modern day windows operating system offers centralized windows
event log collection. This innovative server subscriber model
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reduces the complexity of integrating all event sources separately to
SIM or SIEM. SIEM providers may offer agents or add-ons for
exporting archived windows event logs. Microsoft windows
management instrumentation (WMI) API can be used for remote
agent less windows event log collection from windows server
version 2003, 2008, Windows XP, Windows Vista and Windows 7.
Windows event log protocol needs proper configuration of server
DCOM settings.

Recommended Use Cases and Correlation Rules

Use Cases Event Type Correlation Rule

No.
Linux/Unix Common OS Logs
To analyse general message and system

) : System
related events which needs attention. y
To analyze OS authentication logs (Suc- Autl
s Auth
cessful & Failed).
To analyze kernel level logs for system Pan- |
; o - . Kernel
ic / failure conditions.
To analyze scheduled, running & cancelled ]
) - 8 CRON
i cron jobs. Detect unusual
To analyse system mail server logs. MAIL OS mncidents
To analyse Apclle access and error logs. HTTPD
To analyse OS boot log. BOOT

To anal_yse Lighttpd access and error logs.  Lighttpd
To analyse MySQL database server log file  Mysqld

To analyse login records file. utmp/wtmp
To analyse yum command usage. Yum

To analyse kernel ring buffer information. ' Dmesg
Windows System Events

Detect & analyse the failed access requests , )
S i Failure Audit
by users & applications.

Detect &analyse the successful access re- .
ey - licati Success Audit

quests DV users & a canons.

1 “ PP Detect unusual

2 | Detect &analyse warning messages by the - % S
s : Warning, OS incidents
Operating System.
Detect & analyse the information logs by 3
J ? Information.
Operating System.
Detect & analyse critical OS 1issues. Error
Table 29 Operating System - Recommended Use Cases and Correlation Rules

Proxy

Proxy servers intercept the connection from endpoints to the target
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destination and thus limit direct connection between them. The
proxies can be configured as content filtering solutions. Typically,
forward proxy servers are configured as content filtering solutions.
Reverse proxy servers can act as server load balancing gateways
distributing the connection requests to various servers inside the
server farm. Sticky connections can be configured for persistent
traffic flow to specific servers inside the server farm. The logs
generated by both content filtering and reverse proxy servers are
relevant from security perspective. So, it is highly important to
ensure the smooth integration of proxy servers with SIEM.

Types of Proxy

Gateway: A proxy server that passes requests and responses
unmodified.

Forward Proxy: An Internet facing proxy used to forward requests
from a wide range of sources.

Reverse Proxy: Internet-facing proxy used as a front-end to control
and protect access to a server on a private network.

Event Categories

e Malware / HTTP content inspection
e Web Caching
e Forward & Reverse Proxy Content Filtering

Recommended Use Cases and Correlation Rules
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L2

farm through reverse proxy server.

Use Case

Event Type

To analyse the Infecled, Suspicious and Encrypled
. 3 . : Malware
Files reported by malware inspection.

To analyze the Maximum Archive Nesting Exceeded,

Maximum Size Exceeded, Masimum Unpacked File Size  Malware /Size

Exceeded events reported by the Malware Tnspection Exceeded
Engmne.

To analyze the Unknown Encoding, Corrupted File &

Time Out events reported by the Malware Inspection Malwrare / File

_ L‘ngme.

To analyse Malware Inspection Disabled, Malware
Inspection Disabled for the Matching Policy Rule,
Malware Inspection Disabled for the Matching Web
Chaming Rule, Destination [ncluded in Malware [nspec
tion Exceptions List, Response Ongnated {rom Proxy  Malware/ Inspec
Server, Request demed by Malware Inspection Web
Filter, Request/Response pair [dentified as Exempted
Protocol Message & Response Identified as a 200 Re-
sponse to a CONNECT Request events reported by the

tion Status

Malware Inspection Engine.

Identify the frequently accessed web pages by analysing o
3 ¥ : < -ache

the Proxy Cache Logs,

Forward & Reverse Proxy Content Filtenng

o Analyse the Proxy logs to identify the users violating
the corporate mnternet download /usage policies.

o Monitonng internet usage (overuse or misuse) of

| employees.

e [dentify the protocol wise internet usage by the users.

e Identify the user atternpts to aceess restricted & mali-
cious websites

® Detect DoS attack against the application servers by
analysing the no of inhound connections to the server

PROXY -Con

: . _ m— _ tent Filtening
e Analyse incoming and outgoing tralfhc/bandwidth
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Correlation Rule

HTTP response
blocked

HTTP response
blocked

Malware inspection
bypass

Top web pages

served

Internet usage policy
violations

Top nbound con
nections to mtermal
sources by systermn,
user, bandwidth and
timie.

Top outbound con-
nections to external
SOULCES b:.' system,
user, bandwidth and

: > alerts time,

pm.lerm__ I enterprise network, _ Tclp sutheund DMZ,
| ® Identity top web users, and top websites accessed. connectons to exter-

e [dentify the user attempts to access adult websites. nal sources by  sys-

® To analyse the cached objected served by the Proxy tem, user, bandwidth

ServVer. and tilThE-.

e [nformation about requests and responses provided Bandwidth over con-

by the Internet web servers SHTPEiHL:

— = — Blocked wehsite
o To identify the category wise internet usage.
: : : - access requests

o To analyse access times for various categories of

requests.

e To identify the policy rules that either allowed or de

nied access to the I‘f..'{_ll.l(‘fil'.

[able 30 Proxy - Recommended Use Cases and Correlation Rules



Storage

All authorized and unauthorized access requests to storage solutions
should be monitored by integrating it with a SIEM solution. Below
list does not address all the relevant storage use cases a security
analyst should develop, however at least this much of uses cases
should be there in the STEM for proper security monitoring.

Recommended Use Cases and Correlation Rules
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Lse Case Event Type| Correlation Rules

Detect Zone hopping attacks that targets FC switch Fiber Channel Targeted

1 Attack
weaknesses. ’ Attacks
LUN masking attacks/WWN spoofing that targets
2 & E g & Attack LUN targeted Attacks
HBA weaknesses. -
Detect SAN Name server pollution attacks targets
3 - E Attack LUN targeted Attacks
FT.OGT/PT.OGT weaknesses. i
Detect SAN Man-in-the-Middle attacks that targets 2
-+ il Ee Attack SAN MiTM Attacks
| Fabric address weaknesses.
Detect SAN Session hijacking attacks that targets . " y
5 - = 1 g L Attack SAN session hyacking
Fibre Channel frame weaknesses.
” i X . Suspicious reallocation
G To analyses the reallocation scans performed recently. | Operation P
™ ¥ sCans
To analyse the storage systerns audit logs for Start &
Stop of Audit service & attempt for deletion & modi-
fication of audit entries.
What configuration files were accessed?
When the configuration files were accessed?
= " . ! . - Storage audit trail cor
7 What has been changed 1n the configuration files? Sl
= ruplnon
What commands were executed?
Wheo executed the commands?
&
When the commands were executed?
3 Detect & analyse “forged ICMP redirect” attacks Ko Storage - “forged [CMP
Attac ; ;
against the storage. recdirect’” attacks
9 To analyse the “ping throtthng threshold” events p— Storage - “ping throt-
. s ac
reported by the storage solution. tling threshold™
10 To analyse “Excessive unsupported protocol packets™ Atk Excessve unsupported
X i ac
are being sent to storage system. protocol packets
1 To analyse the “excessve embryome TCP connection Atk Excessmve embryonic
3 ' Attack o e
drops” reported by storage system. TCP connection drops
To dentify whether there 1s any cardholder data or PII
stored.
To dentify whether there 1s any sensitive authentica-
12 tion data contained in the payment card’s storage chip Dt S PCI DSS data storage
2 : ata Storage e
or full magnetic stoipe. & violation
To identfy whether there 1s any payment card data in
payment card termuinals or other unprotected endpoint
devices, such as PCs, laptops or smart phones.
- Detect protocol wise access details ol the data in . p
13 Access Protocol wise data access

storage.

Table 31 Storage - Recommended Use Cases and Correlation Rules
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Virtual Private Network

Virtual Private Network gateways provide secure end to end
connections between end points. They act as a termination point of
secure connection from both static and dynamic end points. Site to
Site (S2S) or LAN to LAN VPN connections are always up secure
tunnels between gateways. Most of the modern-day firewalls will
have VPN capabilities. SSL/TLS, IPSEC etc. are commonly used
protocols for VPN. Out of this SSL or TLS based VPN is used for
secure dynamic connections from roaming endpoints. IPSEC is a
suite of protocols that offers confidentiality and integrity for secure
VPN connection. ISAKMP, ESP, AH etc. are the commonly used
protocols for IPSEC.ISAKMP is responsible for maintenance and
termination of a secure channel over unsecure medium. Data is sent
over the secure channel built by ISAKMP with additional
protection of ESP or AH.ESP offers both confidentially and
integrity services. You may setup VPN with ESP alone or by using
a combination of ESP and AH for data protection. To have better
visibility of VPN activities you need to integrate VPN gateways
with SIEM.SSL multiplexers either integrated within firewall or
running in separate gateways split the SSL. or HTTPS connection
packet inspection. You may integrate SSL. multiplexers with your
security analytics solutions for improved visibility of events related
to data sent over secure SSL/HTTPS channel.

Recommended Use Cases and Correlation Rules
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2

[&%]

Use Case

Identify & Analyse the frequent IKE negotiation
failures on the Remote access VPN GW.

Identify & Analyse the authentication failures on the
Remote access VPN GWL

ldentify & Analyse multiple denials and suecesstul
logins on remote access VPN GW.

Identify & Analyse targeted SSL vulnerability attacks
on VPN GWs,

[dentify attacks on IPSEC VPN Gateways config
ured with aggressive mode.

Alert when a virus, spyware or other malware is
detected by end-point assessment module of VPN

Gateway on a host.

Alert when L‘nd-poirll asscssment module of VPN
Gateway successfully removes a piece of malware on
an end host.

Alert when a virus, spyware or other malware 1s

detected by end-point assessment module of VPN
Gateway on a host.

Alert when tnd-poinl assessment module of VPN
Gateway successfully removes a piece of malware on
an end host.

Alert when end-point assessment module of VPN
Gateway successfully removes a piece of malware on
an end host.

Identify the VPN tunnel creation by the FW/ / VPN
gateway.

Identify the VPN tunnel terminaton by the FW /
VPN gateway or user.

Generate alerts for file download over VPN session.

Generate alerts for object/resource access over VPN
sessiomn,

Identify the bytes of data transferred over VPN

SESSION,

Table 32 Virtual Private Network
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Event Type

VPN
reconnaissance /
Attack

E-ndpoinl AV
SCAN

Data transfer
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Correlation Rules

Tiilgﬂ'l.(_‘d SSL v Ll}.llt'LH})il—
ity attacks on VPN GW’s

Top successful logins to
VPN GW

Top failed logins to
VPN GW
[KE Negotiation failures

Fﬂﬂt‘d € I]E'l‘[)()iﬂl ASSCSS

ments by VPN GW

Suspicious data transfer
over VPN session

Recommended Use Cases and Correlation Rules



Vulnerability Scanner

Timely detection of threats by an SIEM can be enhanced with its
integration with vulnerability manager. Relevancy of an identified
threat can be verified with the vulnerability data. The overall
accuracy of threat detection is thus improved with this integration.
Vulnerability management solutions or scanners are added as event
sources in SIEM, in addition to the relevancy checking the below
set of use cases will help the security analyst in real time threat

detection when the vulnerability scanning happens.

Recommended Use Cases and Correlation Rules

Use Cases

Event Type

Correlation Rules

2

To analyse the asset enumeration sta-

tus provided by the VA tool.

To analyse the profiling data of net-

work assets h}? VA tool.

Offline configuration auditing of net-

work devices.

To identify the patch auditing status of

the enterprise network

To analyses Control Systems Auditing

data.

To analyse the PII (personally identifi-
able information) data stored mn enter-

prise networks.

To identify threats like Botnet/Mali-
cious Process, Virus, Worm, Trojan and

to anﬁlyse the vulnerabilities exist in

Web Applications.

To check the compliance status of the

environment.

To check the configuration auditing

status of the environment.

Table 33 Vulnerability Scanner

Enumeration and

Fingerprinting

Profiling

Patch Status

Audit Status

PII

Threats

Compliance

Configuration

NA

NA

Systems without ap-

proved patches

PII (Personal Identi-

ty Information)data

 storage violations

Vulnerability  to

mcident ratio and
vulnerability  trends.
Attacks

vulnerable

agﬂinsl
systcms
classified by crit-

icality.

Comphiance viola-

tions.

Configuration Audit |
Report.

Recommended Use Cases and Correlation Rules
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Review Questions

| IR runs directly on the mail server and process spam.
a. Gateway filters
b. Mail server integrated filters
c. Cloud — base spam filter
d. Client — base spam filter

2. .....can be misconfigured by the attacker to limit the problem
with spam black.
a. Open relay check
b. RBL
c. BAYESIAN Filter
d. Hashing

3. ... uses user input or calculating the statistical probability
of an email spam.
a. BAYESIAN Filter
b. RBL
c. Hashing
d. Open relay check

4. ....... allows execution of specific application based on
predefined policies.
a. Application white listing
b. Application ranking
c. Application black listing
d. White coding

5. ...... can be used for prevention of SQL injection attack.
a. Strict input validation
b. Secure coding policy
c. Power shell tools
d. Content filtering solutions

6. Packet filtering works at ...... layer of OSI model.
a. L1
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b. L2
c. L3
d L4

7. Circuit level gateways works at ...... layer of OSI model.
a. L4
b. L5
c. L6
d. L7

8. ...... is needed for the proper working network behavior
analytic tools.
a. Access to centralized active log in database
b. Access to data storage
c. Encrypted secure channel
d. Sand box environment

9. ....... server intercepts the connection for endpoints to the
target destination and thus limits direct connection between
them.

a. Policy
b. Proxy
c. ACL
d. ACS

10. ESP offers .............. for IPSEC VPN connection.
a. Integrity
b. Confidentiality
c. Availability
d. Confidentiality and integrity
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Answers to Review Questions
Module 1

1.

10.

Overall risk and security poster of the business information
is critical for Chief Security Officer work role in security
center.

Access to threat intelligence feeds is recommended for

Security Analyst work role.

. A properly defined service level agreement should cover

Missing or in proper handling of SLLA, Licensing details of

SIEM and Escalation and reprioritization procedure.
Constituency is a term used in SOC to represent a set of

customers to whom SOC provide services.

SOC Analyst is responsible for generalization of the data
received from different threat intelligence providers.
PCI-DSS mandates minimum data retention of 1years.
HIPPA mandates data retention of 6 or 7 years.

Retention of lateral movement of an advanced persistent
threats needs Cross Correlation.

Log rate limiting is a common practice security practitioner
follow to reduce the amount of logs getting aggregated in
event sources.

Tier — One security monitoring team converts alerts to
incidents based in the default threshold settings.

Module 2

1.

3.

4.

Poller generates an alert when a specific state is detected
and one used for service status detection and data integrity
checking.

Event collector or aggregator is responsible for gathering
information from different sensors.

Event log in API Can be used by other application to log
security event in check point security management server.
Log export API Can be used for real time historical
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retrieval of logs from checkpoint devices.

SIEM can collect Microsoft windows events data in an
agent less way using MSWMI.

MSRPC does not support retrieval of nonstandard windows
logs.

In collector initiated event forwarding for centralized
windows log collection scalability issues are very common.
SDEE with an event query or an event subscription uses
SSL to query the SDEE server.

. The throughput of a SOC solution is binded to the EPS.
. The speed of event reorganization, event escalation and

Event resolution is used to calculate to overall response
matrix of a SOC.

Module 4

1.

o1k W

10.

SPAN is recommended for exporting of logs if both NSM
and monitoring port are in same switch

RSPAN is recommended for exporting of logs if both NSM
and monitoring ports are in two different switches

WHOIS is commonly used for meta data analysis.
SQUERT is used to query SGUIL database backend.

BRO is an event engine that converts packet streams into
series of higher level events.

ARGUS is a powerful real time flow monitor that offers
comprehensive data network auditing.

SANCP is commonly used for statistical network statistics
analysis.

ARGUS can read packets directly from network interface
and classify it into network transactions.

Extracted content data analysis focuses on high level
stream contest and can be used for analysis of video, image
and other files exchanged between computers.

Transaction data Analysis focuses on requests and
responses exchanged between end points.
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Module 5

1.

10.

Mail server integrated filters runs directly on the mail
server and process spam

Open relay check can be misconfigured by the attacker to
limit the problem with spam black listing.

BAYESIAN Filter uses user input for calculating the
statistical probability of an email spam.

Application white listing allows execution of specific
application based on predefined policies.

Strict input validation can be used for prevention of SQL
injection attack.

Packet filtering works at L3 layer of OSI model

Circuit level gateways works at L.6 layer of OSI model.
Access to centralized active log in database is needed for
the proper working network behavior analytic tools.

Proxy server intercepts the connection for endpoints to the
target destination and thus limits direct connection between
them.

ESP offers Confidentiality and Integrity for IPSEC VPN
connection
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