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Implementing Cisco IP Switched Networks (300-115)

¢ Implementing Cisco IP Switched Networks (SWITCH 300-115) is a 120-minute qualifying exam with 45-55 questions
for the Cisco CCNP and CCDP certifications.
e The SWITCH 300-115 exam certifies the switching knowledge and skills of successful candidates.

e They are certified in planning,configuring, and verifying the implementation of complex enterprise switching solutions
that use the Cisco Enterprise Campus Architecture.

o The SWITCH exam also covers highly secure integration of VLANs and WLANs.

¢ The following topics are general guidelines for the content that is likely to be included on the exam.

o However, other related topics may also appear on any specific version of the exam.

e To better reflect the contents of the exam and for clarity, the following guidelines may change at any time without

notice.
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Auto-negotiation, Speed, and Duplex

By default, each Cisco switch port uses Ethernet auto-negotiation to determine the speed and duplex setting

(half or full). The switches can also set their duplex setting with the duplex and their speed with the speed
interface subcommand.

Switch(config)#int fa0/1
Switch(config-if)#speed ?
10 Force 10 Mbps operation
100 Force 100 Mbps operation
auto Enable AUTO speed configuration

Switch(config-if)#duplex ?
auto Enable AUTO duplex configuration
full Force full duplex operation

half Force half-duplex operation

Switch#sh interfaces faO/1
FastEthernetQ/1 is down, line protocol is down (disabled)
Hardware is Lance, address is 0030.f207.aa01 (bia 0030.f207.aa01)
MTU 1500 bytes, BW 100000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Half-duplex, 100Mb/s

To assign IP to a Switch
switch(config)# Interface Vlan 1
switch(config-if)# ip address <ip> <mask>
switch(config-if)# no shutdown

To assign Default Gateway to a Switch
Switch (config) #ip default-gateway 192.168.1.100
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KTWGR! ONLINE 4CADEMY

VLAN & Trunks

Virtual LAN m%@&m

2 Divides a Single Broadcast domain into Multiple Broadcast domains.
a A Layer 2 Security

2 Vlan 1 is the default VLAN.

2 We can create vlans from 2 — 1001

2 Can be Configured on a Manageable switches only

1 Broadcast Domain

4 Collision Domains

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 6

https://t.me/learningnets



Benefits of VLANs Jﬁ@&m

a Limit the number of broadcast
u Better performance
o Security

Third Floor lilliif" A

Second Floor l l ,l ]il e
-
|

First Floor

VLAN3 VLAN4
Sales

I H
10.0.2.0/24 10.0.3.0/24 10.0.4.0/24

Types of VLAN Jﬁ@&m

1. Static VLAN
2. Dynamic VLAN
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NETWﬂR! GNUNEQMY
VLAN Ranges
VLAN Range Use

0, 4095 Reserved for system use only
1 Cisco default
2-1001 For Ethernet VLANs

1002-1005 | Cisco defaults for FDDI and Token Ring

Ethernet VLANs only, unusable on specific

1006-4094
legacy platforms

Static VLAN Nerwun! ONLINE ACADEMY

= Static VLAN’s are based on port numbers

* Need to manually assign a port on a switch to a VLAN
= Also called Port-Based VLANs

* One port can be a member of only one VLAN

Vlan Creation : t 1
Switch(config)# vlan <no>
Switch(config-Vlan)# name <name> = = = = =

Switch(config-Vlan)# Exit

Assigning ports in Vlan
Switch(config)# interface <interface type> <interface no.>
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access Vlan <no>
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VLAN 1

ONLINE ACADEMY
Switch# show vlan brief
VLAN Name Status Ports
1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gi0/1, Gio0/2
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
» All ports assigned to VLAN 1 to forward data by default.
+ Native VLAN is VLAN 1 by default.
» Management VLAN is VLAN 1 by default.
* VLAN 1 cannot be renamed or deleted.
TASK: Create four VLANs ( VLAN 10,20,30,40) NiTWﬂR! ONLINE ACADEMY

Switch(config)#vlan 10 l_l r] r] m
Switch(config-vlan)#name sales i e

Switch(config-vlan)#vlan 20 l .

Switch(config-vlan)#name

marketing
Switch#sh vian
Switch(config-vlan)#vian 30 VEAN Hame Swils Forts
Switch (Conﬁg_vlan)#vlan 40 1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
v Fa0/13, Fa0/14, Fa0/15, Fa0/16
Switch(config-vlan)#end Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gigl/1, Gig1/2

10 sales active

20 marketing active
30 VLANO0030 active
40 VLANO0040 active
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% NETWJDH! ONLINE ACADEMY

Configure portfa0/8 into vian 10
Configure multiple ports ( 4-7 and 10) to vian 20

Switch(config)#int f0/8 I_J I_I rl [—]
Switch(config-if)j#switchport mode access

Switch(config-ify#switchport access vlan 10 | i
Switch(config-exit T

Switch(config)#interface range f0/4 - 7 , f0/10
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vian 20

Switchi#sh vian
VLAN Name Status  Ports
1 default active Fa0/l, Fa0/2, Fa0/3,

Fa0/9, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24

10 sales active Fa0/8
20 marketing active Fa0/4, Fa0/5, Fa0/6é, Fa0/7
Fa0/10

Dynamic VLAN @A
NETWORK ONLINE ACADEMY

Dynamic VLAN'’s are based on the MAC address of a PC

Switch automatically assigns the port to a VLAN

Each port can be a member of multiple VLAN'’s

For Dynamic VLAN configuration, a software called VMPS( VLAN Membership Policy

Server) is needed
<v|an1 |vian2 | vian3
new node

8B B D

A VMPS Server Essentially Maps VLANS to MAC’s

Entry VLAN Membership MAC Address
- 5D:FF:68:DE:22:0A

2 ———eeep~DD:0D:26:52:78:35
2 — - C4:42:25:1F:DA:94

P BOONONAWNRK
4

vian configuration

server
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LAB —Verify VLAN

192.168.1.3

192.168.1.1 192.168.1.4

192.168.1.2
192.168.1.0/24

STEPS:

1. Ping between 192.168.1.1 and 192.168.1.3
a. (they can communicate with each other and they are on the same network (logically) and same
VLAN ( default vlan 1)
2. Create VIAN 20
3. Sshift port f0/3 , fO/4 in to VLAN 20
4. Ping between 192.168.1.1 and 192.168.1.3
a. they cannot communicate with each other and they are on the same network (logically) but on
different VLAN (VLANT1 and vlan 20)

Switch#sh vlan

VLAN Name Status Ports

1 default active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
FaO/21, FaO/22, Fa0/23, Fa0/24
Gigl/1, Gigl/2

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

PC>ipconfig

IP Address.mmmmmmmmst 192.168.1.1
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Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=19ms TTL=128
Reply from 192.168.1.2: bytes=32 time=6ms TTL=128
Reply from 192.168.1.2: bytes=32 time=8ms TTL=128
Reply from 192.168.1.2: bytes=32 time=7ms TTL=128

PC>ping 192.168.1.3
Pinging 192.168.1.3 with 32 bytes of data:
Reply from 192.168.1.3: bytes=32 time=12ms TTL=128
Reply from 192.168.1.3: bytes=32 time=9ms TTL=128
Reply from 192.168.1.3: bytes=32 time=7ms TTL=128
Reply from 192.168.1.3: bytes=32 time=8ms TTL=128

PC>ping 192.168.1.4
Pinging 192.168.1.4 with 32 bytes of data:
Reply from 192.168.1.4: bytes=32 time=10ms TTL=128
Reply from 192.168.1.4: bytes=32 time=8ms TTL=128
Reply from 192.168.1.4: bytes=32 time=8ms TTL=128
Reply from 192.168.1.4: bytes=32 time=9ms TTL=128

All the Four devices in the LAN can communicate with each other and they are on the same network
(logically) and same VLAN ( default vian 1)

TASK: Create Vlan 20 And Shift The Ports 3 And 4 In To Vlan 20

Switch(config)#vlan 20
Switch(config-vlan)#name SALES
Switch(config-vlan)#exit

Switch(config)#interface fastEthernet 0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 20
Switch(config-if)#exit

Switch(config)#interface fastEthernet 0/4
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 20

Switch#sh vian
VLAN Name Status Ports
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1 default

active FaO0/1, FaO/2, Fa0O/5, Fa0/6
FaO/7, Fa0/8, Fa0/9, Fa0/10
FaO/11, FaO/12, Fa0/13, Fa0/14
Fa0O/15, Fa0O/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gigl/1, Gigl/2

20 SALES active Fa0/3, Fa0/4

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup
PC>ipconfig

IP Address.....ccccceeenneennat 192.168.1.1

Subnet Mask.....................: 255.255.255.0

Default Gateway.................: 192.168.1.100

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=1Ims TTL=128
Reply from 192.168.1.2: bytes=32 time=9ms TTL=128
Reply from 192.168.1.2: bytes=32 time=7ms TTL=128
Reply from 192.168.1.2: bytes=32 time=7ms TTL=128

PC>ping 192.168.1.3
Pinging 192.168.1.3 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

PC>ping 192.168.1.4
Pinging 192.168.1.4 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.
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LAB -2 CREATING BASIC VLAN CONFIGURATION ON SWITCHES

TASK:

e Create four VLANs ( VLAN 10,20,30,40)

e Configure portfaO/8 in to vlan 10

e Configure multiple ports ( 4—-7 and 10) to vlan 20

Switch(config)#vlan 10
Switch(config-vlan)#name sales

Switch(config-vlan)#vlan 20
Switch(config-vlan)#name marketing

Switch(config-vlan)#vlan 30
Switch(config-vlan)#vlan 40
Switch(config-vlan)#end

Switch#sh vlan

VLAN Name Status Ports

1 default active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
FaO/21, FaO/22, Fa0/23, Fa0/24
Gigl/1, Gigl/2

10 sales active

20 marketing active

30 VLANOO30 active

40 VLANO0040 active
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There are no active ports in the new vlan which we created

To shift the ports

Switch(config)#int fO/8
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 10
Switch(config-if)#exit

Switch(config)#interface range fO/4 - 7 , f0/10
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vlan 20

Switch#sh vian

VLAN Name Status Ports

1 default active FaO/1, Fa0O/2, Fa0/3,
Fa0/9, Fa0/11, Fa0/12, Fa0/13
FaO/14, Fa0O/15, Fa0/16, FaO/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24

10 sales active Fa0/8
20 marketing active Fa0/4, FaO/5, Fa0O/6, FaO/7
Fa0/10
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Trunking mmm

a Asingle VLAN can span over Multiple Switches

Third Floor —
111 [ -

Second Floor l l l il L
| y |

First Floor

NE11 Wk -
IT HR Sales

10.0.2.0/24 10.0.3.024  10.0.4.0/24

KTWBH! ONLINE 4CADEMY

Passing VLAN Traffic Using
Separate Links for each VLAN

Passing VLAN Traffic Using Single E'D
Links

VLANs 1,2,3
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NETWﬂR! ONLINE ACADEMY

Types of links/ports

Access links
« Connecting to end devices ( Hosts or router)
+ part of one VLAN

Trunk links
% Do not belong to any VLAN
« carry multiple VLANS traffic.
+“ link between two switches.

Red VLAN  Blue VLAN Green VLAN

VLANSs can span across multiple switches EJ m m
by using trunk links, which carry traffic .J .J S

for multiple VLANs
’ Red VLAN  Blue VLAN Green VLAN

Frame Tagging m%@&m

o In oder to make sure that same vlan users on different switches communicate with
each other there is a method of tagging happens on trunk links .

o Tag is added before a frame is send and removed once it is received on trunk link.
o Frame tagging happens only on the trunk links

2T Frame Tagging i)

R
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Trunking protocols mmﬁm

ISL IEEE 802.1Q
« It's a Cisco proprietary e Open standard
« It works with Ethernet, Token ring, e [t works only on Ethernet
FDDI
e Only 4 Byte tag will be added to
+ It adds 30 bytes of tag original frame.

« All VLAN traffic is tagged

Trunking Configuration m%@ém

Switch(config)# interface <interface type> <interface no.>
Switch(config-ify# switchport mode trunk
Switch(config-if)# switchport trunk encapsulation dot1q/ISL

SW-2#sh interfaces trunk
Port Mode Encapsulation Status Native vian
Fa0/20 on 802.1q frunking 1

Fo/20

192.168.1.3 192.168.2.3

192.168.2.1 PP g’
192.168.1.2 192.168:2.2 V215044 192.168.2.4

VIAN 10 VIAN 20

192.168.1.1

VLAN 10 VLAN 20
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LAB : Trunking mmém

TASK:

1. Create Vlan 10, Vlan 20 on both Switches

2. Shift ports in to their respective VLAN as per the diagram.

3. Confiure FO/20 port between SW1 and SW2 as Trunk link

4. Ensure That users of same VLAN on different Switches must communicate with each other

F0/20

192.168.1.3 /
192.168.1.4

VIAN 10 VIAN 20

192.168.1.1
192.168.1.2

VIAN 10 VIAN 20

192.168.2.3

192.168.2.1 192.168.2.4

192.168:2.2

Allowed Vlan list on trunk Link mmmm

0 By default, a switch transports all active VLANs (1 to 4094) over a trunk link.
o An active VLAN is one that has been defined on the switch and has ports assigned to carry it.
o There might be times when the trunk link should not carry all VLANSs.

SW-2#sh interfaces trunk
Port Mode Encapsulation Status Native vian
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on frunk
Fa0/20 1-1005

F0/20

192.168.1.1 192.165.1.3

192.168.1.2

192.168.2.3
192.168.1.4 192.1658.2.4

VIAN 10 VLAN 20

192.168.2.1
192.168:2.2

VIAN 10 VIAN 20
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NEWIDR! ONLINE ACADEMY

Allowed Vlan list on trunk Link(contd)

SW-x(config-if) # switchport trunk allowed vian 10,20,30,40

SW-1#sh interfaces trunk
Port Mode Encapsulation Status Native vian
Fa0/20  on 802.1q frunking 1

Port Vlans allowed on trunk
Fa0/20  10,20,30,40

Fo/20

192.168.1.3

192.1658.2.3
192.168.1.4 192.168.2.4

VIAN 10 VLAN 20

192.168.1.1

192.168.2.1
192.168.1.2 192.168:2.2

VLN 10 VIAN 20
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LAB: TRUNKING

FO/20

1192.168.1.3

“'1’!{2.1 68.1.1 :“1.9?_1 68.2.3

192.168.2.4

192.168.2.1 192.168.1.4

192.179'8,,_11-2"'/ ) 19;4.193;2’1& — o
VLAN 10 VLAN 20 VAAN 10 VIAN 20
TASK:

e Create Vlan 10, Vlan 20 on both Switches

o Shift ports in to their respective VLAN as per the diagram.

e Confiure FO/20 port between SW1 and SW2 as Trunk link

e Ensure That users of same VLAN on different Switches must communicate with each other

On SW-1

Switch(config)#hostname SW-1
SW-1(config)#interface range fO/1 - 2
SW-1(config-if-range)#switchport mode access
SW-1(config-if-range)#switchport access vlian 10
% Access VLAN does not exist. Creating vlan 10
SW-1(config-if-range)#exit

SW-1(config)#interface range fO/3 - 4
SW-1(config-if-range)#switchport mode access
SW-1(config-if-range)#switchport access vian 20
SW-1(config-if-range)#end

SW-1#sh vlan
VLAN Name Status Ports
1 default active FaQ/5, FaO/6, FaO/7, FaO/8

Fa0/9, Fa0/10, Fa0O/11, Fa0/12
Fa0/13, Fa0O/14, Fa0/15, Fa0/16
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Fa0/17, Fa0O/18, Fa0/19, Fa0/20
FaO/21, FaO/22, Fa0/23, Fa0/24
Gigl/1, Gigl/2

10 VLANOO10 active FaO/1, Fa0/2
20 VLANO0020 active Fa0O/3, FaO/4
1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

On SW-2

Switch(config)#hostname SW-2
SW-2(config)#interface range fO/1 - 2
SW-2(config-if-range)#switchport mode access
SW-2(config-if-range)#switchport access vlan 10
% Access VLAN does not exist. Creating vlan 10
SW-2(config-if-range)#exit

SW-2(config)#interface range fO/3 - 4
SW-2(config-if-range)#switchport mode access
SW-2(config-if-range)#switchport access vian 20
% Access VLAN does not exist. Creating vlan 20
SW-2(config-if-range)#end

SW-2#sh vlan

VLAN Name Status Ports

1 default active Fa(Q/5, Fa0O/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0/13, Fa0/14, Fa0O/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24
Gigl/1, Gigl/2

10 VLANOO10 active FaO/1, Fa0/2

20 VLANO0020 active Fa0O/3, FaO/4

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

From PC 192.168.1.1
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PC>ipconfig

IP Address......c..ceeenneeen: 192.168.1.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.1.3
Pinging 192.168.1.3 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=13ms TTL=128
Reply from 192.168.1.2: bytes=32 time=9ms TTL=128
Reply from 192.168.1.2: bytes=32 time=8ms TTL=128
Reply from 192.168.1.2: bytes=32 time=8ms TTL=128

PC>ping 192.168.1.4
Pinging 192.168.1.4 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

From PC 192.168.2.1

PC>ipconfig
IP Address.....cceuceeeenneeennat 192.168.2.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.2.100

PC>ping 192.168.2.2
Pinging 192.168.2.2 with 32 bytes of data:
Reply from 192.168.2.2: bytes=32 time=17ms TTL=128
Reply from 192.168.2.2: bytes=32 time=7ms TTL=128
Reply from 192.168.2.2: bytes=32 time=9ms TTL=128
Reply from 192.168.2.2: bytes=32 time=8ms TTL=128

SERVER>ping 192.168.2.3
Pinging 192.168.2.3 with 32 bytes of data:
Request timed out.
Request timed out.

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 23

https://t.me/learningnets



Request timed out.
Request timed out.

SERVER>ping 192.168.2.4
Pinging 192.168.2.4 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

NOTE:

e From the above verification

e Users of the same VLAN connected on the same switch can ping each other

e Same vlan users on different switches are not able to ping each other

e |n oder to communicate between same vlan on different switches , there should be trunking configured on
link (f0/20) between the switches

To configure trunking

SW-1(config)#interface fastEthernet 0/20
SW-1(config-if)#switchport mode trunk
SW-1(config-if)#switchport trunk encapsulation dotlq

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/20, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/20, changed state to up

SW-2(config)#int fO/20

SW-2(config-if)#switchport mode trunk
SW-2(config-if)#switchport trunk encapsulation dotlq
SW-1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1,10,20

Port Vlans in spanning tree forwarding state and not pruned

Fa0/20  1,10,20

SW-2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1
Port Vlans allowed on trunk

Fa0/20  1-1005
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Port Vlans allowed and active in management domain
Fa0/20 1,10,20

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1,10,20

From PC 192.168.1.1

PC>ipconfig
IP Address......c..cceeeneeenn: 192.168.1.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.3: bytes=32 time=17ms TTL=128
Reply from 192.168.1.3: bytes=32 time=13ms TTL=128
Reply from 192.168.1.3: bytes=32 time=12ms TTL=128
Reply from 192.168.1.3: bytes=32 time=10ms TTL=128

PC>ping 192.168.1.4

Pinging 192.168.1.4 with 32 bytes of data:

Reply from 192.168.1.4: bytes=32 time=25ms TTL=128
Reply from 192.168.1.4: bytes=32 time=14ms TTL=128
Reply from 192.168.1.4: bytes=32 time=12ms TTL=128
Reply from 192.168.1.4: bytes=32 time=13ms TTL=128

From PC 192.168.2.1

PC>ipconfig
IP Address.....c...ceeereeena: 192.168.2.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.2.100

PC>ping 192.168.2.3
Pinging 192.168.2.3 with 32 bytes of data:
Reply from 192.168.2.3: bytes=32 time=13ms TTL=128
Reply from 192.168.2.3: bytes=32 time=12ms TTL=128
Reply from 192.168.2.3: bytes=32 time=13ms TTL=128
Reply from 192.168.2.3: bytes=32 time=13ms TTL=128

PC>ping 192.168.2.4
Pinging 192.168.2.4 with 32 bytes of data:
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Reply from 192.168.2.4: bytes=32 time=26ms TTL=128
Reply from 192.168.2.4: bytes=32 time=12ms TTL=128
Reply from 192.168.2.4: bytes=32 time=12ms TTL=128
Reply from 192.168.2.4: bytes=32 time=13ms TTL=128

TASK:
e Configure The Trunk Link Such That It Only Allow The Vlan 10, 20, 30, 40 Traffic Should Only Be Allowed
( No Other Vlan Traffic Should Be Send )

On both switches (SW1/SW2)

SW-x(config)#int f0/20
SW-x(config-if)#switchport trunk allowed vlan ?

WORD VLAN IDs of the allowed VILANs when this port is in trunking mode
add add VLANSs to the current list

all  all VLANs

except all VLANs except the following

none no VLANs

remove remove VLANs from the current list

SW-x(config-if)#switchport trunk allowed vlan 10,20,30,40

SW-1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20  on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 10,20,30,40

Port Vlans allowed and active in management domain
Fa0/20 10,20

Port Vlans in spanning tree forwarding state and not pruned

Fa0/20 10,20

SW-2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1
Port Vlans allowed on trunk

Fa0/20  10,20,30,40

Port Vlans allowed and active in management domain
Fa0/20 10,20
Port Vlans in spanning tree forwarding state and not pruned

Fa0/20 10,20
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TASK:
e Create vlan 50, 60,70,80 on both switches
e Configure the trunk link f0/20 to add vlan 50 ,60,70,80 to the existing trunk allowed list

On both switches (SW1/5W/2)

SW-x(config)#vlan 50
SW/-x(config-vlan)#vlan 60
SW/-x(config-vlan)#vlan 70
SW/-x(config-vlan)#vlan 80
SW/-x(config-vlan)#end

SW-x(config-if)#switchport trunk allowed vlan add 50,60,70,80

SW-1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 10, 20,30,40,50,60,70,80

Port Vlans allowed and active in management domain
Fa0/20 10,20,50,60

Port Vlans in spanning tree forwarding state and not pruned

Fa0/20  10,20,50,60

SW-2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20  on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 10,20,30,40,50,60,70,80

Port Vlans allowed and active in management domain
Fa0/20 10,20,50,60

Port Vlans in spanning tree forwarding state and not pruned

Fa0/20 10,20,50,60
TASK
e Configure the trunk link fO/20 to remove vlan 70,80 to the existing trunk allowed list

SW-1(config)#int f0/20
SW-1(config-if)#switchport trunk allowed vlan remove 70,80

SW-1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan

Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 10,20,30,40,50,60

Port Vlans allowed and active in management domain
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Fa0/20 10,20,50,60
Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 10,20,50,60

SW-2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20 10,20,30,40,50,60

Port Vlans allowed and active in management domain
Fa0/20 10,20,50,60

Port Vlans in spanning tree forwarding state and not pruned

Fa0/20  10,20,50,60
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DTP (DYNAMIC TRUNKING PROTOCOL)
Trunking can be done dynamically through negotiation process

Switch# sh dtp
Global DTP information
Sending DTP Hello packets every 30 seconds
Dynamic Trunk timeout is 300 seconds
0 interfaces using DTP
DTP MODES

DESIRABLE:
o desires to become trunk ( always want to become trunk)
o Sends and reply to DTP messages

o It becomes a trunk if the port on the other switch is set to trunk, dynamic desirable or dynamic
auto mode.
AUTO:

o Only reply to DTP messages ( not send )

o Default mode on most of the modern switches
o It becomes a trunk if the other end is set to trunk or dynamic desirable mode.
TRUNK

o Configuring trunk manually

o The port still negotiates trunking with the port on the other end of the link.
ACCESS

o Configuring access manually
o The port is a user port in a single VLAN.
NO-NEGOTIATE
o Turn off DTP messages (disable DTP).
o The port is a trunk and does not do DTP negotiation with the other side of the link.

Switchport Mode Interactions

Dynamic Dynamic
Auto Desirable

Trunk Access

R Access Trunk Trunk Access
Auto
gz:s?;fe Trunk Trunk Trunk Access
Trunk Trunk Trunk Trunk Not
recommended
A A A Not A
ccess ccess ccess recommended ccess

Note: Table assumes DTP is enabled at both ends.
» show dtp interface — to determine current setting

DTP can be disabled either by
1. configuring as access port using switchport mode access
2. or using switchport nonegotiate commands
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LAB: VERIFYING DTP

= = &=

SW1 SW2

TASK:

e Configure f0/20 of SW1 to actively negotiate the DTP messages and SW2 f0/20 port should only reply to
the DTP messges

o Configure f0/21 of SWI1 and SW2 should not negotiate any DTP essages

Sw-1# sh interfaces fa0/20 switchport
Name: Fa0/20
Switchport: Enabled
Administrative Mode: dynamic auto
Operational Mode: static access
Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: native
On SW-1
Sw-1(config)#int f0/20
Sw-1(config-if)#switchport mode ?
access Set trunking mode to ACCESS unconditionally
dynamic Set trunking mode to dynamically negotiate access or trunk mode
trunk  Set trunking mode to TRUNK unconditionally

Sw-1(config-if)#switchport mode dynamic desirable

SW-1#sh interfaces fa0/20 switchport
Name: Fa0/20
Switchport: Enabled
Administrative Mode: dynamic desirable
Operational Mode: trunk
Administrative Trunking Encapsulation: dotlq

SW-1# sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20  auto n-802.1q trunking 1
Port Vlans allowed on trunk

Fa0/20  1-1005

Switch#sh interfaces trunk
Port Mode Encapsulation Status Native vlan
Fa0/20  auto n-802.1q trunking 1
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Port Vlans allowed on trunk
Fa0/20 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

TASK: Configure SW1 and SW2 to Configure Manaul Trunk and Disable the DTP negotiation Process.

On SW1/SW2
Sw-x(config)#int fO/21
Sw-x(config-if)#switchport mode trunk
Sw-x(config-if)#switchport trunk encapsulation dotlq
Sw-x(config-if)#switchport nonegotiate

Sw-1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20  auto n-802.1q trunking 1

Fa0/21 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20  1-1005
Fa0/21 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Fa0/21 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

Fa0/21 1

Sw-2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20  auto n-802.1q trunking 1

Fa0/21 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20  1-1005
Fa0/21 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Fa0/21 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

FaO/21 none
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NATIVE VLAN

Native VLAN Native VLAN Native VLAN

] ] 1 O

TRUNK Link ACCESS Link
B e
= SWaH oosw2

] [ 1 O

i

+ If a packet is received on a dotlq link, that does not have VILAN tagged, it is assumed that it belongs to
native VLAN.

» Untagged frames must place into a VLAN by the receiving switch, the native VLAN is the VLAN used.

»  When a switch receives an untagged frame on a tagged interface it is assumed membership of the Native
VLAN.

» For Cisco switches the Native VLAN ID must match on both end of the trunk.

o By default the Native VLAN is 1.

o Best Practice is to configure the Native VLAN ID to VLAN 666 and to ensure that this VLAN is not used
anywhere in the network.

» Use this new vlan as the native vlan. No ports should be assigned to the native vlan ie. you do not have any
end devices in the native vlanThe number “666" helps people to remember this.

» An attacker who attempts to use the VLAN hopping attack will end up in a dead VLAN that has no hosts to
leverage.

This message appears when the native VLAN is mismatched on the two Cisco switches:
%CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEhernetl/1 (2),
with D-R3550-9B GigabitEthernet0O/1 (1)
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LLAB: Native VLAN

.5-3 y
i /|

' 19216812
s,/ 192.168.1.1 i
W1

SW2

S

e Connect Devices and assign the IP addressing as per the diagram.
e Create vlan 999 on both switches.

e Configure fO/20 port as trunk link

¢ Ensure that vlan 999 should be native vlan on both trunks.

e Verify the connectivity between PC (192.168.1.1 and 192.168.1.2).

PC>ipconfig
FastEthernetO Connection:(default port)
IP Address.......ccceeennennna: 192.168.1.1
Subnet MasK.....cccoeereevennnns 255.255.255.0
Default Gateway.................: 0.0.0.0

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=12ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128

On SW1/5W2
SWx(config)#vlan 999
SWx(config-vlan)#end

SWx(config)#int f0/20
SWx(config-if)#switchport trunk encapsulation dotlq
SWx(config-if)#switchport mode trunk

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1
Port Vlans allowed on trunk
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Fa0/20 1-1005
Port Vlans allowed and active in management domain
Fa0/20 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=1ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128

TASK: change native vlan to 999 on SW1 and verify connectivity

SW1(config)#int f0/20
SW1(config-if)#switchport trunk native vlan 999
SW1(config-if)#end

SW1#

%CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on FastEthernet0/20 (999), with SW2
FastEthernet0/20 (1).

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

SW1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 999

Port Vlans allowed on trunk

Fa0/20 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

SW1#sh interfaces f0/20 switchport
Name: Fa0/20
Switchport: Enabled
Administrative Mode: dynamic auto
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Operational Mode: trunk

Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: dotlq
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 999 (VLAN(0999)
Voice VLAN: none

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1
Port Vlans allowed on trunk

Fa0/20  1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

SW2(config)#int f0/20
SW2(config-if)#switchport trunk native vian 999
SW2(config-if)#end

PC>ping 192.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:
Reply from 192.168.1.2: bytes=32 time=1ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128
Reply from 192.168.1.2: bytes=32 time=0ms TTL=128

Troubleshooting Vlan and Trunks
¢ Same netwok
e Same vian
¢ Trunking ( mode)
e Allowed vlan on the trunk link
¢ Native lan must match
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Inter Vlan Routing Nzlrw!ug ougifmém

0 packets in one VLAN
cannot cross into another
VLAN.

The Need For Routing

Cisco 2924 Cisco 2924
isco isco o To transport packets

between VLANSs, you must
use a Layer 3 device.

o The router must have a
physical or logical
connection to each VLAN

Y so that it can forward

File Server Print Server Workstation  Workstation packets between them.

A classical example of two VLANs powered by a This is known as inter-
Cisco 2924 VLAN capable switches. VLAN routing.

2 Inter-VLAN routing can be
performed by an external
router that connects to
each of the VLANs on a

switch.
Inter-Vlan Routing N@A
NETWORK ONLINE ACADEMY
Methods
A. Separate Physical Gateway on Router
B. Using Sub-interfaces
C. Using Layer 3 Switch
VLAN 3
VLAN 2 L, ~. 2
i 4 ’InterVLAN Router
VLAN 1 [
VLANs 1,2,3 T~ 7.

} 7= =4 “Router on a Stick”
Trunk { ‘

VLAN 1
C VLAN 2 Multilayer Switch
VLAN 3
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Inter-Vlan Routing using Separate @A
NETWORK ONLINE ACADEMY

Physical Gateway on Router

Router(config)#interface FastEthernet0/0
Router(config-if] # ip address 192.168.1.100 255.255.255.0

i - Router(config-if) #no shutdown
Router(config-if|#exit
Fo/1

192.168.2.100 R1

Router(config)#interface FastEthernet0/1
Router(config-if] # ip address 192.168.2.100 255.255.255.0
Router(config-if|#no shutdown

Switchitsh vian

VLAN Name Status  Ports
\m cemp 1 default active Fa0/5, Fa0/6, Fa0/7, Fa0/8
X 192.168.1.2 '”-“““’-“ 192.168.2.2 Fa0/9, Fa0/12, Fa0/13, Fa0/14
VIAN 10 VIAN 20 Fa0/15, Fa0/16, Fa0/17, Fa0/18

192.168.1.0/24 192.168.2.0/24

Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gigl/1, Gig1/2
10 sales active  Fa0/l1, Fa0/2, Fa0/10
20 marketing active  Fa0/3, Fa0/4, Fa0/11
1002 fddi-default act/unsup

TASK

e Create Vlan 10, Vlan 20 on SW1 and assign ports in to their respective VLAN as per the diagram.
e Ensure That users of VLAN 10 and 20 communicate with each other

192.168.1.100
FO/0.

FO/1
192.168.2.100

R1

192.168.1.1 S/ Y92.168.2.1 v/
S 192.168.1.2 N 192.168:2.2
VIAN 10 VIAN 20
192.168.1.0/24 192.168.2.0/24

Switch(config)#vlan 10
Switch(config-vlan)#name sales
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Switch(config-vlan)#exit
Switch(config)#vlan 20
Switch(config-vlan)#name marketing
Switch(config-vlan)#exit

Switch(config)#interface FastEthernetO/1
Switch(config-if)# switchport access vlan 10
Switch(config-if)# switchport mode access

Switch(config-if)#interface FastEthernetO/2
Switch(config-if)# switchport access vlan 10
Switch(config-if)# switchport mode access

Switch(config-if)#interface FastEthernetO/3
Switch(config-if)# switchport access vlan 20
Switch(config-if)# switchport mode access

Switch(config-if)#interface FastEthernetO/4
Switch(config-if)# switchport access vlan 20
Switch(config-if)# switchport mode access
Switch(config-if)#exit

Switch(config)#interface FastEthernetO/10
Switch(config-if)# switchport access vlan 10
Switch(config-if)# switchport mode access

Switch(config-if)#interface FastEthernetO/11
Switch(config-if)# switchport access vlan 20
Switch(config-if)# switchport mode access
Switch(config-if)#end

Switch#sh vlan
VLAN Name Status Ports
1 default active Fa0/5, Fa0O/6, Fa0O/7, FaO/8
Fa0/9, Fa0/12, FaO/13, Fa0/14
Fa0O/15, Fa0O/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0O/23, Fa0/24, Gigl/1, Gigl/2

10 sales active FaO/1, Fa0/2, Fa0O/10
20 marketing active Fa0/3, FaO/4, FaO/11
1002 fddi-default act/unsup

Router(config)#interface FastEthernetO/0
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Router(config-if)# ip address 192.168.1.100 255.255.255.0
Router(config-if)#no shutdown
Router(config-if)#exit

Router(config)#interface FastEthernetO/1

Router(config-if)# ip address 192.168.2.100 255.255.255.0
Router(config-if)#no shutdown

Router(config-if) #exit

Router(config)#end

Router#sh ip int brief

Interface IP-Address OK? Method Status Protocol
FastEthernetO/0 192.168.1.100 YES manual up up
FastEthernetO/1 192.168.2.100 YES manual up up

Router#sh ip route
Gateway of last resort is not set
C 192.168.1.0/24 is directly connected, FastEthernetO/0
C 192.168.2.0/24 is directly connected, FastEthernetO/1

PC>ipconfig
FastEthernetO Connection:(default port)
Link-local IPv6 Address.........: ::

IP Address......ccccceeenneeen 192.168.1.1
Subnet Mask.....................2 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.2.1
Pinging 192.168.2.1 with 32 bytes of data:
Request timed out.
Reply from 192.168.2.1: bytes=32 time=0ms TTL=127
Reply from 192.168.2.1: bytes=32 time=0ms TTL=127
Reply from 192.168.2.1: bytes=32 time=0ms TTL=127

PC>tracert 192.168.2.1
Tracing route to 192.168.2.1 over a maximum of 30 hops:
1 13ms Oms 0 ms 192.168.1.100
2 Oms 0 ms 0 ms 192.168.2.1
Trace complete.
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INTER VLAN-ROUTING USING ROUTER ,‘mgmmm
(Router On Stick)

SW-Ti#sh vian

FO/ VLAN Name Status  Ports
"?)//%-'2: 1‘3'&;1‘(;:'2"2 R1 I default active Fa0/5, Fa0/é, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

Gigl/l, Gigl1/2
10 VLANOOIO active Fa0/1, Fa0/2
20 VLAN0020 active Fa0/3, Fa0/4

192.168.1.1 Trunk link configuration

192.168.2.1
192.168.1.2 192.168.2.2

VIAN 10 VIAN 20
192.168.1.0/24 192.168.2.0/24

SW-I(config)#interface fastEthernet 0/20

(interface facing Router)
SW-1 (config-if) #switchport mode trunk
SW-I (config-if) #switchport trunk encapsulation dot1q

INTER VLAN-ROUTING USING ROUTER @A
(Router On Stick) A o Y

F0/20

10/0.10  192.168.1.100
10/0.20 192.168.2.100 R1

Creating sub interfaces on router interface f0/0

R-1{config)#int fa0/0
R-1(config-if)# no shutdown
R-1({config-if|# exit

192.168.1.1
192.168.1.2

192.168.2.2

192.168.2.1
R-1(config) #int fa0/0.10 e e
R-1{config-sub-if)# encapsulation dot1Q 10 b e b
It should be the exact vian no ( vian 10)
R-1({config-sub-if) # ip add 192.168.1.100 255.255.255.0
R-1{config-sub-if| # exit

R-1({config) #int fa0/0.20
R-1({config-sub-if|# encapsulation dot1Q 20

It should be the exact vian no ( vian 20)
R-1(config-sub-if)# ip add 192.168.2.100 255.255.255.0

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 40

https://t.me/learningnets



LAB INTER VLAN-ROUTING USING ROUTER (Router on Stick)

FO/0

10/0.10 192.168.1.100
10/0.20 192.168.2.100 R1

192.168.1.1

7 192.168.2.1 ,
_ 192.168.1.2 192.168:2.2
VIAN10 VIAN 20
192.168.1.0/24 192.168.2.0/24

TASK:

e Create Vlan 10, Vlan 20 on SWI1

o Shift ports in to their respective VLAN as per the diagram.

e Confiure FO/20 port as Trunk link.

e Create sub interfaces on router port f0/0

e Ensure That users of VLAN 10 and 20 communicate with each other

On SW-1
Switch (config)#hostname SW-1
SW-1(config)#interface range fO/1 - 2
SW-1(config-if-range)#switchport mode access
SW-1(config-if-range)#switchport access vian 10

% Access VLAN does not exist. Creating vlan 10
SW-1(config-if-range)#exit
SW-1(config)#interface range fO/3 - 4
SW-1(config-if-range)#switchport mode access

SW-1(config-if-range)#switchport access vian 20
SW-1(config-if-range)#end
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SW-1#sh vlan

VLAN Name Status Ports

1 default active Fa0/5, Fa0O/6, Fa0O/7, FaO/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
Fa0O/21, Fa0/22, Fa0/23, Fa0/24
Gigl/1, Gigl/2

10 VLANOO10 active FaO/1, Fa0/2
20 VLANO0020 active Fa0O/3, FaO/4
1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

Trunk link configuration
SW-1(config)#interface fastEthernet 0/20

(Interface facing Router)
SW-1(config-if)#switchport mode trunk
SW-1(config-if)#switchport trunk encapsulation dotlq

e A router on a stick can be used to route between VLANs using either 1SL or 802.1Q as the trunking protocol.
e A router on a stick requires subinterfaces, one for each VLAN.

Creating sub interfaces on router interface fO/0

R-1(config)#int faO/0
R-1(config-if)# no shutdown
R-1(config-if)# exit

R-1(config)#int fa0/0.10
R-1(config-sub-if)# encapsulation dot1Q 10
It should be the exact vlan no ( vilan 10)
R-1(config-sub-if)# ip add 192.168.1.100 255.255.255.0
R-1(config-sub-if)# exit

R-1(config)#int fa0/0.20
R-1(config-sub-if)# encapsulation dot1Q 20

It should be the exact vlan no ( vlan 20)
R-1(config-sub-if)# ip add 192.168.2.100 255.255.255.0
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Router#sh ip int brief

Interface IP-Address OK? Method Status Protocol
FastEthernetQ/0 unassighed  YES unset up up
FastEthernet0/0.10  192.168.1.100 YES manual up up
FastEthernet0/0.20 192.168.2.100 YES manual up up

Verify connedtivity

PC>ipconfig
IP Address......c..cceeeneeenn: 192.168.1.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.2.1
Pinging 192.168.2.1 with 32 bytes of data:
Request timed out.
Reply from 192.168.2.1: bytes=32 time=62ms TTL=127
Reply from 192.168.2.1: bytes=32 time=125ms TTL=127
Reply from 192.168.2.1: bytes=32 time=109ms TTL=127

PC>tracert 192.168.2.1
Tracing route to 192.168.2.1 over a maximum of 30 hops:
1 47ms 63ms 62ms 192.168.1.100
2 109ms 125ms 78 ms 192.168.2.1
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Inter Vlan-Routing Using MLS N@A
NETWORK ONLINE ACADEMY

SW-Ti#sh vian

VLAN 10 192.168.1.100 VLAN Name Status  Ports

VIAN 20 192.168.2.100 Be
I default active  Fa0/5, Fa0/6, Fa0/7, Fa0/8

Fa0/9, Fa0/10, Fa0/11, Fa0/12

Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Fa0/24

Gigl/l1, Gigl/2
10 VLANOOIO active Fa0/1, Fa0/2
20 VLAN0020 active Fa0/3, Fa0/4

Switch(config) #int vian 10
Switch(config-if) #ip address 192.168.1.100 255.255.255.0
Switch(config-if) #no shutdown

102.168.1.1
S 192.168.2.1 ; " "
192.168.1.2 192.168:2.2 Switch(config-if) #exit
VIAN 10 VLAN 20
192.168.1.0/24 192.168.2.0/24

Switch(config) #int vian 20

Switch(config-if) #ip address 192.168.2.100 255.255.255.0
Switch(config-if) #no shutdown

Switch(config-if) #exit

Switch # sh ip int brief

Viani10 192.168.1.100 YES manual up up
Vian20 192.168.2.100 YES manual up up

Layer 3 Port on MLS mmm

10/20 f0/1
10.0.0.2/8 10.0.0.1/8

Switch(config)#int fa0/20
Switch(config-if)#ip address 10.0.0.2 255.0.0.0
% Invalid input detected at 'A' marker.

VIAN 10 192.168.1.100 10/0

VIAN 20 192.168.2.100 e e oo

Switch(config-ifj#no switchport
Switch(config-if)#ip address 10.0.0.2 255.0.0.0

\
192.168.1.1

172.16.1.1 172.16.1.2
172.16.0.0/16

/ 192.168.2.1
192.168.1.2 192.168.2.2

|92."|“:}:’|‘f}/24 192?,1%;.:2)/24
» By default all the ports of any Multilayer Switch will be switchport (Layer 2)
» they don’t understand IP addressing and just forward frames by identifying MAC address
» In our example we want f0/20 port of MLS as Router port ( layer 3)
» To change the default Layer 2 port to a Router port we need to add command “no switchport”
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LAB: Inter Vlan-Routing Using MLS

¥ VLAN 10 192.168.1.100

VLAN 20 192.168.2.100

192.168.1.1 /o
"{\ / 192.168.2.1 .
o 192.168.1.2 192.168:2.2
VIAN 10 VIAN 20
192.168.1.0/24 192.168.2.0/24

TASK:

¢ Create vlan and shift the ports as per the diagram

e create SVI ( switch virtual interface ) for each vlan and assing IP as per vlan addressing as per the diagram
given

e Ensure that IP routing is enabled on Multilayer Switch

e verify connectivity between vlans (ping 192.168.1.1 ---192.168.2.1)

TASK: Create Vlan and Shift the Ports According To the Diagram

Switch(config)#vlan 10
Switch(config-vlan)#vlan 20
Switch(config-vlan)#exit

Switch(config)#int range fO/1 - 2
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vian 10
Switch(config-if-range)#exit

Switch(config)#int range fO/3 - 4
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vlan 20
Switch(config-if-range)#exit

TASK: Create SVI (Switch Virtual Interface) For Each Vlan
Switch (config)#int vlan 10
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Switch(config-if)#ip address 192.168.1.100 255.255.255.0
Switch(config-if)#no shutdown
Switch(config-if)#exit

Switch(config)#int vlan 20

Switch(config-if)#ip address 192.168.2.100 255.255.255.0
Switch(config-if)#no shutdown

Switch(config-if)#exit

Switch # sh ip int brief

Vlan10 192.168.1.100 YES manual up up
Vlan20 192.168.2.100 YES manual up up

e The VLAN must be defined and active on the switch before the SVI can be used.
o The VLAN and the SVI are configured separately, even though they interoperate. Creating or configuring the
SVI doesn’t create or configure the VLAN; you still must define each one independently

Switch(config)#ip routing

¢ Enable routing on the switch by using the ip routing command. Even if IP routing was previously
enabled, this step ensures that it is activated.

Task : Verify Connectivity between VLANs (Ping 192.168.1.1 ---192.168.2.1)

PC>ipconfig
IP Address.........cceeeeeeeeeet 192.168.1.1
Subnet Mask.....................: 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:

Request timed out.

Reply from 192.168.2.1: bytes=32 time=62ms TTL=127
Reply from 192.168.2.1: bytes=32 time=125ms TTL=127
Reply from 192.168.2.1: bytes=32 time=109ms TTL=127

PC>tracert 192.168.2.1

Tracing route to 192.168.2.1 over a maximum of 30 hops:
1 47ms 63ms 62ms 192.168.1.100
2 109 ms 125ms 78 ms 192.168.2.1
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TASK:

e Continue With The Previous Lab Configurations

e Add A Router Connecting To MLS as per the diagram ( Assuming that there is a Wan Connection Between
Router And MLS and they are different locations)

f0/20 f0/1
10.0.0.2/8 10.0.0.1/8

VIAN 10 192.168.1.100
f0/0

\VIAN 20 192.168.2.100 172.16.1.100/24

/ 172.16.1.1  172.16.1.2
i9\2\.168.2.1 19216&2/& 172.16.0.0/16
TVIAN20
192.168.1.0/24 192.168.2.0/24

TASK: Configure IP addressing as per the Diagram on all Devices.

Router(config)#int fO/0

Router(config-if)#ip address 172.16.1.100 255.255.0.0
Router(config-if)#no shutdown

Router(config-if) #exit

Router(config)#int fO/1

Router(config-if)#ip address 10.0.0.1 255.0.0.0
Router(config-if)#no shutdown
Router(config-if)#end

Router#sh ip int brief

Interface IP-Address OK? Method Status Protocol
FastEthernetQ/0 172.16.1.100  YES manual up up
FastEthernetQ/1 10.0.0.1 YES manual up up

On MLS

Switch(config)#int fa0/20
Switch(config-if)#ip address 10.0.0.2 255.0.0.0
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/N

% Invalid input detected at ' ™' marker.

e By default, every switch port on most Catalyst switch platforms is a Layer 2 interface, whereas every switch
port on a Catalyst 6500 is a Layer 3 interface.
o If an interface needs to operate in a different mode, you must explicitly configure it.
¢ Aninterface is either in Layer 2 or Layer 3 mode, depending on the use of the switchport interface
configuration command.
e You can display a port’s current mode with the following command:
= Switch# show interface type mod/num switchport
o If theSwitchport:line in the command output is shown as enabled, the port is in Layer 2 mode. If this line is
shown as disabled, as in the following example, the port is inLayer 3 mode:
Switch# show interface gigabitethernet O/1 switchport
Name: GiO/1
Switchport: Disabled
Switch#

NOTE:

e By default all the ports ofany Multilayer Switch will be swithport (Layer 2)

e they don’t understand IP addressing and just forward frames by identifying MAC address

e In our example we want fO/20 port of MLS as Router port ( layer 3)

e To change the default Layer 2 port to a Router port we need to add command “no switchport”

Switch(config-if)#no switchport
Switch(config-if)#ip address 10.0.0.2 255.0.0.0

Switch #Sh ip int brief
FastEthernet0/20 10.0.0.2 YES manual up up

Switch#ping 10.0.0.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 4/5/7 ms
MLS (3560)

Switch(config)#router rip
Switch(config-router)#version 2
Switch(config-router)#network 192.168.1.0
Switch(config-router)#network 192.168.2.0
Switch(config-router)#network 10.0.0.0
Switch(config-router)#no auto-summary
Switch(config-router)#end
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ROUTER

Router(config)#router rip
Router(config-router)#ver 2
Router(config-router)#network 172.16.0.0
Router(config-router)#network 10.0.0.0
Router(config-router)#no auto-summary
Router(config-router)#end

Router#sh ip route
C 10.0.0.0/8 is directly connected, FastEthernetO/1
C 172.16.0.0/16 is directly connected, FastEthernetO/0
R 192.168.1.0/24 [120/1] via 10.0.0.1, 00:00:01, FastEthernetO/1
R 192.168.2.0/24 [120/1] via 10.0.0.1, 00:00:01, FastEth

Switch#sh ip route
Gateway of last resort is not set
C 10.0.0.0/8 is directly connected, FastEthernet0/20
R 172.16.0.0/16 [120/1] via 10.0.0.2, 00:00:01, FastEthernet0/20
C 192.168.1.0/24 is directly connected, Vlan10
C 192.168.2.0/24 is directly connected, Vlan20

PC>ipconfig
IP Address.....ccccceeennneeena 192.168.1.1
Subnet Mask...........ccceeeeeest 255.255.255.0
Default Gateway.................: 192.168.1.100

PC>ping 172.16.1.1
Pinging 172.16.1.1 with 32 bytes of data:
Request timed out.
Reply from 172.16.1.1: bytes=32 time=125ms TTL=126
Reply from 172.16.1.1: bytes=32 time=125ms TTL=126
Reply from 172.16.1.1: bytes=32 time=125ms TTL=126

PC>tracert 172.16.1.1
Tracing route to 172.16.1.1 over a maximum of 30 hops:
1 3Ims 31ms 32ms 192.168.1.100
2 63ms 62ms 62ms 10.0.0.1
3 109ms 125ms 125 ms 172.16.1.1
Trace complete.
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NiTWﬂR! ONLINE ACADEMY

o Extended VLAN
o Voice VLAN

Extended M@A
NETWORK ONLINE ACADEMY

VLAN

0 Historically, Cisco Catalyst switches have supported only up to 1024 VLANs
a ISL uses 10-bit VLAN ID (upto 1024 Vlan)

0 802.1Q includes a 12-bit VLAN ID field (upto 4096 vlan)

a Cisco refers to the VLANSs between 1025 and 4096 as extended-range VLANS.
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NETWBR! ONLINE ACADEMY

Cisco Catalyst switches support extended-range VLANs under the
following restrictions:

VTP cannot be used for VLAN management. (VTP must be configured in
transparent mode or off

SWi(config)#vtp mode ?
client  Set the device to client mode.
off Set the device to off mode.

SW7(config)#vtp mode server server  Set the device to server mode.

Setting device to VTP Server mode for VLANS. transparent Set the device to transparent mode.
SW;7(config)#vlan 4000

SWj(config-vlan)#namesales

SW7(config-vlan)#exit

% Failed to create VLANs 4000
Extended VLAN(s) not allowed in current VTP mode.
%Failed to commit extended VLAN(s) changes.

NETWGR! ONLINE ACADEMY

Only Ethernet VLANSs are supported.

SWil#sh vlan

VLAN Name Status Ports

1 default active Fa@/1, Fa@/2, Fa@/4, Fao/5
Fa@/6, Fad/7, Fad/8, Fad/9
Fao/10, Fa@/11, Fao/12, Fa0/13
Fa@/14, Fa@/15, Fa@/16, Fa®/17
Fa@/18, Fa@/19, Fa0/20, Fa0/21
Fa®/22, Gie®/1, Gie/2

1002 fddi-default act/unsup
1003 trcrf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup
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NETWﬂR! ONLINE ACADEMY

SW7(config)#vtp mode transparent SW7#sh vian

Setting device to VTP Transparent mode for VLANS. VLAN Name Status Ports
SW7(config)#vlan 4000 e i s

SW7(config-vlan)#name sales 1 default active Fao/1, Fao/2, Fao/4, Fao/s

SWjy(config-vlan)#exit Fao/6, Fao/7, Fao/8, Fao/9
Fao/10, Fao/11, Fao/12, Fao/13
Fao/14, Fao/15, Fao/16, Fao/17
Fao/18, Fao/19, Fao/20, Fao/21
Fao/22, Gio/1, Gio/2

1002 fddi-default act/unsup
1003 trerf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup
4000 sales active

NETWI]R! ONLINE ACADEMY

0 The spanning-tree extended system ID feature (also known as MAC address
reduction) must be enabled.

o Enabled by default .You cannot disable the extended system ID feature.

SW7#show spanning-tree summary
Switch is in pvst mode
Root bridge for: VLAN4000
Extended system ID is enabled
Portfast Default is disabled

PortFast BPDU Guard Default is disabled ; ; g
e el SW7(config)#spanning-tree extend system-id

SW7(config)#no spanning-tree extend system-id
% Command "no spanning-tree extend system-id <cr>" was not accepted.
extended system-id feature remains enabled due to extended VLAN existence.

SW7(config)#no vlan 4000
SWy(config)#no spanning-tree extend system-id

% Command "no spanning-tree extend system-id <cr>" was not accepted.
This platform requires that the extended system-id feature remain enabled.
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Voice VLAN Nslrwun! om&m

o voice VLAN feature enables access ports to carry IP voice traffic from an IP phone.
o switch can connect to IP Phone to carry IP voice traffic
o The Cisco IP Phone contains an integrated three-port 10/100 switch

Remate office
router
DHCP
server
Trunk
Access P
switch
vian |
f ) Man 20
Vin10 [ 20.1.1x

NETWOR! ONLINE ACADEMY

Default VLAN configuration :
“» The voice VLAN feature is disabled by default.
You should configure voice VLAN on switch access ports.

The voice VLAN should be present and active on the switch for the IP phone to correctly communicate on the
voice VLAN.

Use the show vlan privileged EXEC command to see if the VLAN is present
The Port Fast feature is automatically enabled when voice VLAN is configured.

S o
g o

o
o

o
B

Catalyst 3550 switch Cisco 7960 IP Phone
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NETWUR! ONLINE ACADEMY

Configuring Voice VLAN

1. Create vlan 10 = DATA and Vlan 50 = VOICE
2. Assing Ports connecting to PC to Data vlan and IP phones to Voice VLAN

IP Phonel

—? S
192.18.1.1/24

192.168.1.2/24

Configuring Voice VLAN (contd) m@mmw

Create vlan 10 = DATA and Vlan 50 = VOICE

Switch(config)#vlan 10
Switch(config-vlan)#name DATA
Switch(config-vlan)#exit ~

™, —
(e )
Switch(config)#vlan 50 a°"‘g‘\ﬁt’)/,1,0,,

Switch(config-vlan)#name VOICE

IP Phonel

Switch(config-vlan)#exit

T
192.18.1.1/24

192.168.1.2/24
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Configuring Voice VLAN (contd) M@ACADEMY

Assign Ports connecting to PC to Datav Switch(config)#int f0/2

lan and IP phones to Voice VLAN Switch(config-ify#switchport mode access
Switch(config-if #switchport access vlan 10

Switch(config)#int f0/1 Switch(config-ifj#switchport voice vian 50

Switch(config-if)#switchport mode access Switch(confia-ifi#end

Switch(config-if #switchport access vian 10 i‘—_,’ ]
Switch(config-if)#exit g0
Router2 0/10,__

Switch(config)# int fO/3

Switch(config-ify# switchport mode access
Switch(config-iff#switchport voice vlan 50
Switch(config-ifj#exit

IP Phone1l

—
192.18.1.1/24

192.168.1.2/24

Configuring Voice VLAN (contd) Nslrwon! Ouén‘msém

S
¥, —
= 0/0
Router2 a0/10,

Bissiad 19
192.18.1.1/24

Switch#show vlan

VLAN Name Status Ports
A 1 default active Fa0/3, Fa0/9, Fa0/10, Fa0/11
192.168.1.2/24 Fa0/12, Fa0/13, Fa0/14, Fa0/15

Fa0/16, Fa0/17, Fa0/18, Fa0/19
Fa0/20, Fa0/21, Fa0/22, Fa0/23
Fa0/24, Gi0o/1, Gi0/2

10 DATA active Fa0/1, Fa0/2

50 VOICE active Fa0/2, Fa0/3
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NETW[IR! ONLINE 4CADEMY

VTP

VLAN TRUNKING PROTOCOL mm%m

a VTP is a CISCO proprietary protocol

o used to share the VLAN configurations with multiple switches and to maintain
consistency throughout that network. CORE

Distribution
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VTP NCA.,

a VTP manages the addition, deletion,
and renaming of VLANSs across the
network from a central point of control CORE

a Information will be passed only if
switches connected with Fast Etherne
or higher ports.

o Also must be trunk links

Note:

o Switches Should be configure with
same Domain.

a Domain are not Case sensitive.

VTP MODES
1. Server Mode
2. Client mode
3. Transparent mode
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Server Mode m]rwun! ONLINE ACADEMY

< Default mode

« Creates, modifies, and deletes VLANs
« Synchronizes VLAN configurations

+ Sends and forwards advertisements
< Saves configuration in NVRAM

Client Mode

% cannot Add , Modify and Delete its VLAN -------------e- oot 0 \ --------------------
configurations

+» Doesn’t store its VLAN configuration _*.'
information in the NVRAM. Instead , learns it
from the server every time it boots up

< Forwards advertisements oo
« Synchronizes VLAN configurations
<+ Do not save in NVRAM

Distribution

Transparent Mode
% can Add , Modify and Delete
VLAN configurations. CORE
+ Does not synchronize VLAN
configurations
+ Forwards advertisements
« Saves configuration in NVRAM

Distribution
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NETWﬂR! ONLINE ACADEMY

Configuring VTP

) A
Serv: 9,
erver %2,

VTP domain CCIE
Vtp password cisco123 Transparent

Vtp version 2
Vtp mode <server/Client/Transparent>

Vtp pruning Client

SWi1#sh vtp status
SW1#sh vtp password

« VTP is off by default
« VTP once enabled uses version 1 only

NiTWﬂR! ONLINE ACADEMY

o VTP switches use an index called the VTP configuration revision number to keep track of the
most recent information.

Configuration Revision Number

o The VTP advertisement process always starts with configuration revision number 0 (zero).

o When subsequent changes are made on a VTP server, the revision number is incremented before
the advertisements are sent.

SW-3i#sh vip status
VIP Version ~ :2
Configuration Revision :2
Maximum VLANs supported locally : 255

Number of existing VLANs 5 e

VTP Operating Mode : Client

VTP Domain Name :CCNP

VTP Pruning Mode : Disabled Tremsparont p%,

VIP V2 Mode :Enabled

VTP Traps Generation : Disabled

MD5 digest : 0x86 0x22 0x83 Ox8E 0x23 0xA8 0x06 0xCC Client

Configuration last modified by 0.0.0.0 at 3-1-93 00:07
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Before Adding a Switch to an Existing VTP Nslrwun! om;us ACADEMY

Domain , Ensure a new switch has VTP
revision is 0 before adding it to a network.

o Change the switch’s VTP mode to transparent and EOFE
then change the mode back to server.

o Change the switch’s VTP domain to a bogus name l—l Backbone

(a nonexistentVTP domain), and then change the
VTP domain back to the original name.

S 2l Dbun Ry

-------- /
1]

W
VTP Versions Qﬂ@mm

‘Web Server Email Server

VTP version 1 VTP Version 2
Supports only one VTP domain Support multiple VTP domain
Check for domain name (if matches No check

then only forward VTP messages)

More consistent check ( add more Check for consistency ,whenever new
overhead) information is added
NO Support for Token ring VLAN
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LAB: VTP

!Wl

A
Serv (/)
erver /?0

A
Transparent [7)
P %,

=7

Client

TASK:

1) Configure the links between Switches as Trunks. (vtp advertisements are send only on trunk ports)
2) Configure VTP on all switches as per thegiven modes in the Diagram above.
3) To verify VIP

a. Create vlans on server and verify on client and transparent switch
b. Create vlans on transparent switch and verify on client and server

On SWI1 (SERVER)

SW-1(config)#int f0/20
SW-1(config-if)#switchport mode trunk
SW-1(config-if)#switchport trunk encapsulation dotlq

SW2 (TRANSPARENT)

SW2(config)#int range fa0/20 - 21
SW-2(config-if)#switchport mode trunk
SW-2(config-if)#switchport trunk encapsulation dotlq

SW3 (CLIENT)

SW3(config)#int f0/21
SW-3(config-if)#switchport mode trunk
SW-3(config-if)#switchport trunk encapsulation dotlq

SW1#sh interfaces trunk
Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1
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SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1
Fa0/21 on 802.1q trunking 1

SW-3#sh interfaces trunk
Port Mode Encapsulation Status Native vlan
Fa0/21 on 802.1q trunking 1

TASK:
e Configure VTP on all switches as per thegiven modes in the Diagram above.
e  (SWI1 —SERVER. SW2 — TRANSPARENT, SW3 — CLIENT )

Make Sure that Domain name ( case-sensitive) / password / version must match on all switches for sending and
receiving VTP Messages

SW1
SW-1(config)#vtp domain CCNP
SW-1(config)#vtp password ciscol23
SW-1(config)#vtp version 2
SW-1(config)#vtp mode server

SW2
SW-2(config)#vtp domain CCNP
SW-2(config)#vtp password ciscol23
SW-2(config)#vtp version 2
SW-2(config)#vtp mode transparent

SW3
SW-1(config)#vtp domain CCNP
SW-1(config)#vtp password ciscol23
SW-1(config)#vtp version 2
SW-1(config)#vtp mode client

SW1#sh vtp status

VTP Version 12
Configuration Revision : 2
Maximum VLANs supported locally : 255
Number of existing VLANs :5

VTP Operating Mode : Server
VTP Domain Name : CCNP
VTP Pruning Mode : Disabled
VTP V2 Mode : Enabled
VTP Traps Generation : Disabled
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MDS5 digest : Ox86 0x22 0x83 Ox8E 0x23 0xA8 0x06 0xCC
Configuration last modified by 0.0.0.0 at 3-1-93 00:07:33
Local updater ID is 0.0.0.0 (no valid interface found

SW1#sh vtp password
VTP Password: ciscol23

The current VTP parameters for a management domain can be displayed using the show vip statuscommand

SW-3#sh vtp status

VTP Version 12

Configuration Revision : 2

Maximum VLANs supported locally : 255

Number of existing VLANs :5

VTP Operating Mode : Client

VTP Domain Name : CCNP

VTP Pruning Mode : Disabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MDS5 digest : Ox86 0x22 0x83 Ox8E 0x23 0xA8 0x06 0xCC

Configuration last modified by 0.0.0.0 at 3-1-93 00:07

To verify VTP

e Create vlans on server and verify on client and transparent switch
¢ Create vlans on transparent switch and verify on client and server

SW1
SW-1(config)#vlan 10
SW-1(config-vlan)#vlan 20
SW-1(config-vlan)#vlan 30

SW-1(config-vlan)#vlan 40
SW-1(config-vlan)#name sales

SW-1(config-vlan)#vlan 50
SW-1(config-vlan)#name marketing

R1#sh vian
VLAN Name Status Ports
1 default active FaO/1, FaO/2, FaO/3, FaO/4

FaO/5, FaO/6, FaO/7, FaO/8
Fa0/9, Fa0/10, Fa0O/11, Fa0/12
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Fa0/13, Fa0O/14, Fa0/15, Fa0/16
FaO/17, Fa0O/18, Fa0/19, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gigl/1

Gigl/2

10 VLANOO10 active

20 VLANO0O020 active

30 VLANOO30 active

40 sales active

50 marketing active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

SW-3#sh vian

VLAN Name Status Ports

1 default active FaO/1, FaO/2, Fa0O/3, FaO/4
Fa0/5, Fa0/6, Fa0/7, FaO/8
Fa0/9, Fa0/10, Fa0/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0O/22, Fa0/23, Fa0/24, Gigl/1
Gigl/2

10 VLANOO10 active

20 VLANO0020 active

30 VLANOO3O active

40 sales active

50 marketing active

Sw-2#sh vlan
VLAN Name

Status Ports

1 default

1002 fddi-default
1003 token-ring-default
1004 fddinet-default

1 et-default

active Fa0Q/1, FaO/2, FaO/3, Fa0/4

FaO/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0/13, Fa0/14, Fa0O/15, Fa0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/22
Fa0/23, Fa0/24, Gigl/1, Gigl/2

act/unsup
act/unsup

act/unsup

act/unsup
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You don’t see any vlan on the transparent mode switch as the transparent will not synchronize the vian

information from any other Swithces but still forward the Vlan information.

Sw-2(config)#vlan 100
Sw-2(config-vlan)#vlan 200
Sw-2(config-vlan)#vlan 300
Sw-2(config-vlan)#end

SW2 #sh vlian
VLAN Name

Status Ports

1 default

100 VLANOI100
200 VLANO200
300 VLANO300
1002 fddi-default

Swil#sh vian
VLAN Name

active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/22
Fa0/23, Fa0/24
active
active
active

act/unsup

Status Ports

1 default

10 VLANOOIO
20 VLANOO20
30 VLANOO30
40 VLANOO0O40
1002 fddi-default

1003 token-ring-default

1004 fddinet-default
1005 trnet-default

active Fa0/1, Fa0O/2, Fa0O/3, FaO/4

Fa0/5, Fa0/6, Fa0/7, FaO/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/21
Fa0O/22, Fa0/23, Fa0/24, Gigl/1
Gigl/2

active
active
active
active

act/unsup
act/unsup

act/unsup

act/unsup
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SW3 # sh vlan

VLAN Name Status Ports

1 default active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/21
Fa0O/22, Fa0/23, Fa0/24, Gigl/1

Gigl/2
10 VIANOO10 active
20 VLANO0020 active
30 VLANOO30 active
40 VLANO040 active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

e You can see the vlans created on the transparent switch are not present in any of the other switches ( SW1 or
SW/3 ) because the switch in transparent mode will not synchronize the vlan information
e Revision number for switches in the transparent mode will be always ZERO.

Sw-2#sh vtp status

VTP Version 12

Configuration Revision :0

Maximum VLANs supported locally : 255

Number of existing VLANs : 8

VTP Operating Mode : Transparent

VTP Domain Name : CCNP

VTP Pruning Mode : Disabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MDS5 digest : OxB7 0x9D OxA5 OxEF OxDE 0x56 OxC5 OxCF

Configuration last modified by 0.0.0.0 at 3-1-93 00:07
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NETWGR! ONLINE ACADEMY

VTP version 3

o Protection against data overwrites. (fix the
configuration revision number higher udpating)

= Primary server can only make changes (only one)
o Support for VLAN numbers up to 4096
o Can also advertise
= advertise Extended vlan information (1006- 4094 )
= Private vlan information
= Mst configuration
o Option of clear text or hidden password protection
o VTP can be disabled globally or interface level

Web Server Email Server P01 PC2

Catalyst6500-1(config)# vtp version 3
Cannot set the version to 3 because domain name is not configured.

NETWIJR! ONLINE ACADEMY

VTP Roles Versus Functions and Behavior

MST - VTP3 Relay/Proces | Configure |Save
s

PRIMARY SRV Yes Yes Yes

SECONDARY Yes No Yes

SRV

CLIENT Yes No No

TRANSPARENT |Yes Yes Yes

OFF No Yes Yes
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NiTWﬂR! ONLINE ACADEMY

VTP3 interoperates with VTP version 2 but not VTP version 1.

No interaction . Tuk
ndbsfr\zge; V‘TP1 - VTP2 device will

a evices | A
Trunk be supplied with

VTP3 information

A VTP2 device
will never update

I mi a VTP3 device

transition to
VTP2 Toimk

NiTWBR! ONLINE ACADEMY

VTP version 3 configuration is mostly performed in global configuration mode.

Catalyst6500-1(config)# vtp ?

domain Set the name of the VTP administrative domain.

file Configure IFS filesystem file where VTP configuration is stored.
interface  Configure interface as the preferred source for the VTP IP updater
address.

mode Configure VTP device mode

Password Set the password for the VTP administrative domain
pruning Set the administrative domain to permit pruning
version Set the administrative domain to VTP version
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LAB: VTP version 3

SWi1 SW2

TASK:

e Configure fO/24 port of sw1/Sw2 as Trunk ports.

e Configure VTP version 3 using following parameters:
e Domain name : NOA

e Password hidden : noal23

SW1(config)#int f0/24

SW1(config-if)#switchport trunk encapsulation dotlq
SW1(config-if)#switchport mode trunk
SW1(config-if)#exit

SW2(config)#int f0/24

SW2(config-if)# switchport trunk encapsulation dotlq
SW2(config-if)# switchport mode trunk
SW2(config-if)#end

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vian
Fa0/24 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/24 1-4094

Port Vlans allowed and active in management domain
Fa0/24 1

Port Vlans in spanning tree forwarding state and not pruned

FaO/24 none

SW2#sh vtp status

VTP Version capable :1to0 3

VTP version running : 1

VTP Domain Name :

VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : 0023.041c.5e00

Configuration last modified by 0.0.0.0 at 0-0-00 00:00:00
Local updater ID is 0.0.0.0 (no valid interface found)

Feature VLAN:
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VTP Operating Mode : Server
Maximum VLANs supported locally : 1005

Number of existing VLANs :5
Configuration Revision : 0
MDS5 digest : 0x57 OxCD 0x40 0x65 0x63 0x59 0x47 OxBD

0x56 0x9D Ox4A Ox3E OxA5 0x69 0x35 OxBC

SW1#sh vlan brief

VLAN Name Status Ports

1 default active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
FaO/21, FaO/22, Fa0/23, GiO/1

Gio/2
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

SW1(config)#vtp domain NOA
SW1(config)#vtp password noal23
SW1(config)#vtp version 3

SW2(config)#vtp domain NOA
SW2(config)#vtp password noal23
SW2(config)#vtp version 3
SW2(config)#end

SW2#sh vtp status

VTP Version capable :1to0 3

VTP version running : 3

VTP Domain Name : NOA

VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : 0023.041c.5e00
Feature VLAN:

VTP Operating Mode : Server
Number of existing VLANs :5
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Number of existing extended VLANs: O
Maximum VLANs supported locally : 1005

Configuration Revision : 0

Primary ID : 0000.0000.0000
Primary Description :

MDS5 digest

Feature MST:

VTP Operating Mode : Transparent
Feature UNKNOWN:

VTP Operating Mode : Transparent

SW2#sh vtp password
VTP Password: noal23

TASK: Configure Switches to ensure that the password should be seen.

SW2#sh vtp password
VTP Password: noal23

SW2(config)#vtp password noal23 ?
hidden Set the VTP password hidden option
secret Specify the vtp password in encrypted form
<cr>

SW2(config)#vtp password noal23 hidden

SW1(config)#vtp password noal23 hidden
SW1(config)#end

SW1#sh vtp password
VTP Password: DO9CEE53D89CFC68C33886FCF64BDCIA

TASK:
e C(Create vlan 10,20,30,40 on SW1 and ensure that it synchonises on both switches:
¢ Configure SW1 to be primary switch to update the database.

SW1(config)#vlan 10
VTP VLAN configuration not allowed when device is not the primary server for vlan database.

SW1#vtp primary vian
This system is becoming primary server for feature vlan
Enter VTP Password:
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No conflicting VTP3 devices found.
Do you want to continue? [Confirm]

*Mar 100:11:59.054: %SW VLAN-4-VTP_PRIMARY_SERVER CHG: 0022.be79.2e00 has become the
primary server for the VLAN VTP feature

SW1#sh vtp status

VTP Version capable :1to0 3

VTP version running : 3

VTP Domain Name : NOA

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 0022.be79.2e00
Feature VLAN:

VTP Operating Mode : Primary Server
Number of existing VLANs :5

Number of existing extended VLANs : O
Maximum VLANs supported locally : 1005

Configuration Revision : 1

Primary ID : 0022.be79.2e00

Primary Description : SWI1

MDS5 digest : OXTE OxA7 Ox8E Ox46 0x94 OxBE 0x95 O0xA5
0x9D Ox6E 0xD5 0x69 0x72 OxEF 0x03 0xDO

Feature MST:

VTP Operating Mode : Transparent

Feature UNKNOWN:

VTP Operating Mode : Transparent

SW1(config)#vlan 10,20,30,40
SW1(config-vlan)#end

SW1#sh vlan brief
VLAN Name Status Ports
1 default active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
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Fa0/21, Fa0/22, Fa0/23, GiO/1

Gio/2
10 VLANOO10 active
20 VLANOO020 active
30 VLANOO30 active
40 VLANOO040 active
1002 fddi-default act/unsup
1003 trerf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup

SW2#sh vlan brief

VLAN Name Status Ports
1 default active Fa0Q/1, FaO/2, FaO/3, Fa0/4

FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, GiO/1

Gi0/2
10 VILANOO10 active
20 VLANO0020 active
30 VLANOO30 active
40 VLANO040 active
1002 fddi-default act/unsup
1003 trerf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup

SW2#sh vtp status

VTP Version capable :1to0 3
VTP version running : 3
VTP Domain Name : NOA
VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled

Device ID : 0023.041c.5e00
Feature VLAN:

VTP Operating Mode : Server
Number of existing VLANs : 9

Number of existing extended VLANs : O
Maximum VLANs supported locally : 1005
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Configuration Revision : 3

Primary ID : 0022.be79.2e00
Primary Description : SWI1
MDS5 digest : OXxBF Ox17 0x16 OxA3 0x73 0x09 OxOF Ox2E

OxEC Ox19 Ox4F OxCA 0Ox13 OxEE O0xD4 0x79

Feature MST:

VTP Operating Mode : Transparent
Feature UNKNOWN:
VTP Operating Mode : Transparent

TASK: Create extended vlan 2000 - 2001 on SW1

SW1(config)#vlan 2000-2001
SW1(config-vlan)#end

SW1#sh vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0O/2, Fa0O/3, FaO/4
Fa0/5, Fa0/6, FaO/7, FaO/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
FaO/21, Fa0/22, Fa0/23, Gi0O/1
Gi0/2

10 VLANOO10 active

20 VLANO0O020 active

30 VLANOO30 active

40 VLANO0040 active

1002 fddi-default act/unsup

1003 trerf-default act/unsup

1004 fddinet-default act/unsup

1005 trbrf-default act/unsup

2000 VLAN2000 active

2001 VLAN2001 active

SW2#sh vlan brief
VLAN Name

1 default

Status Ports

active FaO/1, FaO/2, FaO/3, FaO/4
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FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, GiO/1

Gio/2
10 VIANOO10 active
20 VLANO0020 active
30 VLANOO30 active
40 VLANO040 active
1002 fddi-default act/unsup
1003 trerf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup
2000 VLAN2000 active
2001 VLAN2001 active

TASK: Promote SW2 to be the primary server and create vian 3000-3005 on SW2

SW2#vtp primary vian
This system is becoming primary server for feature vlan
Enter VTP Password:
No conflicting VTP3 devices found.
Do you want to continue? [confirm]

*Mar 100:15:16.556: %SW_VLAN-4-VTP_PRIMARY_SERVER CHG: 0023.041¢c.5e00 has become the primary
server for the VLAN VTP feature

SW2#sh vtp status

VTP Version capable :1to0 3

VTP version running : 3

VTP Domain Name : NOA

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 0023.041c.5e00
Feature VLAN:

VTP Operating Mode : Primary Server
Number of existing VLANs : 9

Number of existing extended VLANs : 2
Maximum VLANs supported locally : 1005
Configuration Revision 14

Primary ID : 0023.041¢.5e00
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Primary Description : SW2

MDS5 digest : Ox1D Ox11 OxA3 Ox1F Ox76 Ox7C OxE7 OxD7
Ox1B 0x28 0xB9 OxBD OxFO Ox71 Ox1E OxBC

Feature MST:

VTP Operating Mode : Transparent

Feature UNKNOWN:

VTP Operating Mode : Transparent

SW1#sh vtp status

VTP Version capable :1to0 3

VTP version running : 3

VTP Domain Name : NOA

VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : 0022.be79.2e00
Feature VLAN:

VTP Operating Mode : Server
Number of existing VLANs : 9

Number of existing extended VLANs : 2
Maximum VLANSs supported locally : 1005

Configuration Revision 1 4

Primary 1D : 0023.041¢.5e00

Primary Description : SW2

MD5 digest : Ox1D Ox11 OxA3 Ox1F Ox76 Ox7C OxE7 OxD7
Ox1B 0x28 0xB9 OxBD OxFO Ox71 Ox1E OxBC

Feature MST:

VTP Operating Mode : Transparent

Feature UNKNOWN:

VTP Operating Mode : Transparent

SW2(config)#vlan 3000-3001
SW2(config-vlan)#end

SW2#sh vlan brief
VLAN Name Status Ports

1 default active FaO/1, FaO/2, FaO/3, FaO/4
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FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, GiO/1

Gio/2
10 VIANOO10 active
20 VLANO0020 active
30 VLANOO30 active
40 VLANO040 active
1002 fddi-default act/unsup
1003 trerf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup
2000 VLAN2000 active
2001 VLANZ2001 active
3000 VLAN3000 active
3001 VLAN3001 active

TASK:
o Cofigure MSTP on SW1 and ensure that SW2 should also synchronise the MSTP configuration information.

SW1#sh spanning-tree mst configuration
% Switch is not in mst mode
Name I1
Revision O Instances configured 1

Instance Vlans mapped

SW1#vtp primary mst
System can become primary server for Mst feature only when configured as a server

SW1#sh vtp status

VTP Version capable :1to0 3

VTP version running : 3

VTP Domain Name : NOA

VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : 0022.be79.2e00
Feature VLAN:
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VTP Operating Mode : Server
Number of existing VLANs : 9
Number of existing extended VLANs : 4
Maximum VLANs supported locally : 1005

Configuration Revision :5

Primary ID : 0023.041¢.5e00

Primary Description : SW2

MDS5 digest : OxBO OxFA Ox11 0x95 OxOF OxA9 OxF3 0x58

0x38 0x96 OxDE Ox1B 0x26 0x37 Ox8F OxD9
Feature MST:

VTP Operating Mode : Transparent

Feature UNKNOWN:

VTP Operating Mode : Transparent

SW1(config)#vtp mode server mst
Setting device to VTP Server mode for MST.
SW1(config)#end

SW1#vtp primary mst
This system is becoming primary server for feature mst
Enter VTP Password:
No conflicting VTP3 devices found.
Do you want to continue? [confirm]

*Mar 100:21:20.554: %SW_VLAN-4-VTP_PRIMARY_SERVER CHG: 0022.be79.2e00 has become the primary
server for the MST VTP feature

SW1#sh vtp status

VTP Version capable :1to0 3

VTP version running : 3

VTP Domain Name : NOA

VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : 0022.be79.2e00
Feature VLAN:

VTP Operating Mode : Server
Number of existing VLANs : 9

Number of existing extended VLANs : 4
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Maximum VLANs supported locally : 1005

Configuration Revision :5

Primary ID : 0023.041¢.5e00

Primary Description : SW2

MDS5 digest : OxBO OxFA Ox11 0x95 OxOF OxA9 OxF3 0x58
0x38 0x96 OxDE Ox1B 0x26 0x37 Ox8F 0xD9

Feature MST:

VTP Operating Mode : Primary Server

Configuration Revision : 1

Primary ID : 0022.be79.2e00

Primary Description : SWI1

MDS5 digest : Ox86 0x43 Ox4F 0x9D 0x7C Ox8F OxOF OxEB

Ox1F Ox25 0xD2 Ox5A 0x55 0x98 OxE1 0x19

Feature UNKNOWN:

VTP Operating Mode : Transparent

SW2(config)#vtp mode client mst
Setting device to VTP Client mode for MST.

SW1(config)#spanning-tree mode mst
SW1(config)#spanning-tree mst configuration
SW1(config-mst)#name CCIE
SW1(config-mst)#revision 1
SW1(config-mst)#instance 1 vlan 10,20
SW1(config-mst)#instance 2 vlan 30,40
SW1(config-mst)#exit

SW1#sh spanning-tree mst configuration
Name [CCIE]

Revision 1 Instances configured 3

Instance Vlans mapped

0 1-9,11-19,21-29,31-39,41-4094
1 10,20
2 30,40

SW2#sh spanning-tree mst configuration
% Switch is not in mst mode
Name [CCIE]
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Revision 1 Instances configured 3

Instance Vlans mapped

0 1-9,11-19,21-29,31-39,41-4094
1 10,20
2 30,40

SW2(config)#spanning-tree mode mst
SW2#sh spanning-tree mst configuration
Name [CCIE]

Revision 1 Instances configured 3

Instance Vlans mapped

0 1-9,11-19,21-29,31-39,41-4094
1 10,20
2 30,40

TASK:
e Configure Private VLAN information on SW2 and verify VTP synchronizing private vlan information.

SW2(config)#vlan 10
SW2(config-vlan)#vlan 100
SW2(config-vlan)#vlan 200
SW2(config-vlan)#exit

SW2(config)#vlan 10
SW2(config-vlan)#private-vlan primary
SW2(config-vlan)#exit

SW2(config)#vlan 100
SW2(config-vlan)#private-vlan isolated
SW2(config-vlan)#exit

SW2(config)#vlan 200
SW2(config-vlan)#private-vlan community
SW2(config-vlan)#exit

SW2(config)#vlan 10
SW2(config-vlan)#private-vlan primary
SW2(config-vlan)#private-vlan association 100,200
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SW2(config-vlan)#exit

SW2#sh vlan private-vian
Primary Secondary Type Ports

10 100 isolated
10 200 community

SW1#sh vlan private-vian
Primary Secondary Type Ports

10 100 isolated
10 200 community

SW1# sh vlan

VLAN Name Status Ports

1 default active FaO/1, Fa0O/2, Fa0O/3, FaO/4
Fa0/5, Fa0/6, FaO/7, FaO/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/20
FaO/21, Fa0/22, Fa0/23, Gi0O/1
Gi0/2

10 VLANOO10 active

20 VLANOO0O20 active

30 VLANOO30 active

40 VLANO0040 active

100 VLANOI100 active

200 VLANO0200 active

1002 fddi-default act/unsup

1003 trerf-default act/unsup

1004 fddinet-default act/unsup

1005 trbrf-default act/unsup

2000 VLAN2000 active

2001 VLAN2001 active

3000 VLAN3000 active

3001 VLAN3001 active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

1 enet 100001 1500 - - - - - 0O O
10 enet 100010 1500 - - - - - 0O O
20 enet 100020 1500 - - - - - 0O O
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30 enet 100030 1500 - - - - - 0O O
40 enet 100040 1500 - - - - - 0O O
100 enet 100100 1500 - - - - - 0O O
200 enet 100200 1500 - - - - - 0O O
1002 fddi 101002 1500 - - - - - 0O O
1003 trerf 101003 4472 1005 3276 - - stb O O
1004 fdnet 101004 1500 - - - ieee - 0O O
1005 trbrf 101005 4472 - - 15 ibm - 0O O
2000 enet 102000 1500 - - - - - 0O O
2001 enet 102001 1500 - - - - - 0O O
3000 enet 103000 1500 - - - - - 0O O
3001 enet 103001 1500 - - - - - 0O O

VLAN AREHops STEHops Backup CRF

1003 7 7 off

Remote SPAN VILANs

Primary Secondary Type Ports

10 100 isolated
10 200 community

TASK: Configure SWI1 to disable VTP globally or interace level on f0/23

SW1# sh vtp status

VTP Version capable :1to0 3

VTP version running : 3

VTP Domain Name : NOA

VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : 0022.be79.2e00
Feature VLAN:

VTP Operating Mode : Server
Number of existing VLANs : 11

Number of existing extended VLANs : 4
Maximum VLANs supported locally : 1005

Configuration Revision : 12

Primary ID : 0023.041¢.5e00

Primary Description : SW2

MDS5 digest : OXEE Ox2B 0x19 OxOE OxD1 OxBD OxF9 0x96
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0x34 OXE8 Ox14 0xD1 0x68 0xB1 OxF2 OxB3

Feature MST:

VTP Operating Mode : Primary Server

Configuration Revision : 2

Primary ID : 0022.be79.2e00

Primary Description : SWI1

MDS5 digest : Ox03 0x46 OxEB OxBA 0x16 0x90 OxAC 0x22

OxB3 Ox6F 0x31 0x99 0x5C OxOE Ox9B OxF8

Feature UNKNOWN:

VTP Operating Mode : Transparent
TASK: Disable VTP on SW1 using Mode off:

SW1(config)#vtp mode off vlan

Setting device to VTP Off mode for VLANS.
SW1(config)#vtp mode off mst

Setting device to VTP Off mode for MST.

TASK : Re-eable VTP on swl ( vlan and msT) and Disable VTP only on interface f0/23.

SW1(config)#vtp mode server vian
Setting device to VTP Server mode for VLANS.

SW1(config)#vtp mode server mst
Setting device to VTP Server mode for MST.

SW1(config)#int f0/23
SW1(config-if)#no vtp
SW1(config-if)#end

TASK: Create vlan 199 and enable RSPAN and ensure that it synchronises this information as well
SW2(config)#vlan 199
SW2(config-vlan)#remote-span

SW2(config-vlan)#end

SW2#sh vlan remote-span
Remote SPAN VLANs

199
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SW1#sh vlan remote-span
Remote SPAN VLANs

199
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VTP pruning m%@&m

a VTP pruning makes more efficient use of trunk bandwidth by reducing unnecessary flooded traffic.

o Broadcast and unknown unicast frames on a VLAN are forwarded over a trunk link only if the
switch on the receiving end of the trunk has ports in that VLAN.

a Preserves bandwidth by configuring it to reduce the amount of broadcasts, multicasts, and
unicast packets.

Switch 4

Flooded il
traffic Is ——————»|

pruned -

Switch 5§

Switch 6 Switch 3

NiTWﬂR! ONLINE ACADEMY

U Uses bandwidth more efficiently by reducing unnecessary flooded traffic

0 Example: Station A sends broadcast; broadcast flooded only toward any switch
with ports assigned to the red VLAN

Switch 4

Switch 4
Flooded =
traffic Is ————————>/
pruned

Switch 5

Pruning Enabled
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NETWGR! ONLINE ACADEMY

o By default, VLANs 2 through 1005 are pruning-eligible, but VLAN 1 can never prune
because it's an administrative VLAN.

a All VLANSs by default are prune eligible, which means that all VLANs can be pruned
by this protocol.

o To block specific VLANs from the pruning mechanism, we must use the switchport
trunk pruning vlan command.

o Enabling pruning on a VTP server, enables it for the entire domain.

server(Config)# Vtp pruning

Switch 4

RacklSW2#show vtp status Flooded >
VTP Version o2 tatflc g ;
. pruned

Configuration Revision 6
Maximum VLANs supported locally : 1005
Number of existing VLANs : 16 Switch 5
VTP Operating Mode : Server
VTP Domain Name % CCIB >
VTP Pruning Mode : Enabled
VTP V2 Mode : Disabled
VTP Traps Generation : Disabled

Switch 6 Switch 3

Verify VTP pruning mm&m

Switchl#show interface trunk

Port Mode Encapsulation Status Native vlan
Fa0/1 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/1 1-1005

Port Vlans allowed and active in management domain

Fa0/1 1,10,20,1002,1003,1004,1005

Port Vlans in spanning tree forwarding state and not pruned
Fa0/1 1,10,20,1002,1003,1004,1005

RacklSWl#show interface fa0/16 pruning

Port Vlans pruned for lack of request by neighbor
Fa0/16 =8, 10,22, 5867, 146

Port Vlan traffic requested of neighbor

Fa0/16 10,6, =110, 225480587 67, 79,146
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VTP prune eligible list mmém

switchport trunk pruning vlan {add vian-iist| all | except vian-list | remove vian-list}

To configure the VLAN pruning-eligible list for ports in trunking mode.

The pruning-eligible list applies only to trunk ports.

Each trunk port has its own eligibility list.

If you do not want a VLAN to be pruned, remove it from the pruning-eligible list.
VLANSs that are pruning-ineligible receive flooded traffic.

0O 0DD 0O

Switch(config-if)j#switchport trunk pruning vlan remove 3,10-15

Manually Pruning VLANs mﬁ&m

VTP to decide what VLANs would be allowed on a trunk and even went so far as to
remove a VLAN from the prune eligible list.

SW1(config)#interface FastEthernet 0/20
SW1(config-if)j#switchport trunk allowed vlan remove 5

allows us to specify what VLAN or group of VLANs we want to be forwarded across a
given trunk.

NOTE :
It is important that this command be applied on both ends of a given link.
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NDA
NETWORK ONLINE ACADEMY

sw-1#sh interfaces trunk
Port Mode Encapsulation Status Native vian
Fa0/20 on 802.1q trunking 999
Port Vlans allowed on trunk
Fa0/20 1-1005
Port Vlans allowed and active in management domain

Fa0/20 1
Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

sw-1#sh interfaces trunk

Port Mode Encapsulation Status Native vian
Fa0/20 on 802.1q trunking 999

Port Vlans allowed on trunk

Fa0/20 5

Port Vlans allowed and active in management domain
Fa0/20 5

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 5
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LAB: VTP Pruning:

VTP server .
— — -Q
SWi1

SW2
TASK:

e Configure the link fO/19, f0/20 between SW1, SW2 as trunk links.

o SWI = server , SW2 = Client

e domain : NOA (version2) password : noal23

e Create vlan 10,20,30,40 and VTP should sync with others.

SW1(config)#int range fO/19 - 20
SW1(config-if-range)#switchport trunk encapsulation dotlq
SW1(config-if-range)#switchport mode trunk
SW1(config-if-range)#exit

SW2(config)#int range fO/19 - 20
SW2(config-if-range)#switchport trunk encapsulation dotlq
SW2(config-if-range)#switchport mode trunk
SW2(config-if-range)#end

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1
Fa0/20  on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/19 1-4094
Fa0/20 1-4094

Port Vlans allowed and active in management domain
Fa0/19 1

Fa0/20 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1

Fa0/20 1

SW1(config)#vtp domain NOA
SW1(config)#vtp password noal23
SW1(config)#vtp version 2
SW2(config)# vtp mode Server

SW2(config)# vtp domain NOA
SW2(config)# vtp password noal23
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SW2(config)# vtp version 2
SW2(config)# vtp mode client

SW1(config)#vlan 10
SW1(config-vlan)#vlan 20
SW1(config-vlan)#vlan 30
SW1(config-vlan)#vlan 40
SW1(config-vlan)#exit

SW2#sh vlan brief

VLAN Name Status Ports

1 default active FaO/1, Fa0O/2, Fa0/3
FaO/4, Fa0/5, FaO/6
FaO/7, Fa0/8, FaO/9
Fa0O/10, FaO/11, Fa0/12
Fa0/13, Fa0O/14, Fa0O/15
FaO/16, Fa0O/17, Fa0/18
Fa0/21, Fa0/22, Fa0/23
FaO/24, GiO/1, GiO/2

10 VILANOO10 active
20 VLANO0020 active
30 VLANOO30 active
40 VLANO040 active
1002 fddi-default act/unsup
1003 trerf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/19 1-4094
Fa0/20 1-4094

Port Vlans allowed and active in management domain
Fa0/19 1,10,20,30,40
Fa0/20 1,10,20,30,40

Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1,10,20,30,40
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Fa0/20  1,10,20,30,40
SW2#

By default trunks allows all the vlan irrespective of whether they have active ports present on that vlan or not.

TASK:

e Configure VTP pruning on VTP server to ensure that the trunk links should prune the vian which are not
active on that particular switch;

SW1#sh vtp status

VTP Version 12

Configuration Revision :5

Maximum VLANs supported locally: 1005

Number of existing VLANs : 9

VTP Operating Mode : Server

VTP Domain Name : NOA

VTP Pruning Mode : Disabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MDS5 digest : Ox34 OxFB OxE4 0x98 0x79 OxEA 0x38 0x2C

Configuration last modified by 192.168.1.51 at 3-1-93 01:16:06
Local updater ID is 192.168.1.51 on interface VI1 (lowest numbered VLAN interface found)

SW2#sh vtp status

VTP Version 12

Configuration Revision :5

Maximum VLANs supported locally : 1005

Number of existing VLANs : 9

VTP Operating Mode : Client

VTP Domain Name : NOA

VTP Pruning Mode : Disabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MDS5 digest : Ox34 OxFB OxE4 0x98 O0x79 OxEA 0x38 0x2C

Configuration last modified by 192.168.1.51 at 3-1-93 01:16:06
SW1(config)#vtp pruning
Pruning switched on

SW1(config)#end

SW1#sh vtp status

VTP Version 12
Configuration Revision : 6
Maximum VLANs supported locally : 1005
Number of existing VLANs : 9
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VTP Operating Mode : Server

VTP Domain Name : NOA

VTP Pruning Mode : Enabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MDS5 digest : Ox06 OxBC OxF4 0x35 OxF9 0x8C 0x69 OxF7

Configuration last modified by 192.168.1.51 at 3-1-93 01:19:10
Local updater ID is 192.168.1.51 on interface VI1 (lowest numbered VLAN interface found)

SW2#sh vtp status

VTP Version 12

Configuration Revision : 6

Maximum VLANs supported locally : 1005

Number of existing VLANs : 9

VTP Operating Mode : Client

VTP Domain Name : NOA

VTP Pruning Mode : Enabled

VTP V2 Mode : Enabled

VTP Traps Generation : Disabled

MDS5 digest : Ox06 OxBC OxF4 Ox35 OxF9 0x8C 0x69 OxF7

Configuration last modified by 192.168.1.51 at 3-1-93 01:19:10

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1
Fa0/20  on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/19 1-4094
Fa0/20 1-4094

Port Vlans allowed and active in management domain
Fa0/19 1,10,20,30,40
Fa0/20 1,10,20,30,40

Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1
Fa0/20 1

e By default in my network i have only port fO/1 connected in vlan 1 and | have only vilan 1 active and it will
not be pruned anyways by default.

e TO verify the pruning behavoiour i have vlan 10,20,30,40 created on server and synchronised on both
switches
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e create some svi interface for each vlan on both switches for verifying VTP pruning behaviour ( in real
networks we have PC connecting to their respective vlan, Here we are not adding any PC or routers for
testing VTP pruning)

SW1#sh vlan brief
VLAN Name Status Ports
1 default active FaO/1, FaO/2, Fa0O/3, FaO/4, FaO/5, Fa0/6
FaO/7, Fa0O/8, Fa0/9, Fa0O/10, FaO/11
Fa0/12, Fa0O/13, Fa0O/14, FaO/15, Fa0O/16
Fa0O/17, Fa0O/18, Fa0/21, FaO/22, Fa0/23
FaO/24, GiO/1, GiO/2

10 VIANOO10 active
20 VLANO0020 active
30 VLANOO30 active
40 VLANO040 active
1002 fddi-default act/unsup
1003 trerf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup

SW1(config)#int vlan 10
SW1(config-if)#exit
SW1(config)#int vlan 20
SW1(config-if)#exit

Once we create SVI for vvlan 10 and 20 on SW1 it will update the next switch about the ACtive vlan status and
SW2 will add them in the not prune list.

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/19 1-4094
Fa0/20 1-4094

Port Vlans allowed and active in management domain
Fa0/19 1,10,20,30,40
Fa0/20 1,10,20,30,40
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Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1,10,20
Fa0/20 none

SW2#sh interfaces fO/19 pruning
Port Vlans pruned for lack of request by neighbor
Fa0/19 30,40
Port Vlan traffic requested of neighbor
Fa0/19 1,30,40

SW2(config)#int vlan 30
SW2(config-if)#int vlan 40
SW2(config-if)#end

Once we create SVI for vlan 30 and 40 on SW2 it will update the next switch about the ACtive vlan status and
SW1 will add them in the not prune list.

SW1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/19 1-4094
Fa0/20 1-4094

Port Vlans allowed and active in management domain
Fa0/19 1,10,20,30,40
Fa0/20 1,10,20,30,40

Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1,30,40
Fa0/20 1

SW1#sh interfaces fO/19 pruning
Port Vlans pruned for lack of request by neighbor
Fa0/19 10,20

Port Vlan traffic requested of neighbor
Fa0/19 1,10,20

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 94

https://t.me/learningnets



VTP Prune eligiblle List:
¢ If we want we can even add the vlan list which should not be pruned, as by default all the vlans are pruned
except VLAN 1.

TASK:
e Create vlan 199 and ensure that vian 199 should not get pruned even if they are not active ports.

Default vlan prune eligible list (2 -1001)

SW1(config)#vlan 199
SW1(config-vlan)#exit

SW1(config)#int range fO/19 - 20
SW1(config-if-range)#switchport trunk pruning vian ?
WORD VLAN IDs of the allowed VILANs when this port is in trunking mode
add add VLANs to the current list
except all VLANs except the following
none no VLANs
remove remove VLANs from the current list

SW1(config-if-range)#switchport trunk pruning vlan remove 199
SW1(config-if-range)#exit

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/19 1-4094
Fa0/20 1-4094

Port Vlans allowed and active in management domain
Fa0/19 1,10,20,30,40,199
Fa0/20 1,10,20,30,40,199

Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1,10,20,199
Fa0/20 none

SW1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1
Fa0/20 on 802.1q trunking 1
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Port Vlans allowed on trunk
Fa0/19 1-4094
Fa0/20 1-4094

Port Vlans allowed and active in management domain
Fa0/19 1,10,20,30,40,199
Fa0/20 1,10,20,30,40,199

Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1,30,40,199
Fa0/20 1

TASK: Manual Pruning:

e Disable VTP pruning configured.

o Configure SW1/SW2 to allow only vlan 1,10,20,30,40 and vlan 199 on their respective trunk links
(irespective whether they are active or not)

SW1(config)#no vtp pruning
Pruning switched off

SW1(config)#int range f0/19 -20
SW1(config-if-range)#switchport trunk allowed vlan 1,10,20,30,40,199
SW1(config-if-range)#exit

SW2(config)#int range fO/19 - 20
SW2(config-if-range)#switchport trunk allowed vlan 1,10,20,30,40,199
SW2(config-if-range)#end

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/19 1,10,20,30,40,199
Fa0/20 1,10,20,30,40,199

Port Vlans allowed and active in management domain
Fa0/19 1,10,20,30,40,199
Fa0/20 1,10,20,30,40,199

Port Vlans in spanning tree forwarding state and not pruned
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Fa0/19

Fa0/20  10,20,30,40,199

TASK:

1,10,20,30,40,199

e Create vlan 50,60 and add them on the trunk list
e Configure Truk to remove vian 10 from allowed vlan list.

SW1(config)#vlan 50
SW1(config-vlan)#vlan 60
SW1(config-vlan)#exit

SW1#sh vlan brief

VLAN Name Status Ports

1 default active FaO/1, FaO/2, Fa0O/3, FaO/4, FaO/5, Fa0/6
FaO/7, Fa0O/8, Fa0/9, Fa0O/10, FaO/11
Fa0/12, Fa0O/13, Fa0O/14, Fa0O/15, Fa0O/16
Fa0O/17, Fa0/18, Fa0/21, FaO/22, Fa0/23
Fa0/24, GiO/1, Gi0/2

10 VLANOO10 active

20 VLANO0O020 active

30 VLANOO30 active

40 VLANO0040 active

50 VLANOO50 active

60 VLANOO0O60 active

199 VLANO199 active

1002 fddi-default act/unsup

1003 trerf-default act/unsup

1004 fddinet-default act/unsup

1005 trbrf-default act/unsup

SW1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1

Fa0/20 on 802.1q trunking 1

Port  Vlans allowed on trunk

Fa0/19 1,10,20,30,40,199

Fa0/20 1,10,20,30,40,199

Port Vlans allowed and active in management domain
Fa0/19 1,10,20,30,40,199

Fa0/20 1,10,20,30,40,199
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Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1,10,20,30,40,199
Fa0/20 1
SW1(config)#int range fO/19 - 20
SW1(config-if-range)#switchport trunk allowed vlan add 50,60
SW1(config-if-range)#switchport trunk allowed vlan remove 10
SW1(config-if-range)#exit

SW1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/19 1,20,30,40,50,60,199
Fa0/20 1,20,30,40,50,60,199

Port Vlans allowed and active in management domain
Fa0/19 1,20,30,40,50,60,199
Fa0/20 1,20,30,40,50,60,199

Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1,20,30,40,50,60,199
Fa0/20 1,50,60

SW2(config)#int range fO/19 - 20
SW2(config-if-range)#switchport trunk allowed vlan add 50,60
SW2(config-if-range)#switchport trunk allowed vlan remove 10
SW2(config-if-range)#end

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/19 on 802.1q trunking 1
Fa0/20 on 802.1q trunking 1

Port Vlans allowed on trunk
Fa0/19 1,20,30,40,50,60,199
Fa0/20 1,20,30,40,50,60,199

Port Vlans allowed and active in management domain
Fa0/19 1,20,30,40,50,60,199
Fa0/20 1,20,30,40,50,60,199
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Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1,20,30,40,50,60,199
Fa0/20  20,30,40,50,60,199
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KTWGR! ONLINE 4CADEMY

Spanning-tree protocol

CNOA

y to highly r ding Cisco career

Brid g in g loo PS NEVRORR ORCREACADENY

Redundant link between switches provides redundancy.

Also possibility to create loops when switches do broadcasts.
1. Broadcast storms
2. Mac-table instability
3. Multiple frame transmissions

108

ﬁ = fo/l@
fo/2 fo/2
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Bridging loops (solution) mmém

1. Only one link between switches ( no redundancy)

2. Shutdown extra link temporarily
1. Manually ( shutdown command)
2. Automatically block extra links ( done by STP)

1
[

ﬁ = — 5
fo/2 fo/2

Spanning-tree Protocol mﬁ&m

» STP stop the loops which occurs when you have multiple links between switches
» STP stops avoiding Broadcast Storms, Multiple Frame Copies & Database instability.
STP is a open standard (IEEE 802.1D)

STP is enabled by default on all Cisco Catalyst switches

SwitchA SwitchB
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How STP works m@&

1. Selecting the Root Bridge
2. Selecting the Root Port
3. Selecting Designated port & Non Designated port

1) Selecting the Root Bridge mmém

» The bridge with the Best (Lowest) Bridge ID.
» Bridge ID = Priority + MAC address of the switch
» Out of all the switches in the network, one is elected as a root bridge that becomes

the focal point in the network.
e,:
>

I LI | 1
f0/22

» Every LAN will have only one Root Bridge and all the remaining switches will be o~
considered as Non-root Bridges.
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2) Selecting the Root Port: mmém

Shortest path to the Root bridge
Every Non-root Bridge looks the best way to go Root-bridge

o

o

s

. least cost (Speed)
The Lowest forwarding Switch ID ( priority + mac)
Lowest forwarding Physical Port Number.

SN

SW2 f0/22 SW3

» For every non-root bridge there is only one root port.

STP Port Cost “‘%@‘A'

Link Speed(Bandwidth) Port Cost
10 mbps 100
100 bmps 19
1 gbps 4
10 gbps
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3) Selecting Designated port & Non Designated Mm&m
port )

1. least cost (Speed)
2. leastlocal Switch ID.
3. Lowest local Physical Port Number.

SW2 wiz2 sw3

BPDU mﬁ&m

U All switches exchange information through what is called as Bridge Protocol Data
Units (BPDUs)

U Hello = BPDUs are sent every 2 sec
U Max age(dead)= 20 sec
U Forward Delay (listening/learning time) = 15 sec

\11\0*

SW2 ez sw3

o A BPDU contains information regarding ports, switches, port priority and addresses.
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NE'I'WﬂR! ONLINE ACADEMY

STP port states
1 Blocking 20 Sec or No Limits.
U Listening 15 Sec.
U Learning 15 Sec.
U Forwarding No Limits.
U Disable No Limits.

SW2 f0/22 swW3

NETWGR! ONLINE ACADEMY

Lab : verifying spanning-tree

# Show Spanning-tree.
# Show Spanning-tree vlan <no>
# Show Spanning-tree root SWi1

\1'\@’

Sw2 e SW3
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Changing STP Timers mm&m

(Config)# Spanning-tree vlan <no> hello-time <>
(Config)# Spanning-tree vlan <no> forward-time <>
(Config)# Spanning-tree vlan <no> max-age <>

Hello
time between each bridge protocol data unit (BPDU) that is sent on a port.
2 seconds (sec) by default, can tune the time to be between 1 and 10 sec.
forward delay
Time that is spent in the listening and learning state.
15 sec by default, can tune the time to be between 4 and 30 sec.
max age

© The max age timer controls the maximum length of time that passes before a bridge port
saves its configuration BPDU information.

20 sec by default, can tune the time to be between 6 and 40 sec.

Chaning the port role mm%&m

Modify the cost

> (Config-ify# Spanning-tree vlan <no> cost
Modify the bridge ID

> (Config-ify# Spanning-tree vlan <no> priority
Modify the port-priority

o (Config-ify# Spanning-tree vlan <no> port-priority
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LAB: VERIFYING SPANNING-TREE

sy

Sw1

Q>
WO

Sw2 foiz2 Sw3

TASK: Find Root Bridge and alternate port (BLK)

Swil#sh spanning-tree
VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769
Address  0007.ECCD.AC82
Cost 19
Port 20(FastEthernet0/20)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 00DO0.580D.2EEO
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Root FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p

SW2#sh spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address 0007.ECCD.AC82
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This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0007.ECCD.AC82
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/22 Desg FWD 19 128.22 P2p

SW3#sh spanning-tree
VLANOOO1

Spanning tree enabled protocol ieee

Root ID  Priority 32769
Address 0007.ECCD.AC82
Cost 19
Port 22(FastEthernet0/22)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 00DO0.971E.4EAE
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/21 Altn BLK 19 128.21 P2p
Fa0/22 Root FWD 19 128.22 P2p

TASK:
e To verify the STP convergence process shutdown the SW1 fO/20 port and verify with Show spanning-tree

Swl(config)#int f0/20
Swl(config-if)#shutdown

Once f0/20 interface of SW1 or SW2 goes down, the alternate port fO/21 (SW3) comes to forwarding after
delay of 50 sec

o BLK 20 sec

o LSN 15 sec

o LRN 15 sec

Swl{config)#int f0/20
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Swl(config-if)#shutdown

SW3#sh spanning-tree
VLANOOO1

Spanning tree enabled protocol ieee

Root ID  Priority 32769
Address 0007.ECCD.AC82
Cost 19
Port 22(FastEthernet0/22)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  00DO0.971E.4EAE
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Root FWD 19 128.22 P2p

TASK: Configure FO/20 port of SW1 back to normal state (no shutdown)

Swl(config)# int f0/20
Swl(config-if)# no shutdown
SW3#sh spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address 0007.ECCD.AC82
Cost 19
Port 22(FastEthernet0/22)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  00DO0.971E.4EAE
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/21 Altn BLK 19 128.21 P2p
Fa0/22 Root FWD 19 128.22 P2p
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Swil#sh spanning-tree
VLANOOO1

Spanning tree enabled protocol ieee

Root ID  Priority 32769
Address 0007.ECCD.AC82
Cost 19
Port 20(FastEthernet0/20)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 00DO0.580D.2EEO
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Root FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p

o SW2 f0/21 goes back to BLK state
e SWI1-/FO/20 comes back to normal forward state after 30 sec delay ( 15 sec LSN , 15 sec LRN)

TASK:
o Configure SW1 to be the Root Bridge for Vlan 1 by changing the Priority value
e Verify the STP port states changes once we change the Root bridge

Configuring Spanning Tree

To change the STP priority value, use the following:
Switch (config)# spanning-tree vlan <vlan no> < priority value>

Swl(config)#spanning-tree vlan 1 priority ?
<0-61440> bridge priority in increments of 4096

Swl(config)#spanning-tree vlan 1 priority O
Swl(config)#end
Swil#sh spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 1
Address 00DO0.580D.2EEO
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority 1 (priority O sys-id-ext 1)
Address 00DO0.580D.2EEO
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p

SW3#sh spanning-tree
VLANOOO1

Spanning tree enabled protocol ieee

Root ID  Priority 1
Address 00DO0.580D.2EEO
Cost 19
Port 21(FastEthernet0/21)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 00DO.971E.4EAE
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/21 Root FWD 19 128.21 P2p
Fa0/22 Altn BLK 19 128.22 P2p

By default, STP is enabled for all active VLANs and on all ports of a switch. STP should remain enabled in a
network to prevent bridging loops from forming.
e However, you might find that STP has been disabled in some way. If an entire instance of STP has been

disabled, you can reenable it with the following global configuration command:

o Switch(config)# spanning-tree vlan vlan-id

e |If STP has been disabled for a specific VLAN on a specific port, you can reenable it with the following
interface configuration command:

o Switch (config-if)# spanning-tree vlan vilan-id

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 111

https://t.me/learningnets



LAB: Tuning STP (cost/proirity/Timers)

O— 020 —

SwWi1 SW2

TASK:

e Connect Swl and sw2 as per the digram on fO/19, fO/20 ports.

¢ Configure sw1 to be the root bridge for all vlans (also future vian).
¢ Find what the rootports and Designated and blocking ports.

SW2#sh spanning-tree vlan 1
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address  000b.be78.8300
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 000b.be78.8300
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Fa0/19 Desg FWD 19 128.19 P2p
Fa0/20 Desg FWD 19 128.20 P2Zp

e By default in my case, sw2 is elected as Root Bridge based on best bridge ID.
e As per task we need to configure SW1 to become the Root Bridge with least prorirty value.

SW1#sh spanning-tree
VLANOOO1

Spanning tree enabled protocol ieee

Root ID  Priority 32769
Address  000b.be78.8300
Cost 19
Port 19 (FastEthernet0/19)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
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Address  000b.bee2.faO0
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

FaO/1 Desg FWD 19 128.1 Edge P2p
Interface Role Sts Cost Prio.Nbr Type

Fa0/19 Root FWD 19 128.19 P2p
Fa0/20 Altn BLK 19 128.20 P2p

SW1 (config)#spanning-tree vlan 1-4094 root primary

SW1#sh spanning-tree vlan 1
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 24577
Address  000b.bee2.faO0
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24577 (priority 24576 sys-id-ext 1)
Address  000b.bee2.faO0
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type

FaO/1 Desg FWD 19  128.1 Edge P2p
Fa0/19 Desg FWD 19  128.19 P2p
Fa0/20 Desg FWD19  128.20 P2p

SW2#sh spanning-tree vlan 1
VLANOOO1

Spanning tree enabled protocol ieee

Root ID  Priority 24577
Address  000b.bee2.faO0
Cost 19
Port 19 (FastEthernet0/19)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  000b.be78.8300
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 15

Interface Role Sts Cost Prio.Nbr Type

Fa0/19 Root FWD 19 128.19 P2p
Fa0/20 Altn BLK 19 128.20 P2Zp

e As per the default configurations sw2 f0/20 goes in to blocking state based on stp root port, and designtated
port conditions.

TASK:
e Configure SW2 to ensure that f0/20 should be in forwarding state ( fO/19 in to blocking)

SW2(config)#int f0/20
SW2(config-if)#spanning-tree cost 4
SW2(config-if)# end

or

SW2(config)#interface FastEthernetQ/19
SW2(config-if)# spanning-tree cost 100
SW2(config-if)#exit

SW2#sh spanning-tree vian 1
VLANOOO1

Spanning tree enabled protocol ieee

Root ID  Priority 24577
Address  000b.bee2.faO0
Cost 19
Port 20 (FastEthernet0/20)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  000b.be78.8300
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Fa0/19 Altn BLK 100 128.19 P2p
Fa0/20 Root FWD 19 128.20 P2p
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TASK
e Remove the cost configured in the previous task;
e Ensure that that you do the same cost by making changes other than SW2.( on swi)

SW2(config)#int f0/19
SW2(config-if)#no spanning-tree cost 100
SW2(config-if) #exit

SW2#sh spanning-tree vlan 1
VLANOOO1

Spanning tree enabled protocol ieee

Root ID  Priority 24577
Address  000b.bee2.faO0
Cost 19
Port 19 (FastEthernet0/19)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  000b.be78.8300
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Fa0/19 Root FWD 19 128.19 P2p
Fa0/20 Altn BLK 19 128.20 P2p
SW1(config)#int f0/20

SW1(config-if)#spanning-tree port-priority ?
<0-240> port priority in increments of 16

SW1(config-if)#spanning-tree port-priority O
SW1(config-if)#end

SW1#sh spanning-tree vlan 1
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 24577
Address  000b.bee2.faO0
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24577 (priority 24576 sys-id-ext 1)
Address  000b.bee2.faO0
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

FaO/1 Desg FWD 19  128.1 Edge P2p
Fa0/19 Desg FWD 19  128.19 P2p
Fa0/20 Desg FWD 19 0.20 P2p

SW2#sh spanning-tree vlan 1
VLANOOO1

Spanning tree enabled protocol ieee

Root ID  Priority 24577
Address  000b.bee2.faO0
Cost 19
Port 20 (FastEthernet0/20)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 000b.be78.8300
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Fa0/19 Altn BLK 19 128.19 P2p
Fa0/20 Root FWD 19 128.20 P2p

TASK: Changing STP timers

e Configure the root bridge so that switches generate Spanning-Tree hello packets every 3 seconds.

e When a new port becomes active, it should wait 20 seconds before transitioning to the forwarding state.

o If the switches do not hear a configuration message within 10 seconds, they should attempt reconfiguration.
e This configuration should affect all currently active VLANs and any additional VLANs created in the future.

SW1#sh spanning-tree vlan 1
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 24577
Address  000b.bee2.faO0
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 24577 (priority 24576 sys-id-ext 1)

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 116

https://t.me/learningnets



Address  000b.bee2.faO0
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

FaO/1 Desg FWD 19  128.1 Edge P2p
Fa0/19 Desg FWD 19  128.19 P2p
Fa0/20 Desg FWD 19 0.20 P2p

Downstream devices from the root bridge inherit the timers configured on the root.

SW1(config)#spanning-tree vlan 1-4094 hello-time 3
SW1(config)#spanning-tree vlan 1-4094 forward-time 10
SW1(config)#spanning-tree vlan 1-4094 max-age 10
SW1(config)#end

SW1#sh spanning-tree vlan 1
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 24577
Address  00Ob.bee2.faO0
This bridge is the root
Hello Time 3 sec Max Age 10 sec Forward Delay 10 sec

Bridge ID Priority 24577 (priority 24576 sys-id-ext 1)
Address  000b.bee2.fa00
Hello Time 3 sec Max Age 10 sec Forward Delay 10 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

FaO/1 Desg FWD 19  128.1 Edge P2p
Fa0/19 Desg FWD 19  128.19 P2p
Fa0/20 Desg FWD 19 0.20 P2p

SW2#sh spanning-tree vlan 1
VLANOOO1

Spanning tree enabled protocol ieee

Root ID  Priority 24577
Address  000b.bee2.faO0
Cost 19
Port 20 (FastEthernet0/20)
Hello Time 3 sec Max Age 10 sec Forward Delay 10 sec
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Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  000b.be78.8300
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Fa0/19 Altn BLK 19 128.19 P2p
Fa0/20 Root FWD 19 128.20 P2Zp

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 118

https://t.me/learningnets



NETWCIR! ONLINE ACADEMY

Optimizing STP

Selecting Root bridge, Portfast, Etherchannel ,
BPDU Guard/filter, Rootguard, loopguard, UDLD, errdisable

NETWIJR! ONLINE ACADEMY

Workgroup Access Access _s s_

e
Policy-Based P o i X X
Connuctiviey Distribution

=272 Edge Distribution
High-Speed — ule
Switching Cm_gg
Server Farm

X
|

g g Departmental
. v Switch Block
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Hierarchical Campus Model @A
NETWORK ONLINE ACADEMY

s
qg_‘ﬂ LAw - («)M&-..L.’ i

STP : Selecting Root Bridge mm@Amm

f A 2 2o

2 Default root bridge election :
priority + Base Mac

2 Recommended to Select high
speed Switch to be elected as
Root Bridge .
1. Change priority
2. Primary / Secondary
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NTA
NETWORK ONLINE ACADEMY

SW-A(config)#spanning-tree vlan 1 root Primary

STP : Selecting Root Bridge
Configuration

SW-B(config)#spanning-tree vlan 1 root
Secondary

OR ;F

A 2 Ulo

¥ L3
SW-A(config)#spanning-tree vlan 1 priority 0 ﬁ\ ]-<"

/

SW-B(config)#spanning-tree vlan 1 priority 4096

NOTE : [ i

o Priority values can be only multiples of 4096

o Primary reduces priority by 8192 from default priority 29 \

0 secondary reduces priority 4096 from default priority
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LAB: Per VLAN STP:

SW4 SW3

TASK:

¢ Connect four switches as per the diagram.

¢ Find the Root bridge , root ports, alternate ports in the topology
SW1#sh spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address  0001.96C4.2C24
This bridge is the root.
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  0001.96C4.2C24
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW2#sh spanning-tree

VLANOOO1
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Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address  0001.96C4.2C24
Cost 19
Port 20(FastEthernet0/20)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  0001.C994.B166
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Root FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW3#sh spanning-tree
VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 32769
Address  0001.96C4.2C24
Cost 19
Port 21(FastEthernet0/21)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  00DO0.97DB.EEIC
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Altn BLK 19 128.20 P2Zp
Fa0/21 Root FWD 19 128.21 P2p
Fa0/22 Altn BLK 19 128.22 P2p

SW4#sh spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address  0001.96C4.2C24
Cost 19
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Port 22(FastEthernet0/22)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  0005.5E81.6101
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Altn BLK 19 128.21 P2p
Fa0/22 Root FWD 19 128.22 P2p

¢ In this example, SW1 is the root Bridge and you can verify the root ports and alternate ports in the above
outputs
e As per you topology it can vary as it based on Mac- address ( vary from switch to switch)

TASK:

e Configure the links connecting between switches as Trunk links

e Configure VTP on all Four switches to synchronize the vlan information

¢ Create vlan 10,20,30,40 on SW1 and ensure that it sync with other switches.

ON SW1, SW2. SW3, Sw4

SWx(config)#int range f0/20 - 22
SWx(config-if-range)#switchport trunk encapsulation dotlq
SWx(config-if-range)#switchport mode trunk
SWx(config)#vtp domain CCIE

SW1#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Fa0/21 on 802.1q trunking 1

Fa0/22 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20  1-1005
Fa0/21 1-1005
Fa0/22 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1
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Fa0/21 1

Fa0/22 1
Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1
Fa0/21 1
Fa0/22 1

SW2#sh int trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Fa0/21 on 802.1q trunking 1

Fa0/22 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20  1-1005
Fa0/21 1-1005
Fa0/22 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Fa0/21 1

Fa0/22 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

Fa0/21 1

Fa0/22 1

S\W2#

SW3#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Fa0/21 on 802.1q trunking 1

Fa0/22 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20  1-1005
Fa0/21 1-1005
Fa0/22 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1
Fa0/21 1
Fa0/22 1
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Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 none

FaO/21 1
Fa0/22 none
SVW3#

SWA44#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Fa0/21 on 802.1q trunking 1

Fa0/22 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20  1-1005
Fa0/21 1-1005
Fa0/22 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Fa0/21 1

Fa0/22 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 1

FaO/21 none

Fa0/22 1

SW1(config)#vlan 10
SW1(config-vlan)#vlan 20
SW1(config-vlan)#vlan 30
SW1(config-vlan)#vlan 40
SW1(config-vlan)#exit

SW1#sh vlan brief

VLAN Name Status Ports

1 default active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/23
Fa0/24, Gig0/1, Gig0/2

10 VLANOO10 active
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20 VLANO0O020
30 VLANO0O0O30
40 VLANO0O40
1002 fddi-default

1003 token-ring-default
1004 fddinet-default

1005 trnet-default

SW2#sh vlan brief
VLAN Name

active
active
active
active
active
active
active

Status Ports

1 default

10 VLANOOIO
20 VLANOO20
30 VLANOO30
40 VLANOO0O40
1002 fddi-default

1003 token-ring-default
1004 fddinet-default

1005 trnet-default

SW3#sh vlan brief

active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/23
Fa0/24, Gig0/1, Gig0/2
active
active
active
active
active
active
active
active

VLAN Name Status Ports

1 default active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/23
Fa0/24, Gigl/1, Gigl/2

10 VLANOO10 active

20 VLANO0O020 active

30 VLANOO30 active

40 VLANO0040 active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active
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1005 trnet-default active

SW4#sh vlan brief

VLAN Name Status Ports

1 default active FaO0/1, Fa0O/2, Fa0O/3, FaO/4
FaO/5, Fa0/6, FaO/7, Fa0/8
Fa0/9, Fa0/10, FaO/11, Fa0/12
Fa0O/13, Fa0O/14, Fa0/15, Fa0/16
Fa0O/17, Fa0/18, Fa0/19, Fa0/23
Fa0/24, Gigl/1, Gigl/2

10 VLANOO10 active
20 VLANO0020 active
30 VLANOO30 active
40 VLANO0040 active
1002 fddi-default active

1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active

TASK:
e Configure SW1 should be the Root Bridge for VLAN 10 .20 and Backup for VLAN 30,40
e Configure SW2 should be the Root Bridge for VLAN 30,40 and Backup for VLAN 10,20
Note:

e By default here SW1 will be the root bridge for all vlan as the priority value is same , and Sw1 is having the
least MAC address of all ( this may vary in your labs)

SW1#sh spanning-tree vlan 10
VLANOO10
Spanning tree enabled protocol ieee
Root ID  Priority 32778
Address  0001.96C4.2C24
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address  0001.96C4.2C24
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
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Fa0/22 Desg FWD 19 128.22 P2p

SW1#sh spanning-tree vian 20
VLANOO20
Spanning tree enabled protocol ieee
Root ID  Priority 32788
Address  0001.96C4.2C24
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32788 (priority 32768 sys-id-ext 20)
Address  0001.96C4.2C24
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2p
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW1#sh spanning-tree vlian 30
VLANOO30
Spanning tree enabled protocol ieee
Root ID  Priority 32798
Address  0001.96C4.2C24
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32798 (priority 32768 sys-id-ext 30)
Address  0001.96C4.2C24
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW1#sh spanning-tree vian 40
VLANOO40
Spanning tree enabled protocol ieee
Root ID  Priority 32808
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Address  0001.96C4.2C24
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32808 (priority 32768 sys-id-ext 40)
Address  0001.96C4.2C24
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

You can configure a Catalyst switch to become the root bridge using one of two methods,

1. Manually setting the bridge priority value

Switch(config)# spanning-tree vlan <vlan-list> priority <bridge-priority>

2. Causing the would-be root bridge switch to choose its own priority, based on some assumptions about
other switches in the network using primary and secondary options. You can accomplish this with the

following command:

Switch(config)# spanning-tree vlan <vlan-id> root {primary | secondary}

e The bridge-priority value defaults to 32,768, but you can also assign a value of O to 65,535.
e If STP extended system ID is enabled (default is most switches) , the default bridge-priority is 32,768 plus the

VLAN number.

¢ In that case, the value can range from O to 61,440, but only as multiples of 4096. A lower bridge priority is

preferable.

e If the current root priority is less than that, the local switch sets its priority to 4096 less than the current root
For the secondary root bridge, the root priority is set to an artificially low value of 28,672.

On SWI1
SW1(config)#spanning-tree vlan 10,20 priority O
SW1(config)#spanning-tree vlan 30,40 priority 4096
OR
SW1(config)#spanning-tree vian 10,20 root primary
SW1(config)#spanning-tree vlan 30.40 root secondary

On SW2
SW2(config)#spanning-tree vian 30,40 priority O
SW2(config)#spanning-tree vlian 10,20 priority 4096
OR
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SW2(config)#spanning-tree vlan 30,40 root primary
SW2(config)#spanning-tree vlan 10.20 root secondary

SW1#sh spanning-tree vlan 10
VLANOO10
Spanning tree enabled protocol ieee
Root ID  Priority 10
Address  0001.96C4.2C24
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 10 (priority O sys-id-ext 10)
Address  0001.96C4.2C24
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW1#sh spanning-tree vian 20
VLANOO20
Spanning tree enabled protocol ieee
Root ID  Priority 20
Address  0001.96C4.2C24
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 20 (priority O sys-id-ext 20)
Address  0001.96C4.2C24
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW1#sh spanning-tree vian 30
VLANOO30

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 131

https://t.me/learningnets



Spanning tree enabled protocol ieee
Root ID  Priority 30
Address  0001.C994.B166
Cost 19
Port 20(FastEthernet0/20)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 4126 (priority 4096 sys-id-ext 30)
Address  0001.96C4.2C24
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Root FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW1#sh spanning-tree vian 40
VLANOO40

Spanning tree enabled protocol ieee

Root ID  Priority 40
Address  0001.C994.B166
Cost 19
Port 20(FastEthernet0/20)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 4136 (priority 4096 sys-id-ext 40)
Address  0001.96C4.2C24
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Root FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW2#sh spanning-tree vlan 30
VLANOO30
Spanning tree enabled protocol ieee
Root ID  Priority 30
Address  0001.C994.B166
This bridge is the root
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Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 30 (priority O sys-id-ext 30)
Address  0001.C994.B166
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW2#sh spanning-tree vlan 40
VLANOO40
Spanning tree enabled protocol ieee
Root ID  Priority 40
Address  0001.C994.B166
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 40 (priority O sys-id-ext 40)
Address  0001.C994.B166
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW2#sh spanning-tree vlan 10
VLANOO10

Spanning tree enabled protocol ieee

Root ID  Priority 10
Address  0001.96C4.2C24
Cost 19
Port 20(FastEthernet0/20)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 4106 (priority 4096 sys-id-ext 10)
Address  0001.C994.B166
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Aging Time 20

Interface Role Sts Cost Prio.Nbr Type
Fa0/20 Root FWD 19 128.20 P2p
Fa0/21 Desg FWD 19 128.21 P2p
Fa0/22 Desg FWD 19 128.22 P2p

SW2#sh spanning-tree vlan 20

VLANOO20

Spanning tree enabled protocol ieee
Root ID  Priority 20

Address
Cost
Port

0001.96C4.2C24
19
20(FastEthernet0/20)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 4116 (priority 4096 sys-id-ext 20)

Address  0001.C994.B166
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Root FWD 19 128.20 P2p

Fa0/21 Desg FWD 19 128.21 P2p

Fa0/22 Desg FWD 19 128.22 P2p

SW3#sh spanning-tree vlan 10
VLANOO10
Spanning tree enabled protocol ieee

Root ID  Priority 10

Address
Cost
Port

0001.96C4.2C24
19
21(FastEthernet0/21)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)

Address

OO0DO0.97DB.EE1C

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface
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Fa0/20 Altn BLK 19 128.20 P2Zp
Fa0/21 Root FWD 19 128.21 P2p
Fa0/22 Altn BLK 19 128.22 P2p

SW3#sh spanning-tree vlan 20
VLANOO20

Spanning tree enabled protocol ieee

Root ID  Priority 20
Address  0001.96C4.2C24
Cost 19
Port 21(FastEthernet0/21)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32788 (priority 32768 sys-id-ext 20)
Address  00DO0.97DB.EEIC
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Altn BLK 19 128.20 P2Zp
Fa0/21 Root FWD 19 128.21 P2p
Fa0/22 Altn BLK 19 128.22 P2p

SW3#sh spanning-tree vlan 30
VLANOO30

Spanning tree enabled protocol ieee

Root ID  Priority 30
Address  0001.C994.B166
Cost 19
Port 22(FastEthernet0/22)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32798 (priority 32768 sys-id-ext 30)
Address  00DO0.97DB.EEIC
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Altn BLK 19 128.20 P2p
Fa0/21 Altn BLK 19 128.21 P2p
Fa0/22 Root FWD 19 128.22 P2p
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SW3#sh spanning-tree vlan 40
VLANOO40

Spanning tree enabled protocol ieee

Root ID  Priority 40
Address  0001.C994.B166
Cost 19
Port 22(FastEthernet0/22)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32808 (priority 32768 sys-id-ext 40)
Address  00DO0.97DB.EEIC
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Altn BLK 19 128.20 P2p
Fa0/21 Altn BLK 19 128.21 P2p
Fa0/22 Root FWD 19 128.22 P2p

SW4#sh spanning-tree vlan 10
VLANOO10

Spanning tree enabled protocol ieee

Root ID  Priority 10
Address  0001.96C4.2C24
Cost 19
Port 22(FastEthernet0/22)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address  0005.5E81.6101
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Altn BLK 19 128.21 P2p
Fa0/22 Root FWD 19 128.22 P2p

SW4#sh spanning-tree vlan 20
VLANOO20
Spanning tree enabled protocol ieee
Root ID  Priority 20
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Address  0001.96C4.2C24

Cost 19

Port 22(FastEthernet0/22)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32788 (priority 32768 sys-id-ext 20)
Address  0005.5E81.6101
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Altn BLK 19 128.21 P2p
Fa0/22 Root FWD 19 128.22 P2p

SW4#sh spanning-tree vlan 30
VLANOO30

Spanning tree enabled protocol ieee

Root ID  Priority 30
Address  0001.C994.B166
Cost 19
Port 21(FastEthernet0/21)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32798 (priority 32768 sys-id-ext 30)
Address  0005.5E81.6101
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Root FWD 19 128.21 P2p
Fa0/22 Altn BLK 19 128.22 P2p

SW4#sh spanning-tree vlan 40
VLANOO40

Spanning tree enabled protocol ieee

Root ID  Priority 40
Address  0001.C994.B166
Cost 19
Port 21(FastEthernet0/21)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
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Bridge ID Priority 32808 (priority 32768 sys-id-ext 40)
Address  0005.5E81.6101
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/20 Desg FWD 19 128.20 P2Zp
Fa0/21 Root FWD 19 128.21 P2p
Fa0/22 Altn BLK 19 128.22 P2p
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Etherchannel mm&m

2 Used to aggregate bandwidth between multiple L2/L3 interfaces.

2 EtherChannel increases bandwidth and provides redundancy by
aggregating individual links between switches.

Etherchannel (contd) mﬁ&m

O

EtherChannel load balances traffic over all the links in the bundle.
Up to 8 links can be used to combine in to one logical link.
Etherchannel can be configured as layer 2 or layer 3.
Port-channel is the logical instance of the physical interfaces.

0O 0 O

f0/20 , f0/21

SW1

Swi1
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Etherchannel Modes: NEWIDR! ONLINE ACADEMY

EtherChannel can be dynamically configured between switches using two protocols.
-PAgP (Port Aggregation Protocol)
-LACP (Link Aggregation Control Protocol)

f0/20 , f0/21

Swi1

Swi1
Mode Result
On PAgP and LACP disabled (negotiation
disable)
Auto Passively listen for PAgP

Desirable (Actively negotiate PAgP

Passive  [Passively listen for LACP

Active Actively negotiate LACP

NTA
NETWORK ONLINE ACADEMY

Successful combination of etherchannel would be:

On-0On

Desirable — Desirable £0/20 , f0/21

Desirable — Auto

Active — Active ﬁ stz 5
Active — Passive sSwi1 SW1

Switch(config)#interface range f0/21 - 24
Switch(config-if-range)#channel-group 12 mode ?
active  Enable LACP unconditionally
auto Enable PAgP only if a PAgP device is detected
desirable Enable PAgP unconditionally
on Enable Etherchannel only
passive Enable LACP only if a LACP device is detected
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Configuring EtherChannel Load @A
. NETWORK ONLINE ACADEMY
Balancing

Switch(config)#port-channel load-balance ?
dst-ip Dst IP Addr

dst-mac  Dst Mac Addr f0/20 , fo/21

src-dst-ip  Src XOR Dst IP Addr

src-dst-mac Src XOR Dst Mac Addr é B, e 5
src-ip Src IP Addr SWi1
src-mac  Src Mac Addr Swi1

dst-ip—Load distribution is based on the destination-host IP address.

dst-mac—Load distribution is based on the destination-host MAC address of the incoming packet.
src-dst-ip—Load distribution is based on the source-and-destination host-IP address.
src-dst-mac—Load distribution is based on the source-and-destination host-MAC address.
src-ip—Load distribution is based on the source-host IP address.

src-mac—Load distribution is based on the source-MAC address of the incoming packet.

Some guidelines for M@A
NETWORK ONLINE ACADEMY

EtherChannels

Interfaces in the channel do not have to be physically next to each other or on the same module.
All ports must be the same speed and duplex.

All ports in the bundle should be enabled.

None of the bundle ports can be a SPAN port.

f0/20 , f0/21

Swi SW1

o

0D OO

o Assign an IP address to the logical Port Channel interface, not the physical ones, if using a Layer
3 EtherChannel.

Put all bundle ports in the same VLAN, or make them all trunks.

If they are trunks, they must all carry the same VLANs and use the same trunking mode.
The configuration you apply to the Port Channel interface affects the entire EtherChannel.
The configuration you apply to a physical interface affects only that interface.

Q
Q
Q
Q
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LAB : Configruing Ether-Channel Using Pagp Protocol Negotiation

f0/21 , f0/22

— T—

SW2

SW1

TASK
e Configure the Four links (f0/20 — 23) should appear as one logical link
¢ Ports should negotiate using Cisco Proprietary method.

SWI1

SW1(config)#int range f0/20 - 23
SW1(config-if-range)#channel-protocol pagp
SW1(config-if-range)#channel-group 10 ?
mode Etherchannel Mode of the interface
SW1(config-if-range)#channel-group 10 mode ?
active  Enable LACP unconditionally
auto Enable PAgP only if a PAgP device is detected
desirable Enable PAgP unconditionally
on Enable Etherchannel only
passive Enable LACP only if a LACP device is detected
SW1(config-if-range)#channel-group 10 mode desirable
SW2
SW2(config)#int range f0/20 - 23
SW2(config-if-range)# channel-protocol pagp

SW2(config-if-range)# channel-group 10 mode ?

active  Enable LACP unconditionally

auto Enable PAgP only if a PAgP device is detected

desirable Enable PAgP unconditionally

on Enable Etherchannel only

passive Enable LACP only if a LACP device is detected
SW2(config-if-range)# channel-group 10 mode auto
SW2(config-if-range)#exit

SW2#sh etherchannel summary
Flags: D - down P - in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U -in use f - failed to allocate aggregator
u - unsuitable for bundling
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w - waiting to be aggregated
d - default port

Number of channel-groups in use: 1
Number of aggregators: 1
Group Port-channel Protocol Ports

+ + +

10  PolO(SU) PAgP Fa0/20(P) Fa0/21(P) Fa0/22(P) Fa0/23(P)

SW2#sh spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address  0001.641A.B200
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  0001.641A.B200

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Pol0 Desg LRN 7 128.27 Shr

SW2#sh ip int brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/20 unassigned YES unset up up
FastEthernetQ/21 unassigned YES unset up up
FastEthernet0/22 unassigned YES unset up up
FastEthernet0/23 unassigned YES unset up up
FastEthernet0Q/24 unassigned YES unset down down
GigabitEthernetO/1  unassigned YES unset down down
GigabitEthernetO/2  unassigned YES unset down down
Vlanl unassigned YES unset administratively down down
Port-channel 10 unassigned YES unset up up

SW1#sh spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address  0001.641A.B200
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Cost 7

Port 27(Port-channel 10)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)

Address  0060.4750.87A7

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Pol0 Root FWD 7 128.27 Shr

TASK: Configure the Portchannel 10 interface as Trunk link.

SW1(config)# int port-channel 10

SW1(config-if)# switchport trunk encapsulation dotlq
SW1(config-if)# switchport mode trunk
SW1(config-if)# exit

SW2(config)# int port-channel 10

SW2(config-if)# switchport trunk encapsulation dotlq
SW2(config-if)# switchport mode trunk
SW2(config-if)# exit

SW2#sh interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/20 on 802.1q trunking 1

Fa0/21 on 802.1q trunking 1

Fa0/22 on 802.1q trunking 1

FaO/23 on 802.1q trunking 1

Pol10 on 802.1q trunking 1

Port Vlans allowed on trunk

Fa0/20  1-1005
Fa0/21 1-1005
Fa0/22 1-1005
Fa0/23 1-1005

Pol0 1-1005

Port Vlans allowed and active in management domain
Fa0/20 1

Fa0/21 1

Fa0/22 1

Fa0/23 1

Pol0 1
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Port Vlans in spanning tree forwarding state and not pruned
Fa0/20 none
Fa0/21 none
Fa0/22 none
Fa0/23 none
Pol10 none

¢ Any changes applied on the port channel automatically effect on all the physical interfaces
e Port channel will work as long as at least one interface in the group is up and running

SW2#sh etherchannel summary
Flags: D - down P - in port-channel
| - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U -in use f - failed to allocate aggregator
u - unsuitable for bundling
w - waiting to be aggregated
d - default port
Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports

+ + +

10  PolO(SU) PAgP Fa0/20(P) Fa0/21(P) Fa0/22(P) Fa0/23(P)
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Layer 3 Etherchannel

f0/21 , f0/22

— —

SW2

SW1

¢ In order to configure layer 3 port channel interface, the member ports must be configured with no
switchport command before using port-channel commands.

e If the channel-group command is issued before the no switchport command on the physical interfaces, the
logical port-channel interface will be created as the default of Layer 2, and this cannot be changed
afterward.

e To fix this problem, simply issue the no switchport command before the channelgroup command.

o If configured properly, the state of the port-channel from the show etherchannel summary command should
show RU for routed and in use.
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Spanning tree Portfast mm&m

o Cisco-proprietary enhancement to Spanning Tree.
o helps speed up network convergence on access ports.

0 Port Fast causes a port to enter the spanning-tree forwarding state immediately,
bypassing the listening and learning states.

NOTE :

o PortFast should be used only when connecting a single end station to a
switch port.

o If you enable PortFast on a port connected to another networking device,
such as a switch, you can create network loops.

Portfast mm%m

Configuration

Portfast on specific ports
(config)# interface range f0/1 - 10
(config-if) spanning-tree portfast
OR

Portfast on all access ports globally using one
command

(config)#spanning-tree portfast default
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LAB: STP PORT FAST:

PC1 PC2 PC3 PC4

TASK:
e Connect Four PC in the LAN as per the Diagram.

Shutdown the ports on Switch & reconfigure No shutdown and observer the ports going through LSN &
LRN stages of STP process before they come to FWD...

Switch(config)#int range fO/1 - 4
Switch(config-if-range)# shutdown
Switch(config-if-range)# no shutdown

Switch#sh spanning-tree

VLANOOO1

Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0001.6336.1BA3
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0001.6336.1BA3

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0O/1 Desg LSN 19 128.1 P2p
Fa0/2 Desg LSN 19 128.2 P2p
FaO/4 Desg LSN 19 128.4 P2p
FaO/3 Desg LSN 19 128.3 P2p

Switch#sh spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
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Root ID  Priority 32769
Address  0001.6336.1BA3
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  0001.6336.1BA3
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0O/1 Desg LRN 19 128.1 P2p
Fa0/2 Desg LRN 19 128.2 P2p
FaO/4 Desg LRN 19 128.4 P2p
Fa0/3 Desg LRN 19 128.3 P2p

Switch#sh spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address 0001.6336.1BA3
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address  0001.6336.1BA3
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

FaO/1 Desg FWD 19  128.1 P2p
Fa0/2 Desg FWD 19  128.2 P2p
Fa0/4 Desg FWD 19 1284 P2p
Fa0/3 Desg FWD 19 1283 P2p

e All the ports connecting to end devices go through listening and Learning states by default before they comes
to Forwarding State

e This is the default STP Loop prevention mechanism on switches

e Here we want these access ports to bypass the LSN, LRN stages and transition to FWD immediately
e To do this we configure portfast on these ports ( used only on access ports)

Switch(config)#int range fO/1 - 4
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Switch(config-if-range)#spanning-tree portfast

%Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this

interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

%Portfast will be configured in 4 interfaces due to the range command
but will only have effect when the interfaces are in a hon-trunking mode.

Switch(config-if-range)#end
TO verify:

Switch(config)#interface range fO/1 - 4
Switch(config-if-range)#shutdown
Switch(config-if-range)#no shutdown

Switch#sh spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID  Priority 32769
Address 0001.6336.1BA3
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0001.6336.1BA3

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

FaO/1 Desg FWD 19  128.1 P2p
Fa0/2 Desg FWD 19  128.2 P2p
Fa0/4 Desg FWD 19 1284 P2p
Fa0/3 Desg FWD 19 1283 P2p

Once port fast configured on the interfaces all the ports transitions to Forwarding immediately without LSN,
LRN states

TASK:
¢ Configure Switch to ensure that all future access ports should bypass LSN, LRN states using single command.
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Switch(config)#spanning-tree portfast default
Switch(config)#end

To Verity Connect some end devices on portfO/5 — 6 to verify

Switch#sh spanning-tree
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address  0001.6336.1BA3
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0001.6336.1BA3

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

FaO/1 Desg FWD 19  128.1 P2p
Fa0/6 Desg FWD 19  128.6 P2p
Fa0/5 Desg FWD 19  128.5 P2p
Fa0/2 Desg FWD 19  128.2 P2p
Fa0/4 Desg FWD 19 1284 P2p
Fa0/3 Desg FWD 19 1283 P2p
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BPDU Guard N@A
NETWORK ONLINE ACADEMY

BPDU Guard prevents loops if another switch is attached to a Portfast port.

o When BPDU Guard is enabled on an inter-face, it is put into an error-disabled state (basically,
shut down) if a BPDU is received on the interface.

It can be enabled at either global config mode affects all (Portfast interfaces) or at interface mode.
Portfast does not need to be enabled for it to be configured at a specific interface.

(config)# spanning-tree portfast bpduguard default
OR

(config-if}# spanning-tree bpduguard enable

# show spanning-tree summary totals

BPDU Guard verification mﬁém

SWi1(config)#spanning-tree portfast bpduguard defa X &
SW1(config)# interface f0/2 SW1 Fa0/3 SW2
SW1(config-ify#spanning-tree bpduguard enable Laptop Cisco 3560 Rogue Switch

%SPANTREE-2-BLOCK_BPDUGUARD: Received BPDU on port FastEthernet0/2 with BPDU Guard
enabled. Disabling port.
%PM-4-ERR_DISABLE: bpduguard error detected on Fa0/2, putting Fa0/2 in err-disable state

SW1#show interface status err-disabled
Port Name Status Reason Err-disabled Vlans
Fa0/2 err-disabled bpduguard

The port is err-disabled and, unless err-disabled recovery is enabled, has to be
manually re-enabled via shut/no shut.
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LAB: BPDU Guard:

SWi1

Sw2

TASK:

e Connect link between SW1 and SW2 f0/19 and shutdown all remaining ports.
e Configure SW2 fO/19 as layer 3 ports to test BPDU guard feature.

¢ Enable BPDU Gaurd and portfast feature on SW1.

SW2(config)#int f0/19

SW2(config-if)#no switchport
SW2(config-if)#ip address 10.0.0.1 255.0.0.0
SW2(config-if) #exit

SW1(config)#vlan 10
SW1(config-vlan)#exit

SW1(config)#int f0/19
SW1(config-if)#switchport mode access
SW1(config-if)#switchport access vlan 10
SW1(config-if)#spanning-tree portfast
SW1(config-if)#spanning-tree bpduguard enable
SW1(config-if)#exit

SW1#show spanning-tree interface fO/19 detail
Port 19 (FastEthernet0/19) of VLANOOI1O is forwarding
Port path cost 19, Port priority 128, Port Identifier 128.19.
Designated root has priority 32778, address 000b.bee2.fa00
Designated bridge has priority 32778, address O00b.bee2.fa00
Designated port id is 128.19, designated path cost O
Timers: message age O, forward delay O, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
Bpdu guard is enabled
BPDU: sent 58, received O

TASK: Reconfigure FO/19 port on sw2 back to layer 2 port ( adding switchport)
SW2(config)#int f0/19
SW2(config-if)#switchport
SW2(config-if) #exit
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SW1#sh interfaces fO/19 status err-disabled
Port Name Status Reason
Fa0/19 err-disabled bpduguard

SW1#sh interfaces status

Port Name Status Vlan Duplex Speed Type
FaO/1 connected 1 a-full a-100 10/100BaseTX
FaO/19 err-disabled 10 auto auto 10/100BaseTX

TASK: Configure fO/19 port back to layer 3 port and ensure that port comes back up..

SW2(config-if)#int fO/19

SW2(config-if)#no switchport
SW2(config-if)#ip address 10.0.0.1 255.0.0.0
SW2(config-if) #exit

SW2(config)#do sh ip int br

Interface IP-Address OK? Method Status Protocol
FastEthernetO/19 10.0.0.1 YES manual down down
SW2(config)#int fO/19

SW2(config-if)#shutdown
SW2(config-if)#no shutdown
SW2(config-if)#end

SW2#sh ip int brief
Interface IP-Address OK? Method Status Protocol
FastEthernetO/19 10.0.0.1 YES manual up up

SW2#sh interfaces status
FaO/19 connected routed a-full a-100 10/100BaseTX

TASK:
¢ Configure Err-disable recovery for BPDU GAURD such that port should come up automatcially after 60 sec
of err-disable state.

SW1(config)#errdisable recovery cause bpduguard
SW1(config)#errdisable recovery interval ?
<30-86400> timer-interval(sec)

SW1(config)#errdisable recovery interval 60
SW1(config)#exit

SW1#sh errdisable recovery
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ErrDisable Reason Timer Status

udid Disabled
bpduguard Enabled
security-violatio Disabled
channel-misconfig Disabled

vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Disabled
12ptguard Disabled

psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled

unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled

Timer interval: 60 seconds
Interfaces that will be enabled at the next timeout:

TASK: Test by chaning layer 3 inteface fO/19 to switchport and then back to layer 3 ;
SW2(config)#int fO/19
SW2(config-if)#switchport
SW2(config-if)#exit

SW1#sh interfaces fO/19 status

Port Name Status Vlan Duplex Speed Type
Fa0/19 err-disabled 10 auto auto 10/100BaseTX
SW2(config)#int f0/19

SW2(config-if)#no switchport
SW2(config-if)#ip address 10.0.0.1 255.0.0.0
SW2(config-if)#end

SW1#sh errdisable recovery
ErrDisable Reason Timer Status

udid Disabled
bpduguard Enabled
security-violatio Disabled
channel-misconfig Disabled
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vmps Disabled

pagp-flap Disabled
dtp-flap Disabled
link-flap Disabled
12ptguard Disabled

psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled

unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled

Timer interval: 60 seconds
Interfaces that will be enabled at the next timeout:
Interface  Errdisable reason Time left(sec)

Fa0/19 bpduguard 25

SW1#sh errdisable recovery
ErrDisable Reason Timer Status

udid Disabled
bpduguard Enabled
security-violatio Disabled
channel-misconfig = Disabled

vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Disabled
12ptguard Disabled

psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled

unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled

Timer interval: 60 seconds
Interfaces that will be enabled at the next timeout:
Interface  Errdisable reason Time left(sec)

Fa0/19 bpduguard 7
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SW1#sh interfaces fO/19 status

Port Name Status Vlan Duplex Speed Type
Fa0/19 connected 10 a-full a-100 10/100BaseTX
TASK:

e Reconfigure and verify the same task by removing on interface mode and enabling BPDU guard on global
configuration mode:

SW1(config)#int f0/19

SW1(config-if)#no spanning-tree portfast
SW1(config-if)#no spanning-tree bpduguard enable
SW1(config-if)#exit

SW1(config)#no errdisable recovery cause bpduguard
SW1(config)#no errdisable recovery interval 60

SW1#sh errdisable recovery
ErrDisable Reason Timer Status

udid Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled

vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Disabled
12ptguard Disabled

psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled

unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled

Timer interval: 300 seconds
Interfaces that will be enabled at the next timeout:

SW1#sh interfaces fO/19 status
Port Name Status Vlan Duplex Speed Type
FaO/19 connected 10 a-full a-100 10/100BaseTX
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SW1(config)#spanning-tree portfast default
%Warning: this command enables portfast by default on all interfaces. You
should now disable portfast explicitly on switched ports leading to hubs,
switches and bridges as they may create temporary bridging loops.

SW1(config)#spanning-tree portfast bpduguard default

SW1(config)#errdisable recovery cause bpduguard
SW1(config)#errdisable recovery interval 60

SW2(config)#int f0/19
SW2(config-if)#switchport
SW2(config-if) #exit

SW2#sh interfaces fO/19 status

Port Name Status Vlan Duplex Speed Type
Fa0/19 notconnect 1 auto auto 10/100BaseTX

SW1#sh interfaces fO/19 status

Port Name Status Vlan Duplex Speed Type
Fa0/19 err-disabled 10 auto auto 10/100BaseTX
SW2(config)#int fO/19

SW2(config-if)#no switchport
SW2(config-if)#ip address 10.0.0.1 255.0.0.0
SW2(config-if)#end

SW1#sh errdisable recovery
ErrDisable Reason Timer Status

udid Disabled
bpduguard Enabled
security-violatio Disabled
channel-misconfig Disabled

vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Disabled
12ptguard Disabled

psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
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storm-control Disabled
arp-inspection Disabled
loopback Disabled

Timer interval: 60 seconds
Interfaces that will be enabled at the next timeout:
Interface  Errdisable reason Time left(sec)

Fa0/19 bpduguard 3

SW1#sh interfaces fO/19 status
Port Name Status Vlan Duplex Speed Type
FaO/19 connected 10 a-full a-100 10/100BaseTX
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BPDU Filtering mmém

(config)# spanning-tree portfast bpdufilter default

o If a Portfast interface receives any BPDUSs, it is taken out of Portfast status.

o The interfaces still send some BPDUs at the link-up,

o if a BPDU is received, the interface loses its Port Fast status and BPDU Filtering is
disabled.

(config-if)# spanning-tree bpdufilter enable

0 The interface doesn’t send any BPDU and ignores the received ones.
a The port is not shutdown and this basically disables spanning-tree on the
interface.
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LAB: BPDU filter (interface level)

BPDU Filter is used to terminate the STP domain, but it has a different functionality: it can also be configured
globally or at the interface level. However, behavior is different based on this; this was not the case
For BPDU Guard, this had the same functionality regardless of how it was enabled.

When configured at the interface level, BPDU Filter silently drops all received inbound BPDUs and does not
send any outbound BPDUs on the port. There is no violation option for BPDU Filter, so the port never goes
into err-disabled state. BPDU Filter needs to be carefully enabled at the port level, because it will cause
permanent loops if on the other end of the link a switch is connected and the network is physically looped; in
this case, STP will not be able to detect the loop and the network will become unusable within seconds.

& - o

SW1 SW2

TASK:

e Connect link between SW1 and SW2 f0/19 and shutdown all remaining ports.
e Configure sw2 fO/19 as layer 3 ports to test BPDU guard feature.

¢ Enable BPDU Gaurd and portfast feature on swi.

SW2(config)#int fO/19

SW2(config-if)#no switchport
SW2(config-if)#ip address 10.0.0.1 255.0.0.0
SW2(config-if) #exit

SW1(config)#vlan 10
SW1(config-vlan)#exit

SW1(config)#int f0/19
SW1(config-if)#switchport mode access
SW1(config-if)#switchport access vlan 10
SW1(config-if)#spanning-tree portfast
SW1(config-if)#spanning-tree bpdufilter enable
SW1(config-if)#exit

SW1#sh spanning-tree interface fO/19 detail
Port 19 (FastEthernet0/19) of VLANOOI1O is forwarding
Port path cost 19, Port priority 128, Port Identifier 128.19.
Designated root has priority 32778, address 000b.bee2.fa00
Designated bridge has priority 32778, address O00b.bee2.fa00
Designated port id is 128.19, designated path cost O
Timers: message age O, forward delay O, hold O
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Number of transitions to forwarding state: 1
Link type is point-to-point by default

Bpdu filter is enabled

BPDU: sent 9, received O

TASK: Configure SW2 f0/19 as layer 2 ports so that it can start sending BPDU

SW2(config)#int f0/19
SW2(config-if)#switchport
SW2(config-if)#end

SW2#

SW1#sh interfaces fO/19 status
Port Name Status Vlan Duplex Speed Type
FaO/19 connected 10 a-full a-100 10/100BaseTX

SW1#sh spanning-tree int fO/19 detail
Port 19 (FastEthernet0/19) of VLANOOI1O is forwarding
Port path cost 19, Port priority 128, Port Identifier 128.19.
Designated root has priority 32778, address 000b.bee2.fa00
Designated bridge has priority 32778, address O00b.bee2.fa00
Designated port id is 128.19, designated path cost O
Timers: message age O, forward delay O, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
Bpdu filter is enabled
BPDU: sent O, received 33

SW1#sh interfaces fO/19 status
Port Name Status Vlan Duplex Speed Type
FaO/19 connected 10 a-full a-100 10/100BaseTX

SW1#sh spanning-tree vlan 10
VLANOO10
Spanning tree enabled protocol ieee
Root ID  Priority 32778
Address  000b.bee2.faO0
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address  000b.bee2.faO0
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
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Interface Role Sts Cost Prio.Nbr Type

Fa0/19 Desg FWD 19 128.19 P2p

TASK: BPDU global configuration mode:
¢ Remove the Bpdu filter on the interface and enable it globally.
e Configure portfast on fO/19 on Swi for verification.

SW2(config)# int fO/19

SW2(config-if)# no switchport
SW2(config-if)# ip address 10.0.0.1 255.0.0.0
SW2(config-if)#end

SW1(config)#int f0/19
SW1(config-if)#spanning-tree portfast
SW1(config-if)#no spanning-tree bpdufilter enable
SW1(config-if)#exit

SW1(config)#spanning-tree portfast bpdufilter default
SW1(config)#end

SW1#sh interfaces fO/19 status
Port Name Status Vlan Duplex Speed Type
FaO/19 connected 10 a-full a-100 10/100BaseTX

SW1#sh spanning-tree vlan 10
VLANOO10
Spanning tree enabled protocol ieee
Root ID  Priority 32778
Address  000b.bee2.faO0
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address  000b.bee2.faO0
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type

Fa0/19 Desg FWD 19  128.19 Edge P2p

SW1#sh spanning-tree int fO/19 detail

NOA solutions,N.K Arcade, 2nd & 3rd floor,Opposite to banjara function hall,Banjarahills road no 1
Hyderabad, INDIA. +91 40 65890380, +91 7036826345 www.noasolutions.com page 163

https://t.me/learningnets



Port 19 (FastEthernet0/19) of VLANOOI1O is forwarding
Port path cost 19, Port priority 128, Port Identifier 128.19.
Designated root has priority 32778, address 000b.bee2.fa00
Designated bridge has priority 32778, address O00b.bee2.fa00
Designated port id is 128.19, designated path cost O
Timers: message age O, forward delay O, hold O
Number of transitions to forwarding state: 1
The port is in the portfast mode
Link type is point-to-point by default
Bpdu filter is enabled by default
BPDU: sent 11, received O

SW2(config-if)#int fO/19
SW2(config-if)#switchport
SW2(config-if)#end

SW1#sh spanning-tree int fO/19 detail
Port 19 (FastEthernet0/19) of VLANOOI1O is forwarding
Port path cost 19, Port priority 128, Port Identifier 128.19.
Designated root has priority 32769, address 000b.be78.8300
Designated bridge has priority 32769, address 000b.be78.8300
Designated port id is 128.19, designated path cost O
Timers: message age 2, forward delay O, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent O, received 4

SW1#show spanning-tree interface fastEthernetO/19 portfast
VLANOO10 disabled

SW2(config)#int fO/19
SW2(config-if)y#no switchport

SW1#show spanning-tree interface fastEthernet0/19 portfast
VLANOO10 enabled

SW1#sh spanning-tree in<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>