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Module 0
Make sure the pentest envt is setup properly
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[IMPORTANT] Setup Labs Folder
• All the Android labs currently reside in the ZIP file shared with 

you - https://drive.google.com/file/d/1E-
st0QB2n0ztcYFqbs92wDUdfdGnAqr8/view?usp=sharing  
• Password is : androidtrainingpassword

• Download and unzip the file on your LinuxVM desktop. So, the 
path becomes: 
• /home/mobile/Desktop/vulnapps/

https://t.me/learningnets
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•All Target applications and folders will be in /home/
mobile/Desktop/vulnapps/
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Terminologies
• MobileLabVM-Vbox on VirtualBox: VM, Ubuntu VM, Linux VM

•
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Terminologies
•  CustomPhone1 on Genymotion: Genymotion Image, 

CustomPhone1, Android Image, AVD file, Emulator Image
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The AIM!!
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Training Agenda
• Module 1:  Android Primer
• Module 2: Android Reversing 

Demystified
• Module 3:  Android Vulnerabilities
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Module 1:  Android 
Primer

• Extracting APK files from Google Play
• Understanding the Android Package Structure
• Android Debug Bridge
• Android File Structure
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Extracting APK files 
from Google Play
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Android Primer 
Extracting APK files from Google Play 
• Method 1 - From the “Internet”
• Method 2 - From the “Device”
• Method 3 - Bulk Download
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Android Primer 
Extracting APK files from Google Play 
• Method 1 - From the “Internet”
• Method 2 - From the “Device”
• Method 3 - Bulk Download
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Android Primer 
Extracting APK files from Google Play
Method 1 - From the “Internet”  
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Android Primer 
Extracting APK files from Google Play
Method 1 - From the “Internet”  
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Android Primer 
Extracting APK files from Google Play 
• Method 1 - From the “Internet”
• Method 2 - From the “Device”
• Method 3 - Bulk Download

https://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shetty

Android Primer 
Extracting APK files from Google Play
Method 2 - From the “Device” - Using Third-Party Tools
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Android Primer 
Extracting APK files from Google Play
Method 2 - From the “Device” - Using Third-Party Tools
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Android Primer 
Extracting APK files from Google Play
Method 3 - Bulk Download  

• Use GPlayCli
• https://github.com/matlink/gplaycli 

• Install using:
• python3 -m pip install gplaycli

https://t.me/learningnets
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Android Primer 
Extracting APK files from Google Play
Method 3 - Bulk Download

• In GPlayCli, there are 2 ways of authenticating: 
• Case 1- Default Token Server
• Uses token dispenser server to login in Google Play
• Server located at https://matlink.fr/token/ 

• Case 2- Credentials.
• Makes use of provided User credentials
• Credentials configured in /home/<user>/.local/etc/gplaycli/

gplaycli.conf

https://t.me/learningnets
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Android Primer 
Extracting APK files from Google Play 
Method 3 - Bulk Download - Using Default Method

• Use the command:
• gplaycli -d <package-name>

https://t.me/learningnets
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Android Primer 
Extracting APK files from Google Play 
Method 3 - Bulk Download - Using Google Credentials

• Edit /home/<user>/.local/etc/gplaycli/gplaycli.conf and disable 
use of default tokens and enter your Google credentials

• Download package using gplaycli -d <package-name>

https://t.me/learningnets
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HOMEWORK

• Launch installed APK Export (Backup & Share) application 
inside Genymotion Emulator and dump the LinkedIn apk binary 
from the running Genymotion

https://t.me/learningnets
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Module 1:  Android 
Primer

• Extracting APK files from Google Play 
• Understanding the Android Package Structure
• Android Debug Bridge
• Android File Structure
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Android Primer 
Understanding the Android Package Structure

• Application are developed using Android Studio

• Distributed as .apk files through the Google Play Store

• Applications are signed using Developer certificate

• No DRM signing by Google
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Android Primer 
Understanding the Android Package Structure
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Module 1:  Android 
Primer

• Introduction to Android Studio 
• Extracting APK files from Google Play 
• Understanding the Android Package Structure
• Android Debug Bridge
• Android File Structure
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Android Primer 
Android Debug Bridge (ADB)

• The Android OS helps control and enforce security
• Android Debug Bridge (adb) is a command line tool that lets you 

communicate with an emulator instance or with a connected 
Android device
• Used for testing; uploading payloads and tools
• For more information on the various commands see https://

developer.android.com/tools/help/adb.html

• In a non-rooted device, certain parts of the directory structure are 
blocked
• Analogous to Linux, where sudo must be run to gain access
• Rooting a device allows root access to those directories

• The Android emulators are rooted by default
• The Developer has access to everything

Android Debug 
Bridge (adb)

Access Root Shell Push/Pull Files Install/Uninstall 
Applications

Rooted

https://t.me/learningnets
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Android Primer 
Android Debug Bridge (ADB)
• adb shell

• adb logcat 

• adb install <appname.apk>

• adb push <srcaddr> <destaddr>

• adb pull <srcaddr> <destaddr>
https://t.me/learningnets
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Android Primer 
Android Debug Bridge (ADB)
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TASK
• Start Genymotion AVD

• Run adb shell ps  to view the current process details
• or ps –A from inside the adb shell

• What weird fact do you notice about the process owners?

https://t.me/learningnets
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Running Commands as root
Emulator/Corellium: adb shell "su 0 cat system/etc/
prop.default" 


Magisk Rooted devices: adb shell "su -c cat system/etc/
prop.default"


OR

Restart adbd as root using: adb root& (followed by adb connect)

https://t.me/learningnets
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Module 1:  Android 
Primer

• Introduction to Android Studio 
• Extracting APK files from Google Play 
• Understanding the Android Package Structure
• Android Debug Bridge
• Android File Structure
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Android Primer 
Android File Structure
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Android Primer 
Android File Structure - Important Locations
• /data/app : APKs of applications installed by user
• /data/data : Application sandbox
• /data/local/tmp : Writeable (without root)
• /data/system/package_cache/: List of all packages installed on the device
• /data/system/packages.list : Shows apps installed on the device along with the userid and local 

data sandbox location
• /data/system/packages.xml : shows apps installed along with lib path and the various permissions
• /data/vendor/wifi/hostapd/hostapd.conf : Wifi settings (not on all devices)
• /data/misc/wifi/ : WiFi data
• /etc/security/cacerts : System certificate store. Allow list of system certificates that are trusted by 

the device
• /sdcard : data stored by the application on the sdcard
• /system/app: APK file for all of the system applications installed on the device
• /data/system/gatekeeper.password.key, /data/system/gatekeeper.pattern.key, /data/system/

locksettings.db : Android Lockscreen security
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Android Forensics Cheatsheet

https://sansorg.egnyte.com/dl/70HVz2FsAd 

https://t.me/learningnets
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Android Primer 
Android File Structure – Extracting APK from device
•adb shell pm list packages


•adb shell ps


•adb shell pm path <package name>


•adb pull <device app path> <local directory>  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Android Primer 
Android File Structure – Extracting APK from device

•List of all apps installed on device
•adb shell pm list packages


•List of all apps installed on device along with APK path
•adb shell pm list packages -f


•List all the user installed applications on the device
•adb shell pm list packages -3 -f
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TASK
• In the Genymotion Chrome application, visit a few websites, 

and then close the application.

• Your TASK is to find out the location of the visit history (urls’) in 
the application data sandbox

• Extract the stored history file from the device to your laptop

https://t.me/learningnets
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Solution

•adb shell cat /data/system/
packages.list | grep chrome


•OR

https://t.me/learningnets
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HOMEWORK
• The Genymotion AVD has a contact 

named “SOS” stored on it.

• Your TASK is to find out the location 
of the contacts package data 
sandbox

• Extract the stored contact file from 
the device to your laptop

https://t.me/learningnets
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Solution

•adb shell cat /data/system/
packages.list | grep contacts
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Solution
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Better Approach - Filesystem Monitoring
• fsmon - https://github.com/nowsecure/fsmon 
• fsmon /data 

https://t.me/learningnets
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Training Agenda
• Module 1:  Android Primer
• Module 2: Android Reversing 

Demystified
• Module 3:  Android Vulnerabilities
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Module 2: Android 
Reversing Demystified

• Reversing Android Applications – Level 1
• Reversing Android Applications – Level 2
• Reversing Obfuscated Android Applications
• Patching Android Applications

https://t.me/learningnets
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The PROCESS
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The PROCESS
.java/.kt

• The Android compiler compiles .java / .kt  files into .class files

.class
• The .class files are converted into .dex (Dalvik EXecutable) files

.dex

• The DEX bytecode format is translated to native machine code via either ART or 
the Dalvik runtimes


• XML files are converted into a binary format that is optimized to create smali 
files

.apk

• The .dex files, binary XML files, and other resources need to run an application are 
packaged into an Android package file (.apk)

• These are just ZIP files


• The APK file is signed by the developerhttps://t.me/learningnets
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Basic APK Reversing Steps
• Unzip /home/mobile/Desktop/vulnapps/malware_lockerapp.apk 

to find the corresponding resource files

• Find classes.dex from the extracted folder

• Can you read the actual contents of classes.dex file?

• Can you read the AndroidManifest.xml file?

https://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shetty

Basic APK Reversing Steps
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Basic APK Reversing Steps

AndroidManifest.xml XML file that provides application 
information to the Android OS

META-INF / Folder containing app metadata and 
certificates

res /
Folder containing application resources 
like layout files, strings, values and 
drawables.

lib / Folder containing compiled native 
Android libraries

classes.dex Executable file (for Android Runtime) in 
DEX format

https://t.me/learningnets
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Android Security Basics 
Reversing Android Applications – Level 1
• Using APKTool

• Wrapper around smali and baksmali

• apktool d appname.apk

https://t.me/learningnets
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TASK
• Use apktool to decompile the /home/mobile/Desktop/vulnapps/

malware_lockerapp.apk binary

• View the contents of the AndroidManifest.xml file

•What is the first activity that is called when the application is 
launched?

• View the contents of the .smali files and see if it makes any sense
https://t.me/learningnets
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Solution - What is the first activity that is called 
when the application is launched?
<?xml version="1.0" encoding="utf-8" standalone=“no"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android" 
android:installLocation="auto" package="org.simplelocker">
   
    <application android:allowBackup="false" android:debuggable="true" android:label="@string/
app_name">
        <activity android:launchMode="singleTop" android:name=".Main" 
android:theme="@style/AppTheme">
            <intent-filter>
                <action android:name="android.intent.action.MAIN"/>
                <category android:name="android.intent.category.LAUNCHER"/>
            </intent-filter>
        </activity>
</manifest>

https://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shetty

Understanding SMALI 
Target – helloWorld1.java
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Understanding SMALI 
Target – helloWorld1.java
• Steps to convert JAVA code into SMALI code

javac com/example/helloWorld1.java 


../dx --dex --
output=classes_helloworld1.dex com/example/
helloWorld1.class


../baksmali classes_helloworld1.dex -o 
smali_hello1

https://t.me/learningnets
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Understanding SMALI 
Target – helloWorld1.java
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Android Security Basics 
Reversing Android Applications – Level 1  
Examining Smali files

Lcom/example/helloWorld1;

https://t.me/learningnets
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Android Security Basics 
Reversing Android Applications – Level 1  
Examining Smali files

Lcom/example/helloWorld1;
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Android Security Basics 
Reversing Android Applications – Level 1  
Examining Smali files

Lcom/example/helloWorld1;

com.example.helloWorld1;

is actually 
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Android Security Basics 
Reversing Android Applications – Level 1  
Examining Smali files

• The Functions are represented as
.method public static printHello1()V

https://t.me/learningnets
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Android Security Basics 
Reversing Android Applications – Level 1  
Examining Smali files – Method Invocation

• Look for invoke-virtual, invoke-method, invoke-direct, invoke-

static

• Analyze the arguments being passed

• What return value/type is the method

https://t.me/learningnets
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Android Security Basics 
Reversing Android Applications – Level 1  
Examining Smali files – Data Types

• V  :  void  
• Z  :  boolean
• B  :  byte
• S  :  short
• C  : char
• F  : float
• I  :  int
• J  :  long
• D :  double
• [  : array

https://t.me/learningnets
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Android Security Basics 
Reversing Android Applications – Level 1  
Examining Smali files

• v0, v1, v2, p0, p1, p2: Used for indicating registers
• v0 - the first local register 
• v1 - the second local register 
• v2 or p0 - the first parameter register
•  v3 or p1 - the second parameter register 

• Iput: Used to put values

• Const: Used for indicating constants

• Invoke-virtual or invoke-method: Used to indicate method call
https://t.me/learningnets
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Android Security Basics 
Reversing Android Applications – Level 1  
Examining Smali files – Instruction Familiarity

.class public LHelloWorld;
 .super Ljava/lang/Object;
 
.method public static main([Ljava/lang/String;)V
    .registers 2
 
    sget-object v0, Ljava/lang/System;->out:Ljava/io/PrintStream;
 
    const-string v1, "hello,world!" 

    invoke-virtual {v0, v1}, Ljava/io/PrintStream;->println(Ljava/lang/String;)V
 
    return-void
.end method

https://t.me/learningnets
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Understanding SMALI 
Target – helloWorld1.java
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HOMEWORK
• Target - helloWorld2.java
• Look at the challenge at /home/mobile/Desktop/vulnapps/

understanding_smali/handson1/helloWorld2.smali

• What function is called inside “main”?

• What is the data-type of the argument for this function?

• What argument value is passed to this function?
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SOLUTION
• What function is called inside “main”? -> indicated by invoke-static 

-> nameFunction

• What is the data-type for the argument for this function? -> String

• What argument value is passed to this function? -> String value of 
“dns”

https://t.me/learningnets
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Lets See If the Info we learned helped…
• Target /home/mobile/Desktop/vulnapps/malware_lockerapp.apk

• What does the main Activity Do?

https://t.me/learningnets
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Module 2: Android 
Reversing Demystified

• Reversing Android Applications – Level 1
• Reversing Android Applications – Level 2
• Reversing Obfuscated Android Applications
• Patching Android Applications
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Android Security Basics 
Reversing Android Applications – Level 2
• Apktool is not fun

• Smali is not easy to read

• Welcome – JADX

https://t.me/learningnets
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Android Security Basics 
Reversing Android Applications – Level 2
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Android Security Basics 
Reversing Android Applications
• What to Look for:

• Hardcoded secrets

• Hardcoded keys

• Client-side dependencies

• Hardcoded private information

• Hardcoded developer information
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TASK - 10 mins
Using Jadx-Gui

• Target - /home/mobile/Desktop/vulnapps/malware_lockerapp.apk
• List out the permissions required by the application
•What does the application do?
•Where is the encryption password for the malware service stored 

and what is it?
•What type of files are targeted by the malware?
•What is the URL for the CnC server?
•What Information is Stolen by the Malware?
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List out the permissions required by the 
application
• Use apktool d malware_lockerapp.apk

• View the AndroidManifest.xml file

• Permissions
• android.permission.INTERNET
• android.permission.ACCESS_NETWORK_STATE
• android.permission.READ_PHONE_STATE
• android.permission.RECEIVE_BOOT_COMPLETED
• android.permission.WAKE_LOCK
• android.permission.WRITE_EXTERNAL_STORAGE
• android.permission.READ_EXTERNAL_STORAGE

https://t.me/learningnets
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What does the application do?
Flow Analysis
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What does the application do?
SOLUTION
• What does the application do?
• It is a Tor-enabled mobile device ransomware
• It scans the device for various file types and encrypts them 

using AES, changing the file extensions to .enc.
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Further Application Analysis
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TASK
Solution
• Where is the encryption password for the malware service stored 

and what is it?
• Location : org.simplelocker.Constants
• Encryption password: jndlasf074hr

• What type of files are targeted by the malware?
• "jpeg", "jpg", "png", "bmp", "gif", "pdf", "doc", "docx", "txt", 

"avi", "mkv", "3gp", “mp4"
• What is the URL for the CnC server?
• http://xeyocsu7fu2vjhxs.onion/
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TASK
Solution
• What information is sent to the remote server?
• Uses TOR to send IMEI number, device model, and 

manufacturer details
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Module 2: Android 
Reversing Demystified

• Reversing Android Applications – Level 1
• Reversing Android Applications – Level 2
• Reversing Obfuscated Android Applications
• Patching Android Applications
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Android Obfuscation Types
• Identifier Remapping

• White Noise

• Literal Encryption

• Reflection

• Packers

• Others

Additional Info - https://www.youtube.com/watch?v=WmBNI3psPkw
https://t.me/learningnets
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Identifier Remapping
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White Noise
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Literal Encryption
• Strings, numbers and arrays replaced with encrypted version 

and calls to the decryption method

• Or replaced with lookup method
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Reflection

https://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shetty

Reflection
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Packers
• Original DEX replaced by unpacker DEX

• Original is usually encrypted and hidden in APK

• Unpacker decrypts and loads DEX at runtime

• Examples – Bangcle (SecNeo), APKProtect, Qihoo
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Others
• Anti-disassembly - break decompilers

• Native code - harder to understand disassembly

• Control flow - confuses decompilers and makes analysis difficult

https://t.me/learningnets
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Introducing Simplify
• Uses smalivm to analyze the obfuscated VM and create flow-graphs

• Dead-code removal

• Reflection removal

• Constant propogation

• Code optimization
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Using Simplify
• Simplify specific Classes
• java -jar simplify.jar -it '<pattern>' obfuscated-simplify-app.apk

• java -jar simplify.jar -it 'org/cf/obfuscated' -et 
'MainActivity' obfuscated-simplify-app.apk


• Simplify specific methods
• java -jar simplify.jar -it 'org/cf/obfuscated;->somefunction\(' obfuscated-

simplify-app.apk

• java -jar simplify.jar -it 'org/cf/obfuscated/Reflection;-
>reflectSecretMethod\(' -et 'MainActivity' obfuscated-
simplify-app.apk

https://t.me/learningnets
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TASK - 5mins
• Simplify the obfuscated Android Application at /home/mobile/

Desktop/vulnapps/simplify_labs/obfuscated-simplify-app.apk 

• Next, Simplify just the method reflectSecretMethod2 from the 
obfuscated class – Reflection. 
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Solution
java -jar simplify.jar -it 'org/cf/obfuscated' 
-et 'MainActivity' obfuscated-simplify-app.apk


java -jar simplify.jar -it ‘org/cf/obfuscated/
Reflection;->reflectSecretMethod2\(' obfuscated-
simplify-app.apk
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Question
• How do we know that the binary is obfuscated, packed?
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Heard of PEiD?
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Using APKiD
• It is an Android Application Identifier for Packers, Protectors, 

Obfuscators and Oddities

• APKiD gives you information about how an APK was made. It 
identifies many compilers, packers, obfuscators, and other weird stuff. 

• It's PEiD for Android.

• https://github.com/rednaga/APKiD

https://t.me/learningnets
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Using APKiD
• APKiD can detect fingerprints of various compilers:
• dx - standard Android SDK compiler
• dexmerge - used for incremental builds by some IDEs (after using dx)
• dexlib 1.x
• dexlib 2.x beta
• dexlib 2.x

• Inner Workings - https://rednaga.io/2016/07/31/
detecting_pirated_and_malicious_android_apps_with_apkid/

https://t.me/learningnets
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Normal Application

Obfuscated Application
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Also..
• Dex-oracle - https://github.com/CalebFenton/dex-oracle

• Virtual Execution to determine APK behavior

• Pattern based searching to determine modification.

• Converts obfuscation into original simpler form

• Uses Emulator
https://t.me/learningnets
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HOMEWORK
• Go through https://github.com/strazzere/android-unpacker/blob/

master/AHPL0.pdf 
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Module 3: Android 
Reversing Demystified

• Reversing Android Applications – Level 1
• Reversing Android Applications – Level 2
• Reversing Obfuscated Android Applications
• Patching Android Applications
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Patching Android Applications
• APK files contain a file called classes.dex which is the app bytecode for the Dalvik VM
• The bytecode in classes.dex file can be disassembled into “Android assembler” (.smali)

• It’s not like Java, but it is pretty high-level compared to “real” assembly code
• Unless the developer ran code through an obfuscator like ProGuard or DexGuard, method and 

member names are preserved
• This means it may be possible to understand and modify the code
• Then you can recompile the code ☺

• Patching applications can be done to bypass authentication rules or root detection 
routines

• This is something that people do when…
• Pirating games, etc.
• Bypassing root detection or SSL Pinning checks
• Removing authentication checks, etc. 

https://t.me/learningnets



© 2022 Prateek Gianchandani & Dinesh Shetty

Patching Android Applications

• Let’s try and bypass PIN locks using Android 
Patching

• TARGET - /home/mobile/Desktop/vulnapps/
patching_labs/ncscpin.apk
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Patching Android Applications - Steps

• apktool d ncscpin.apk


• Modify*

https://t.me/learningnets
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Patching Android Applications - Steps

• apktool d ncscpin.apk


• Modify*

• apktool b ncscpin


• adb install ncscpin/dist/ncscpin.apk
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Patching Android Applications - Steps
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Patching Android Applications 
Signing in Android

• keytool -genkey -v -keystore <<keystore_name>> -alias 
<<your_key_alias>> -sigalg MD5withRSA -keyalg RSA 
-keysize 2048 -validity 30

• jarsigner -verbose -sigalg MD5withRSA -digestalg SHA1 
-keystore <<keystore_name>> <.apk file>>  
<<your_key_alias>>
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Patching Android Applications 
Signing in Android

• keytool -genkey -v -keystore dnskey.jks -alias 
dnskey -sigalg MD5withRSA -keyalg RSA -keysize 
2048 -validity 30


• jarsigner -verbose -sigalg MD5withRSA 
-digestalg SHA1 -keystore dnskey.jks 
ncspin_modified.apk dnskey
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HOMEWORK
• Decompile the /home/mobile/Desktop/vulnapps/patching_labs/

PlatformChecker.apk file

• What function handles the emulator detection?

• Make the necessary changes to bypass emulator detection

• Recompile the application

• Sign the application

• Reinstall the application 
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apktool b PlatformChecker -o 
PlatformChecker_modified.apk

keytool -genkey -v -keystore 
dnskey.jks -alias dnskey -sigalg 
MD5withRSA -keyalg RSA -keysize 
2048 -validity 30

jarsigner -verbose -sigalg 
MD5withRSA -digestalg SHA1 
-keystore dnskey.jks 
PlatformChecker_modified.apk 
dnskey
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Remember our Locker Malware?
What if we want to create an Antidote?
• Create a Clone of your Lab malware
• Take an photo on the emulator and store it
• Run the malware
• Observe that the images are now encrypted
• Create an Antidote to revert the changes made by the Locker 

Malware.
• Patch the Malware APK so that launching the Application should 

decrypt all the encrypted images on the disk
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                                         BEFORE
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                                            AFTER
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Solution
• cp /Users/dns/Desktop/BH2021/malware_vulnapp/

malware_lockerapp.apk  .  
• apktool d malware_lockerapp.apk -o malware_antidote
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Solution
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Solution
• apktool b malware_antidote -o malware_antidote.apk


• keytool -genkey -v -keystore dnskey.jks -alias dnskey 
-sigalg MD5withRSA -keyalg RSA -keysize 2048 
-validity 30


• jarsigner -verbose -sigalg MD5withRSA -digestalg SHA1 
-keystore dnskey.jks malware_antidote.apk dnskey


• adb install malware_antidote.apk
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Introducing smalidea
• smalidea is a smali language plugin for IntelliJ IDEA/Android 

Studio

• https://github.com/JesusFreke/smalidea

• Walkthrough - https://crosp.net/blog/software-development/
mobile/android/android-reverse-engineering-debugging-smali-
using-smalidea/  
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Introducing APKStudio
• Open-source, cross platform Qt based IDE for reverse-

engineering Android application packages. 

• It features a friendly IDE-like layout including code editor with 
syntax highlighting support for *.smali code files.

• https://github.com/vaibhavpandeyvpz/apkstudio 
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Introducing sublime-smali
• A syntax highlighter for the Dalvik bytecode language, Smali

• https://github.com/ShaneWilton/sublime-smali
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Reversing Android Applications
Generating Control Flow Graph
• Use AndroGuard
• https://github.com/androguard/androguard

• Eg: androguard cg malware_lockerapp.apk --classname “^Lorg/
simplelocker/Main"

• Eg2: androguard cg malware_lockerapp.apk --classname "^Lorg/
simplelocker/Main" --methodname “onCreate" --no-isolated

• The generated cg file can be opened using Gephi https://gephi.org/ 
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