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Module Overview

Session Hijacking

- Session Hijacking Concepts

• Application layer

• Network layer

- Tactics & Techniques

- Countermeasures
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Session Hijacking Concepts

https://t.me/learningnets



Targeting a session between 
two machines to gain access 

by guessing or stealing a valid 
session token
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What Is Session Hijacking?
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Session Hijacking

Sniff the traffic between the user and server

Monitor the traffic to help predict sequence numbering

Desynchronize the session with the client

Predict the session token and take over the session

Inject packets to the target server
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https://www.owasp.org
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Types of Session Hijacking

Active session hijackingPassive session hijacking

Network LayerApplication Layer
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Demo

Review sequencing from a packet capture 
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Tactics and Techniques
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Tactics and Techniques

Man-in-the-browserMan-in-the-middle
Session token 

prediction

Cross site scriptingSession sniffing TCP/IP hijacking
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Session Hijacking Tools

Zed Attack ProxyBurp Suite
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Countermeasures
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Countermeasures

Use unpredictable session IDs

Use encryption and authentication measures via VPN or IPSec

Terminate sessions if not in use

Regenerate session key after authentication

https://t.me/learningnets



Learning Check

Passive session hijacking

Application layer attack

Network layer attack

Burp Suite
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Module Review

Session hijacking concepts

Tactics, techniques and tools

Countermeasures

Key Learnings
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Up Next:

Evading IDS, Firewalls, and Honeypots
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