CA Server in Windows 2012:

On the domain Server, open Server Manager and go through to Select Server Roles and
click Active Directory Certificate Services and then click Next...

Select server roles

Select one or more roles to install on the selected server.

Before You Begin

Installation Type Roles
Server selection nyTra—c—— B
] Active Directory Domain Services
Features [] Active Directory Federation Services
AD CS [] Active Directory Lightweight Directory Services
Role Services [[] Active Directory Rights Management Services
Confirmation [] Application Server -
] DHCP Server
[] DNS Server
[] Fax Server
> [m] File and Storage Services (1 of 12 installed)

In the Select Features interface, proceed with Next...

DESTIMATION SERVER
rootca

Description

Active Directory Certificate Services
{AD C5) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

Select features

Select one or more features to install on the selected server.

Before You Begin

DESTINATION SERVER
srv.testlocal

Installation Type Features Description
Server Selection S NET Framework ~ NET Framework 3.5 combines the
Server Roles - = = _ power of the .NET Framework 2.0
» [m] .NET Framework 4.5 Features (2 of 7 installed) APIs with new technologies for
» [] Background Intelligent Transfer Service (BITS) building applications that offer
AD CS [ BitLocker Drive Encryption appealing user interfaces, protect
) . your customers' personal identity
Rale Services [] BitLocker Network Unlock information, enable seamless and
Confirmation D BranchCache secure communication, and provide
[] Client for NFS the ability to model a range of
business processes.
[] Data Center Bridging
[] Direct Play
[ Enhanced Storage
[] Failover Clustering
Group Policy Management (Installed)
[] 1S Hostable Web Core
[] Ink and Handwriting Services
LI I PURURSE S S Y W
<| " E
< Previous | | Next > | | Install | | Cancel
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In the Active Directory Certificates Services interface, click Next...

DESTINATION SERVER

Active Directory Certificate Services srvtestlocal

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
] such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Installation Type Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Before You Begin

Server Selection

Things to note:
Server Roles L

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For more
information, see certification authority naming.

Features

Role Services

Confirmation

In Select role services, make sure you tick all specially, Certificate Authority and Certification
Authority Web Enrollment check box and then click Next...

- DESTINATION SERVER
Select role services srvtestlocal
Before You Begin Select the role services to install for Active Directory Certificate Services
Installation Type Role services Description
Server Selection i i
Certification Authority Online Besponde_r makes certlﬁc_ate
Server Roles revocation checking data accessible
Certificate Enrollment Policy Web Service to clients in complex network

Features Certificate Enroliment Web Service environments.
Certification Authority Web Enroliment
Netwaork Device Enrollment Service

Web Server Role (IIS) | Online Responde

Role Services

Confirmation
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In the Web Server Role (IIS) interface, click Next to proceed...

DESTINATION SERVER

Web Server Role (lIS) SRV.estiocal

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (IIS) 8.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates IIS 8.0, ASP.NET, and Windows
Communication Foundation.

Before You Begin

Server Selection
Server Roles

Things to note:
Features X : : e
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
ADCS server traffic, especially when there are multiple roles on this computer.
Role Services * The default installation for the Web Server (IIS) role includes the installation of role services that

enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

Role Services

Confirmation

in the Select Role Services, just click Next to proceed...

. DESTINATION SERVER
Select role services e
Bafore You Begin Select the role services to install for Web Server (11S)
Installation Type Role services Description
Server Selection ~ Web Server i
= = provides support for
oo o | - h
Server Roles |‘ HTML Web sites and optional
4 Commeon HTTP Features support for ASP.NET, ASP, and Web
Features Default Document = server extensions. You can use the
AD CS V| Directorv B . Web Server to host an internal or
] rectory Browsing external Web site or to provide an
Role Services HTTP Errors | environment for developers to
Web Server Rale (IIS) Static Content create Web-based applications.
HTTP Redirection
) . WebDAV Publishin
Confirmation O ) i ¢
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
Logging Tools
gging
[] ODEBC Logging
Reguest Monitor |
Mal T oo w
(<] [T [ T>]
< Previous | | Mext > | | Install | | Cancel
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In the installation selections interface, click Install...

Installation progress

View installation progress

o Starting installation

DESTINATION SERVER
SRV.testiocal

[

NET Framework 4.5 Features
ASP.NET 4.5

W(CF Services
HTTP Activation
Active Directory Certificate Services
Certification Authority
Network Device Enrollment Service
EE Certificate Enroliment Policy Web Service
Certificate Enroliment Web Service
Online Responder
Certification Authority Web Enrollment

Remote Server Administration Tools
Role Administration Tools

Export configuration settings

< Previous ‘

Next > J ‘ Can;el

After installation complete, in the Installation progress interface, click Configure Active

Directory Certificate Services on the destination server...

: DESTINATION SERVER

Installation progress SRssstiocs
View installation progress
o Feature installation

Configuration required. Installation succeeded on SRV test.local.

Active Directory Certificate Services A

Additional steps are required to configure Active Directory Certificate Services on the =

destination server izl

I Configure Active Directory Certificate Services on the dgsgnnlon server I <:

Certification Authority

Network Device Enrollment Service

Certificate Enroliment Policy Web Service

Certificate Enrollment Web Service

Online Responder

Certification Authority Web Enrollment
.NET Framework 4.5 Features
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Make sure Administrator is the member of I[IS_IUSRS group if not add them.

e

Fiie Action \Few ;;p

e n[E & o

] Active Directory Users an
b (] Saved Queries
4 ﬁ test.local
p [ Builtin
p 1 Computers
p (2] Domain Controll
b [ ForeignSecurityPri
b | Managed Service
| Users

Remote control |  Remote Desktop Services Profle |  COM=

MemberOf | Diain | Envionment |  Sessions
Member of:
Name Active Directory Domain Services Folder

Administrators test local/Builtin
Domain Admins test local/Users
Domain Users test local/Users
Enterprise Admins  test local/Users

In the Credentials interface, verify that your Credentials is Administrator and then click Next...

Credentials

Credentials

Role Services

DESTINATION SERVER
srv.test.local

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

+ Standalone certification authority
+ Certification Authority Web Enroliment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
» Enterprise certification authority
= Certificate Enrollment Policy Web Service
+ Certificate Enrollment Web Service
+ Network Device Enroliment Service

Credentials: TEST\Administrator

More about AD CS Server Roles

| < Previous || Next > | | Configure || Cancel |
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In the Role Services interface, tick Certification Authority, Certification Authority Web
Enrollment and Online Responder and then click Next...

. DESTINATION SERVER
Role Services SRV.testlocal

Credentials Select Role Services to configure

Setup Type Certification Authority
Certification Authority Web Enroliment

CA Type
) i Online Responder
ST ey [[] Network Device Enroliment Service
Cryptography [[] Certificate Enrollment Web Service
CA Name [[] Certificate Enrollment Policy Web Service

Validity Period
Certificate Database

Confirmation

In the Setup Type interface, verify that Enterprise CA is selected and click Next...

DESTINATION SERVER

Setup Type srvtestlocal

Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage

certificates.

Private Key

c h ®) Enterprise CA

ryptography Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.
Validity Period
v (O Standalone CA

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).

More about Setup Type

| < Previous || Next > I | Configure | | Cancel |
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In the CA Type interface, verify that Root CA is selected and then click Next...

DESTINATION SERVER

CA Type SRV.test Jocal

Credentials Specify the type of the CA
Role Services

Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.
Cryptography @ Root CA
CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

ity Peri
Validity Period O Subordinate CA

Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

Next in the Private Key interface, click Create a new private key and then click Next...

DESTINATION SERVER

Private Key srv.testlocal
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type ®) Create a new private key
Use this option if you do not have a private key or want to create a new private key.
Cryptograph
yprography O Use existing private key
CAName Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Period (O Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
. i import a certificate and use its associated private key.
Confirmation

O Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

| < Previous || MNext = I | Configure || Cancel |
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In Cryptography for CA interface, setting which RSA Cryptography with 2048 key length and
verify that SHA256 is selected, and then click Next...

DESTINATION SERVER
Cryptography for CA SRVtestlocal
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type | RSA#Microsoft Software Key Storage Provider [+] 2048 [+]

Private Key

Select the hash algorithm for signing certificates issued by this CA:

[Yprograpn: [ sHazse ~
CA Name SHA384 ﬂ
validity Period SHAS512
Certificate Database SHA1 .
MDS [v]

Confirmation
[[] Allow administrator interaction when the private key is accessed by the CA.

Next in the CA Name interface, just proceed with Next...

DESTINATION SERVER

CA N ame srv.test.local
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CA Type be modified.
Private Key
ot h Common name for this CA:
ryptograpny
test-SRV-CA
CA Name
Validity Period Distinguished name suffix:
Certificate Database DC=test,DC=local

Confirmation

Preview of distinguished name:

CM=test-SRV-CA,DC=test,DC=local

More about CA Name

| < Previous || MNext = | | Configure || Cancel |
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In the Validity Period, default should be 5 years, keep the same and then click Next...

N . DESTINATION SERVER
Valndlty Period SRV.test.local
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type 3 l Years I'I
Private Key CA expiration Date: 6/18/2026 2:30:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Name certificates it will issue.
Certificate Database
Confirmation

In the CA Database interface, just click Next to proceed...

DESTINATION SERVER

CA Data ba se srv.test.local
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type CA\Windows\system32\CertLog
Private Key Certificate database log location:
Cryptog rap hy CA\Windows\system32\CertLog
CA Name

Validity Period

Confirmation

More about CA Database

| < Previous || Next > | | Configure || Cancel |
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Next in the Confirmation interface, verify again all the settings and then click Configure...

. ) DESTINATION SERVER
Confirmation srvtestlocal

Credentials To configure the following roles, role services, or features, click Configure.

Role Services ~ Active Directory Certificate Services

Setup Type
Certification Authori
CA Type - .
) CA Type: Enterprise Root
Private Key Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHA256
CA Name Key Length: 2048
Validity Period Allow Administrator Interaction: Disabled
. Certificate Validity Period: 42272027 1:32:00 PM
Certificate Database o
— _ Distinguished Name: CMN=test-SRV-CA DC=test,DC=local
Confirmation Certificate Database Location:  C\Windows\system32\CertLog
Certificate Database Log CA\Windows\system32\CertLog
Location:

Certification Authority Web Enrollment

Online Responder

| < Previous | | Next > | | Configure | | Cancel

please wait few minutes for the configuration to complete...

DESTINATION SERVER
Progress SRV.testlocal

The following roles, role services, or features are being configured:
Configuring...

Active Directory Certificate Services

Certification Authority

Certification Authority Web Enrollment
Online Responder
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Finally, our CA & CA Web Enrollment successfully installed and click Close

Results

DESTINATION SERVER
srv.test.local
The following roles, role services, or features were configured:
~ Active Directory Certificate Services
Certification Authority 0 Configuration succeeded
More about CA Configuration
Certification Authority Web Enroliment o Configuration succeeded
More about Web Enrollment Configuration
Online Responder 0 Configuration succeeded
More about OCSP Configuration
| < Previous | | Next = | | Close | | Cancel

It will prompt you to Do you want to configure additional role services click Yes

Network Device Enrollment Service

Certificate Enrollment Policy Web Service

Certificate Enrollment Web Service

Online Responder

Certification Authority Web Enroliment
.NET Framework 4.5 Features

You can close this wizard without interrupting running tasks.

page again by clicking Notifications in the command bar, an l_">

Export configuration settings

Do you want to configure additional role services ?

No I
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In Credentials interface, verify that your Credentials is Administrator and then click Next...

- DESTINATION SERVER
Credentials SRV.test.local

Specify credentials to configure role services

Role Services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enroliment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
¢ Certificate Enroliment Web Service

* Network Device Enroliment Service

Credentials: TEST\Administrator [ Change.. |

In the Role Services interface, tick Network Device Enrollment Service, Certification Enrollment
Web Service and Certificate Enrollment Policy Web Service and then click Next...

i DESTINATION SERVER
Role Services srvtest local

Credentials Select Role Services to configure

Role Services

Service Account for NDES Certification Authority

Certification Authority Web Enrollment
[/] Online Responder

Network Device Enrollment Service
Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service

More about AD CS Server Roles

< Previous || MNext = | | Configure | | Cancel
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In Service Account for NDES interface, verify Credentials is Administrator and then click Next...

DESTINATION SERVER

Service Account for NDES SRV.testlocal

Credentials Specify the service account
Role Services

Select the identity the Network Device Enroliment Service (NDES) will use.

RA Information ®) Specify service account (recommended)

The account must be a member of the domain and must be added to the local IIS_IUSRS group.

TEST\administrator

O Use the built-in application pool identity

In RA Information interface, provide the Optional information and click Next to continue.

DESTINATION SERVER

srv.test.local

RA Information

Credentials Type the requested information to enroll for an RA certificate
Role Services

Service Account for NDES A registration authority (RA) is required to manage the Network Device Enroliment Service (NDES)
certificate requests.

RA Information

Cryptography for NDES Required information

CA for CES RA Name: SRV-MSCEP-RA

Authentication Type for C_.. Country/Region: SA (Saudi Arabia) [~]

Service Account for CES
Optional information

E-mail: admin@test.local
Company: Test

Department: IT

City: Riyadh
State/Province: Riyadh
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In Cryptography for NDES interface keep the default setting and click Next...

DESTINATION SERVER
Cryptography for NDES SRVtestlocal
Credentials Configure CSPs for the RA
Role Services

Service Account for NDES Select the registration authority (RA) cryptographic service providers (CSPs) and key lengths for
the signature and encryption keys.

RA Information

Cryptography for NDES Signature key provider: Key length:

CA for CES | Microsoft Strong Cryptographic Provider [=][2048 -]
thentication Type for C...

Atmentication Type orC Encryption key provider: Key length:

Service Account for CES [ Microsoft Strong Cryptographic Provider [~|| 2048 |+

In CA for CES interface, keep the default setting just click Next to continue

DESTINATION SERVER
CA for CES SRV.testlocal
Credentials Specify CA for Certificate Enrollment Web Services
Role Services

Service Account for NDES Select the certification authority (CA) that you want to use for issuing certificates requested
through this Certificate Enroliment Web Service (CES).

RA Information
Cryptography for NDES Select:
S ® CA name
2 O Computer name
Authentication Type for C..| | Target CA: SRV.testlocaltest-SRV-CA

Service Account for CES

[[] Configure the Certificate Enrollment Web Service for renewal-only mode.
o Renewal-only mode requires that the targeted CA run at least Windows Server 2008 R2.

More about CA for CES
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In Authentication Type for CES interface, keep the default Windows integrated authentication

Authentication Type for CES

Credentials Select the type of authentication
Role Services
Service Account for NDES ® Windows integrated authentication

RA Information O Client certificate authentication
Cryptography for NDES
CA for CES

O User name and password

Service Account for CES

DESTINATION SERVER
SRV.test.local

In Service Account for CES interface, verify Credentials is Administrator and then click Next...

Service Account for CES

_ with the certification authority (CA) and other services on the network.
RA Information

Cryptography for NDES ® Specify service account (recommended)
CA for CES

Authentication Type for C... TEST\administrator

Service Account for CES

Authentication Type for C... (O Use the built-in application pool identity

Server Certificate

Confirmation

More about Service Account for CES

DESTINATION SERVER

srv.test.local
Credentials Specify the service account
Role Services
Service Account for NDES Select the identity that the Certificate Enrollment Web Service (CES) uses when communicating

The account selected must be a member of the [IS_IUSRS group. If Kerberos is selected as the
authentication type, a service principal name is required for the service account.

| < Previous || Next > | | Configure || Cancel |
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In Authentication Type for CEP interface, keep the default Windows integrated authentication

. DESTINATION SERVER
Authentication Type for CEP SRVtest local
Credentials Select the type of authentication
Role Services

Service Account for NDES ® Windows integrated authentication
RA Information O Client certificate authentication
Cryptography for NDES
CA for CES

Authentication Type for C...

(O User name and password

Service Account for CES

Server Certificate

Confirmation

In Server Certificate interface, Keep the default setting and click Next to continue

DESTIMNATION SERVER

Server Certificate srv.testocal
Credentials Specify a Server Authentication Certificate
Role Services
Service Account for NDES When communicating with clients, the web service(s) uses Secure Sockets Layer (S5L) protocol to
. encrypt network traffic.
RA Information
Cryptography for NDES ® Choose an existing certificate for SSL encryption (recommended)
CA for CES Issued To Issued By  Expiration Date

Authentication Type for C... | e

Service Account for CES

Authentication Type for C...

Server Certificate

Confirmation Properties | | Refresh

O Choose and assign a certificate for SSL later
A, For this role service to function, you must configure this server with a valid certificate.
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Next in the Confirmation interface, verify again all the settings and then click Configure...

Confirmation

Credentials

Role Services

Service Account for NDES
RA Information
Cryptography for NDES
CA for CES

Service Account for CES

Server Certificate

Confirmation

Authentication Type for C...

Authentication Type for C...

DESTINATION SERVER

srv.test.local
To configure the following roles, role services, or features, click Configure.
- Active Directory Certificate Services A |
Network Device Enroliment Service
Account: TEST\administrator
RA Information:
Name: SRV-MSCEP-RA =
Country/Region: SA
Email: admin@test.local
Company: Test
Department: IT
City: Riyadh —
State/Province: Riyadh
Signature Key Provider: Microsoft Strong Cryptographic Provider
Signature Key Length: 2048
Exchange Key Provider: Microsoft Strong Cryptographic Provider
Exchange Key Length: 2048
Certificate Enrollment Web Service —
v
| < Previous | | Next > | | Configure | | Cancel

In Progress Interface, wait for moment to install role and features

Progress

The following roles, role services, or features are being configured:

Configuring...

Active Directory Certificate Services
Network Device Enroliment Service
Certificate Enrollment Web Service
Certificate Enroliment Policy Web Service

DESTINATION SERVER
SRV.test.local
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Finally, all Roles and Features are installed click Close

DESTINATION SERVER
R esu |t5 srv.test.local

The following roles, role services, or features were configured:

# Active Directory Certificate Services -~

Network Device Enrollment Service 0 Configuration succeeded
More about NDES Configuration

Certificate Enrollment Web Service 0 Configuration succeeded

o Delegation must be enabled for the web service account when the Certificate Enrollment
Web Service is installed and all of the following conditions apply:
1. The Certificate Enrollment Web Service is installed on a separate computer from the
certification authority
2. Renewal-only mode is not enabled
3. The authentication type is set for Kerberos or Certificate Authentication

More about CES Configuration

Certificate Enrollment Policy Web Service 0 Configuration succeeded
o Before clients can use this web service, a server authentication certificate must be
== configured to encrypt communication between clients and the service. Use the IIS snap-in
to verify the server authentication certificate.

o Before clients can use the Certificate Enrollment Policy Web service, Group Policy settings
must be applied to their computers to direct certificate enrollment requests to the web
service. ¥

< Previous Next > Close Cancel

From any server in the domain, you can connect to http://192.168.100.230/certsrv. This will
launch the Certificate Authority Web Enrollment portal.
- |3 -

D Microsoft Active Directory Certif:. X -+

[ cC @ Not secure| 192.168.100.230/certsrv/ ¥ e :

HH Apps  For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

Microsoft Active Directory Certificate Services — test-SRV-CA Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you
request, perform other security tasks.

‘You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL
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