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Change Hostname

FortiGate-VM64-KVM # config system global
FortiGate-VM64-KVM (global) # set hostname FW1
FortiGate-VM64-KVM (global) # end

Configure Management Interface

FW1 # config system interface

FW1 (interface) # edit port5

FW1 (port4) # set mode static

FW1 (port4) # set ip 192.168.100.200/24

FW1 (port4) # set allowaccess https http ssh telnet ping
FW1 (port4) # end

Login to FortiGate Firewall type http://192.168.100.200 in any browser.

@5 EVE | Topology x [ FortiGate - FW1 X

< C' A Notsecure | 192.168.100.200/ng/system/dashboard/1

[ Fwi1

& Dashboard

+ Add Widget

Status
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Configure Interfaces:
Go to Network>Interfaces select port1 Click Edit

(= Fw1

@ Dashboard
.t FortiGate VM64-KVM 1 3 5
[ Network ) ) [
1l EEE
2 4
DNS
Packet Capture + Create New~ # Edit W Delete Integrate Interface Search

AT IP/Netmask =

Members =

Name *

Static Routes

[E 3e 802.3ad Aggregate €@
de fortilink

Policy Routes
#e 802.3ad Aggregate Dedicated to FortiSwitch

RIP

[E ™ Physical Interface @

™ port1 ™ Physical Interface 192.168.1.102/255.255.255.0

In Alias type WAN, change the Address Mode to Manual type IP/Netmask 192.168.1.102/24, in
Administrative access uncheck everything only checked PING leave all the rest of configuration

default and press OK button.

[ Fw1 = (@
@ Dashboard Edit Interface
3
Name [ port1
Alias [ wan |
DNS Type [® Physical Interface
Packet Capture
? VRFID @ 0
SDWAN Role @ [ wan -
Static Routes Estimated bandwidth @ 0 kbps Upstream
Policy Routes 0 kbps Downstream
RIP
OSPF (O Dedicated Management Port
EEs Address
Routing Object:
HHEIRREE Addressing mode DHCP
Multicast IP/Netmask [192.168.1.102/255.255.255.0 |

" o
= [FEley i li=si Secondary IP address (B

& Security Profiles

VPN Administrative Access
User & Authentication IPvd () HTTPS (J HTTP
£ System [ FMG-Access [ ssH ) SNMP
¥A Security Fabric OFT™ [J RADIUS Accounting 0 26(3)Cnunr’gf:y;“[;;;h8c
Log & Report [ Speed Test
Receive LLDP @  Use VDOM Setting |[EIeay Disable

Transmit LLDP € WSEAY[e) YIS 8 Enable Disable @
- e - Bl o
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Go to Network>Interfaces select port3 Click Edit

[Z] ™ Physical Interface @

M port2

[® Physical Interface  0.0.0.0/0.0.0.0

M port3

[® Physical Interface  0.0.0.0/0.0.0.0

M port5

® port6

™ Physical Interface  0.0.0.0/0.0.0.0 PING
HTTPS
SSH

M Physical Interface  192.168.100.200/255.255.2550  PING
HTTPS
SSH

[® Physical Interface  0.0.0.0/0.0.0.0

In Alias type LAN, change the Address Mode to Manual type IP/Netmask 10.0.1.254/24, in
Administrative access only checked PING leave all the rest of configuration default & press OK.

@ Fw1
& Dashboard
Network
DNS
Packet Capture
SD-WAN
Static Routes
Policy Routes
RIP
OSPF
BGP
Routing Objects
Multicast
B Policy & Objects
& Security Profiles
8 VPN
& User & Authentication

L System

NN Security Fabric

" Log & Report

F::RTINET

= Q

Edit Interface

Name [ port3

Alias [ LAN

Type [® Physical Interface

VRFID & 0

Role @ [ LAN ~|

(@ Dedicated Management Port

Address

Addressing mode m DHCP | Auto-managed by IPAM | One-Arm Sniffer
IP/Netmask [ 100.1.254/24

Create address object matching subnet (B
Secondary IP address »

Administrative Access

IPv4 [ HTTPS PING [ FMG-Access

(J ssH [J SNMP O FT™M

. Security Fabric
[J RADIUS Accounting O Connection © [ Speed Test

Receive LLDP € LEERTD e i -8 Enable Disable

Transmit LLDP @  Use VDOM Setting |[EIEae] Disable

(® DHCP Server @
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Go to Network>Interfaces select port5 Click Edit

(=] M Physical Interface @

10.0.1.254/255.255.255.0 PING

[ LAN (port3)
M port2
® port4

[® Physical Interface
[® Physical Interface  0.0.0.0/0.0.0.0

[® Physical Interface  0.0.0.0/0.0.0.0

PING
HTTPS
SSH

[® Physical Interface

192.168.100.200/255.255.255.0

PING
HTTPS
SSH

In Alias type MGMT, leave all the rest of configuration default and press OK button.

(@ Fw1 = Q
@ Dashboard Edit Interface
% Network
Name #_port5
Interfaces
Alias [ MGMT
DS Type [ Physical Interface
Packet Capt:
acket Capture VRFID © |0
SDAWAN Role @ Undefined -

Esx &b (0B ¥

Static Routes
Policy Routes
RIP

OSPF

BGP

Routing Objects

(O Dedicated Management Port

Address

Addressing mode
IP/Netmask
Secondary IP address (B

192.168.100.200/255.255.255.0

m DHCP = Auto-managed by IPAM = One-Arm Sniffer

Multicast

Policy & Objects Administrative Access

Security Profiles IPv4 HTTPS HTTP PING

VPN O FMG-Access SSH [ SNMP

User & Authentication TELNET O FTM (J RADIUS Accounting

System

Security Fabric

Log & Report

F:RTINET

Security Fabric
O Connection @ (J Speed Test

Receive LLDP @ Use VDOM Setting BRELIERERIEDIE
Transmit LLDP @ MUEAeIVEETTER Enable Disable

» DHCP Server

L
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DNS Configuration:
Go to Network > DNS by default, using Fortinet’s FortiGuard severs are select.

@ Frwa

@ Dashboard DNS Settings

b Network
DNS servers Use FortiGuard Servers EEsEeaY%
Primary DNS server 96.45.45.45 Unreachable
Unreachable

Interfaces

DNS

Secondary DNSserver 964546 46

Packet Capture

Local domain name
SD-WAN

It is possible to specify using different DNS server, click on Specify and enter in primary /
secondary DNS servers. In Primary DNS Server, type the IP address of the primary DNS server
8.8.8.8. In Secondary DNS Server, type the IP address of the secondary DNS server 1.1.1.1. Click
Apply button to save the changes.

[z FW1 = Q
@ Dashboard DNS Settings
«+ Network
DNSservers Use FortiGuard Servers BEfle13"
Interfaces -
Primary DNS server 8.8.8.8
DNS
Secondary DNSserver | 1.1.1.1
Packet Capture i
Local domain name
SD-WAN
(+]
Static Routes
Policy Routes DNS Protocols
RIP DNS(UDP/53) © @
OSPF TLS(TCP/853) @ O
BGP HTTPS (TCP/443) @ O

Routing Objects

Appl
e

Default Route Configuration:

To create a new default route, go to Network > Static Routes and create a static route for ISP.
Set Destination to Subnet and leave the destination IP address set to 0.0.0.0/0.0.0.0. Set
Gateway to the IP address provided by your ISP and Interface to the Internet-facing interface in
my case 192.168.1.254 which the Gateway. Set the Interface to the WAN interface. Press OK to
Save the changes.
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@ w1 = Q

@ Dashboard New Static Route

Destination @ Internet Service

Interfaces
0.0.0.0/0.0.0.0 B

DNS

Gateway Address 192.168.1.254
Packet Capture

Interface M WAN (port1) x
SD-WAN +

Administrative Distance @ 10

Policy Routes Comments Write a comment... 40/255
RIP Status (1 AZELIENE © Disabled

3 Advanced Options

(@ Fw1

@ Dashboard # Edit  TW Clone [ Delete | Search

% Network

-

Destination % Gateway IP % Interface +
Interfaces

DNS 0.0.0.0/0 192.168.1.254 [®] WAN (port1)

Packet Capture

SD-WAN

Static Routes

Creating a Policy:

To create a new policy, go to Policy & Objects > Firewall Policy. Give the policy a Name that
indicates that the policy will be for traffic to the Internet in my case it is Allow-All. Set the
Incoming Interface to LAN and the Outgoing Interface to WAN. Set Source, Destination Address,
Schedule, and Services, as required in this case All. Ensure the Action is set to ACCEPT.

Turn on NAT and select Use Outgoing Interface Address.
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(25 FW1 = Q

@ Dashboard New Policy
b Network
Name @ Allow Internet Access for LAN
Incoming Interface | M LAN (port3) -
IPv4 DoS Policy Outgoing Interface | [ WAN (port1) A
Addresses Source 2 all x
+
Internet Service
Database Destination 2 all x
+
Services
Schedule @ always -
Schedules
Service 2] ALL x
Virtual IPs +
IP Pools Action Ly elelaul @ DENY
Protocol Options
T S Inspection Mode BEGITEEEEGR Proxy-hased

Security Profiles

VPN

Firewall / Network Options
NAT ©|

IP Pool Configuration Use Outgoing Interface Address [RUSI0EIRIA I3

. Preserve Source Port (B
¥ Security Fabric .
Protocol Options default > & @

Log & Report

User & Authentication

System

Scroll down to view the Logging Options. To view the results later, enable Log Allowed Traffic
and select All Sessions.
Logging Options

Log Allowed Traffic @ Security Events BAIEESSES
Generate Logs when Session Starts CB
Capture Packets >

Go back to Policy & Objects > Firewall Policy to see the configure Policy, Finally, look like below.

(o]

*CreateNew | #' Edit W Delete Q, Policy Lookup | Search

Name Source Destination Schedule Service Action NAT
[E] M LAN (port3) — M WAN (port1) €
Allow Internet Access for LAN I3 all & all always o ALL « ACCEPT @ Enabled

Implicit €
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Configure LAN PC:

assign static IP and details.

Organize ¥

Disable this netwd™ |

L Local Area Connection
-

% Local Area Connection Properties

Obtain an IP address automatically

Use the following IP address:

Ne
L Internet Protocol Version 4 (TCP/IPv4) Properties
Gl q
o General
1 for the appropriate IP settings.

[ 7 JlmeSel

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

IP address: 10 .0 1
Subnet mask: 255 .255.25 0
Default gateway: 10. 0 . 254
@ Use the following DNS server addresses:

Preferred DNS server: B 8 8
Alternate DNS server: - S 4

Browse the Internet using the PC on the internal network.

r

B¥ Administrator: Command Prompt

Reply from

Reply from
Reply from

C:\Users\user>_

C:\Users\user>ping 8.8.8.8

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received

Approximate round trip times
Minimum = 85ms., Maximum = 87ms.

Microsoft Windows [Uersion 6.1.76011]
Copyright {(c) 2009 Microsoft Corporation.

All rights reserved.

Pinging 8.8.8.8 with 32 bytes of data:
, bytes=32 time=87ms TTL=113
Reply from bytes=32 time=85ms TTL=113
bytes=32 time=85ms TTL=113
bytes=32 time=85ms TTL=113

Lost = @ (B% loss),

in milli-seconds:

Average = 85ms
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\J) Facebook - log in orsign X \ é‘ |3M

i X | & Secure | https://www.facebook.com w

facebook

Connect with friends and the world
around you on Facebook.

To view information about FortiGate traffic, go to Dashboard >FortiView Sources. The PC

appears on the list of sources.

m Fw1

& Dashboard o
FortiView Sources by Bytes
Status

i | © AddFilter

Network Source Device Bytes » Sessions « Bandwidth «
sers & Devices B USERPC  266MB I 48 276.65kbps B

My Dashboard & 10011

4

FortiView Sources

To view information about FortiGate traffic, go to Dashboard > FortiView Destinations. The

appears on the list of Destinations.

@#¥ Dashboard . . .
| Dashboard | FortiView Destinations by Bytes
Status
o | © AddFilter
Network Destination Application Bytes »
Users & Devices B www.google.com (142.250.200.196) TCP/443 112 MB I
My Dashboard B clients? googleusercontent.com (142.250.203.225) TCP/443 1.07MB |
+
I 1 www.gstatic.com (216.58.212.99) TCP/443 346.85KB |
FortiView Sources
= edged].me.gvtl.com (34.104.35.123) 261.74KB |
B ssl estatic.com (142.251.37.163) TCP/443 237.39KkB |
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To view information about traffic, Go to Dashboard > FortiView Sessions.
#8 Dashboard

FortiView Sessions

Status
S | © AddFilter
Network Source Device Destination Application Protocol Source Port
Users & Devices 100.1.1 S8 USER-PC 14225137205 TCP/443 Tcp 49171
sl el 10011 S USER-PC 5514225137174  TCP/443 TCP 49164
+
10.0.11 528 USER-PC =5 14225137163  TCP/443 TCP 49174
FortiView Sources
10.0.11 =& USER-PC 514225137163  TCP/443 TCP 49173
FortiView Destinations
10.0.11 =& USER-PC B=5172217.19.42 TCP/443 TCP 49172
FortiView Applications
o . 10.0.11 =8 USER-PC =5172.217.19.35 TCP/443 TCP 49198
FortiView Web Sites
P .. 10.0.11 528 USER-PC =5172217.19.35 TCP/443 TCP 49197
FortiView Policies
10.0.11 =& USER-PC ™8 172217.21.14 TCP/443 TCP 49183

FortiView Sessions

T view information about which policy has been used Go to Dashboard> FortiView Polices

[ Fw1 = Q
n FortiView Policies by Bytes
Status
Security | © AddFilter
Networi Policy Policy Type Source Interface Destination Interface
Users & Devices Allow Internet Access for LAN (1)  Firewall [ LAN (port3) ¥ WAN (port1)

My Dashboard
+

FortiView Sources
FortiView Destinations
FortiView Applications
FortiView Web Sites

FortiView Policies

@ Fw1

@ Dashboard | © AddFilter
« Network
B Policy & Objects

Date/Time @ Source Device Destination

& Security Profiles 24 seconds ago 10.0.1.1 2R USER-PC B5 142.250.203.225 (clients2.googleuserconter

24 seconds ago 10011 58 USER-PC 1 216.58.212.110 (clients2.google.com)
57 seconds ago 10011 58 USER-PC [0 157.240.195.35 (www.facebook.com)
Forward Traffic e
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