ECMP (Equal-Cost Multi-Path Routing) Lab:

With FortiGate Firewall you can make multiple WAN Lines (Internet Lines) redundant and load
balance communication. Here, we will confirm the Load Balancing operation by ECMP (Equal
Cost Multiple Path) for two Internet Lines.
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Default Routes:

Create two default routes for the redundant Internet connections, both the default static
routes have to be active in the routing table. Set the same Distance and Priority of both the
routes. To configure these routes in the GUI, go to Network -> Static Routes and create two
default routes.

w1 = Q
@ Dashboard Edit Static Route
- Automatic gateway retrieval @ (B
Interfaces
DN Destination € Internet Service
S
Pack . 0.0.0.0/0.0.0.0
acket Capture
Gateway Address @ Dynamic 192.168.1.254
5D-WAN
Interface [® WAN-1 (port1) x
Static Routes +
Policy Routes Administrative Distance €@ 10
RIP Comments Write a comment... 4 0/255
Status | (+RHENEGE O Disabled
BGP
Routing Objects & Advanced Options
Multicast Priority @ | 1 |
[ w1 = Q
@ Dashboard Edit Static Route
Automatic gateway retrieval @ (B
Destination €@ Internet Service
0.0.0.0/0.0.0.0
Packet Capture
Gateway Address 192.168.2.254
SD-WAN
Interface [ WAN-2 (port2) x
Static Routes +
Policy Routes Administrative Distance € 10
RIP Comments Write a comment... £ 0/255
OSPF Status A NEGEGN © Disabled

BGP

Routing Objects & Advanced Options

Multicast Priority @ | 1 |

A default route is set for each Internet Line. You can check the routing table with the CLI
command get router info routing-table static.

CLI Console (1) +

FW1 # get router info routing-table static

Routing table for VRF=8
0.0.8.8/8 [5/8] via 192.168.1.254, port1, [1/8]

[5/8] via 192.168.2.254, port2, [1/8]
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You can also verify from GUI go to Dashboard >Network click on Static & Dynamic Routing.

Q Route Lookup =~ @ View © Create Address Search Q
Network % Gateway IP Interfaces = Distance Type & Metric & Prior...
10.0.1.0/24 0.0.0.0 [® LAN (port3) 0 Connected 0 0
10.0.4.0/24 0.0.0.0 8 VLAN-40(VLAN-40) 0O Connected 0 0
10.0.5.0/24 0.0.0.0 8 VLAN-50(VLAN-50) 0O Connected 0 0
192.168.1.0/24 0.0.0.0 [® WAN-1 (port1) 0 Connected 0 0
192.168.2.0/24 0.0.0.0 [® WAN-2 (port2) 0 Connected 0 0
192.168.114.0/24 0.0.0.0 [® MGMT (port5) 0 Connected 0 0
0.0.0.0/0 192.168.1.254 [® WAN-1 (port1) 5 Static 0 1
0.0.0.0/0 192.168.2.254  [Ml WAN-2 (port2) 5 Static 0 1

Firewall Policy:

Set a policy to allow all communication from LAN to WAN1 and LAN to WAN2 respectively.

3 FW1

@ Dashboard

< Network

| Policy & Objects
Firewall Policy

IPv4 DoS

Dat
Services
Schedules

Virtual IPs

& Security Profiles

0 VPN

& User & Authentication
2 System

NX Security

= ©
Edit Policy
Name € Allow LAN-to-WAN
Incoming Interface [® LAN (port3) x
+
Outgoing Interface | [ WAN-1 (port1) x
B WAN-2 (port2) x <::|
+
Source = all x
+
Destination = all x
+
Schedule [0 always -
Service o ALL x
+
Action | Vayleesyul @ DENY

Inspection Mode RELIEVEEENE Proxy-based

Firewall / Network Options

NAT o |

IP Pool Configuration (BEON RO ARG EWRG LI Use Dynamic IP Pool

Preserve Source Port (B

@ Dashboard # Edit | W Delete Q, Policy Lockup || Search
& Network
ID Name From To Source Hit Count
9 Allow-DNS [ LAN (port3) M WAN-1{portl) & all 557
¥ WAN-2 (port2)
|Pv4 DoS Pol
1 Allow LAN-to-WAN [® LAN (port3) M WAN-1({portl) & all 0

Addr

® WAN-2 (port2)

3| P age Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717

https://t.me/learningnets



mailto:ahmadalimsc@gmail.com

Test and Verification:

Access multiple sites such as Google and Yahoo from your device and check Log & Report>
Forwarding Traffic. You will see that all sites are using the WAN1 primary Line. As FortiGate's
default, load balancing to multiple routes (ECMP) distributes the Source IP Address. Therefore,
the same source uses the same route (in this case, for the primary Line of the WAN1).

[ P = Q
@ Dashboard o X | © Add Filter
& Network
Date/Time Source Destination Destination Port Destination Interface Device
& Policy & Objects
. _ am -
Securlty Profiles 3secondsago  10.0.1.1 192.168.1.254 (pfSense.localdomain) 23 ™ WAN-1 (port1) == USER-PC
VPN 16 secondsago 10.0.1.1 192.168.1.254 (pfSense.localdomain) 22 ¥ WAN-1 (port1) 2R USER-PC
User & Authentication 33secondsago  100.1.1 192.168.1.254 (pfSense.localdomain) ™ WAN-1 (port1) == USER-PC
System 44secondsago  10.0.1.1 172.29.129.254 ™ WAN-2 (port2) =8 USER-PC
X Security Fabric 2minutesago  10.0.1.1 192.168.1.254 (pfSense.localdomain) 443 ¥ WAN-1 (port1) =& USER-PC
8 | og & Report 2minutesago  10.0.1.1 192.168.1.254 (pfSense.localdomain) 443 [® WAN-1 (port1) =R USER-PC
Forward 3minutesago  10.0.1.1 172.29.129.254 ¥ WAN-2 (port2) == USER-PC
Local Traffic 4minutesago  100.1.1  192.168.1.254 (pfSense.localdomain) 443 T WAN-1 (port1) == USER-PC

Let’s change Load Balancing (ECMP) which should be performed based on the pair of source IP
address and destination IP address. Settings are made using the CLI.

FW1 Change ECMP

config system settings

set v4-ecmp-mode source-dest-ip-based

end

CLI Console (1) +

FW1 # config system settings

FW1 (settings) # set v4-ecmp-mode source-dest-ip-based

FW1 (settings) # end

Access multiple sites such as Google and Yahoo again from the terminal and check the Log &
Report>Forwarding Traffic. The source IP address is fixed, but the destination IP address is
different, so both the primary and secondary WAN lines are used.

Network

Policy & Objects Date/Time ) Source Destination Destination Port Destination I. nterface
Security Profiles bl 45 secondsago  10.0.1.1 192.168.2.254 ¥ WAN-2 (port2)
VPN 48 seconds ago  10.0.1.1 192.168.3.254 443 ® WAN-2 (port2)
User & Authentication 57secondsago  10.0.1.1  192.168.1.254 (pfSense.localdomain) M WAN-1 (port1)
System Minute ago 10.0.1.1 192.168.2.254 443 I WAN-2 (port2)

¥ Security Fabric Minute ago 10011  192.168.2.254 443 ¥ WAN-2 (port2)

- Minute ago 10.0.1.1 192.168.1.254 (pfSense.localdomain) 23 ¥ WAN-1 (port1)
Fonward Trsfiic Minuteago 10011  192.168.1.254 (pfSenselocaldomain) 443 B WAN-1 (port1)
tocal fraffic 7minutesago  10.0.1.1 192.168.1.254 (pfSense.localdomain] 80 [ WAN-1 (port1)
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Health Link Monitor:

Let’s set up the Health Link Monitor and configure ping servers CLI Only. The following will ping
a server of your choice, and if it stops receiving replies at the set rate, it will pull the static route
from the routing table and the secondary connection will be used.

FW1 CLI Configuration

config system link-monitor
edit WAN1

set srcintf portl

set server 8.8.8.8

set protocol ping

set gateway-ip 192.168.1.254
set source-ip 0.0.0.0

set interval 500

set failtime 5

set recoverytime 5

set ha-priority 1

set update-cascade-interface enable
set update-static-route enable
set status enable

end

config system link-monitor
edit WAN2

set srcintf port2

set server 8.8.8.8

set protocol ping

set gateway-ip 192.168.2.254
set source-ip 0.0.0.0

set interval 500

set failtime 5

set recoverytime 5

set ha-priority 1

set update-cascade-interface enable
set update-static-route enable
set status enable

end

diagnose sys link-monitor status
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Let’s verify traceroute from internal PC1, it is using WAN1 primary link for communication.

B Administrator: Command Prompt

dows [Uersion 6.1.76811
28807 Hicr Ft G oration. All rights res

Tracing route to 172.29.12 54 over a maximum of 38 hops

1 ms

B Administrator: Command Prompt - ping 172.29.129.254 -t = || [= || 23

i from
R y from
Rep from

from
R from
R from
from
Reply from

Let’s Suspend Primary WAN1 Link to bring them down.
.254(port4)

192.168.1.0/24 254 254 192.168.4.0/24

) LAN
:UmﬁN1= porti
1 192168 & Edit Style 254 192.168.3.0/24 .1

2 Edit Quality

| m0suspend Link | <:

=

M Delete

The ping is still continuing only few drops.
= PC1

B Administratar: Command Prompt - ping 172.29.129.254 -t

Reply fFrom
fFrom
from
from
from
from
from
From
from
from
From
from
from
From
from
f rom

from
From
from
from
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Let’s check the traceroute again this time it is using WAN2 secondary internet Link.
= PCA

B Administrater: Command Prompt

2HA? Hicrosoft Corporation. All rights resevved.
serrtracert —d 172.29.129
Tracing route to 172.29.1 54 over a maximum of 38 hops
? s ns 1H

ns
2 ms 1 ms
I[race complete.
sepssusertracert —d 172.29.1

a maximum of 38 hops

Let’s enable Prlmary WAN1 link and bring down and suspend WAN2 Link.
A 192.168.1.0/24 254 254 192.168.4.0/24

[ 1

IVE&N1I port

.254 192.168.3.0/24 1

Connecl:lon

& Edit Style

.254
2 Edit Quality

Bl Suspend Link

i Delete

The ping is still continuing only few drops.
=

ninistrator: Command Prompt - ping 172.29.129.254 -t

from
from
from
from
from
from
from
from
from
from
From
from
from
From
from
from

t
from 172.
frum lf
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Let’s check the traceroute again this time it is using WAN1 Primary Internet Link again.

B Administrator: Command Prompt

s 172.29.12¢

29.129.25%4
254 over a maximum of 38 hops
ns
257
ns
rtracert —d 172.29

of 38 hops

When WAN1 link goes down, navigate to system event logs as below and verify the logs
FortiGate GUI -> Log and Report >Events >System Events.

NETWOT!

) Date/Time Level Message Log Description
® Policy & Objects
Security Profiles 13 seconds ago [ 1] Performance statistics: average CPU: 7, memory: 77, concur...  System performance...
VEN 15seconds ago [ ] Administrator admin logged out from jsconsole Admin logout success...
User & Authentication Minute ago [ L] ha state is changed fromOto 1 Link monitor status
System Minute ago [ 1] Link Monitor changed state from alive to dead, protocol: ping. ~ Link monitor status
NX Security Fabric Minute ago HEE Link monitor: Interface port2 was turned down Interface status chan...
Lt |1 og & Report 3minutesago ] interface portl gets a DHCP lease, ip:192.168.1.102, mask:2... DHCPclient lease gra...
Forward Traffic 3Iminutes ago n interface port1 gets a DHCP lease, ip:192.168.1.102, mask:2... DHCP client lease gra...
Local Traffic 3minutes ago Static route on interface port1 may be added by link-monito... ~ Routing information c...
Sniffer Traffic 3minutesago [ 1] ha stateis changed from 1to 0 Link monitor status
3minutesago [ 1] Link Monitor changed state from dead to alive, protocol: ping. ~ Link monitor status

When one link is down verifying the Routing table through CLI it will show only one route.
CLI Console (1) #

FW1 # get router info routing-table static

Routing table for VRF=0
S* 0.0.6.8/0 [5/8] via 192.168.1.254, portl, [1/0]

Q Route Lookup Search Q
Network Gateway IP Interfaces Distance Type Metric Priority ¢

10.0.1.0/24 0.0.0.0 [® LAN (port3) 0 Connected 0 0
10.0.4.0/24 0.0.0.0 28 VLAN-40 (VLAN-40) O Connected 0 0
10.0.5.0/24 0.0.00 JE VLAN-50 (VLAN-50) O Connected 0 0
192.168.1.0/24 0.0.0.0 [® WAN-1 (port1) 0 Connected 0 0
192.168.114.0/24 0.0.0.0 [® MGMT (port5) 0 Connected 0 0

| 0.0.0.0/0 192.168.1.254 [® WAN-1 (port1) 5 Static 0 1
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