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AntiVirus Profile Lab: 

 
 

First check you have active AntiVirus License navigate to Dashboard>Status. 

 
 

Also, verify updated AntiVirus signatures and database navigate to System>FortiGuard. 
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Navigate to Security Profiles > AntiVirus there are two preloaded antivirus profiles. 

 
 

To edit the default antivirus profile, go to Security Profiles > AntiVirus click on default to edit. 

 
 

Name Name of the Antivirus Profile 

Comments Provide any comments  

Detect Viruses  Choose option to take action Block or Monitor. 

Block Prevents all traffic from reaching the application and logs all 
occurrences. 

Monitor Allows the targeted traffic to continue on through the FortiGate unit 
but logs the traffic for analysis. 

Inspected Protocols Choose the type of protocols to be inspected by Antivirus engine.  
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Go to Security Profiles > AntiVirus click on Create New to create new AntiVirus Profile. 

 
 

Go to edit Internet access policy, go to Policy & Objects > Firewall Policy, Under Security 

Profiles, enable AntiVirus and select the profile which we created. SSL Inspection is enabled by 

default. Select deep-inspection. Click OK to apply the changes. 
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Verification & Testing: 
To test the antivirus scanning, go to www.ipinfo.info/html/testvirus.php  and attempt to 

download a test file. The browser will display a message denying permission to download file. 

 
 

 
 

To view information about the blocked file, go to Log & Report>AntiVirus 
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To view logs information about blocked files, go to Log & Reports > Forward Traffic 

 
 

Also, from Dashboard>Status > Advanced Threat Protection Statistics if this Widget is not 

available can add to click on Add Widget  
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