Central SNAT Lab:
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Go to System > Setting go to View Settings click to enable Central SNAT click OK.
@& Dashboard System Settings

¢ Network ' Configuration save mode € Workspace |

B Policy & Objects
_ View Settings
& Security Profiles

8 VPN

& User & Authentication

Date/Time display BEelgil€EIER I EFLLREN Browser timezone
§ Sstem

Al NGFW Mode Profile-based IO

Admin Profiles |Centra| SNAT © |
Firmware

Language English v

Theme Jade v

Fabric Management Start Up Settings

Auto file system check €@

To Create Central SNAT policy go to Policy & Objects > Central SNAT and click Create New.

@ Dashboard W Delete Search

'I* Network

_ ID From To Source Address Destination Address
M Policy & Objects

Firewall Policy

Central SNAT
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Go to Policy & Objects > Central SNAT Click Create New as shown below.

@ Dashboard New Policy

< Network

Incoming Interface M LAN (port3) x
Firewall Policy +
Central SNAT Outgoing Interface M WAN-1 (port1}+ x
S Zasrlln Source Address = al »®
Addresses +
Internet Service Destination Address | & all x
Database +

Services

Schedules ST

DNAT & Virtual Ps NAT 0|
IP Pools IP Pool Configuration Use Outgoing Interface Address RUSIRE [ xe]e]|

Protocol VA TCP  UDP  SCTP | Specify

Protocol Options
Explicit port mappin

Traffic Shaping pIatp pring (B

S ity Profil .
a ecurily Frohles Comments | Write a comment... ~0/1023
8 VPN

& User & Authentication Enable this policy @

@ Dashboard Edit Policy

@ Network Outgoing Interface [ WAN-1 (port1) x

B | Policy & Objects +
Firewall Policy Source = all x

Central SNAT *

: Destination = all x
IPv4 DoS$ Policy +
Addresses Schedule fo always v
Internet Service Service @ ALL x
Database +
Services Action V- \elezul @ DENY
Schedules
DNAT & Virtual IPs Inspection Mode BEGNEEEGN Proxy-based

IP Pools

. Firewall / Network Options
Protocol Options G

Traffic Shaping
Central NAT is enabled so NAT settings from matching Central SNAT
policies will be applied.

& Security Profiles
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Verification & Testing:

When the clients in internal network need to access servers in external network, we need to
translate IP addresses from 10.0.1.0/24 to an IP address 192.168.1.102. For packets that match
this policy, its source IP address is translated to the IP address of the outgoing interface.

Let’s visit and Ping from internal PC1 to outside network.

Bl Administrator: Command Prompt - ping 8888 -t

t

Let’s go to Dashboard>FortiView Session better to Apply Filter for best view.

[ Demwons]

Status
Security
Network

Users & Devices
+

FortiView Sources

FortiView Destinations

FortiView Applications

FortiView Web Sites

FortiView Policies

h.1.

ft Corporation.

6@l ]

FortiView Sessions

All rights

© Add Filter

Source Destination Destination Interface Application Source NAT Address
|10.0.1‘1 &S 31.13.69.35 M WAN-1 (port1) TCP/443 192.168.1.102 |
10011 == 31.13.69.35 M WAN-1 (port1) TCP/443 192.168.1.102
10011 ==8888 M WAN-1 (port1) ICMP/8 192.168.1.102
|10.0.1,1O B 8.8.88 M WAN-1 (port1) ICMP/8 192.168.1.102 |
100.1.10 = 147.78.237.187 [M WAN-1 (port1) UDP/123 192.168.1.102
10011 ==8888 M WAN-1 (port1) UDP/53 192.168.1.102
10011 ==8888 M WAN-1 (port1) UDP/53 192.168.1.102
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Also, can verify by CLI command get system session list

DESTINATION

49432(31.13.69.35:443

57388 142.251.37.36:443 -

60417 8.8.8.8:8

52391 31.13.69.35:443
62468 142.251.37.36:443 -

6035|8.8.8.8:8

= FWH1

FW1 # get system session list

PROTO EXPIRE SOURCE SOURCE-NAT

tcp 81 |10.0.1.1:49432 192.168.1.102:

udp 83 10.0.1.1:57388 192.168.1.102:

icmp 59 10.0.1.1:1 192.168.1.102:

udp 91 10.0.1.1:52391  192.168.1.102:

udp 140 10.0.1.1:62468 192.168.1.102:

udp 56 192.168.1.102:2943 -

icmp 59 |10.0.1.10:6035 192.168.1.102:

tcp 3584 192.168.114.1:629306 -

udp 107 10.0.1.1:60313  192.168.1.102:60313
udp 157 10.0.1.1:64228 192.168.1.102:64228
udp 72 10.0.1.1:53038 192.168.1.102:53038
--More-- |}

8.8.8.8:53

192.168.114.200:80 -

8.8.4.4:
8.8.8.8:
8.8.8.8:

[S NV

4
3
3

3

* @

DESTINATION-NAT

4 | P age Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717

https://t.me/learningnets



mailto:ahmadalimsc@gmail.com

