Create VIP Without Central SNAT:
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Let’s Disable Central SNAT first navigate to System>Settings >View Settings click OK.

[ Fw1 = Q
Dashboard System Settings
< Network . :
View Settings

& Policy & Objects

) Language English -
& Security Profiles
- Theme Jade v

VPN
Date/Time display BEelgil€EIRi[1Er6LEN Browser timezone

aa User & Authentication

NGFW Mode o)1 CHFEl Policy-based

Administrators Central SNAT (D -l <:I Disable Central SNAT
Admin Profiles

Firmware Start Up Settings

Fabric Management Auto file system check €@ (B

USB auto-install €

To create a virtual IP, go to Policy & Objects > Virtual IPs Click Create New and select Virtual IP.

@ Dashboard *CreateNew v | ¢ Edit [mClone W Delete Search
< Network | Virtual IP

| Policy & Objects I Virtual IP Group

= IPv4 Virtual IP €@

Details ¢ h ¢

Firewall Policy

@ DMZ-Web-SRV 192.168.1.200 — 10.0.4.1 (TCP: 8080 — 80)
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Enter a unique name for the virtual IP and fill in the other fields.

Field Value

VIP Type IPV4

Name DMZ-Web-SRV2

Comments Web Server 2 in DMZ

Color Choose any color you like.

Interface any

Type Static NAT (Default Setting)

External IP Address/Range 192.168.1.201 (External IP address of Firewall)
Mapped IP Address/Range 10.0.5.2 (Internal IP Address of FTP Server)
Services HTTP and HTTPS

e VIPtype  IPv4
M Policy & Objects

Name DMZ-Web-SRV2 (]
Firewall Policy
Comments | Web Server 2in DMZ 4 19/255
IPv4 DoS Policy _
Color @  Change
Addresses
Internet Service Network
Database
Servi Interface @ O any v
ervices
Schedul Type il A\ FQDN
chedules
External IP address/range € | 192.168.1.201 |
Virtual IPs
Map to
IP Pools
|Pv4 address/range | 10.0.5.2 |
Protocol Options
Traffic Shaping @ Optional Filters
& Security Profiles Source address (B
8 VPN Services © | @ HTTP x
& User & Authentication 3 HTTPS x
+
g System

N Security Fabric

| ® Port Forwarding |

@ Dashboard # Edit || TR Clone = W Delete Search

«» Network

B Policy & Objects

Firewall Policy

Name = Details = Interfaces
B 1Pva Virtual IP @

IPv4 Dos Policy @ DMZ-Web-SRV 192.168.1.200 — 10.0.4.1 (TCP: 8080 — 80) O any

Addresses @& DMZ-Web-SRV2 192.168.1.201 — 10.0.5.2 O any

Internet Service
Database

Services

Schedules

Virtual IPs
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Creating Security Policy:
After finishing create the Virtual IP then Create the Policy. Go to Policy & Objects > Firewall
Policy and create a security policy allowing access to a server behind the firewall. Set Incoming

Interface to your Internet-facing interface, Outgoing Interface to interface connected to server.
= FW1

& Dashboard

IPv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules
Virtual IPs
IP Pools
Protocol Options
Traffic Shaping
& Security Profiles
O VPN
& User & Authentication
& System
NX Security Fabric

L | og & Report

@ Dashboard
«» Network
Firewall Policy

IPv4 DoS Policy

Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

Edit Policy

Name € Allow-DMZ-SRV-from-WAN

Incoming Interface [ WAN-1 (port1)
+

Qutgoing Interface  ~ [J DMZ-Zone

Source = all

+
Destination & DMZ-Web-SRV?2

+
Schedule [0 always
Service [ ALL

+
Action Ay \eedal @ DENY

Inspection Mode QEGNEES=08 Proxy-based

Firewall / Network Options

NAT >

Protocol Options default

Security Profiles

AntiVirus @ ]

-

Select Entries x

Q Search

Internet Service

+ Create

& FABRIC_DEVICE

= FIREWALL_AUTH_PORTAL_ADDRESS
& gmail.com

L login.microsoft.com

L login.microsoftonline.com
I loginwindows.net

“ & none

B Remote-10.0.6.0

I SSLVPN_TUNNEL_ADDR1
& VLAN-40 address

& VLAN-50 address

T wildcard.dropbox.com

I wildcard.google.com

2 ADDRESS GROUP (2)

& GSuite

& Microsoft Office 365

& VIRTUAL IP/SERVER (2)
@ DMZ-Web-SRV

@ DMZ-Web-SRV2 | ¢

Close

# Edit | TH Clone | W Delete Search

Name = Details = Interfaces
B 1Pva Virtual IP @
@& DMZ-Web-SRV 192.168.1.200 — 10.0.4.1 (TCP: 8080 — 80) O any

@& DMZ-Web-SRV2

192.168.1.201 — 10.0.5.2

O any
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Verification & Testing:
To ensure that TCP port 80 is open, connect to the DHZ Web Server from a remote connection
on the other side of the firewall hit public IP of the Firewall 192.168.1.201

[ This is DMZ Server 2

& C @ Notsecure | 192.168.1.201

THIS IS DMZ SERVER 2

Let’s go to Logs & Report> Forward Traffic to see Destination NAT Address Translation.

= Fw1 = Q
L [BESEEE 2 & | o AddFilter
& Network
i Source Destination NAT IP Destination Destination NAT Po... Destination Port
B, Policy & Objects
T e T 172.29.129.219 10052 192.168.1.201 80 80
= 172.29.129.219 10052 192.168.1.201 80 80
o Users 10.0.1.1 E= 8.8.8.8 (dns.go...
- a a
Authentication 10.0.1.10 E= 8.3.8.8 (dns.go...
& System 100.1.1 B 172.217.171.... 443
. . .
v EEEIIE ST 10.0.1.1 B5 8.8.8.8 (dns.go... 443
10.0.1.10 = 147.78.237.1.. 123
1MNnNn11 B AR RAARe an

Also, can be verify from CLI type command: get system session list

FW1 # get system session list

PROTO EXPIRE SOURCE SOURCE-NAT DESTINATION DESTINATION-NAT
icmp 59 10.0.1.1:1 192.168.1.102:60417 8.8.8.8:8 -

icmp 59 10.0.1.10:6035 192.168.1.102:6035 8.8.8.8:8 -

udp 118 192.168.1.102:4221 - 192.168.1.254:53 -

udp 141 192.168.1.102:4197 - 8.8.8.8:53 -

udp 108 192.168.1.102:4221 - 8.8.8.8:53 -

udp 104 10.0.1.10:40599 192.168.1.102:40599 1.1.1.1:53 -

tcp 3561 192.168.114.1:49333 - 192.168.114.200:80 -

tecp 3596 192.168.114.1:50807 - 192.168.114.200:80 -

tcp 3588 10.0.1.254:24667 - 10.0.1.2:179 -

udp 119 192.168.1.102:4221 - 1.1.1.1:53 -

tcp 3594 172.29.129.219:53676 - 192.168.1.201:80 10.0.5.2:80
tcp 119 172.29.129.219:53674 - 192.168.1.201:80 10.0.5.2:80
tcp 3571 10.0.1.10:47682 192.168.1.102:47682 142.250.178.14:443 -
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