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CUSTOMER GATEWAYS

AWS Site-to-Site VPN Components
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1 Configure VGW (or Transit Gateway)

2 Confirm CGD meets requirements

3 Configure CGW

4 Configure VPN connection

5 Configure VPC route tables

6 Configure VPN settings on CGD
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CUSTOMER GATEWAYS

Customer Gateway Device Requirements

Must support IKE (Internet Key Exchange)
• IKEv2 supported by AWS since Feb 6, 2019

Must support IPSec

Must support Dead Peer Detection4

Must be accessible by a static public IPv4 address

Customer Gateway 
Device (CGD)

BGP support is optional5

https://t.me/learningnets



CUSTOMER GATEWAYS

AWS Site-to-Site VPN Ports

Customer Location

Inbound and Outbound:
UDP 500

IP Protocol 50

Customer Location

With NAT Traversal:
Include UDP 4500

NAT -Traversal
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CUSTOMER GATEWAYS

Name-tag value.

CGD public IP address.
• If GCD is behind NAT-T, use the public IP

of the NAT server.

Optional – Assign an ACM generated
certificate for IKE authentication.
• AWS-generated pre-shared key

is default authentication.

Dynamic or static routing.
• If Dynamic, then the ASN of the CGD is required.

Customer Gateway Configuration Parameters
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CUSTOMER GATEWAYS

Customer Gateway Configuration Parameters
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Fast Takeaways

The VPN endpoint device at the customer network 
must support all requirements for AWS VPN 

connections

The customer gateway device will require additional 
configuration after the AWS VPN connection has 

been created

A Customer Gateway is an AWS representation of the 
customer gateway device

CUSTOMER GATEWAYS
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