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Return address
EBP

inputs

stack

libc_start_main

exits()

4 bytes
4 bytes
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BBBB
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AAAAAAAAAAA
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AAAAAAAAAAA
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AAAAAAAAAAA
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libc_start_main

exits()
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Shellcode address

AAAAAAAAAAA
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AAAAAAAAAAA
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stack

libc_start_main

exits()

shellcode
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Shellcode address

AAAAAAAAAAA
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AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA

stack

libc_start_main
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Real techniques
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Shellcode address

AAAAAAAAAAA

stack

libc_start_main

exits()

shellcode

90909090909090
90909090909090
90909090909090
90909090909090
90909090909090
90909090909090

AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA

nops
200

35

Total buffer = 524

289
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What is shellcode ?

/bin/sh

Machine code
/bin/sh

Exploit.py
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