
  

Stack up and down area

0x12323112
esp+0x00

esp-0x04 0x11223344
esp-0x08
esp-0x0c

esp-0x10

0x11223344

0x11223344

0x11223344

0x11223344
esp+0x0c
esp+0x08

esp+0x04

0x11223344

0x11223344

0x11223344

esp+0x10

-

+
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Environment variables on stack

0x12323112
esp+0x00

esp-0x04 0x11223344
esp-0x08
esp-0x0c

esp-0x10

0x11223344

0x11223344

0x11223344

0x11223344
esp+0x0c
esp+0x08

esp+0x04

0x11223344

0x11223344

0x11223344

esp+0x10

-

+
Environment 
variables stored

Environment 
variables 
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Shellcode address (0xabcdef)

AAAAAAAAAAA

stack

shellcode

90909090909090
90909090909090
90909090909090
90909090909090
90909090909090
90909090909090

AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA

nops
200

35

Total buffer = 524 (200+35+289)+jmp_address

289

0xabcdef

Advantage of huge 
space onto the stack
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Shellcode address (0xabcdef)

AAAAAAAAAAA

stack

shellcode

Total buffer = 524 (200+35+289)+jmp_address

If there is shortage of 
space?
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Shellcode address (0xabcdef)

AAAAAAAAAAA

stack

shellcode

Total buffer = 524 (200+35+289)+jmp_address

To overcome this 
situation we will use 
environment variable 
to store our 
shellcode inside the 
environment variable
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Shellcode address ( 0xabcdef)

AAAAAAAAAAA

shellcode

90909090909090
90909090909090
90909090909090
90909090909090
90909090909090
90909090909090

AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA
AAAAAAAAAAA

stack

0xabcdef

https://t.me/learningnets



  

stack

Environment
variable
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stack

Environment
variable

Saving our shellcode into 
environment variable
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stack

0xdfff8077

Filling the program input 
buffer with the address of 
our shellcode environment 
address onto the stack
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stack

0xdfff8077

crash
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0xdfff8077

0xdfff8077

stack

0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077

0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077

stack

0xdfff8077

0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077
0xdfff80770xdfff80770xdfff80770xdfff80770xdfff8077

Environment variable
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stack

0xdfff8077

crash

SHELLCODE

Exploit = nops + shellcode + jmp address

$SHELLCODE
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stack

0xdfff8077

crash

SHELLCODE

What if we 
remove nops ?

Exploit =  shellcode + jmp address

$SHELLCODE

https://t.me/learningnets
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