Command injection

What is it?

Command injection happens when we can control a parameter that gets passed
into a shell. If that input is not handled safely and sanitised properly, we can insert
a command into our input and have that executed by the shell. Depending on the
capabilities and privilidges of that shell, we can execute various commands.

The theory sounds very simple however it's not simple at all to find this kind of
vulnerability.
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Attack strategy

The reason command injection is so hard to find is because we never really know
which of our processes will trigger a back-end shell to execute. This means we will
need to fuzz every parameter we find but you might be wondering what
characters to fuzz with. To determine this, we first need to talk about which
command separators can possibly be used and also which commands.

Separators

The following command separators work on both Windows and Unix-based
systems:

* &
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The following command separators work only on Unix-based systems:

° .
4

e Newline (oxoa or \n)

On Unix-based systems, you can also use backticks or the dollar character to
perform inline execution of an injected command within the original command:

e  injected command -

e g( injected command )

Commands

Below is a summary of some commands that are useful on Linux and Windows
platforms:

Linux and windows commands

Purpose of command Linux Windows
Name of current user whoams whoamt
Qperating_svstem uname -a ver
Network configuration L] ipconfig /all
Network connections S | WSS
Running_processes ESNSEn alelie

fuzzing list

Based on this, we can create a fuzzing list that contains all the seperators
togheter with all the possible commands. | will leave this up to you as it should be

a good exercise. Feel free to contact me on discord if you have issues with this
however.

Fuzz every single parameter you can find with this worldlist by using burp intruder.
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https://www.notion.so/Name-of-current-user-beb0eeaa290a4e0aac30baa74c77087d
https://www.notion.so/Operating-system-8f3db179a87b4ec487f0386b866951c7
https://www.notion.so/Network-configuration-0cf0bc2bcef047ffa7cf5f6f3586dd02
https://www.notion.so/Network-connections-4676cf7a1c6242d8812e5477a55968f4
https://www.notion.so/Running-processes-c8592e3c8fe9486eab2b3122c43f318c

Burp Suite Professional v2020.8 - Temporary Project - licensed to Avnu [single user license]

[ Dashboard TTarget T Proxy Ilntruder “ Repeater TSequencer ] Decoder T Comparer T Extender T Project options T User options ]

ImA

[Targe( TPositions |IPayloads | Options ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type
can be customized in different ways.

[ J

D harnass.py

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strin

Paste

Add Enter a new item

[Add from list ...

® Payload Processing

You can define rules to perform various processing task

[ Add Enabled | Rule

File Name: default-soapui-workspace.xml

Files of Type: [AII Files ‘v]

Down |
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[ NON ) Burp Suite Professional v2020.8 - Tempor:

[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Proj

1 % | ..
Target | Positions TPaonads TOptions ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the

Attack type: [Sniper

1 POST /example?pl=plval&p2=p2val HTTP/1l.0
2 Cookie: c=cval

3 Content-Length: 17
4

5

p3=§p3val§&apd=§pdvals§

As you can see in the screenshot, we load in our fuzzing list and mark the
parameters we want to test.

Blind command injection

We can test for blind command injection by launching a request that will execute a
ping command to the loopback adress.

& ping -c 10 127.0.0.1 &

Again, add this to your fuzzing list and mind the response time for this attack
vector. If it's longer than 10 seconds, we probably have a blind command injection
but be mindful as lag might occur and give a false positive.
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