
 

Lab: tcpdump 

Purpose 

In this lab, we are going to demonstrate how tcpdump, a very popular packet sniffer can be used to 
monitor different types of traffic on network interfaces. 

Pre-Requisite 

Before you can start the lab, you need to run the lab script which will setup everything. Open the Labs folder 
on Desktop then right-click and “Open Terminal Here”. Or open a terminal and cd to Desktop/Labs folder, 
then issue the command: 

sudo ./main_script.sh 

Select tcpdump Lab option from the lab menu. 

Listening To All Traffic 

sudo tcpdump -i docker0 -v 

(-i   – interface on which tcpdump should listen)  
(-v   – verbose mode, shows more details of packet headers) 
 
This command will display all traffic on docker0 interface. Now open a new tab for the terminal and 
do the following to trigger some traffic then check the tcpdump logs: 

ping 172.17.0.2  

nmap -p 22 172.17.0.2 
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Filter on Destination Port 

sudo tcpdump -i docker0 -v dst port 80 

This command will display all traffic on docker0 interface that is going to destination port 80. Now 
do the following to trigger some traffic then check the tcpdump logs: 

nmap -p 22 172.17.0.2 (should not see any capture) 

nmap -p 80 172.17.0.2 (should see capture) 

Open the browser and type http://172.17.0.2 (should see capture) 

 

Filter on Host (dst or source) 

sudo tcpdump -i docker0 -v host 172.17.0.2 

This command will display traffic on docker0 interface that is coming from or going to ip address 
172.17.0.2. Now do the following to trigger some traffic then check the tcpdump logs: 

Open the browser and type http://172.17.0.2 (should see capture both directions) 

Filter on Host (dst) 

sudo tcpdump -i docker0 -v dst host 172.17.0.2 

This command will display traffic on docker0 interface that is going to ip address 172.17.0.2. Now 
do the following to trigger some traffic then check the tcpdump logs: 

nmap -p 22 172.17.0.2 (should see traffic going to nginx container) 
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Filter on Protocol (icmp) 

sudo tcpdump -i docker0 -v icmp 

This command will display traffic on docker0 interface that uses the icmp protocol regardless of the 
direction. Now do the following to trigger some traffic then check the tcpdump logs: 

ping 172.17.0.2 (should see traffic in both directions) 

 

 

 

 

Filter on Protocol and source (icmp Reply messages) 

sudo tcpdump -i docker0 -v icmp and src host 172.17.0.2 

This command will display traffic on docker0 interface that uses the icmp protocol. However, since 
we have specified the nginx container ip (172.17.0.2) as the source, therefore we should only see 
ping reply traffic going from nginx container (172.17.0.2) to kali (172.17.0.1) Now do the following 
to trigger some traffic then check the tcpdump logs: 

ping 172.17.0.2 (should see only ping reply traffic) 
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Reading pcap (packet capture files) 

An interesting capability of tcpdump is that it can read and process packet capture files. We have 
included a sample packet capture file with the lab. The file is located at tcpdump/capture.pcap. 

This capture file includes packet captures that we have recorded between kali Linux and nginx 
container. Try the same command for filtering on protocol and source but use the pcap file: 

sudo tcpdump -r tcpdump/capture.pcap -v icmp and src host 172.17.0.2 

Note that you do not need to trigger any traffic as the file already contains the traffic traces. You 
should see ping replies from nginx container. 

 

Filter on Protocol and Destination Port (DNS messages from Kali to nginx) 

sudo tcpdump -r tcpdump/capture.pcap -v udp and dst port 53 and src host 
172.17.0.1 and dst host 172.17.0.2 

 

Challenge 

Note: you need to run these against capture.pcap file (already included in the lab) not on docker0 interface. 

1. Run the command to show only DNS responses from Nginx to Kali Linux (DNS responses also 
originate from port 53 on nginx) 

2. Your team has realized that there has been a data exfiltration attempt from the nginx container to a 
remote malicious command and control station. Your manager has shared the packet captures and 
they want you to help them identify the name of the remote malicious server and the ip. You know 
that a DNS query must have been sent from nginx container to Google’s dns servers to resolve it. 
Please run the command that parses the capture.pcap file and identifies: 

• DNS query (udp) originating from nginx, going to destination port 53 then find out the name 
of the remote malicious server 

• DNS response (udp) from Google (we don’t know the ip of Google DNS server, so ignore that 
ip), coming from source port 53 and going to nginx container. Then find out the ip address of 
the remote malicious host 

(Solution in next lecture) 
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