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vPC and HSRP
Objective

» Establish connectivity between the dual-homed servers using active/active HSREP default gatew
Task

* Configure a vPC Domain between your 5Ks as foll
PC Domain &
he mgmit0 ports for the vPC Peer Keepalive Link.
o Use Port-Channel & between the for the the vPC Peer Link.
an ¥

ver should be in Port-Channel 1, an acc

© The first semver : s : ; Serv way of 10.0.0.254
o The : se 20.0.0.1X24 on the Team interface, where X is the Server number, with a default gateway of 20.0.0.254

follows
ith IP add 0.0.X724. where X is the device number.
- on the 5Ks with IFP addre £ is the device number
o Enable HSRPv2 on V0LANs 10 & 20  virtu: 5 ; and 20.0
Once complete, you should have IP reachability between the nd the s ;
Werify that traffic between the Servers does not forward over the vPC Peer Link unless one of the vPC Member Ports is down.

Configuration

er configuration the Intel support document Setting up NIC

TEaTure . lacp
TEaLUre ypcC

no shutdown

; - P ;
ip address 18.8.8.51/24
hsr ersicn 2

interface Vlan2é

no -shutdown
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channel-group 5 mode actiye

no -shutdown

no- shutaown
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interface Ethernetl/2
switchport
switchport mode access
switchport access vlan 2@
spanning-tree port type edge
channel-group 2 mode active

no shutdown

i

1terface port-channel?
switchport

switchport mode access
switchport access vlan 2@
spanning-tree port type edge
vpe 2

no shutdown

NSK2:

feature lacp

feature wvpc

feature interface-wvlan
-

vlian 16,28

-

interface Vlanlé

no shutdown

interface Vlan2e
no shutdown
ip address 28.8.8.52/24

h=rp version 2

hsrp 28

[
(2]
[
un
S

ip 28.
1

vpc domain 5

Ln

peer-keepalive destination 192.168.8.

!

interface Ethernetl/3 - 4
switchport
switchport mode trunk
spanning-tree port type network
channel-group 5 mode active
no shutdown

:

interface port-channels
switchport
switchport mode trunk
spanning-tree port type network
vpc peer-link
no shutdown

!

interface Ethernetls1l
switchport
switchport mode access
switchport access vlan 1@
spanning-tree port type edge
channel-group 1 mode active
no shutdown

!

interface port-channell
switchport
switchport mode access
switchport access vlan 1@
spanning-tree port type edge
vpe 1
no shutdown

!

interface Ethernetls2

switchport

spanning-tree port type edge
channel-group 2 mode active
no shutdown

!

interface port-channel?

switchport

switchport access vlan 2@
spanning-tree port type edge
vpc 2

no shutdown

Verification

(*} - local vPC is down, forwarding wvia vPC peer-link

vPC domain id : 5
Peer status : peer adjacency formed ok
vPC keep-alive status 1 peer iz alive

Configuration consistency status

Per-vlan consistency status



Type-2 consistency status 1 SUCCess

vPC role 1 secondary

Number of vPCs configured : 2

Feer Gateway : Disabled

Dual-active excluded VLANs = =

Graceful Consistency Check : Enabled

Operational Layer3 Peer-router : Disabled

Auto-recovery status : Enabled (timeout = 248 seconds)

vPC Peer-link status

id Port Status Consistency Reason Active wlans
1 ol up SUCCesS SUCCEesS 16
2 Po2 up suUCCess suUCCess 28

NSK1# show port-channel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
5 - Suspended r - Module-removed
5 - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol({sU) Eth LACP Ethl1/1(P)
2 PoZ({5U) Eth LACP Ethl/2(P)
5 PoS5(5U) Eth LACP Ethl/3(P) Ethl/4(P)

NSK1# show ip arp

Flags: * - Adjacencies learnt on non-active FHRP router
+ - Adjacencies synced via CFSoE
# - Adjacencies Throttled for Glean

D - Static Adjacencies attached to down interface

IP ARP Table for context default

Total number of entries: 2

Address Age MAC Address Interface
i i 8@:84:28 @81b.218d.3d%9 Vlianle
28.8.8.12 88:83:54 881b.2185.8875 lan2@

NSK1# show mac address-table wlan 18
Legend:
- primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link

VLAN MAC Address Type age Secure NTFY orts/SWID.S5ID.LID

--------- B e e et
18 8888 .8cof. feda static 8 F F Po5
16 881b.218d.3d99 dynamic 8 F F ol
18 88de.fbl2.1a81 static 8 F F Po5

NSK1# show mac address-table wlan 28
Legend:
- primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link

VLAN MAC Address Type age Secure NTFY orts/SWID.S5ID.LID

--------- e e e i S e S e
28 8866 .8cof.falq static a F F Po5
28 881b.2188.80875 dynamic 16 F F o2
28 8dde.Tbl2.1a8l static 8 F F Po5

NSK1# show hsrp
V1anl® - Group 18 (HSRP-W2) (IPwvd)
Local state is Standby, priority 188 (Cfged 188)
Forwarding threshold(for vPC), lower: 1 upper: 188
Hellotime 3 sec, holdtime 18 sec
Mext helloc sent in @.378888 sec(s)
Virtual IP address is 18.8.8.254 (Cfged)
Active router is 18.8.8.52, priority 188 expires in 9.131888 sec(s)
Standby router is local
Authentication text "cisco'
Virtual mac address is @888.8c9f.feda (Default MAC)
5 state changes, last state change 88:84:81

IF redundancy name is hsrp-Vlanl@-18 (default)

Vlanz@ - Group 28 (HSRP-V2) (IPwv4)

Local state is Standby, priority 188 (Cfged 188)
Forwarding threshold(for vPC), lower: 1 upper: 1@

Hellotime 3 sec, holdtime 18 sec
Mext hello sent in @.308888 sec(s)
Virtual IP address iz 28.8.8.254 (Cfged)
Active router is 28.8.8.52, priority 188 expires in 6.258008 sec(s)
Standby router is local
Authentication text "cisco'
Virtual mac address is 8888.8c9f.f8ld (Default MAC)
5 state changes, last state change @8:83:53

IP redundancy name is hsrp-V1an2@-28 (default)

MNS5K1# show interface el/l - 4 | include "Ethernetl/|ocutput rat.
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38 seconds output rate 3722368 bits/sec, 7268 packets/sec

.28 Kpps; output rate 3.72 M

s 7.26 Kpps
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input rate 1.85 Gbps, 153.88 Kpps; output rate 3.72 Mbps, 7.26 Kpps
Ethernetl/2 1is up

38 seconds output rate 1853649848 bits/sec, 152999 packets/sec

input rate 3.72 Mbps, 7.26 Kpps; output rate 1.85 Gbps, 1

un
[

.28 Kpps

72 Mbps,

=

.26 Kpps; output rate 1.85 Gbps, 153.88 Kpps

[

input rate
Ethernetl/3 1is up
38 seconds output rate 1728 bitsfsec, 1 packets/sec
input rate 1.42 Kbps, 1 pps; output rate 1.72 Kbps, 1 pps
input rate 1.42 Kbps, 1 pps; output rate 1.72 Kbps, 1 pps
Ethernetl/4 is up

38 seconds output rate 472 bits/sec, @ packets/sec

L]

input rate 984 bps, @ pps; owutput rate 472 bps, pps
input rate 984 bps, @ pps; output rate 472 bps, @ pps

NSK1#

Legend:
(*} - local vPC is down, forwarding via vPC peer-link
vPC domain id -
Peer status : peer adjacency formed ok
vPC keep-alive status : peer 1s alive
Configuration consistency status : success
Per-vlan consistency status I SUCCess
Type-2 consistency status ! SUCCess
vPC role : primary
Number of vPCs configured : 2
Peer Gateway : Disabled
Dual-active excluded VLANs = =
Graceful Consistency Check : Enabled
Operational Layer3 Peer-router : Disabled
Auto-recovery status : Enabled (timeout = 248 seconds)

vPC Peer-link status

id ort Status Consistency Reason Active wvlans
1 ol up SUCCess SUCCess 18
2 Po2 up success success 28

NSK2# show port-channel summary
Flags: D - Down P - Up in port-channel (members)
T - Individual H - Hot-standby (LACP only)
5 - Suspended r - Module-removed
5 - Switched R - Routed
U - Up {(port-channel)
I - Mot in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
1 ol(sU) Eth LACP Ethls1(P}
p Po2(5U) Eth LACP Ethl/2(P)
oS (sU) Eth LACP Eth1/3(P) Ethl/4(P}

L

-+

MNSK2# show ip arp

Flags: * - Adjacencles learnt on non-active FHRP router
+ - Adjacencies synced via CFSoE
# - Adjacenclies Throttled for Glean

D - Static Adjacencies attached to down interface

IP ARP Table for context default

Total number of entries: 4

Address Age MAC Address Interface
18.68.6.11 g8:84:14 @elb.218d.3d99 Vlanle
28.6.68.12 B@:84:17 @8lb.2185.8875 Vlian2e
18.8.8,254 = eeea . 8coft.fee8a Vlianle
28.68.6, 254 - Bee6 . 8cof.fald Vian2e

NSK2# show mac address-table wlan 18
Legend:
- primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link
VLAN MAC Address Type age Secure NTFY Ports/SWID.55ID.LID

--------- e e e i S e S e
16 8886 . acof . Foda static a8 F F  sup-eth2
18 @alb.218d.3d99 dynamic 18 F F ol
18 @dde . fbl2.1a7c static f F F PoS

NSK2# show mac address-table wlan 28
Legend:
- primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link
VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

--------- e e e i S e S e
28 8a86 . acof . fald static a8 F F  sup-eth2
28 @alb.2188.8875 dynamilc @ F F Poz
28 88de.fbl2.l1la7c static 8 F F Po5

NSK2# show hsrp



hello sent in 1.
Virtual IP address is
Active ro
Standby router is 1
Authentication text

Virtual mac

V1ian2@ - Group

Local state is

Mext hello sent in @
Virtual IP address is 28
Active router is local
Standby router is 28.8.8.
Authentication text
Virtual mac address is

2 state

IP redundancy e is hsrp-V1an2@-28 (default)

- 4 | include "Ethernetl/|output rat

bits/s
input

input

input

input

input

input
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