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SDN Protocols Integrated Practice 1

SDN Commonly Used Protocols Integrated

Practice Guide

Typical Application Scenarios of SDN

Commonly Used Protocols

In conjunctions with the rapid growth and emergence of SDN networks, various types of protocols are
deployed, which might vary based on different SDN solutions applied according to live network applications.
This section generally describes the commonly used protocols in SDN applications, such as Openflow, SNMP,

Netconf etc.

Diagrams below show the examples of a few types of Huawei SDN solutions. The similarities of each
solution here is that all the SDN solutions will definitely comprise of two main SDN network elements such
as the Agile Controller and the forwarding device(Network Elements), which is also known as forwarder. In
certain solutions such as IP + Optical solution or TSDN solutions, there are some other additional SDN
elements being deployed, which are the U2000 and utraffic. To allow all these elements to be able to
communicate with each other, different communication protocols are deployed. SDN protocols can divided
into Northbound and Southbound interface protocols. Northbound protocols are used during upper-level
communication, between Apps/Cloud/Virtualization Platform to Controllers and southbound protocols used

during communication between Agile controllers and Forwarding Devices.
Disclaimer:

After discussing the protocols briefly in the next section, this guide will focus on hands on practices of

configuring some of the major protocols such as
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Southbound and Northbound Protocols
Supported by the AC-DCN
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Northbound and Southbound Protocols

The AC-DCN supports a variety of standard northbound and southbound protocols.

The northbound layer uses the RESTCONF/RESTful management protocol to receive service information or
policies from the orchestration layer or third-party apps. Communication protocols such as Syslog and SFTP

are used to transfer and back up data between the AC-DCN and a third-party server.

Southbound protocols include the control protocol such as OpenFlow for multiple path detection,
communication protocols such as SFTP for file transfer, and management protocols such as SNMP and

NETCONF for configuration delivery or alarm collection.

The northbound layer provides a unified IP address, through which you can manage the AC-DCN regardless
of the northbound protocol in use and without the need to monitor changes in the controller.
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The following figure lists functions of the protocols.

Northbound
Protocol

Description

RESTCONF/RESTful | Provides HT TP-based standard RESTCONF/RESTful interfaces,

NETCONF

Syslog client
AAA

SFTP client
SNMP agent

Southbound
Protocol

SNMP client

NETCONF

SFTP Server
Trap Server
PCEP

BGP/BGP
Flowspec

BGP-LS/IGP

allowing you to configure, manage, and perform maintenance on
the controller.

Supports the WebSocket-based RESTful notification mechanism,
which provides near-instantaneous notifications.

Receives configurations and optimization policies for scheduling
IP network border traffic.

Enables you to upload Syslogs to log servers.

Supports login authorization and authentication, as well as remote
RADIUS authentication.

Provides support for SFTP clients.

Provides SNMP services and trap reporting.

Description

Supports sending management information base (MIB) requests to
forwarders and implementing operations such as device discovery. The
AC-WAN actively attempts to connect to the target forwarder through
the SNMP client (after the forwarder IP address, user name, and
password are set on the controller). You can query device information
after a connection is established.

Delivers and reconciles NE configurations. The NETCONF module of
the AC-WAN acts as a NETCONF client at the southbound layer.

Provides the SFTP server function.
Receives SNMP traps reported by forwarders.

Communicates tunnel information between the controller (PCE) and
forwarder (PCC). PCEP sessions can be used to configure tunnels and
optimize traffic.

Collects and controls routes on forwarders.

Collects and advertises routes. It collects topology information from
forwarders and sends it to the controller.
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Configuring Northbound Protocols

Task Description

This lab practice will focus on configuration related to the Northbound protocols

Version Information

Equipment Type Equipment Version
SDN Agile Controller DCNV300R001C10
Objectives

Upon completion of this course, you will be able to:

e  Configure RESTful Northbound Connection on SDN AC
e  View RESTful Northbound Connection Statistics on SDN AC
e  Configure SNMP Agent and Alarm Host protocol on SDN AC

e  View SNMP Agent Statistics on SDN AC

Background

The northbound protocol, such as RESTCONF/RESTful, SNMP, SFTP, RADIUS, NETCONF and
Syslogs, is the protocol used when an AC-DCN is communicating with the NMS.

The AC-DCN unifies IP addresses and displays only one IP address to the NMS.
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Configuration Tasks

Login into AC controller
1. User Mozilla firefox to login into the AC controller via the management IP:

2.  Enter https:// AC-DCN server IP address:port number/index.html in the address box, and press
Enter. (example: https://100.0.100.40:18002)

hitps://100,0,100,40; 15002

3. Enter the default administrator name admin and password Changeme123, and click GO

(" Adile
~ ) CONTROLLER

4.  After login, the system prompts you to the change the password.

5. After the password is modified, the system automatically jumps to the login page in 5 seconds. Log in

to the AC-DCN using the new password to check whether the new password is correct

6. Below is the screenshot of the AC Homepage:

Huawei Proprietary and Confidential Copyright © Huawei
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@ A5ie Home otw onitor n ion N
€\, controLLER DCN Home  Tenant Network  Monitor  Inte gratio System Tools

1)Main menu area-Function as a main entrance to different functions of the AC-DCN.

2)General information area-Displays the following common information about the AC-DCN from left to
right:
User Name: Indicates the user name for logging in to the AC-DCN.
Logout: used for logging out of the AC-DCN or switching login account.
Notification Icon: Click the notification icon to display the AC-DCN alarms.
Others:
Language: Click the icon to switch the current language mode of the AC-DCN.
Oline Help: Click Oline Help to view help information if you encounter any problems when using
the AC-DCN.
Config Guide: Click Config Guide to view the step-by-step guidance of configuring the AC-DCN
services.
Website Map: Click Website Map to display a navigation page generated based on the structure,
framework, and content of the AC-DCN. You can use Website Map to quickly locate the entries of
functions of the AC-DCN.
About: Click About to display the AC-DCN version.
Visual Style: Click Visual Style to switch the view style.

3)Alarm indicator area -Shows severity and entries of uncleared alarms of the AC-DCN. They are critical

alarm number, major alarm number, minor alarm number, and warning number, from left to right.
4)Statistics information fresh area-Displays refreshed device status and services on the statistic graph.

5)Statistics area-Shows device statuses and services, including measurement of network device

statuses and physical network device statuses.

Huawei Proprietary and Confidential Copyright © Huawei
Technologies Co., Ltd..

https://t.me/learningnets



SDN Protocols Integrated Practice

Northbound Protocols Setup

RESTful Northbound Connection

1. Choose System > System Settings > Northbound Protocol from the main menu.

2. Choose RESTful > Northbound Connection from the navigation tree on the left. The northbound

connection page is displayed

3. The lock function prevents service configurations from being delivered to cluster nodes. Enable the
lock function and click Apply. The Agile Controller-DCN rejects REST configurations and

WebSocket connection requests

#  Northbound Pr. Northbound Lock

RESTHUI The lock funchion prevents service configurations fom being dellvered to tluster nodes. Afierlocking, the Aglie Contoller rejects REST configurations and WebSocket connection requests

Northbound Connection Parameters

Northbound Lock Indicates the status of the northbound lock

During online upgrade, RESTful/RESTCONF requests and WebSocket
connections must be locked.
After the locking:

e Northbound RESTfu/RESTCONF POST/PUT/DELETE requests
are denied, and POST requests with the query parameter op=get
are processed as GET.

o WebSocket connection requests are denied.

You can perform the following operations to unlock some unexpected
RESTful/RESTCONF POST/PUT requests:
1. Access the directory where the configuration file is stored.
# /opt/controller/naas/naas-karaf-1.0.1-
SNAPSHOT/configuration/rest-not-lock
2. Modify the lock.xml file as follows:
<not-allowed-locks
<allow-rule url="/proxy/ui/test" method = "POST">
</ allow-rule >
</ not-allowed-locks >

Where:

Huawei Proprietary and Confidential Copyright © Huawei
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e url: indicates full match of request URLSs.
e method: indicates the request method.

Save the modification.

4.  Onthe Northbound Websocket Connection Statistics tab page, enter the node name in the search

box, and click O The statistics result is displayed.

Northbound Websackst Connection Staisties

Refugh Enlar 2 node nae 0

Cllnt P Agoress Nods Name Comecion Time * 1SS URL Silis

o recards ound.

Northbound Websocket Connection Statistics

Client IP Indicates the IP address of a northbound application.

Node Name Indicates the IP address of the service management node of the AC-DCN.
Connection Time Indicates the time when a connection is established.

WSS URL Indicates the uniform resource locator. A URL uniquely identifies the location

of a resource.

Status e connected
e connecting

Huawei Proprietary and Confidential Copyright © Huawei
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5.  Onthe Northbound RESTful/RESTCONF Connection Statistics tab page, select a cluster node,
and click Search. The statistics result is displayed in the list.

Northbaund RESTFUIRESTCONF Connaction Statistics

Cluster node: controller«1501.1.88 Search

Client 1P Adoress Client Port Profocol {Jser Agent ConnectonTme = Login Aecount Request URL Status

162168 203 1% hips Mozila0 (Windows .. 2017:07-14 0252:10;...  admin Jeontrollerfplatformik...  Pending

0« Tolalrecords; {

Northbound RESTful/RESTCONF Connection Statistics

Client IP Indicates the IP address of a northbound application.
Client Port Indicates the northbound application port.
Protocol e http: HTTP transfers hypertext messages in plain text.

e https: HTTPS supports SSL encryption and has high security.

e ws: WebSocket is a full-duplex technology enabling communications
between the browser and server.

e wss: Secure WebSocket supports SSL encryption.

User Agent Indicates the client browser.

Connection Time Indicates the time when a connection is established.

Login Account Indicates the user name for logging in to the AC-DCN.

Request URL Indicates the uniform resource locator. A URL uniquely identifies the location

of a resource.

Status e pending
e processing

Huawei Proprietary and Confidential Copyright © Huawei
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RESTful Performance Statistics

1. Choose System > System Settings > Northbound Protocol from the main menu.

2. Choose RESTful > Performance Statistics from the navigation tree on the left. The RESTful

performance statistics page is displayed.

3. Information about Northbound RESTful/RESTCONF Protocol Packet Statistics, Northbound
RESTful/RESTCONF Performance Statistics (ms), and Northbound WebSocket Packet

Statistics is displayed on the performance statistics page. Users can export or clear the statistics result.

3 Northbound Pr

RESTRI Clear Al

Controller Node
Norhbound Cannecfion ool 504433
.
contioller-150-1-1-38
Shp confroller-150-1-1-88
SETP controller-150-1-1:69
controller-150-1-1-40

] Total records. &

Export

Northbound RESTIUIRESTCONF Frotocol Packet Statistics

efresh

Received Packets

150388

11012

178676

0

0

0

Reteived Error Packets

ik

1628

Nerthbound RESTIUURESTCONF Performance Statistics (ms)

Claar All

Controller Node

Eiport

conolier-150-1-1

controller-150-1-1-

controller-150-1

controller-150-1-1-

controller-150-1-1-

controller-150-1-1-40

0 Total records 6

Rafrash

Processing Time
185304

181282

178635

0

0

0

Northbound WebSocket Packet Statistics

Refiesh

Nade Name

Sanl Packets

Standard Time Difference

6366
4133
5302
0
0

0

Retaived Packets

Sent Packets

Unsuccessiully Sent Packets

151500 0
178640 0
181287 0

0 0

0 0

0 0
Maximum Processing Time Total Processing Time
1323 erdT
0 6220615
8 5435005
0 0

0 0

0 0

Dropped Patkets

Na fecards found

Maximum Cannettians
20000
20000
20000
20000
20000

20000

Average Processing Time
3061

M3

04

0

0

0

Maximum Notification Rate
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Parameter Description
Northbound RESTful/RESTCONF Protocol Packet Statistics
Controller Node Indicates statistics on protocol packets of an AC-DCN node.

Max Connections Indicates the maximum number of connections between the AC-DCN
nodes and northbound applications.

Northbound RESTful/RESTCONF Performance Statistics (Time Unit: ms)

Controller Node Indicates the number of requests sent by northbound applications to the
AC-DCN nodes.

Processing Time Indicates the number of requests sent by northbound applications to the
AC-DCN nodes.

Standard Time A smaller value indicates a more stable connection between the northbound

Difference application and AC-DCN.

Northbound WebSocket Packet Statistics

Node Name Indicates the AC-DCN node.

Sent/received/dropped Indicates the number of WebSocket notification packets sent, received, and

packets discarded by the AC-DCN.

Max Notification Rate Indicates the rate at which WebSocket notification packets are reported.

Huawei Proprietary and Confidential Copyright © Huawei
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SNMP Agent

1. Choose System > System Settings > Northbound Protocol from the main menu.

2. Choose SNMP > SNMP Agent from the navigation tree on the left. The SNMP agent page is

displayed
== Northbound Pr... Enable
Alarm with wvendor-specific VB
RESTful
Agent 1D 80:00:13:70:01:96:01:01:21:91:F0:&
SNMP Protocol version: V3
Liste port: 16
SNMP Agent Sl
SNMP Configuration Apply
Alarm Host Information
Packet Statistics
SFTP

3. Enable SNMP Agent, set Alarm with vendor-specific VB to ON, set Agent ID, and click APPLY.

Parameter Description
Enable When you want to configure SNMP, switch this button to ON.
Alarm with Specifies whether to receive the Trap packets carrying the extended private VBs.
vendor-
specific VB
Agent ID Indicates the engine ID that uniquely identifies an SNMP agent.
NOTE:
If you set or change a local engine ID, the existing SNMPv3 user will be deleted.
Protocol The protocol supports only the SNMPv3 version.
version
Listening The listening port of the SNMP agent needs to be specified.
port

Huawei Proprietary and Confidential Copyright © Huawei
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SNMP Configuration

1. Choose System > System Settings > Northbound Protocol from the main menu.

2. Choose SNMP > SNMP Configuration from the navigation tree on the left. The SNMP
Configuration page is displayed.

3. You can create and view MIB view information, group Information, and user information on the

SNMP Configuration page

3 Northbound Pr.. 0

MIB View Information

RESTful
Refresh Please enter view name Search
SNMP
View Name Included 4D List Extluded QID List Cpération
SNMP Agent Na records found.
Cii Group Information
Create Refrash
Alarm Host Information
SNIMPY3 Group Name ~ Sacurity Modal Security Lavel Read View Notify View Wite View Oparation
Patket Staistics o fecords found.
SFTP User Information
Refresh
User Name = Remote Engine D User Group Authentication Proto Authentication Key Encrypbon Algorithm Private Key Cperation
No reconds found.
Parameter Description
MIB View | View name Customization
Information . . . ..

Include OID List To filter the specified alarm in include mode, the OIDs of all
variables bound to the alarm must be included. Otherwise,
the filter will fail.

Exclude OID List To filter the specified alarm in exclude mode, the OID of the
alarm or the OID of any variable bound to the alarm must be
included.

Group Group name Customization
Information . .
Security level There are three security levels:

e auth-priv: authentication and encryption
e auth-no-priv: authentication and non-encryption
e no-auth-no-priv: non-authentication and non-encryption

Huawei Proprietary and Confidential Copyright © Huawei
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Parameter Description

Read view The read-only view is specified, that is, the MIB nodes in
read-only view can be read.

Notification view The notification view which has the permission to send
alarms is specified. The MIB nodes in the view can send
alarms to eSight.

Write view The write-only view is specified, that is, the MIB nodes in
write-only view can be written.
User | User name Customization
Information Remote engine ID The engine ID of an alarm host is specified.
Group name The SNMP user name defined by a user must join a valid

SNMP user group.

Authentication protocol | An authentication protocol such as SHA and MD5 is
specified. SHA which is securer than MD5 is recommended.
The authentication protocol can also be left empty.

Authentication key The authentication key is specified.

Encryption algorithm The encryption algorithm is specified. The northbound
AES_256 and CES_DES are supported.

Private key The encryption key is specified.

Alarm Host Info

1. Choose System > System Settings > Northbound Protocol from the main menu.

2.  Choose SNMP > Alarm Host Info from the navigation tree on the left. The Alarm Host Info page is
displayed.

3. You can create and view alarm host parameters and alarm host on the Alarm Host Information page.

8 Northbound P, Alarm Host Parameters

RESTful

Target Parametars = Secunty Model User Name Seturty Leve Operation
SNMP No records found

SNIP Agent Alamm Host

SNMP Configuratior Refrzsn

Alarm Hos! Informal Alarm Host Name = Trangport Protocol IP Address PortNumber Notiication Type Timeout Periodims) Retries Alarm Host Param...  Oparation

No records found

Huawei Proprietary and Confidential Copyright © Huawei
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Parameter Description

Alarm Host Parameters

Target Parameters | Target parameter names.

Security Model Indicates the SNMPv3 security model.
User Name Select an existing user name.

Security Level auth-priv: authentication and encryption

e auth-no-priv: authentication and non-encryption
e no-auth-no-priv: non-authentication and non-encryption

Alarm Host

Notification Type Trap message: Trap messages have poor reliability because senders

cannot determine whether recipients have received the trap messages.

e Inform message: Inform messages have high reliability because a
mechanism is present for determining whether recipients have received

the Inform messages.

Timeout Period Indicates the timeout period of SNMP proxy packets sent by the AC-DCN to the
(ms) SNMP agent.

Target parameters | Select one from existing target parameters to guarantee transmission security.

Packet Statistics

1. Choose System > System Settings > Northbound Protocol from the main menu.

2. Choose SNMP > Packet Statistics from the navigation tree on the left. The Packet Statistics page is
displayed.

3. Onthe Packet Statistics tab page, select the IP address of the node from the Cluster IP drop-down

list box and click Search. The packet statistics result is displayed in the list.

Packet Statisties

Cluster|P: 1720208 Search

No.  Opration Type Recaived Packets Received Error Packels Droppad Recaived Packels  SentPackets Unsuccassfully Sent Packate

No records found

Huawei Proprietary and Confidential Copyright © Huawei
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4. Toclear the statistics result, click Clear.

5. Onthe Fault Records page, select the IP address of the node from the Cluster IP drop-down list box
and click Search. The fault records are displayed in the list.

Fault Records

Clusr P | 1720258 Seanf

Operaon Te Pt FautCccurence TL. * Downlime ConseclmveFalure Tmes. — Falure Cauee s Nae Remalie

O ecors found

6. To clear the fault records, click Clear.

SFTP

1. Choose System > System Settings > Northbound Client Settings from the main menu.

2. Choose SFTP > Northbound Client Settings from the navigation tree on the left. The Northbound
Client Settings page is displayed.

Huawei Proprietary and Confidential Copyright © Huawei
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8 Northbound Pr. Northbound Client Settings
RESTHul 1}
' ClusterIP Plaaga Chaose + et e Oy UpLo 10 Tles can be uploade
SNMP . i GEME s atone e f‘:
* Sarver aodress:
SFTP
* Berver port

Northbound Client Setings * Login usar name:

* Login password

Upload

Historical Tasks

Na. Seiver Address Server Port Cperation  Client File Opération Time = Status

No records found.

3. Set Cluster IP, Server address, Server port, Login user name, and Login password, click Do

select a client file to be uploaded, and click Upload.

4.  The historical client file records are displayed on the Historical Tasks tab page.

Parameter Description
Cluster 1P Indicates the IP address of a node of the Agile Controller-DCN
cluster whose log files need to be exported.
Server address Indicates the SFTP server address.
Server port Indicates a port on the SFTP server used to transfer log files.
Login user name Indicates the user name for logging in to the SFTP server.
Login password Indicates the password for logging in to the SFTP server.

Huawei Proprietary and Confidential Copyright © Huawei
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Configuring Southbound Protocols

Task Description

This lab practice will focus on configuration related to the Southbound protocols

Version Information

Equipment Type Equipment Version
SDN Agile Controller DCNV300R001C10
Objectives

Upon completion of this course, you will be able to configure the following protocols for southbound

communication:

NETCONF
SNMP
SFTP
SOAP
SFLOW
OpenFlow
ovsDB
JSONRPC
RESTful

Huawei Proprietary and Confidential Copyright © Huawei
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Background

The southbound protocol, such as NETCONF, SFTP, SNMP, Syslogs, and PCEP, is the protocol
used when an Agile Controller-DCN is communicating with NEs.

Each controller node has a southbound IP address

Prerequisites

Forwarders have been added to the AC-DCN. This is done as part of the service commisoning
practice

Configuration Tasks

SFTP

1. Choose System > System Settings > Northbound Client Settings from the main menu.

2. Choose SFTP > Northbound Client Settings from the navigation tree on the left. The Northbound
Client Settings page is displayed.

NETCONF

NETCONF Connection

1. Choose System > System Settings > Southbound Protocol from the main menu.
2. Choose NETCONF > NETCONF Connection from the navigation tree on the left.

3. Select the IP address of the node from the Cluster IP drop-down list box and click Search. The
NETCONF connections of the southbound devices managed by the node are displayed in the
list.

Huawei Proprietary and Confidential Copyright © Huawei
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1 Southbound Pr.. Southbound NETCONF Connection Information

Refresh
NETCONF

No P Address

NETCONF Connecfion
17202430

Pertomanc Satsics 2 17202210

3 17202211

S 4 1720223

SFTP 5 17202202
6 17202213

SOAP 1 1720223

SFLOW 8 17202204

9 17202201

OpenFlow Connection (1200208

ovspe

0 Total records: 10 D

JSONRPC

Session D

11388

516

532

5141

5456

205

4088

26

4263

5057

Connection Time

20170713 01:11.53

20170713 01:40:20

20170743 01:40:19

2017-07-13 01:1153

20170743 01:40:19

20170713 034627

2017-07-13 0111583

20170713 03:35:04

20170713 01:40:19

20170713 01:40:19

Message ID

Cluster |: | 1720288

Searth

Lotked

Status

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Normal

Parameter

IP Address

(VMM) Port | Forwarder port number

Session ID

Forwarder IP address

Connection NETCONF connection time

e No: The configuration database is not locked. Be sure to lock it before

Description

Time
Locked Whether the configuration database is locked:

e Yes: The configuration database is locked to prevent operation
conflicts. Other users cannot modify the data of this database.
modifying its data.

Status Connection status:

e Normal

e Disconnected

NETCONF Performance Statistics

1. Choose System > System Settings > Southbound Protocol from the main menu.

2. Choose NETCONF > Performance Statistics from the navigation tree on the left.

ID that uniquely identifies a connection between the controller and forwarder

3. Set the IP address of the forwarder. Select a message type. Set the time range which needs to be
less than one hour. Click Search. The statistics result is displayed.

Huawei Proprietary and Confidential Copyright © Huawei
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Protocol type: NETCONF
H] b dPr..
’ * Forwarder IP address: |172.0 .2 130
NETCONF l Message type connect [Time rangd |2017-07-13 14:32 To |2017-07-13 15:32 Search
NETCONF Connection
Call success rate
e =
100% 5
Success rate
SNMP
80% 1 O Total all attempts
Successful calls
SFTP o :
Timeout calls
S0AP 0% O Failed calls
SFLOW 2% /\ 1
0% 0
OpenFlow Connection 432 W37 1842 447 W52 WST 1502 1507 1512 1517 1522 1527 1532
ovsDB
Call delay
JSONRPC Delay (ms) Calls
70,000 5
Aug delay
RESTful £0,000
1 O Maxdelay
SO0 Min delay
:
40,000 Expected range
10000 3 O Acceptable range
20,000 Abnormal range
IMUUA f Crifical range
0 0
W32 W37 1442 1447 W52 MST 1502 1507 1512 1517 1522 1527 1532

Forwarder IP | Forwarder IP address

address
Message type | Message type for protocol operations:
e connect: establishes a connection between the controller and
forwarder.
e Qet: obtains data from the running configuration database or device
statistics.
e get-config: obtains data from the running, candidate, or startup
database.
e edit-config: modifies a configuration database.
e notification: indicates a notification message sent from the
forwarder to the controller.
Time range Duration for collecting performance statistics.
SNMP
SNMP Configuration

1. Choose System > System Settings > Southbound Protocol from the main menu.

2. Choose SNMP > SNMP Configuration from the navigation tree on the left.

Huawei Proprietary and Confidential Copyright © Huawei
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3. Onthe Trap Service page, set whether to enable Trap Service and Private netmanager, set
Listening port, and click Apply.

@ Forse
8% Southbound Pr...
Trap Service
NETCONF
lEnaIJIe: l
SNMP lFrivate netmanager. l

Protocol version: v3
SNMP Configuration
* Listening port:

Packet Statistics

Apply

4. Onthe SNMPv3 Security Parameters page, click Create, and set parameters.

SNMPv3 Security Parameters
s Create
User Name Auhenticaton Protocal— + {Jser pame: ACTrap, m Private Key Operations
* Authenticaton profocol: | HMAC_SHA
* uthencation key:
* Encryption algorihm: | AES_256
* Private key:
Confm~ Canel
Parameter Description
Trap Enable Select Enable.
Service

Private When the network is unstable, this function can be enabled

netmanager to prevent data loss. After this function is enabled, the Agile
Controller-DCN will deliver an instruction to devices to
modify the Private Net Management field of target hosts.
After the modification, five VB tags will be automatically
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Parameter

Protocol
version

Listening port
SNMPv3 User name
Security
Parameters

Authentication
protocol

Authentication
key

Encryption
algorithm

Private key

SNMP Packet Statistics

Description

added to alarms reported by devices and the tags are used as
the credential for finding lost data packets.

The trap service uses the SNMPv3 protocol by default.
Indicates the port used by the Agile Controller-DCN to
receive device alarms.

Indicates the user names delivered from the Agile
Controller-DCN to devices.

Indicates the authentication protocol delivered from the
Agile Controller-DCN to devices to authenticate device
alarms.

Indicates the authentication key delivered from the Agile
Controller-DCN to devices to authenticate device alarms.

Indicates the encryption algorithm delivered from the Agile
Controller-DCN to devices to encrypt device alarms.

Indicates the private key delivered from the Agile
Controller-DCN to devices to encrypt device alarms.

1. Choose System > System Settings > Southbound Protocol from the main menu.

2. Choose SNMP > Packet Statistics from the navigation tree on the left.

3. Onthe Packet Statistics tab page, select the IP address of the node from the Cluster IP drop-
down list box and click Search. The packet statistics result is displayed in the list.
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4, To clear the statistics result, click Clear.

5. On the Fault Records page, select the IP address of the node from the Cluster IP drop-down
list box and click Search. The fault records are displayed in the list.

Fallt Records

Oy

e FrstFaut Ouzuman:.. ™ owmime Comsetig e
10210 (] WH06R  ITHI0ER o

mam (] DIHI006D  H-0EED

1m0z (] DHA0ED  THI0ED

(e P 1720208 Saah
s Nae Remars
il 136124140
il
il

6. To clear the fault records, click Clear.

Huawei Proprietary and Confidential Copyright © Huawei

Technologies Co., Ltd..

https://t.me/learningnets



SDN Protocols Integrated Practice 25

SNMP Performance Statistics

1. Choose System > System Settings > Southbound Protocol from the main menu.
2. Choose SNMP > Performance Statistics from the navigation tree on the left.

3. Set the IP address of the forwarder. Select a message type. Set the time range which needs to be

less than one hour. Click Search. The statistics result is displayed.

Protocal type: SNMP
38 southbound Pr...
* Forwarder IP address: |172.0 2 204 ]
NETCONF Message type: Get rmemnge 2017-07-1313:18 To |2017-07-13 1418 Search
SNMP
Call success rate
SNMP Configuration Ratio calls
100% 10
Success rate
Packet Statistics
0% 8 O Tots call attempts
Successful calls
Performance Stafisfics
_ ek E i
Timeout calls
SFTP 0% s O ralledeals
SOAP 2%
0% 0
SFLOW 1318 1323 1328 1333 1338 1343 1348 1353 1358 1403 1408 1413 1418
OpenFlow Connection Cal ey
0OVSDB Delay (ms) Calls
70,000 9
Avg delay
JSONRPC 60,000 £
O Max delay
50,000 fin delay
RESTHul [ Min delay
40,000 Expected range
30,000 4 O Acceptable range
20,000 Abnormal range
10000 Crifical range
0 0
138 1323 1328 1333 1338 1343 1348 1353 1358 1403 1408 1413 1418

Forwarder IP | Forwarder IP address

address
Message type | Message type for protocol operations:
e  Get: value of the OID obtained from the MIB.
e  Get-Next: value of the next OID obtained from the MIB.
e Trap: alarm sent from the Agent to the NMS.
Time range Duration for collecting performance statistics.
SFTP

1. Choose System > System Settings > Southbound Protocol from the main menu.

2. Choose SFTP > SFTP Southbound Server Settings from the navigation tree on the left. The
SFTP southbound server configuration page is displayed.
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SNMP

SFTP

NETCONF

== Southbound Pr... O

SFTP Southbound Server Sett
Apply

Security Service

Sernvice;

* Rate limit 0

O OICaEs NIere is no limit,

* Serverport. | 555

3. Set Service, Rate limit, and Server port, and click Apply.

4. On the Southbound Server Settings tab page, click Create, and set Account Name and
Password of the SFTP server. You can delete an existing user or change the password.

5. Onthe Task Overview tab page, select the IP address of the node from the Cluster IP drop-
down list box and click Search. Information about clients connected to the SFTP server is

displayed.

Parameter

Security
Service

Southbound
Server
Settings

Service

Rate
limit

Server
port

Login
user

Description
e ON
e OFF

Indicates the maximum transmission rate of SFTP. The
value cannot be empty, and the unit is kbps. The value
ranges from 512 to 102400. Enter O if the value is not
limited.

Indicates the service port number of the southbound
service NIC. The value ranges from 1025 to 65535.

Indicates an SFTP server user name.

Password | Indicates the SFTP server password.
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SOAP

1. Choose System > System Settings > Southbound Protocol from the main menu.
2. Choose SOAP > VMM from the navigation tree on the left.

3. Set the NE IP address and click Search. The VMM connection information under the NE is
displayed.

SFLOW

1. Choose System > System Settings > Southbound Protocol from the main menu.

2. Choose SFLOW > Packet Statistics from the navigation tree on the left. The sFlowProtocol
Packet Statistics page is displayed.

OpenFlow

OpenFlow Configuration

1. Choose System > System Settings > Southbound Protocol from the main menu.

2. Choose OpenFlow > OpenFlow Configuration from the navigation tree on the left.

== Southbound Pr... 0 This page shows the basic configuration and policy binding of OpenFlow. To configure the GpenFlow policy, navigate to System > System Settings = Certificate Management = Policy,

NETCONF openflow port switch

listen on port 6653 or not
SNVP :

Apply
SFTP
SOAP
SFLOW
OpenFlow Connection

OpenFlow Statistics

3. Set listen on port 6653 or not.
4. If listen on port 6653 or not is set to ON, click Apply, and go to 4.
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== southbound Pr © This page shows the basic configuration and policy binding of OpenFlow. To configure the OpenFlow policy, navigate to System = ¢
NETCONE openflow port switch

listen on port 6653 or not:
SNMP

Apply

SFTP

Enable OpenFlow TLS
SOAP

Enable TLS:
SFLOW Apply
OpenFlow Connection Packet-ln Message Rate Limit

‘OpenFlow Configuration Enable rate limit
* CIR (packets/s) 100000 PIR (packets/s 200000 i ]

OpenFlow Statistics
Apply
ovsDB
Certificate Policy Binding List
JSONRPC
Add
RESTful

Policy Name Status
> OpenFlowDefault @ Binding
20 Total records: 1

5. If listen on port 6653 or not is set to OFF, click Apply. The process ends.
6. Set Enable TLS and click Apply.
7. Set Packet-In Message Rate Limit. If the value is ON, set the CIR and PIR, and click Apply.
8. For details about creation and binding of the certificate policy, see refer to documentation
Parameter Description
openflow port | listen on e ON:Yes
switch port 6653 e OFF:No
or no
Enable TLS |Enable e ON:Enable
TLS e OFF:Disable
OpenFlow Enablerate | ¢ ON:Enable
Packet-In limit e OFF:Disable
Rate Limit
Configuration | c|R Indicates the average rate at which the Agile Controller-DCN

receives Packet-In packets from CE1800V switches.
The value ranges from 1 to 200000, in PPS.

PIR Indicates the maximum rate at which the Agile Controller-
DCN receives Packet-In packets from CE1800V switches.

The value ranges from 1 to 400000, in PPS.
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OpenFlow Statistics

1. Choose System > System Settings > Southbound Protocol from the main menu.

2. Choose OpenFlow > OpenFlow Statistics from the navigation tree on the left. The packet-in
packet statistics page is displayed.

M Southbound r... OpenFlow Statistics

NETCONF Refiesh ContolerNode: ~Sglert- Seanh

SHMP Contoller Node * Soufhbound IP Address ¥ Received Packetin Messages SentPacketn Messages ¥ Dropped Packetn Messages
node-1 17120288 0 ] 0

§TP e 20288 ) ] )

SOMP node-3 120290 0 ] 0
0~ Tolalrecords:3 []

SFLOW

QOpenFlow Connection

CpenFlow Configuraion

OVSDB

1. Choose System > System Settings > Southbound Protocol from the main menu.

2. Choose OVSDB > OVSDB Configuration from the navigation tree on the left. The OVSDB
Configuration page is displayed.

28 southbound Pr... O This page shows the policy binding of OVSDB. To configure the OVSDB policy, navigate to System > System Seftings > Certificate Management > Policy

NETCONF OVSDB port switch

listen on port 16632 or not
SNMP ’

Apply
SFTP SNMP
SOAP
SFLOW

OpenFlow Connection

ovsDB

OVSDB Configuration
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3. Set listen on port 16632 or not.
4. If listen on port 16632 or not is set to ON, click Apply, and go to 4.

- ontt. 0 Tispage ok sy o VSR oo e OVSDB oy, ravge oS yten Seings» et ragemnt oy
NETCONF OVSDB port switch
SNMP listen on port 16632 or not
Anply

SFTP

Enable VSDBTLS
S0AP

Enaple TLS:
SFLOW

Anply

OpenFlow Connection Certificate Policy Binding List

0VSDB Add
9 OrscbDefal @ tindng
JSONRFC

0 - Tolalrecords: 1 [:]

RESTHI

5. If listen on port 16632 or not is set to OFF, click Apply. The process ends.
6. Set Enable TLS and click Apply.

7. For details about creation and binding of the certificate policy, see Replacing the OVSDB
Certificate Using the Certificate Management Tool.

JSONRPC

1. Choose System > System Settings > Southbound Protocol from the main menu.

2. Choose JSONRPC > JSONRPC Configuration from the navigation tree on the left. The
JSONRPC configuration page is displayed.
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System > System Settings = Southbound Protocol = JSONRPC = JSONRPC C

88 Southbound Pr... ) This page shows the policy binding of JSON-RPC. To canfigure the JSON-RPC palicy, navigate fo System > System Setings > Cerificate Management > Policy.
NETCONF JSONRPC Port Switch

listen on part 40960 or not
SNMP .

Apply
SFTP
SOAP
SFLOW
OpenFlow Connection
QovsDB
JSONRPC

JSON-RPC Configurafion

RESTful

3. Set listen on port 40960 or not.
4. Iflisten on port 40960 or not is set to ON, click Apply, and go to 4.

System > System Setfings > Soutibound Protocol > JSONRFC » JSONRPC Configuration

== Southbound Pr... 0 This page shows the policy binding of JSON-RPC. To configure the JSON-RPC policy, navigate to System = System Seftings » Certificate Management = Policy.
NETCONF JSONRPC Port Switch

listen on part40960 ornot 0N
NP f G

Apaly

SFTP

Enable JSON-RPC TLS
SOAP

Enable TLS (E Enable TLS 1.0
SFLOW

Apaly Apply

OpenFlow Connection Certificate Policy Binding List

ovsoe Add
JSONRPC Palicy Name Status
> JsanRpeDefaut @ Binging
JSON-RPC Configuration
0 Total records: 1 [:]
RESTHuI

5. If listen on port 40960 or not is set to OFF, click Apply. The process ends.
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6. Set Enable TLS and click Apply.

7. Set Enable TLS 1.0 and click Apply.

8. For details about creation and binding of the certificate policy, see Replacing the jsonRPC
Certificate Using the Certificate Management Tool.

RESTful

1. Choose System > System Settings > Southbound Protocol from the main menu.

2. Choose RESTful > RESTful Configuration from the navigation tree on the left.. The RESTful
configuration page is displayed.

3. Onthe Certificate Policy Binding List tab page, click Add. On the Policy List page, click
—> . The certificate information is displayed. Select policies to be bound, and click Bind.

2 Southbound Pr.. 0 s page shows howto bind a erticate autentcaion polcyto RESTA. To canfigure  certiate autentcaion polcy, navigale o System > System Setings > Certficat Management > Pocy.
NETCONF Certificate Policy Binding List
™ Policy List Deals
SNMP
) Policy List
TP Palicy Name
Policy Name

SOP W 22t

Policy Certificate Information
SFLOW

Certicate Name Certfcate Format Validty Period
OpenFlow Connection w22 cer asni 270609 70733

B SyslogClienDefaut
0vsDB

D) OvsdbDeaut
JSONRPC o) OpenFlowDefault

B) JsonRpcDefaul
RESTHul

10 v Tolalrecods: § [:]
Restiul Confiquration

Bind Cancel
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