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Topic Overview

>Encryption Keys: Symmetric and Asymmetic
I>Difference Between Public And Private Keys
>How Asymmetric Keys Are Used In Encryption

>Viewing a Public Key
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Encryption Keys

>Generally speaking, there are two types of keys used for Cryptography;
» Symmetric Keys
» Asymmetric Keys

>Symmetric Keys: Same key is used for encrypting and decrypting the data
» Like a shared password
» Computationally inexpensive and fast

[>Asymmetric Keys:
» One key used for encrypting data, a different key used for decrypting data
» Harder to compromise (more secure)
» More CPU intensive to implement
» Frequently referred to as an “RSA Keypair” or “Diffie-Hellman Keypair”
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RSA isn’t the ONLY method available to create asymmetric encryption keys...just one of the more common ones.
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Asymmetric Keys

>Public Key
» Freely accessible to the Public M
» Included in Digital Certificates

>Private Key

» Highly Secure
» Kept hidden...don’t give it to anyone.

>Both keys mathematically related to each other (VERY complex)
[>Data encrypted with one key can only be decrypted with the OTHER key.
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Asymmetric Keys

Step-1: Server derives Public/Private Keypair and distributes Public Key

Obtain Server-A’s Public Key

Obtained via Digital Certificate or some —
other method.

v

? 0

Server-A Private Key ‘

Server-A Public Key
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Asymmetric Keys

“Please show me my .
bank account balance.”

Server-A

Encryption Algorithm / Public Key

Encrypted Text:
al23edcc567ac

? 0

Server-A Private Key

P

Server-A Public Key

Server-A Public Key

Step-2: Client utilizes Server’s Public Key to encrypt a message destined for that Server.

* —
Copyright © www.ine.com /) INE\

https://t.mel/learningnets




Asymmetric Keys

“Please show me my
bank account balance.”

+
Encryption Algorithm / h Is’iib‘llsie(:rlé\ey

Encrypted Text:
al23edcc567ac

Encrypted Text: al23edcc567ac

a

? 0

Server-A Private Key

P

Server-A Public Key

Server-A Public Key

Step-3: Encrypted message transmitted to Server.
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Asymmetric Keys

Encrypted Text: .
al23edcc567ac
D . Al-l- ithm / Server-A
ecryption Algorithm hPrivate Ke

“Please show me my < |:|

e

bank account balance.” / El —
Server-A Private Key Server-A Public Key

P

Server-A Public Key
Step-4: Server utilizes its own Private Key to decrypt the message.
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Asymmetric Keys

“You have $20.00.” .
+ (@)
Server-A
Encryption Algorithm / h Private Key ©)
Encrypted Text: |:|
67893ed4ac E‘ —
Server-A Private Key Server-A Public Key

P

Server-A Public Key

Step-5: Server generates a response and encrypts that response with its Private Key.
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Asymmetric Keys

“You have $20.00.”

+
Encryption Algorithm / h

Encrypted Text:
67893ed4ac

O

Server-A o
Private Key ‘
Encrypted Text: 67893ed4gc

= >

|
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Server-A Private Key

P

Server-A Public Key

P

Server-A Public Key
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Asymmetric Keys

Encrypted Text: ‘
“You have $20.00.” 67893eddac
+ (@) ’ + ’ Server-A
Server-A & Decryption Algorithm / Public Key
Encryption Algorithm / h Private Key| & =
= Encrypted Text: 67893ed4ac You have $20.00.
Encrypted Text: >
67893eddac =] —
Server-A Private Key Server-A Public Key

P

Server-A Public Key

Step-7: Client decrypts Server’s response with the Server’s Public Key.
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What Uses Asymmetric Encryption?

>Many protocols rely on Asymmetric Encryption;
»SSH (RFC 4254)
»OpenPGP (RFC 4880)
»S/MIME (RFC 5751)
»SSL/TLS (RFC 8446)
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OpenPGP is an open and free version of the Pretty Good Privacy (PGP) standard that defines encryption formats
to enable private messaging abilities for email and other message encryption.

Because asymmetric encryption is more computationally expensive than symmetric-key encryption, usually
asymmetric-key encryption is utilized at the beginning of a conversation in order to create a secure, encrypted
tunnel. Once that is established a shared-secret key can be either dynamically derived, or exchanged between
the peers over that secure tunnel, so that successive encryption of data can utilize symmetric-key encryption.
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Viewing The Public Key

5 Certificate

General Detals  Certification Path

show: [ <al>
Field Value ~
[=]subject pedia,org, Wikimedia Fo. .
ey
[i |Public key parameters ECDH_P256
{51 Authority Information Access  [1]Authority Info Access: Acc...
{5 |Certificate Palicies [t]Certificate Plicy:Policy Ide. ..
{5 |Basic Constraints Subject Type=End Entity, Pat.
{55 CRL Distribution Points []CRL Distribution Point: Distr
5|5 hiect Alternative Name. NS Nams hd

04 =f 53 4d £8 6f b7 72 b2 45 a2 0d 29 84 1c

8% 8b cl 3d =8 b6 23 a9 75 72
71 ad4 d1 1f 46 03 33 22 {5 72 56 3f di 1f Zhb
93 d2 41 b7 39 £9 74 4f 20 Da 1d =9 O 47 83

Edit Properties.... Copy toFile...
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Private keys are very difficult to view as they are hidden deep in the OS of the machine that creates them.
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Using MMC To View Public Keys

>Using the Microsoft Management Console (MMC)

>Type “mmc” from “Start/Run”
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Filters \/

l:ﬁ Consolel - [Console Root]

@ File Action View Favortes Window Help
@ New Ctrl+N
Open.. Ctrl+0 P e
Save Ctrl+S o
There are no items to show in this view. ek
Soueds =
More Actions
Add/Remove SnKinm Ctrl+M

Fre—
1 devmgmt

|| 2senices

e 3cent

im the snap-in console.
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Using MMC To View Public Keys

Add or Remove Snap-ins

You can select snap-ins for this console fre
ap

, you can configure wh

om those available on your computer and configure the selected set of snap-ins. For
ich enabled.

Avaable snap-ins: Selected snap-ns:
Snap-in Vendor [ Console Root Edit Extensions...
1 ActiveX Control Microsoft Cor... e
ager Microsoft Cor...
Microsoft Cor...
Microsoft Cor... Move Up
A Computer Managem  Microsoft Cor...
& Device Manager Microsoft Cor... T Moy Rown
{FDiskManagement  Microsoft and... i
{&lEvent viewer Microsoft Cor,
Folder Microsoft Cor.
1=/ Group Policy Object ... Microsoft Cor.
&1 security Monitr  Microsoft Cor,
& 1P Security Poicy M...  Mirosoft Cor.
Lk to Web Address  Miosoft Cor.. T

Desaription:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Co 1l o

‘ This snap+n will always manage certfficates for:

(O My user account
o

@ Computer account
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sing MMC To View Public Keys

Select Computer

Select the computer you want this snap-n to manage.

[ ® the conputecti ) ]

L Browse

to be changed This
only applies f you save the console.

<Back |—| Cancel
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Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

. Companent Services
A Computer Managem

7 Disk Management

{3l Event Viewer

I Folder

=/ Group Policy Object ...
& 1P security Monitor
& 1P security Policy M...
ink to Web Address

Console Root
() Certificates (Local Computer)

Description:

Edit Extensions...

Remove

Move Up

Move Down

Advanced...

‘The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
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Using MMC To View Public Keys

i@ Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] X
[@ File Action View Favorites Window Help 8 x
o | 25 4B XE HFE
| Console Root Issued To Issued By A || Actions
vE CE":““‘“ I(Lm' Computer) 55) AddTrust External CA Root AddTrustBd || Certificates i
| Persona :
= Baltimore CyberTrust Root Baltimore C
v [] Trusted Root Certfication Authorities ﬁ c:r:::’; SRS c:n'::'a~ More Actions
Certificates gl -
e [55) Certum Trusted Network CA Certum Trus DigiCert Assured ID Root CA
M arpesine 5] Class 3 Public Primary Certificat... Class 3 Publ
1 Intermediate Certification Authorities ERl Class 3 Public Primery Certficat Class3.Pul
] Trusted Publishers [/COMODO RSA Certification Au... COMODO R
(5] Untrusted Certificates 55 Copyright (c) 1997 Microsoft C...  Copyright (¢
] Third-Party Root Certification Authorities DigiCert As}
] Trusted People DigiCert Global Root CA DigiCert Glo o
] Client Authentication Issuers IDigiCert Global Root G2 o
=1 Preview Build Roots [5IDigiCert High Assurance EV Ro...  DigiCert Hig i
7] €SIM Certification Authorities [5IDST Root CAX3 DST Root C/ Rimts
| Homegroup Machine Certificates [S)Entrust Root Certification Auth... Entrust Root
| Smart Card Trusted Roots [5JEntrust Root Certification Auth... Entrust Root Help
| Trusted Devices SlEntrust.net Certification Author... Entrustnet(
] Windows Live ID Token Issuer R .

View a certificate
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Using MMC To View Public Keys

n  Certificate

General

Show:

Details

<All>

Certification Path

x

Field

DVahd to
Dsubjact
El
DPub\ic key parameters 0500
@Sub}ect Key Identifier
{55 | Authority Key Tdentfier
[ |key Usage
[=|Rasic Canstraints

Value

Sunday, November 9, 2031 8:...
DigiCert Assured ID Root CA,

=

45eba2aff492cha2312d518ba, .
KeyID=45eba2affag2ch2312...
Digital Signature, Certificate Si...
Suthiert Tune=CAa Path | ennt

a2
20
94
da
9f
a1
a2
bl
47

01
Sc
a8
a9
Oa
24
ef
d9
cd

Oa
bl
aa
15
Oc
2a
6a
fe
al

02
g7
£4
35
g3
fa
b
1g
36

92 01 01 00 ad 0s 15
£3 b? 60 £9 71 12 ab
ce £5 20 39 28 58 &0
32 61 3c bS bl 28 84
17 7a Bf 90 ac 8a &7
0f 98 32 36 76 cc de
21 £2 52 61 df 9f 20
64 d2 12 5b 5f {9 &8
£9 6L 7f d4 b0 28 3e

ce 4 A
ae dc
Oc £8
8a 8a
79 93
dd 3c
d7 1f
18 3%
cl 1bh v

Edit Properties... Copy to File...
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Demonstration

How to generate your own Public/Private Keypair
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Thanks for watching!
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