Malware Persistence Methods



Persistence

e Adversaries want their malicious program to stay on the compromised computers
even when the Windows restarts.

e Persistence allows malware to remain active in the event of a reboot.

e The persistence allows the attacker to remain on the compromised system without
having to reinfect it.



Run Registry Key

e One of the most common persistence mechanism is achieved by adding an entry to the run
registry keys.

 The program that is added to the run registry key gets executed at system startup. Malware may add
itself into various auto-start locations, the following is the list of the most common run registry keys.

HKCUNSoftware\Microsoft\Windows\CurrentVersion\Run
HKLMA\SOFTWARENM1crosoft\Windows\CurrentVersion\Run
HKLM\SOFTWARENM1crosoft\Windows\CurrentVersion\RunOnce

HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run




Scheduled Tasks

e Adversaries can schedule a task which allows them to execute their
malicious program at a specified time or during system startup.

e Windows utilities such as schtasks and at are generally used to schedule
a program or script to execute at desired date and time.



Demo 2 - Scheduled Tasks

(ssub.exe)



Startup Folder

e Adversaries can achieve persistence by adding their malicious binary in the
startup folders.

e When the operating system starts, the startup folder is looked up and files
residing in this folder are executed.

* Windows operating system maintains two types of startup folders (a) user
wide and (b) system-wide



e A program residing in user's startup folder is executed only for a specific user and the
program residing in system folder is executed when any user logs on to the system.
Administrator privilege is required to achieve persistence using system-wide startup

folder.

C:\¥%AppData¥\Microsoft\Windows\Start Menu\Programs\Startup

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup




Lab 3 - The case of Backdoor.Nitol

During your investigation of a suspect system, you come across a malicious file (bllb.exe).
Analyze this file and answer the following questions:

1. What is the name of the file dropped by the malware?
2. Which C2 domains are contacted by the malware?
3. What do you see in the network traffic?

4. How is the malware persisting on the system?






