AZ 900 TEST PREP

Treat this Azure compliance sheet like a flash card guide. You won't need to be
deeply familiar with all compliance regulations and standards, but being able to recognize
the purpose of the following will help you on exam day:

General Data Protection Regulation (GDPR). As of May 25, 2018, a European privacy law —
GDPR - is in effect. GDPR imposes new rules on companies, government agencies, non-
profits, and other organizations that offer goods and services to people in the European
Union (EU), or that collect and analyze data tied to EU residents.

International Organization for Standardization (ISO) and the International Electrotechnical
Commission (IEC) 27018. Microsoft is the first cloud provider to have adopted the ISO/IEC
27018 code of practice, covering the processing of personal information by cloud service
providers.

Health Insurance Portability and Accountability Act (HIPAA). HIPAA is a US federal law
that regulates patient Protected Health Information (PHI). Azure offers customers a HIPAA
Business Associate Agreement (BAA), stipulating adherence to certain security and privacy
provisions in HIPAA and the Health Information Technology for Economic and Clinical Health
(HITECH) Act. To assist customers in their individual compliance efforts, Microsoft offers a
BAA to Azure customers as a contract addendum

Criminal Justice Information Services (CJIS). Any US state or local agency that wants to
access the FBI's CJIS database is required to adhere to the CJIS Security Policy. Azure is the
only major cloud provider that contractually commits to conformance with the CJIS Security
Policy, which commits Microsoft to adhering to the same requirements that law enforcement
and public safety entities must meet.

National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF).
NIST CSF is a voluntary Framework that consists of standards, guidelines, and best practices

to manage cybersecurity-related risks. Microsoft 365 is certified to the objectives specified in
the NIST CSF.

For further reading, please refer to:
https://docs.microsoft.com/en-us/learn/modules/principles-cloud-computing/3a-

compliance
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