Code Analysis




Code Analysis

e Code Analysis involves analyzing the code

e Allows you to determine functionality that cannot be determined using
dynamic analysis

e Code Analysis Tools: Disassemblers and Debuggers



Disassembler and Debuggers

Disassembler: Allow you to examine the code statically

Debugger: Allows you to examine the aspects of the program while it is running
- Allows you to pause execution by setting breakpoints
- Single step through the code
- Step over
- Continue

IDA Pro, x64dbg, Ollydbg, Immunity Debugger, Windbg are popular
disassemblers and debuggers



Code Analysis Tools



IDA Pro

e Disassembles the compiled executable into assembly instructions
e Powerful disassembler and debugger
e Commercial Tool

* Free Versions and demo version available

hitps:/ /www.hex-rays.com/products/ida/support/download_freeware.shiml
http:/ /outZ.hex-rays.com/demo/request



x64dbg

e Open source debugger
e Can debug 32-bit and é4-bit program

e Offers various debugging features

https://x64dbg.com



Disassembly using IDA



To load an executable, launch IDA pro (right-click | Run as administrator).
Choose New and select the file you want to analyze. The file will be

loaded into the memory and IDA determines the best possible loader to
use during the disassembly process
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The following screenshot shows the IDA desktop after loading an
executable file. The IDA desktop contains multiple tabs, clicking on each
tab brings up different windows. Each window contains different
information extracted from the binary
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Function name
¥ _main
Fl _pre_c_init
| _pre_cpp_init
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int cdecl main(int arge, const char **argv, const char **envp)

] __tmainCRTStartup i
7] sub_401370 _main proc hear
71 start

var 4= dword ptr -4
. dword ptr B
argv= dword ptr COCh

nvp= dword ptr 10h : Disassembly View

push ebp

mov ebp, esp
push ecx

mowv [ebpt+var 4], O

&,

cmp [ebp+var 4], O

§00 00401000: main (Synchronized with Hex View
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Ciutput windows

Loading processor module C:\Program Files\IDA 6.8\procs\pc.w32 for metapec...0K

Autcanalysis subsystem has been initialized.

Possible file format: MS-DOS executable (EXE) (C:\Program Files\IDA 6.8\lcaders‘deos.ldw)

Possible file format: Portable axecutable for B03B& (PE) (C:\Program Files\IDA 6.8\ loadersi\pe.ldw)
Loading £f£ile 'C:\Users\test\Desktop\if else.exe' into database...

Datacted file format: Portable axecutable for BO3B& (PE)







