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VXLAN Underlay Infrastructure Routing

[ask

« [isable the East/West links between the 5Ks. and the East/ it limhe
» Configure IGF routing between your VXLAN Leafs (N5Ks) and Spines |
o Configure Lo kel inte ;1000 X3

o Configure the |

hould generate syslog m t cy changes.
e Once comp you should have full IP reachability b
= Configure Multic i
o Configure ar 0
o Configure a new Loopback? on your second Spine with the IP addre

o Enable PIM Sparse Mode on the Loopback( interfaces and all links between the Leafs and Spines, and the new Loopback interfaces of the Spines.

o Configure the Leafs and the Spines to static
plete, join a multicas up {e.1 sbac 2 5 - ss while sourcing the packet from the interface going to

interface to the second Spine. If your setup 1s working. failover should have automatically occurred to the secondary RP. and you should get an ICMP echo-reply from the remote
Leaf
= Configure Bidir ; en your WVXLAN Leafs {(N5Ks) and Spines (M s follows
o Enable BFD echos en the Leafs and the Sp
o Generate BFD p 250ms. and wait 1 second before declaring the neighbor down
i both O5SPF and FPIM ta BFD
this configuration. ping from your first Leaf to y st Spine with an unlimited packet count. Mext, disable |P unnumberad on the link from the Spine to that Leaf If
: ful, you should see the BFD neighbor immediately go ¢ n the Leaf and Spine, traffic automatically re-route, and little or no packet loss should occur for the ping
test that you have running. Once complete, re-enabled ip unnumbered on the Spine’s link to the Leaf. and the BFD + should return.
« Configure BGP routing betweaen 3 (LAN Leafs : 5 ) as follows:
o Configure BGP AS 65001 or
o Both the Leafs and Spin
o Peer iBGP from your L
o Enable the Address-Families IPvd Unicast and L2YPN EVPN for thes
hould be Route Reflectors for both of these AFls
and Spines for the L2VPN EVPN AFls
with the show bgp ipv4 unicast summary and show bgp 12vpn evpn summary

sparse-mode

rface Ethernstl/6

switchport

CY-Cchanges




update-source loopbacke
address-family ipv4 unicast
address-family 12Zvpn evpn
send-community extended
neighbor 18.8.8.72
remote-as 65881
update-source loopbacke
address-family ipv4 unicast
address-family 12Zvpn evpn

send-community extended

N5K2:

nv overlay evpn
feature ospf

feature bgp

feature pim

feature bfd

:

ip pim rp-address 18.8.8.255 group-list 224.8.8.8/4 bidir
ip pim bfd

!

interface Ethernetl/3

shutdown

interface Ethernetl/4

shutdown

i

interface Ethernetl/
no switchport
medium p2p
bfd interval 258 min_rx 258 multiplier 4

ip unnumbered loopbacke

o]

ip router ospf 1 area 9.8.8.

ip pim sparse-mode

interface Ethernetl/6
no switchport
medium p2p

@ multiplier 4

(%]
il

bfd interval 258 min_rx

ip unnumbered loopbacke

ip router ospf 1 area 9.8.8.8
ip pim sparse-mode
interface loopbacke
ip address 18.8.8.52/32
ip router ospf 1 area ©.8.8.0

ip pim sparse-mode

ip igmp join-group 224.1.1.1

router ospf 1
b+d
log-adjacency-changes
router bgp 65881
log-neighbor-changes
address-family 12Zvpn evpn
neighbor 18.8.8.71
remote-as 65881
update-source loopbacke
address-family ipv4 unicast
address-family 1Zvpn evpn
send-community extended
neighbor 18.8.8.72
remote-as 65881
update-source loopbacke
address-family ipv4 unicast
address-family l2vpn evpn

send-community extended

N7K1:

nv overlay evpn
feature ospf
fTeature bgp
feature pim
feature bfd

ip pim rp-address 18.8.8.255 group-list 224.8.8.8/4 bidir

ip pim bfd

interface Ethernetl/s1

shutdown

interface Ethernetl/2

shutdown

interface Ethernetl/3
medium p2p
bfd interval 258 min_rx 258 multiplier 4

ip unnumbered loopbacke

o]

ip router ospf 1 area 9.8.8.
ip pim sparse-mode

no shutdown

interface Ethernetl/4

medium p2p

bfd interval 258 min_rx 258 multiplier 4
ip unnumbered loopbacke
ip router ospf 1 area 9.8.8.8

ip pim sparse-mode

no shutdown




interface loopback@
ip address 18.8.8.71/32

ip router ospf 1 area 9.8.8.8

ip pim sparse-mode

interface loopbackl
ip address 18.8.8.254/31
ip ospf network point-to-point
ip router ospf 1 area 9.8.8.8

ip pim sparse-mode

router ospf 1
b+d
log-adjacency-changes
router bgp 65881
log-neighbor-changes

address-family 1Zvpn ewvpn

o]

P
«

5]

neighbor 1@. 1
remote-as 65881
update-source loopback
address-family ipv4 unicast

send-community extended
route-reflector-client
address-family 12wvpn evpn
send-community extended
route-reflector-client
neighbor 18.8.8.52
remote-as 65881
update-source loopbacke
address-family ipvd unicast
send-community extended
route-reflector-client
address-family 1Zvpn evpn
send-community extended

route-reflector-client

N7K2:

nv overlay evpn
feature ospf
feature bgp
feature pim

feature bifd

ip pim rp-address 18.8.8.255 group-list 224.8.8.8/4 bidir

ip pim bfd

interface Ethernetl/s1

shutdown

interface Ethernetl;2

shutdown

interface Ethernetl/3

medium p2p

i
[+=]

bfd interwval 258 min_rx 2 multiplier 4

ip unnumbered loopbacke

ip router ospf 1 area 9.8.8.8
ip pim sparse-mode
no shutdown
interface Ethernetl/4
medium p2p
bfd interwal 258 min_rx 258 multiplier 4

ip unnumbered loopbacke

ip router ospf 1 area 9.8.8.8
ip pim sparse-mode
no shutdown
interface loopback@
ip address 18.8.8.72/32
ip router ospf 1 area 9.8.8.8

ip pim sparse-mode

interface loopbackl
ip address 18.8.8.254/38
ip ospf network point-to-point
ip router ospf 1 area 9.8.8.8

ip pim sparse-mode

router ospf 1
bfd

log-adjacency-changes

router bgp 65881
log-neighbor-changes

EES

address-family 1Zvpn ewvpn

o]

P
«
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neighbor 1@. 1
remote-as 65881
update-source loopback
address-family ipv4 unicast
route-reflector-client
address-family 1Zvpn evpn
send-community extended

route-reflector-client

o]
]

neighbor 1@.
remote-as 65881
update-source loopbacke

address-family ipv4 unicast

route-reflector-client



address-family 1Zvpn evpn
send-community extended

route-reflector-client

fication

\Hv'llll E r

OSPF neighbors are up on the unnumbered link, and the link is running OSPF n nnt-to-point via the command medium p2p

NSK1# show ip interface brief

IP Interface Status for VRF "default™(1)

Interface Address Interface Status

Lo@ 18.8.8.51 protocol-up/link-up/fadmin-up

Ethl/ protocol-up/link-up/fadmin-up

Ethl/f protocol-up/link-up/admin-up
{(loopbacka)

NSK1# show ip ospf neighbors
OSPF Process ID 1 VRF default
Total number of neighbors: 2

Meighbor ID Pri State Up Time Address Interface

l1e.8.8.71 1 FULL @1:85: 16.6.8.7] Ethl/
NSK1# show ip ospf interface el/5S

Ethernetl/S is up, line protocol is up

Process ID 1 VRF default, area @.8.8.8

Enabled by interface configuration

- i Network Type P2P M
BFD is enabled

Index 1, Transmit delay 1 sec

1 Neighbors, flooding to 1, adjacent with 1

Timer intervals: Hello 1@, Dead 4@, Wait 48, Retransmit 5
Hello timer due in 88:88:83

Mo authentication

Mumber of opagque link LSAs: @, checksum sum @

Each of the Leafs have Equal Cost Multipath (ECMP) routes to each other's LoopbackD netw ich will be used for the VXLAN Tunnel Endpoints (WVTEF's) in later tas

NSK1# show ip route ospf
IP Route Table W "default’

denotes best ucast next-hop

denotes best mcast next-hop
"[#fy]' denotes [preferencef/metric]

"%<string>' in via output denotes VRF <string:

B >
o

.B8.52/32, ubest/mbest: 2/

*yig 10.8.8.71, Ethl/5, EEL=RE 1:87:28, ospf-1, intra
*yiag 10.8.8.72, Ethl/6, [EELRE 1:87:28, ospf-1, intra

.8.8.71/ ubest/mbest: 1/6

.8.8.71, Ethl/5, [119/ 1:87: spf-1, intra

.8.71, Ethl/5, [258/

ubest/mbest: 1/8@

.8.72, Ethlse, [118/ 1:36: =pf-1, intra

.8.72, Ethlse, [258/
ubest/mbest:

.8.72, Ethl/se,
ubest/mbest:

.71, Eth1/s,

Loopbackl interfac thich will be the source of the WVTEPs

show ip pim interface brief
i Interface S5tatus for W "default"
Interface IP Address PIM S ss  Neighbor order
Count Interface
Ethernetl/5 16.8.8.5]1 16.8.68.71 1 no
Ethernetl/6 16.8.8.5] 18.8.0.7 1 no

i A
o no

The Leafs should be PIM adjacent to each Spine

NSK1# show ip pim neighbor

PIM Meighbor Status for VRF "default’

Meighbor Interface Uptime Expires D Bidir- BFD
Capable State

18.8.8.71 Ethernetlss - 18] 191 1 == Up

18.8.8.72 Ethernetl/e : 1@ 181 1 yes Up

The below Leaf is configured to listen for the multicast group 224 .1.1.1

NSK1# show ip igmp groups

IGMP Connected Group Membership for VRF "default™ - 1 total entries

Type: 5 - Static, D - Dynamic, , T - 55M Translated

Group Address Type Interface
224.1.1.1 L loopbacke

The remote Leaf is using the RP address 10.0.0.255 (the Phantom RP addresdpitp8 ;#t;met-leam-ingnets




NSK2# show ip pim rp

PIM RP Status Information for VRF “default®
BSR disabled

Auto-RP disabled

BSR RP Candidate policy: MNone

BSR RP policy: Mone

Auto-RP Announce policy: MNone

Auto-RP Discovery policy: None

RP: 18.8.8.255 NEEHP

uptime: 83:29:48 priority: @,

RP-source: (locall,

group ranges:

224.8.8.8/4 (bidir)

ine, connected on Eth1/5

7 ip route rpf 18.
IP Route Table + VRF "default", for multicast source
'*#¥' denotes best ucast next-hop

'#%' denotes best mcast next-hop

'[%/v]" denotes

"%<=tring>"' in via output denotes

1e.8

icmp_seq=1
icmp_seq=2

icmp_se

4.0.0.0/4

N7K1# show ip mroute

IP Multicast Routing e f ! "default"

(Gl EEYNY, bidir, uptime: 83:33:31, pim ip

Incoming interface: loopbackl, RPF nbr:

N7K2# show ip mroute

IP Multicast Routing e f VRF "default"

(¥, 224.6.0.08/4) PRIyl =F :34:39, pim ip

Incoming interface: loopbackl, RPF nbr: 18.8.8.25
Qutgoing interface list: (count: 1)

loopbackl, uptime: 83:34:39, pim, (RPF)

When MYK1 fails, NTK2 takes over as the RP due to IGP convergence

N7K1# config t
Enter configuration commands, one per line. End with CNTL/Z.
N7K1{config)# int lol

N7K1({config-if)# shut

NSK2# show ip route rpf 18.8.8.25
IP Route Table VRF "default", RPF for multicast source
'#!' denotes best ucast next-hop
'*#¥%' denotes best mcast next-hop
]1' denotes [preference/metric]

"#<string>' in via output denotes VRF <string»

18.8.8.252/30 )l =g
dvia 10.8.08.72 MESdr

Leaf M (/30 ne p } to reach the RP add cifically out port Eth1/6

interface Ethernetl/e
bytes
tt1=253
icmp_seq=1 tt1=253
lcmp_sec tt1=353
icmp_seq EE1=253

icmp_seq=4 ttl=253

ping multicast statistics ---
5 packets transmitted,

From member 18.8.8.51: 5 packets received

--- in total, 1 group member responded




/er as the root or the tree

N7K2# show ip mroute

IP Multicast Routing e f ! "default"

J bidir, uptime: :88:31, pim ip
Incoming interface: loopbackl, nbr: 18.8.8.25
Outgoing interface list

Ethernetl/3 Mgl =N

loopbackl, uptime: @@:

Ethernetl /4 Mgl =N

, and both OSPF and PIM are registered to BFD

NSK1# show bfd neighbors details

NeighAddr 'RD f Holdown({mult)

18.8.8.72

default

Session state is Up and using echo function with ms interwval

Local Diag: @, Demand mode: @, Poll bit: @, Authentication: Mone

ived Multiplier:
Holdown (hits): 8 s (@), Hello (hits):

Rx Count:

7523, Rx Interval (ms) min/max/avg

Tx Count: 8435, Tx Interval (ms) min/max/au

Uptime: 14698 days 5 hrs 11 mins 48 secs

Last packet: Version: 1 - Diagnostic:
State bit: Up Demand bit:
Poll bit: @ Final bit:
Multiplier: 4 Length: 24

Discr.: 1187296257 Your Discr.:

Holdown({mult)

16.8.68.71 1898519843/ 1187 Up 6347(4)
default

Session state is Up and using echo function with 258 ms interwval
Local Diag: Demand mode: @, it: @, Authentication: Mone

¥
MinTxInt: 888 u MinRxInt: us, Multiplier: 4

E.'
Received MinRxInt: 2@ = ceived Multiplier: 4
Holdown (hits): 8 s (@), Hello (hits): 2668

—

Ry Count: 8251, Rx Interval (ms) min/max/avg:

Tx Count: B Tx Interval (ms) min/max/avg:

Registered cols: pim ospf

Uptime: 146938 ¥s 5 & mins 59 secs

Last packet: Version: 1 Diagnostic:
State bit: Up Demand bit:
Poll bit: @ Final bit:
Multiplier: 4 Length: 24

Discr.: 1187296259 Your Discr.:

reconvergence
soon as the carrier dela

layer 1 link status

IP Route Table W “default"
denoctes best ucast next-hop
denotes best mcast next-hop

denotes [preference/metric]

"#<string>' in via output denotes V

18.8.8.71/32, ubest/mbest: 1/0

*yia 10.8.8.71, Ethl/sEEEEEN

via 18.8.8.71, Ethl/5,

Ping test starts

ING 16.6.6.71 (186.8.8.71): 5 bytes

ttl1=254
ytes from 16.8.8.71: icmp_seg=1 tt1=254
ytes from 18.8.8.71: icmp_se tt1=254

ytes from

ytes from 18.8.8.71: icmp_seq=3 ttl=254
bytes from 18.8.8.71: icmp_seq=4 ttl=254

<snip>

The soft failure is simulated by removing IP proc

N7K1# config t



Enter configuration commands, one per line. End with CHNTL/Z.
N7K1l(config)l# interface el/3

N7K1{config-if)# no ip unnumbered lo@

N7K1l({config-if)#

M5k detects the failure, and one ping is lost

=

; from 18.8.8.71: icmp_seq=1861 ttl=254

=

s from 18.8.8.71: icmp_seq=1862 ttl1=254

=

= from 18.8.8.71: icmp_seg=1863 ttl=254

=

< from 18.8.8.71: icmp_seq=1864 ttl1=254

=

ytes from 19.8.8.71: icmp_seq=18i tt1=254

=

ytes from 18.8.8.71: icmp_seqg=1866 ttl1=254

=

ytes from 19.8.8.71: icmp_seq=1867 ttl=254

ytes from 18.8.8.71: icmp_seq=1868 ttl=254

o

ytes from 18.8.8.71: icmp_seq=1869 ttl=254 tim .935 ms

o

Jan 4 21:18:15 NSK1 %0SPF-5-ADJCHANGE: 1 [6823] HNbr 18.8.8.71 on Ethernetl/S went DOWN
Jan 4 21:16:15 N5K1 [t Tt AP EINeR|: BFD session 1098519643 to neighbor 10.0.8.71 on interface Eth1/S has gone down. Reason: Admini
stratively Down.
2817 Jan 4 21:18:15 NSK1 %PIM AMGE : im [9863 DR change from 18.6.8.71 to 10.8.8.51 on interface Ethernetl/S
2817 Jan 4 21:18:15 NSK1 %EFD N_REMOVED: session to neighbor 18.8.8.71 on interface Ethl/5 has been removed
64 bytes from 18.8.8.71: icmp_seq=1871 ttl1=252
64 bytes from 10.8.8.71: icmp_seq=1872 ttl=252
64 bytes from 18.8.8.71: icmp_seq=1873 ttl1=252

<snip>

MEKT now prefers to route to the second Spine to reach the fir

show ip route 18.8.8.71
IP Route Table + W “default"
'*#¥' denotes best ucast next-hop

denotes best mcast next-hop

"[#%/y]' denotes [preference/metric]

'#¥<string>' in via output denotes WV

18.68.8.71/32, ubest/mbest: 1/0

*yia 19.8.8.72, Ethl/c g

# Unicast and AFl L2VPN EVPN. Extended communities are exchanged for LZVPN EVPM, which is required to encode the Route Target of
AN M k |dentifier (WNI) mem i

NSK1# show bgp ipvd unicast summary
BGP summary information f VRF default, address family IPwv4 Unicast
BGP router identifier 19.9.8.51, local AS number 65881

BGP table wversion is 5, IPwd4 Unicast config peers 2, capable peers 2

¥
8 network entries and @ paths using @ bytes of memory

BGP attribute entries [8/8], BGP AS path entries [8/8

BGP community entries [@/8], BGP clusterlist entries [8/8

Neighbor W A5 MsgRcwd Ms L TblVer ‘Down State/PfxRcd
18.6.6.71 | 1 @ 2 5 127:12 pE

-B.8.7 S 1 1§ 228 5 :27:1 !!
NSK1# show bgp 12Zvpn evpn s ’
BGP summary information F VRF default, address
BGP router identifi 18.8.8.51, local AS number
BGP table version is 4 VPN EVPM config peers 2, capable

work entries @ paths using @ bytes of memory

BGP attribute entries [8/8], BGP AS path entries [8/@]

BGP community entries [@/8], BGP clusterlist entries [@/8]
Neighbor W 45 MsgRowd Ms L TblVer InQ OutQ ‘Down StatesP+xRcd
16.8.68.71 4§ 1 2 4 a :27:15 [
.8.8.7 d 1 1t 228 - a8 127:13 [
NSK1# show bgp 12vpn evpn neighbors 18.8.8.71 | include community

Extended community attribute sent to this neighbor
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