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Cisco Certified Support Technician: IT Support 

Exam info: 

https://www.cisco.com/site/us/en/learn/training-certifications/certifications/support-
technician/index.html 

 

Core exam objectives and explanations 

 

1. IT Support Job Tasks and Responsibilities 

1.1 Define Key Help Desk Concepts: Queue Management, Time Management, 
Ticketing Systems, SLA, KPIs 

• Queue Management: Queue management is essential in IT support as it ensures all 
incoming requests are sorted and prioritized to meet service expectations and 
deadlines. Systems like Jira Service Management help manage these queues, 
sorting tickets based on priority, severity, and SLA requirements. For example, a 
network outage affecting company-wide services would be given higher priority over 
a minor software issue. This systematic approach to queue management ensures 
that resources are directed to the most critical issues first, minimizing delays in 
high-priority areas, reducing backlog, and keeping response times within 
acceptable limits. 

• Time Management: In IT support, effective time management is critical for meeting 
SLA requirements and handling high volumes of requests efficiently. Tools (e.g. Jira) 
can help you track time spent on tasks, allowing support staff to allocate their time 
optimally across multiple tickets. This also allows IT managers to identify areas 
where additional training or resources may be needed. For instance, tracking shows 
that most time is spent troubleshooting one issue type, indicating a need for 
knowledge base expansion or automation. Such insights enhance productivity and 
ensure team focus on the tasks that add the most value. 

• Ticketing Systems: Ticketing systems are essential for managing, tracking, and 
documenting user requests from submission through to resolution. Systems like 
Jira and ServiceNow automate ticket categorization and assignment, reducing 
response times and ensuring no request falls through the cracks. They support 
various levels of user access, allowing for transparency and accountability at every 
step. Each ticket stores critical data, including request details, resolution steps, 
and user feedback, creating a comprehensive record. Over time, this history forms 
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a knowledge base that supports quicker problem resolution and enhances team 
collaboration by keeping everyone informed. 

• SLA (Service Level Agreement): SLAs are agreements that define the expected 
levels of service delivery, including response and resolution times based on ticket 
priority. An SLA may specify a four-hour response time for high-priority issues, while 
lower-priority ones may have a 24-hour window. SLAs ensure both the IT team and 
end-users are clear on service expectations, setting a standard for accountability. 
For instance, a critical server outage may require resolution within two hours, 
whereas non-critical software updates might be completed within 48 hours. SLAs 
also serve as performance benchmarks and provide valuable insights into areas 
where support processes may need to improve. 

• KPI (Key Performance Indicators): KPIs are metrics that measure the effectiveness 
of the IT support team’s performance. Common KPIs in IT support include ticket 
resolution time, first-contact resolution rate, and user satisfaction score. For 
example, a KPI might aim for 80% of tickets resolved on the first contact, indicating 
efficiency in resolving issues without escalations. KPIs provide feedback on how 
well the support team meets service standards and offer data for process 
improvement. Tracking KPIs allows IT leaders to identify patterns in service 
demand, monitor team productivity, and strategically allocate resources to 
maximize efficiency and enhance user satisfaction. 

1.2 Prepare Documentation to Summarize a Customer Interaction 

• Clear and Comprehensive Documentation: Effective documentation of customer 
interactions in IT support involves recording details such as the nature of the issue, 
steps taken to troubleshoot, resolution methods, and any user feedback. 
Documentation systems like Confluence or SharePoint offer templates and 
guidelines to ensure consistency and clarity. For example, an issue with 
intermittent Wi-Fi connectivity would include notes on potential interference 
sources, signal strength checks, and steps taken to resolve the issue. Clear 
documentation aids in training new team members, allows for follow-up support 
when needed, and contributes to a growing knowledge base that makes future 
support interactions faster and more reliable. 

1.3 Describe the Problem-Solving Process 

• Step-by-Step Troubleshooting: The structured problem-solving process in IT 
support consists of seven steps, each building on the last to reach an efficient 
solution. First, defining the problem involves identifying the specific issue, such as a 
PC failing to boot. Gathering information can involve checking system logs, 
conducting user interviews, or running diagnostics. Identifying a probable cause 
could point to hardware faults or software conflicts, while planning a solution might 
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involve replacing a component or updating drivers. Observing the results helps 
determine the fix’s success, and documenting the outcome ensures clarity for 
future cases. This systematic approach ensures consistency, improves 
troubleshooting efficiency, and helps in creating a trackable resolution history that 
can be referenced in similar cases later on. 

 

2. Hardware Issues 

2.1 Demonstrate Basic Safety Procedures 

• Safety Protocols for Hardware Handling: IT support teams must follow strict 
safety guidelines when handling hardware to protect both themselves and the 
equipment. Safety measures include using anti-static wrist straps and grounding 
mats to prevent electrostatic discharge (ESD), which can damage sensitive 
components like RAM, processors, and motherboards. Technicians must also 
adhere to electrical safety procedures, such as ensuring devices are unplugged 
before maintenance, to avoid electrical shocks. Fire safety procedures, like keeping 
flammable materials away from the work area and following ergonomic practices, 
help maintain a safe workspace. Regular safety training ensures that team 
members are familiar with proper procedures, reducing the likelihood of accidental 
injury or component damage and contributing to a safe work environment. 

2.2 Assist End Users in Using Tools to Locate Information About Their Device 

• Device Information and Diagnostic Tools: IT support professionals help users 
retrieve device details such as host name, processor, memory, and network 
configuration to troubleshoot issues accurately. On Windows, Task Manager 
provides real-time data on CPU and memory usage, System Information offers in-
depth system details, and ipconfig retrieves network information like IP addresses. 
On MacOS, Activity Monitor is used to monitor system performance, and ifconfig 
provides network configuration data. These tools enable IT teams to verify system 
specifications, identify resource-heavy processes, and assess system compatibility 
for specific tasks. For example, if a user reports lagging performance, Task Manager 
may reveal high CPU usage due to multiple background processes, helping IT 
support recommend adjustments. 

2.3 Assist End Users in Locating, Identifying, and Understanding the Characteristics of 
Various Ports and Cables 

• Understanding Cable Types and Their Functions: Knowledge of port and cable 
types is essential for troubleshooting and setting up hardware connections. RJ-45 
cables connect devices to wired networks, enabling stable internet access, while 
HDMI and DisplayPort are commonly used for video output to monitors. Other 
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cable types include USB-A, USB-B, and USB-C, which facilitate data transfer and 
device charging. Knowing which type of cable to use prevents connectivity issues, 
especially in mixed-use environments where older devices might require 
converters or adapters. For example, if a user’s laptop does not have an HDMI port, 
they might need a USB-C to HDMI adapter to connect to an external monitor. 
Familiarity with these options allows IT support to ensure seamless user 
connectivity and compatibility with a range of devices. 

2.4 Identify, Install, and Upgrade Various Components in a Desktop Computer 

• Hardware Installation and Upgrade Techniques: Installing or upgrading 
components like RAM, SSDs, graphics cards, and motherboards requires 
understanding slot configurations and compatibility. For instance, adding DDR4 
RAM to a DDR3-compatible motherboard would result in compatibility issues, so 
it’s essential to verify component compatibility before installation. Tools like AS 
SSD Benchmark test SSD performance, ensuring installed storage meets speed 
and reliability standards. IT support can also use Device Manager on Windows to 
manage and update drivers, ensuring each component is optimized for 
performance. Proper installation and upgrade procedures reduce the likelihood of 
hardware conflicts, enhancing device reliability and performance. Additionally, 
observing e-waste disposal practices ensures that outdated hardware is 
responsibly recycled, reducing environmental impact. 

2.5 Investigate Commonly Encountered Hardware Issues 

• Identifying and Resolving Typical Hardware Problems: Common hardware issues 
include device incompatibility, power supply issues, and overheating. Basic 
troubleshooting involves ensuring devices are connected correctly and powered on. 
For instance, if a peripheral device, like a mouse, is unresponsive, checking the USB 
port connection and testing the device on another computer can help isolate the 
issue. In cases where devices require specific resources, such as a GPU for 
graphics-intensive applications, IT support verifies compatibility to ensure system 
requirements are met. Using Device Manager allows support staff to identify and 
update drivers, resolving many hardware conflicts and improving device stability. 
Firmware updates may also enhance component functionality, though these carry 
risks and should be applied cautiously. 

 

3. Connectivity and Resource Access Issues 

3.1 Assist Users with Access to Network-Based Resources 

• Network Resource Access and Permissions: IT support professionals help users 
gain access to essential resources by managing permissions in directory services 
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such as Active Directory for on-premise networks or Entra ID and AWS IAM for 
cloud-based services. Multifactor Authentication (MFA) adds a security layer, 
using verification codes or authenticator apps to prevent unauthorized access. 
Mapping a shared drive, such as OneDrive, Google Drive, or AWS S3 buckets, 
enables users to access shared files efficiently. To enforce access policies, IT 
support might use Gpupdate commands to force a Group Policy update on 
Windows, ensuring that permissions and configurations are up-to-date. Proper 
access control allows users to work collaboratively while maintaining data security 
and compliance with company policies. 

3.2 Troubleshoot Connectivity Issues with Peripherals 

• Peripheral Device Connectivity and Troubleshooting: Peripheral devices such as 
printers, external drives, and webcams often face connectivity challenges that IT 
support must address. Common issues include ensuring that devices are correctly 
connected, updating drivers, and verifying network settings. For printers, IT support 
helps users by clearing print queues, swapping toner, or troubleshooting paper 
jams. For external drives, verifying that they are properly formatted and compatible 
with the operating system is essential. In cases where issues persist, Device 
Manager can identify faulty drivers or misconfigurations. Ensuring seamless 
operation of peripherals allows users to remain productive and minimizes workflow 
disruptions. 

3.3 Examine Basic End-Device Connectivity to the Network 

• Network Connectivity Diagnostics: IT teams employ various commands to verify 
and troubleshoot network connectivity issues. Ipconfig and ifconfig provide 
information on IP configurations, while traceroute and ping measure latency and 
identify network bottlenecks. DNS (Domain Name System) resolves website 
names to IP addresses, essential for network navigation, while DHCP (Dynamic 
Host Configuration Protocol) assigns IP addresses to devices. Recognizing APIPA 
(Automatic Private IP Addressing) and link-local addresses in IPv6 configurations 
helps IT support identify IP conflicts or network isolation issues. Understanding 
public versus private IP ranges ensures that devices connect securely, either within 
local networks or the internet. A firewall’s role in controlling inbound and outbound 
traffic may impact connectivity, so IT support ensures firewall settings are 
configured for secure and smooth network access. 
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4. Operating System and Application Issues 

4.1 Assist Users in Resolving Windows Operating System Issues 

• Windows OS Troubleshooting Techniques: IT support addresses various issues 
within the Windows OS, including display settings, application updates, and 
process management. Using Task Manager allows IT professionals to identify and 
terminate processes that may be slowing down system performance. BitLocker 
encryption protects sensitive data, and support teams manage recovery keys if 
users are locked out. Assisting users in backing up data with OneDrive ensures 
critical files are safe, while safe mode booting helps isolate software-related 
issues by starting the OS with minimal drivers. Accessibility features, such as 
screen readers and on-screen keyboards, ensure that Windows is usable for 
individuals with disabilities, enhancing inclusivity in the workplace. 

4.2 Assist Users in Resolving MacOS Operating System Issues 

• MacOS Troubleshooting for Optimal Performance: IT support on MacOS includes 
managing display settings, permissions for applications, and file sharing via 
AirDrop. Activity Monitor helps diagnose issues by identifying resource-intensive 
processes, while Time Machine automates data backup and recovery. Allowing 
applications specific permissions is often required for them to function correctly 
under MacOS’s security policies. IT support also guides users in handling 
accessibility features, such as voice control and screen magnification, ensuring 
that all employees can efficiently use Mac devices. These support methods help 
resolve common MacOS issues, making the system more user-friendly and 
adaptable. 

4.3 Assist Users in Resolving Mobile Device Issues 

• Managing Mobile Device Functionality and Connectivity: IT support helps resolve 
mobile issues, such as charging problems, email setup, and app-related 
connectivity issues, for devices running iOS and Android. Mobile Device 
Management (MDM) platforms allow IT teams to enforce security policies, manage 
device access, and push configurations remotely. This includes setting up 
corporate email, configuring VPNs, and troubleshooting mobile apps. Ensuring 
mobile devices comply with security policies reduces the risk of data breaches, 
especially for employees working remotely. Consistent support for mobile devices 
enhances productivity by allowing users to work seamlessly across different 
platforms. 

4.4 Describe Virtualization and Cloud Terminology 
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• Understanding Cloud Models and Virtualization Basics: Cloud services from 
Amazon Web Services (AWS), Microsoft Azure, and Google Cloud Platform 
(GCP) offer scalable infrastructure, enabling companies to quickly expand 
resources as needed. Virtual machines (VMs) run multiple operating systems on a 
single physical host, allowing efficient use of hardware resources. A hypervisor 
manages VMs, providing isolation between environments. Recognizing different 
cloud service models, such as Infrastructure as a Service (IaaS) or Software as a 
Service (SaaS), helps IT support direct issues to the appropriate team and ensures 
that end-users are connected to the correct service. Virtualization and cloud 
services optimize resource allocation, cost, and scalability in modern IT 
environments. 

4.5 Assist Users in Resolving Common Application Issues 

• Troubleshooting and Managing Application Installations: IT support assists users 
with the installation and operation of applications, focusing on approved sources 
such as Google Play or App Store for mobile devices and internal enterprise 
repositories for corporate software. Untrusted sources pose security risks, so 
support teams educate users on downloading from reputable platforms. Common 
issues, such as slow performance or unexpected crashes, may require 
reinstallation or clearing cached data. For enterprise applications like Microsoft 
Office or collaboration tools such as Slack, support ensures smooth functionality 
and user training, enhancing efficiency and collaboration within the organization. 

 

5. Common Threats and Prevention 

5.1 Describe Security Threats to End Users 

• Understanding and Mitigating Security Threats: Common threats include 
phishing, malware, and spoofing attacks, where malicious actors attempt to steal 
user credentials or compromise devices. IT support teams help users recognize 
suspicious links, emails, and unauthorized access attempts. Running antivirus 
scans with software like Avast or Malwarebytes provides an added layer of 
defense against malware. Implementing strong passwords and multi-factor 
authentication significantly reduces the risk of unauthorized access. Educating 
users on these threats and how to handle them effectively protects the 
organization’s data and reduces the likelihood of breaches, enhancing the overall 
security posture. 

5.2 Recognize How to Avoid Becoming a Victim of Social Engineering Attacks 

• Social Engineering Awareness and Prevention: Social engineering exploits human 
psychology to gain unauthorized access, with methods like impersonation, 
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phishing, and pretexting. IT support personnel are frequent targets, as they handle 
sensitive data. Regular training on identity verification and security policies helps 
staff avoid manipulation tactics. Support teams learn to recognize red flags and 
verify credentials, ensuring that only authorized individuals gain access. By 
fostering a culture of vigilance, companies protect their systems from social 
engineering threats, which could otherwise lead to data theft or financial loss. 

5.3 Recognize How Company Policies and Confidentiality Guidelines Protect User 
Data 

• Data Protection Policies and Compliance: IT support must handle Personally 
Identifiable Information (PII) with care, adhering to regulations like GDPR to 
protect user privacy. Confidentiality guidelines dictate how sensitive data is stored, 
shared, and accessed, preventing unauthorized disclosures. Policies such as 
encryption for data storage and secure deletion practices ensure data integrity. 
Regular audits and access controls reinforce these practices, providing 
transparency and compliance with legal standards. Proper handling of confidential 
information not only protects users but also shields the organization from legal 
repercussions. 

 

6. Job Tools 

6.1 Use Remote Access Software to Connect to End-User Devices and Perform 
Remote Support Tasks 

• Remote Access Tools for Real-Time Support: IT support teams use tools like 
Cisco Webex, Remote Desktop, TeamViewer, and VNC to remotely access user 
devices and troubleshoot issues. These tools allow support staff to control the 
user’s desktop, diagnose issues, and guide users through complex tasks without 
being physically present. Remote sessions are secured with encryption to protect 
sensitive information during troubleshooting. This setup enables immediate 
assistance for users in various locations, reducing downtime and increasing 
productivity, especially in remote work environments where face-to-face support is 
not feasible. 

6.2 Use Appropriate Troubleshooting Tools to Research an Issue and Update Internal 
Documentation with Findings 

• Using AI and Knowledge Resources for Effective Troubleshooting: AI-based tools 
like ChatGPT assist IT teams in quickly finding solutions for technical issues by 
providing relevant suggestions and insights. However, AI should be complemented 
with human expertise and verified sources. Platforms such as Confluence and Jira 
offer a structured knowledge base and documentation, allowing IT teams to record 
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solutions for future reference. Troubleshooting tools, including Google search, 
technical forums, and internal documentation, provide a wealth of information that 
supports problem-solving. Documenting findings and solutions helps standardize 
responses, reduce repetitive troubleshooting, and improve overall service quality. 
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