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LET'S GET STARTED WITH THEORY
OF GOOGLE DORKING

JdWhat is a Dorking ? Why do we use a dork ?

»Dorking is the art of understanding and utilizing a search engine to
emit the desired results. If | wanted to find a file on anonfile; | can go on
Google and use this search query, inurl:anonfile.com + Target File
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JWhy do we use a dork ?

» We use dorking to find implest form, finding basic,
unprotected sites, compromising its security measures or
lack of; exporting information of which is desired and then
use them for other purposes.:



] Decoding URL (Unfifor-m Resource Locator)

https://shop.flipkart.com/shirt?id=5#size-40

‘ https:l’l’shoplﬂipkart.com5ize—40

LA

Parameter

Fragement

Nyl [sub-domain Main domain

Directory




d Syntax of google dorking

» The most important thing to keep universal in the creation
of ALL DORKS, is the concept of syntax. If | spoke English
with a Chinese sentence structure, it wouldn't make any
sense. It's the exact same to Google or Bing. If you don't
speak their language, they won't understand you.
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General syntax rules
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Gaming shop.com

Gaming sh'op .com



Syntax Rules
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1. Page Extension CANNOT go AFTER Parameter

Wrong - id=25/.php

Right - .php?id=25

2. Page Extension CANNOT go BEFORE Domain Extension
Wrong - index.php bing.com
Right— bing.com/index.php

3. Parameter CANNOT go BEFORE Page Extension
Wrong- Id=25/index.php
Right- index.php?id=25



Syntax Rules
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4. Parameter CANNOT go BEFORE Directories
Wrong - Id=25 [apps/index.htm|
Right - /apps/index.htm|?id=25

5. Parameter CANNOT go BEFORE Domain Extension
Wrong - Id=25 bing.com
Right — bing.com?id=25



Extended Search Operators Syntax —1.:

wildcardfora single character fire.fox will return documents containing the phrases
fire fox, fireAfox, fireafox, fire-fox etc.

ConnectQueries Usage: Gaming + Shop

Gaming & Shop

"fire fox" | firefox will return documents containing the
phrase fire fox or the word firefox




Extended Search Operators Syntax —2:

Synonym

String together input.

String data together

specifiesthata phrase must not oc-
cur inresults

E.g: ~happy
Results:

Happy, joyful, ecstatic. Same theory with
keywords

"fire fox" will return documents containing the
phrase fire fox

Usage: (Gaming Health)

-fire will return documents that don't contain
the word fire




Extended Search Operators Syntax —3:

wildcardfora single word fire * fox will return documents containingthe
phrases fire the fox, fire in fox, fire or fox etc.

String together input. Usage: [0-11]
[A-Z]
[12345]
How Google See’s It”
[0,1,2,3,4,5,6,7,8,9,10,11]
[a,b,c,d,ef,g,h,etc]
[1,2,3,4,5]




Extended Search Operators

Intitle:

Allintitle:

Intext:

Allintext:

restricts results to sites within the
specified domain

restricts results to documents whose
title containsthe specified phrase

restricts results to documents

whose title contains all the specified
phrases

Find text on pages

Finds all text on page

site:google.com fox will find all sites containing
the word fox, located within the *.google.com
domain

intitle:fox fire will find all sites with the word fox
in the title and fire in the text

allintitle:fox fire will find all sites with the words
fox and fire in the title, so it's equivalentto
intitle:foxand intitle:fire

Usage:

intext:Good morningladies and gentlemen
Result:

will get sites with mostthose words in a phrase

Usage:
intext:Good morningladies and gentlemen

Result:exact copy of text




Extended Search Operators

Allinurl:

cache:

Filetype:, ext:

Numrange:

restricts results to sites whose URL
containsthe specified phrase

restricts results to sites whose URL
containsallthe specified phrases

Cached version of site on
google

restricts results to documents of the
specifiedtype

restricts results to documents con-
taininga number from the specified
range

inurl:fox fire will find all sites containing the
word fire
in the text and foxin the URL

allinurl:fox fire will find all sites with the words
foxand fireinthe URL, soit's equivalent to
inurl:fox inurl:fire

cache:site.com

filetype:pdf fire will return PDFs containingthe
word fire, while filetype:xls fox will return Excel
spreadsheets with the word fox

numrange:1-100 fire will return sites containing
a number from 1 to 100 and the word fire. The
same result can be achieved with 1..100 fire
Result:exact copy of text




Extended Search Operators

Inanchor:

Allinanchor:

Restricts results to sites containing
links to the specified location

Find pages that are being linked to with
specificanchortext. For this example, any
results with inbound links containing either
“apple” or “iphone”in the anchor text will
be returned.

Similarto “inanchor,” but only results
containing all of the specified wordsin the
inbound anchortext will be returned.

link:www.google.com will return
documents containing one or more links
to www.google.com

inanchor:apple iphone

allinanchor:apple iphone




Extended Search Operators

Show Google’s Summary Informationabout info: linux
a particularthing

The related operator displays sites that related:linux
Google has determined are related to a site,

This operator allows you to search the title  group:*.forsale
of Google Groups posts for search terms




Advance Dorking
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Advanced Dorking is including Search Operators into
your Dorks. This Is pretty straightforward. The way
we do this is simply by using our big brains to link

- phrases we wantto connect. If we want certain
keywords to combine, we will use Search Operators
todo that.If we want to prioritize a certain keyword,
we can do that. This i1s about makingyour Dorksas
optimized as they can get.



EXPLOITATION USING GOOGLE
DORKING



Google queries for locating
various Web servers

1.3.28 Server at™ intitle:index.of
"hpache/2.0 Server at" intitle:index.of
"Apache/* Server at" intitle:index.of
"Microsoft-I15/4.0 Server at" intitle:index.of
"Microsoft-I15/5.0 Server at"™ intitle:index.cof
"Microsoft-I15/6.0 Server at®™ intitle:index.of
"Microsoft-I1S5/* Server at"™ intitle:index.of
"Oracle HTTP Server/* Server at"™ intitle:index.of
"IBM _HTTP _Serwver/* * Server at® intitle:index.of

"Het=cape/* Server at"™ intitle:index.of

L)

Bed Hat Secure/*" intitle:index.of

"HP Apache-bazed Webh Server/*" intitle:index.of
https://t.me/learningnets

Apache 1.3.28

Apache 2.0

any version of Apache

Microsoft Internet Information Services 4.0
Microsoft Internet Information Services 5.0

Microsoft Internet Information Services 6.0

any version of Microsoft Internet Information Services

any version of Oracle HTTP Server

any version of IBM HT TP Server

any version of Netscape Server

any version of the Red Hat Secure server
any version of the HP server




Queries for discovering standard post-
installation Web server pages
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Installation™ "You are frees" ﬂpaﬂ’&"l.lﬁ

Installation™ "It worked!™ Apache 130-1.319

Installetion™ "Seeing this ﬁnpache 1311 =1333 20

Apache S5L/TLS

Apache on Red Hat

Apache on Fedora

:"Welcome to | W Home Fage!™ Debian .-":"-.PE[:I'IE on Debian
:"Welcome to IIS 4.0! s 4.0
:"Welcome to Windows 2000 1Iternet Services” s 5.0

t"Welcome to Windows XP Services NS 6.0




Querying for application-generated

system reports

intitle:"Neb

"Cutput produced by

cket/grapher.cgi”

S — = R — o —
Type of information
ype and version, hardware configura-
, free memory and

web server statistics, system file structure

em file structure
web server statistics, system file structure
em performance statistics as MRTG charts, nety

I imuxl:  garyer version, operating system type, child process list,
current connections
f visitor information

UPS device performance statistics

isitor informat
system performance statistics as MRTG charts, hard-
ware configuration, running services
W r statistics, visitor information, system file
structure

Statistics for +oem web server statistics, visitor information

admin._pl" -=script 1 r statistic

MRETG charts of network interface performance

eb ver version and configuration, operating s
type, system file structure

SysWatsh " operating system type and version, logged users, free

memory and disk space, mount peints, running proc-



Google queries for locating passwords - 1
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Query

“tttp:fﬁ*:-ﬁwww" LRk

filetygpe:bak inurl:-"htacc s [pas=wd | shadow |ht

u==r="

fletype-mdb inunrl:"accoont|users|adminjadmin

i=ztrator=s|passwd|password

intitle:-"Tndex of" pwd.db

inurl:zadmin inurl:backup intitl=:index.of

"Tndex ofS™ "Parent Directory™ "W3 FTP. imni™

hletype=:ini W3 FIF EWD

extipwd inmrl:{serw

lu=m=r=] " —-FrontFage—"
fGletype:=ql

("pas=wd value=s +++=7 |

LaLam

"password values +4++4" | "poms valoss

intitl=:ipdex.of trilliamn.ini

eggdrop filetype-u=e

ice|lanthors|adminisatratars

S = —

Result
passwords for site, stored as the string "neep://fuzernama:

pazswordBuwww..."

file backups, potentially containing user names and passwords

mdb files, potentially containing password information

pwd. db files, potentially containing user names and encrypted
passwords

directories whose names contain the words admin and backup

WS _FTP configuration files, potentially containing FTP server
access passwords

files containing Microsoft FrontPage passwords
files containing SCQL code and passwords inserted into a database

configuration files for the Triflian IM

configuration files for the Eggdrop ircbot




Google queries for locating passwords - 2 -

—

wrdial . conf" intext:"password™
eudora.ini

imdlk inurl-us=r=_mdb

Jourmal®

"Fowered r O0classified"™ —site:duware.com
"Powsred r D0caleapndar™ —=site-duwar=.com
"Powered by DU0directory" —site-duwares.com
"Powsred r D0classmate"™ —saite:duware_com
"Powsred r DN = cad" —=ite:duwars.com
"Powered by DUpaypal® -=ite:duware.com
"Powsred r D0forum"™ —-=ite:duware.com
intitle:dupics inurl:(add.asp | default.a=p |
Tiew_ asp | voting.asp)] —mite-doware_com
intext-"BiTBORRD wZ2.0" "BiT3HiFTERS Bull=tin

Board"

https://t.me/learningnets

configuration files for OpenlL DAP

— — — —

configuration files for WV Dial
configuration files for the Eudora mail chent

Microsoft Access files, potentially containing user account infor-
mation

websites using the DUclassified, DUcalendar, DUdirectory, DU-
classmate, DUdownload, DUpaypal, DUforum or DUpics applica-
tions, which by default make it possible to obtain the passwords
file — for DUclassified, just enter netp:/f<hc=ts/dutlan=ifieds

websites using the Bitboard? bulletin board application, which on
default settings allows sswords file to be obtained — enter
_pa==wd.dat INStead of the default

= — e



Error message queries

Query

"R syntax =rror has=s occurred"

"Aooem=s denisd for nsexr" "TUsing
pa==word"
m [} e

"The =script whose= wid i= is=

not allowed to acc==a"

"ORL-J38Z]1: unexp=cte=d =nd of 30L

commamnd"™

"error found handling the
cocoon fletype-xml

"Imrision Power Board Datakbase

Exrroz™

"Warning: my=gl

guexry{]™
"invalid guery®

"Exrror Me==age - Error Lloadimg
reguired librarie=_"

T

Informix database errors, potentially containing function names, filenames, file
structure information, pieces of SUL code and passwords

authorisation errors, potentially containing user names, function names, file
structure information and pieces of SCL code

access-related PHP errors, potentially containing filenames, function names
and file structure information

Oracle database errors, potentially containing filenames, function names and
file structure information

Cocoon errors, potentially containing Cocoon version information, filenames,
function names and file structure information

Invision Power Board bulletin board errors, potentially containing function
names, filenames, file structure information and piece of SCQL code

MySQL database errors, potentially containing user names, function names,
filenames and file structure information

CGl scrnipt errors, potentially containing information about operating system
and program versions, user names, filenames and file structure information
My5QL database errors, potentially containing information about database
structure and confents




Searching for personal data and
confidential documents

filetype:xls inurl:"email.xl=" email xls files, potentially containing contact information

< L LM L

"ohons= addres=s +" "=-mail" intitle: CVe

"eurriculum vitas="

"not for distribution” confidential documents containing the confidential clause

buddylist.blt AlIM contacts list

intitlezindex.of mystuff. xml Trilliarn (M contacts list

filetype:ctt "msn" MSN contacts list

= MT

filetype:QDF QO database files for the Quicken financial application

intitle:index.of finances.xls finances.xls files, potentially containing information on bank ac-
counts, financial summares and credit card numbers

intitle:"Ind=x OF" -imurl:maillag mailleg =iz= mgjllog files, potentially containing e-mail

"Hetwork Vulnerability Asseasment Report® reports for network security scans, penetration tests efc.
"Host Volnerability Iummary Beport™
filetype=-pdf "A=z=essment Report"

"Thi= file wa= gen=rated by He=sus"




Queries for locating network devices

Query

"Copyright {c) Tektromix, Inc.® '

inorl:-"printer/main html" intext:"==tting="
intitle:"Oel]l La==r FPrinter" =ws=
intext:centrewars inurl:statos
inarl:hp/device/this_ LCDi=patch=r
intitle-liveapplet inorl:-LvAppl
intitle:-"Evolam" imonrl:-"wekbcam html"™

inorl:-"ViewsrFram=YMod=="

[intext:"MOBOTIK MI1"™ | intext:"MOBOTIK HI10™)

Meou" Jhift-Heload

inorl-indexEPram=_=shtml Axi=

intitle:"my webcamiP =zexver!" inuxl:":B0BO0M
allintitle:Brain=s, Corp. cam=ra

intitle:"active webcam page"

'orinter =statu='

PhaserlLink printers

Brother HL printers

Dell printers with EWS technology

Xerox Phaser 4500/6250/6200/3400 pnnters
HP printers

Canon Webview webcams

Evocam webcams

Panasonic Network Camera webcams
Mobotix webcams

Axis webcams
Sony SNC-RZ30 webcams
webcams accessible via WebcamXP Server

webcams accessible via mmEye

U5SB webcams
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Getting bored of theory let's go to the practical
section.Get set started for real hacking.

For advance hacking tutorial visit
www.thecyberblogs.com
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