
  

RELRO Exploitations

RELRO stands for Relocation Read Only

Its a protection mechanism that protects data 
sections of a process from overwriting during 
exploitation process.
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Int main(int argc,char **argv)
{

printf(“sh”);

return 0;
}

printf()

GOT:
Printf: 0xabcdef

Plt

Global offset table

https://t.me/learningnets



  

printf(“sh”) plt

GOT:
Printf: 0xabcdef0x23323232

system(“sh”)

Int main(int argc,char **argv)
{

printf(“sh”);

return 0;
}

Bypassing RELRO
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Int main(int argc,char **argv)
{

char *pointer[4];
char second[4];

strncpy(pointer,argv[1],4);

strncpy(*pointer,argv[2],4);

printf(“sh”);

return 0;
}

printf()

GOT:
Printf: 0xabcdef

Plt
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Int main(int argc,char **argv)
{

char *pointer[4];
char second[4];

strncpy(pointer,argv[1],4);

strncpy(*pointer,argv[2],4);

printf(“sh”);

return 0;
}

system(sh)

GOT:
Printf:0x23323232

Plt

system(sh)
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printf(“sh”) plt

GOT:
Printf: 0x23323232

system(“sh”)

Int main(int argc,char **argv)
{

char *pointer[4];
char second[4];

strncpy(pointer,argv[1],4);

strncpy(  *pointer,  argv[2],     4);

printf(“sh”);

return 0;
}

printf()

printf() system()
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Moral of the story is ..

Printf() address System() address

overwrites

argv1 argv2

System() address

input
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