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● Intro to Blue Team
● Strategic Drivers of Detection Engineering
● Detection Engineering Process
● Common Detection Types

Agenda
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Intro to Blue Team
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Intro to Blue Team

● Overview
● Roles and Responsibilities
● Workflows
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Topics
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● Reduce risk

● CIA

○ Confidentiality

○ Integrity

○ Availability

● Regulatory Compliance
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Blue Team Overview
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● Security Operations

○ Prevention, Detection, & Response

● Legal and Regulatory

● Business Enablement

● Governance

● Risk Management

○ Still no risk assessment around LotL

● Identity & Access Management
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Blue Team - Categories

Resource: https://pbs.twimg.com/media/EYoCynnXkAAK71v?format=jpg&name=4096x4096 

Our Focus

https://t.me/learningnets
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Prevention is nice - Detection is a must

Actions on Objectives

Installation and Command & 
Control

Delivery and Exploitation

Reconnaissance and 
Weaponization

CIA
IMPACT

RECON Post-Access

Value

https://t.me/learningnets
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How the technique was carried out. 
For example, the attacker used 
procdump -ma lsass.exe lsass_dump

Procedures

STRATEGIC

Tactics represent the strategic goal of 
the adversary. For example, TA006 - 
Credential Access

Tactics

Techniques represent the tactical goal of the 
procedure. For example, T1003.001 - OS 
Credential Dumping: LSASS Memory.

Techniques

TTPs

https://t.me/learningnets



● Analyzes Alerts

○ Determines if the alert is real

■ True Positive, False Positive

○ Remediate malicious activity associated with alert

○ Elevates to upper tier if necessary 
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Roles: Security Operations Center (SOC)

https://t.me/learningnets



● Collects & Analyzes Information

● Produces Intelligence Products

○ Threat Reports

○ Track Actors

○ Request for Information (RFIs)

○ Manages Indicator Feeds
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Roles: Intelligence (CTI)

https://t.me/learningnets



● Digital Forensics

○ Focus is on forensic data often in a speciality

■ Disk, Network, OS Specific

● Incident Response

○ Works to holistically to resolve incidents

■ SOC

■ Digital Forensics 

■ System Administrators

■ Reverse Engineering 

■ CTI
11

Roles: Digital Forensics & Incident Response (DFIR)

https://t.me/learningnets
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Blue Team - Follow the Process

4

Incident Remediation

3

Incident Response 
Initiated

Alert Analyzed & elevated

2

SOC Receives Alert

1

● Purple team should test the process

https://t.me/learningnets



● Follow the process:
○ Alerts, tier escalations, and team handoffs

■ Screenshare when possible
■ Practice makes better
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Blue Team - Follow Process to Detect 
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Incident Response
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Incident Response Process

https://cybersecurity.att.com/blogs/security-essentials/incident-response-steps-comparison-guide 

https://t.me/learningnets
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Templates - Incident Response Process

https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdfhttps://t.me/learningnets



● Have an IR Plan

○ Adopting nist.sp.800-61r2 is an excellent start

○ Identify key teams, leaders, and those in charge of communication

○ Have backup forms of communication (email/teams compromised)

○ Artifact collection standards

○ Way to have out-of-band ticket tracking

■ Tracks request for information (RFIs) and Courses of Action (COAs)

○ Have incident handling forms on hand

■ SANS Security Policy Templates
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Preparation

https://t.me/learningnets
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● Continues phase to determine the scope of the incident

● Track how deep the Kill Chain goes

○ Where the actor went

○ What the actor got

○ Track artifacts, tools, procedures observed

● Then track back to initial access

● Recommend
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Detection & Analysis

Lessons
Learned

Contain & 
Kickout

Detection &
Analysis

Preparation

https://t.me/learningnets



● For each procedure:

○ Did it generate an alert?

■ Alert Level?

■ Optional: Was the alert responded to?

○ Was it logged?
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Detection & Analysis: PTEF
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● Isolate infected systems from the network

○ All at once so attacker can’t move

● Do NOT play Whack A Mole

○ Don’t just block IOCs immediately

● Only go to containment once analysis is complete
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Containment

Lessons
Learned

Contain & 
Kickout

Detection &
Analysis

Preparation
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● Ransomware

● Worms

● Wipers

○ Pull power on network devices

○ Start Containment ASAP
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Containment Break Glass Plan
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Containment

https://thedfirreport.com/2021/11/01/from-zero-to-domain-admin/

What if I block here 
and call it done?

https://t.me/learningnets
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Containment

https://thedfirreport.com/2020/10/18/ryuk-in-5-hours/

What if I clean this DC and 
block the IOC?

https://t.me/learningnets



● Once the attacker can’t spread, kick them out!

● Remove tools, artifacts, backdoors, etc

● Reset credentials

● Reimage or replace systems

● Restore functionality of systems

○ Deploy from clean backup

○ Rebuild

● Patch
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Eradication & Recovery

Lessons
Learned

Contain & 
Kickout

Detection &
Analysis

Preparation
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● Lessons Learned

● Intel sharing (ISAC)

● Security control updates

● IR process improvements

● Evidence retention
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Post-Incident Activity
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Incident Checklist

https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://t.me/learningnets



● Tier one received an alert of a malicious file on a domain controller

○ Investigation reveals AV quarantine a file with a signature of Mimikatz

■ A new AV scan shows the system is now clean

■ Can we close the case?
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Incident Discussion
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● Backdoors & Breaches

○ https://www.blackhillsinfosec.com/backdoors-breaches-tabletop-simulator-

guide/ 

○ https://www.blackhillsinfosec.com/projects/backdoorsandbreaches/ 
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Incident Extra Resources
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Strategic Drivers of Detection 
Engineering
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Strategic Drivers
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● Detection does not operate in a vacuum.

● Understanding your threat landscape is crucial.
○ Example: If you don’t know PowerShell is used in malicious activity, you won’t try to detect it.

● Procedure Coverage
○ Not Technique Level

Strategic Driver: Threat Understanding

https://t.me/learningnets



● What are the threats doing?

○ Mshta.exe with WAN connection

○ Whoami execution
■ May scope to execution

with certain command line
parameters

Threat Understanding

https://t.me/learningnets



Collection

Dissemination

Processing Collection

Direction
● Verify data is collected around the event(s).

○ MITRE ATT&CK can assist in identifying data sources.

● Where are the logs found? 
○ SIEM, EDR, Host, etc
○ Check out DeTT&CT

● Are there visibility gaps in the logs?
○ If logging gaps are identified, they should be fixed or documented as 

gaps. 

● Start hypothesising detection opportunities.

https://t.me/learningnets

https://github.com/rabobank-cdc/DeTTECT


Collection: Prioritization

https://t.me/learningnets



● What logs are potentially needed to write an alert for the TTP?

● Use the Detection Section on MITRE ATT&CK pages.
■ In this example we see the Data Components for Command and Scripting Interpreter: 

PowerShell, ID: T1059.001.

Collection: Data Source Components

https://attack.mitre.org/techniques/T1059/001/ 
https://t.me/learningnets

https://attack.mitre.org/techniques/T1059/001/


● More detail?
○ Click the Data Component

Collection: Deep Dive

https://attack.mitre.org/techniques/T1059/001/ 

● Here we see Sysmon EID 1 and 
Windows EID 4688

https://attack.mitre.org/datasources/DS0009/#Process%20Creation 

https://t.me/learningnets

https://attack.mitre.org/techniques/T1059/001/
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Collection: ATT&CK™ Walkthrough

● Walkthrough Command and Scripting Interpreter: PowerShell T1059.001
○ Data Source
○ Data Component

■ Data Component Page
■ Sample Logs

https://t.me/learningnets

https://attack.mitre.org/techniques/T1059/001/


38

Lab 1: Data Components
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Collection: Data Sources to Logs

https://github.com/mitre-attack/attack-datasources https://t.me/learningnets

https://github.com/mitre-attack/attack-datasources


● “DeTT&CT aims to assist blue teams in 
using ATT&CK to score and compare data 
log source quality, visibility coverage, 
detection coverage and threat actor 
behaviours. All of which can help, in 
different ways, to get more resilient 
against attacks targeting your 
organisation.”

● https://github.com/rabobank-cdc/DeTTECT 
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Collection: DeTT&CT

https://t.me/learningnets

https://github.com/rabobank-cdc/DeTTECT


● Leverage DeTT&CT to visualize coverage and map your log sources

Collection: DeTT&CT

https://rabobank-cdc.github.io/dettect-editor/ 
https://t.me/learningnets

https://rabobank-cdc.github.io/dettect-editor/


The Detection Cyborg
Go ahead and execute PSpipe.exe in the Downloads folder on WIN10

● The level of capability and proficiency between Analyst and Tools 
○ Great analyst can be hindered by inefficient tools.
○ Great tools will be underutilized by novice analysts.

Strategic Driver: Operational Capacity

https://t.me/learningnets



● Follow the instructions, if you’d like you can input your data sources.
○ While filling in data sources you can also try adding process creation and file modification.
○ TIP: You can also click “Add all data sources” and go line by line.

● NVISO Resource
○ https://blog.nviso.eu/2022/03/09/dettct-mapping-detection-to-mitre-attck/ 

Exercise: DeTT&CT Lab

https://t.me/learningnets
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Lab 2: DeTT&CT
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Detection Engineering
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● Detection Engineering

○ Strategic Drivers

■ Threat Understanding

■ Data Collection

■ Operational Capability

○ Detection Engineering Process

■ Direction

■ Collection

■ Processing

■ Dissemination

46

Topics
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Operationalized Purple Team: Detection

New CTI or TTPs

Emulate Attack

Analyze & Organize TTPs

Tabletop
Purple
Team

2

1

5 4

3

Dissemination

Processing Collection

Direction

Detection 
Engineering

https://t.me/learningnets



Detection Engineering

● Purpose is to detect suspicious events that may be indicative of a malicious 
actor.

● Areas may include:
○ SIEM
○ EDR

○ YARA
○ SNORT
○ IOC Feeds

Vendor Focus

Our Focus

David Bianco: http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
https://t.me/learningnets
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Engineering Process
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Operationalized Purple Team: Detection

New CTI or TTPs

Emulate Attack

Analyze & Organize TTPs

Tabletop
Purple
Team

2

1

5 4

3

Dissemination

Processing Collection

Direction

Detection 
Engineering
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Detection Engineering Process

Dissemination

Distributing to Stakeholders
SOC, Management, Red Team, etc

Processing

Processing Logs for Query 
Development

Collection

Collect Emulation Logs

Direction

Cyber Threat Intelligence (CTI)  & 
Threat Understanding

Detection 
Engineering

https://t.me/learningnets
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Direction
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Operationalized Purple Team: Detection

New CTI or TTPs

Emulate Attack

Analyze & Organize TTPs

Tabletop
Purple
Team

2

1

5 4

3

Dissemination

Processing Collection

Direction

Detection 
Engineering
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Direction

Dissemination

Processing Collection

Direction

● Cyber Threat Intelligence (CTI) provides direction for 
detection capabilities. 

● You may have a multiple teams providing this direction: 
○ Intel Team
○ DFIR
○ Red Team

● It could be from a tweet you saw. (@gentilkiwi, @GossiTheDog, or 
@TheDFIRReport)

● Direction may also come from:
○ The SOC to tune an alert
○ Red Team develops an alert bypass

https://t.me/learningnets



● Provide us direction by running your emulation plan through steps 3 and 4

55

Direction Lab

New CTI or TTPs

Emulate Attack

Analyze & Organize TTPs

Tabletop
Purple
Team

2

1

5 4

3

https://t.me/learningnets
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Lab 3: Direction
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Purple Team Direction

https://t.me/learningnets
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Collection
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Collection

Dissemination

Processing Collection

Direction
● Verify data is collected around the event(s).

○ MITRE ATT&CK can assist in identifying data sources.

● Where are the logs found? 
○ SIEM, EDR, Host, etc
○ Check out DeTT&CT

● Are there visibility gaps in the logs?
○ If logging gaps are identified, they should be fixed or documented as 

gaps. 

● Start hypothesising detection opportunities.

Log into WIN10 and launch PSpipe.exe in the Downloads folder

https://t.me/learningnets
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Collection: Break Down

Can we detect command line?

Can we detect specific arguments?

Can we detect nltest.exe

ATT&CK T1482: Domain Trust Discovery

ATT&CK T1059.003: Windows Command Shell

nltest 
/domain_trusts

https://t.me/learningnets
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Collection: Takeaways

● Knowing the Host & Process ID or GUID allows pivoting to logs
○ Commands
○ Parent or Child Processes
○ Network Connections
○ File Writes
○ Event IDs allow to hunt rare values

https://t.me/learningnets
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Collection Lab

● Map the procedure cmd.exe /c 
net view /all /domain to it’s two 
ATT&CK™ Technique IDs

● For the non-execution 
technique, list the three Data 
Components and possible log 
sources

https://t.me/learningnets
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Lab 4: Collection
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Processing
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Processing

Dissemination

Processing Collection

Direction
● Now knowing what data to look into, 

hypothesize detection opportunities.
○ This may be from one source or correlations between 

sources and events.

● Test a hypothesis by casting a wide net.

●  Narrowing the search until there are limited 
false positives.

○ Analytics can assist in narrowing down the search.

https://t.me/learningnets



Casting a wide net

Malicious Events Benign Events

Processing

https://t.me/learningnets



Malicious Events Benign Events

Processing
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Malicious Events Benign Events

Processing

https://t.me/learningnets



Sometimes it isn’t a good search or detection opportunity

Malicious Events Benign Events

Processing

https://t.me/learningnets



● What is the application, command, etc. used in the procedure and how is it used maliciously?
○ Example: PowerShell runs an encoded command to download a malicious enumeration 

script.

● How often is the procedure executed in normal operations?
○ Example: How often is encoded PowerShell used, or PowerShell used to download files?
○ If rare, you may be able to alert on broad usage.

● How is the application or procedure leveraged in your environment?
○ Example: Oracle spawns encoded PowerShell to download files in our environment.

Processing: Questions

https://t.me/learningnets


