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FOR509.3 — Microsoft Azure

Section 3.1: Understanding Azure

Section 3.2: VMs, Networking and Storage

Section 3.3: Log Sources for IR

il Section 3.4: Virtual Machine Logs

8 Section 3.5: In-cloud IR
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Sample Incident: Pymtechlabs

« For the purpose of learning Azure logs, this incident is
limited to a few steps

- Focus on understanding the uniqueness of Azure logs

* Question to take back after this class: are Azure logs
configured correctly and available to me in my environment?

- Logs can be reviewed in different ways inside the Azure
console, but most companies will use a SIEM

» Labs leverage SOF-ELK, and all relevant data has been pre-
loaded

FOR509 | Enterprise Cloud Forensics & Incident Response 4

To further the educational experience, we have created a simple scenario that will facilitate learning about the
different logs. All the data has been imported into SOF-ELK to facilitate your analysis.

https://time/learningnets © 2021 Pierre Lidome
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Investigation Steps

FORS509 [\Enterprise Cloud Forensics & Incident Response

While every cloud investigation will be a bit different, in general we recommend the following steps:

1. Review the global log sources. For Azure, this is mainly the authentication logs from Azure Active
Directory. There is an audit log for tenant-wide operations which should also be reviewed if called for
(usually, that would indicate big trouble since that log entails changes to the tenant itself).

2. Review network logs. These might come from the Azure Network Security Group or third-party
firewalls depending on your environment.

3. Review resource logs such as virtual machines and storage logs. Virtual machine logs would indicate if
VMs have been added or removed. Storage logs would show if data has been written or read. There are
many other resource logs to potentially review if they have been properly configured (which
unfortunately is rarely the case).

4, Finally, if needed, employ more traditional forensic methods and deep dive on a specific system. This
can be done in-cloud, therefore minimizing cost and speeding up your investigation.

https://t.me/learningnets © 2021 Pierre Lidome 5
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Microsoft Azure

“Invent with purpose: Achieve your goals with the freedom and flexibility
to build, manage, and deploy your applications anywhere. Use your
preferred languages, frameworks, and infrastructure—even your own
datacenter and other clouds—to solve challenges large and small.”
Microsoft Website

Key services for
IDCIdent response Compute Networking Storage | ]re
and forensics: e

FOR509 | Enterprise Cloud Forensics & Incident Response

Microsoft describes Azure with the tagline “Invent with purpose”. They further summarize Azure by saying
“Achieve your goals with the freedom and flexibility to build, manage, and deploy your applications
anywhere. Use your preferred languages, frameworks, and infrastructure—even your own datacenter and
other clouds—to solve challenges large and small.”l]

As stated by Microsoft, Azure is an eco-system of resources that can be molded to achieve anything you
want. It’s a large eco-system so we will need to focus on the elements you are most likely to encounter during
an incident response or forensic investigation. To that purpose, we will investigate where useful logs are
stored, how to access them, and how to interpret them.

We will focus on four products: compute, networking, storage, and Azure active directory.

Before we can start, we must cover some Azure fundamentals, so everyone has a good foundation. We will
discuss the regions where you may find Azure services as well as concepts such as availability zones, tenants,
subscriptions, Azure resource manager, and role-based access control. We will finish this section with a
discussion on pricing as it may impact how you conduct your investigations.

All icons courtesy of Microsoft Azure Cloud and AT Symbol/Icon Set.l?!

References:
[1I1https://for509.com/azureintro

[2] https://for509.com/azureicons
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When defining resources in Azure, you must select a region to host these resources. This allows you to meet
specific data residency and compliance requirements. As you can see from the map, Azure has numerous
regions to choose from.!'] What constitutes a region?

Microsoft defines a region as “a set of datacenters deployed within a latency-defined perimeter and connected
through a dedicated regional low-latency network”.[?]

Let’s breakdown Microsoft’s definition:

= “a set of datacenters™ means that each region has more than one datacenter.

» “latency defined perimeter” means that the datacenters are physically close to each other.
*  “regional low-latency network” means that they are connected via fiber.

Microsoft’s definition of a region simply means that each region has two or more data centers close to each
other connected via fiber. Furthermore, each region is paired with another. For example, East US is paired
with West US. Each pair is within the same geography.

One very important concept for us is that data stays within a region unless explicitly transferred via a global
service. This is done to ensure data residency. It also meang that when you perform your investigation, you
must be careful where you create your investigation resources.

While unlikely to affect you for your investigation purposes, some services are only available in certain
regions. However, core services are available in all regions. Core services is what we will use to facilitate our
investigations.

References:
[1] https://for509.com/azuregeo
[2] https://for509.com/azureregions
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Tenant
Pymtechlabs.com

Azure AD
Pymtechlabs.onmicrosoft.co

FOR509 | Enterprise Cloud Forensics & Incident Response

To get started in Azure, you must first “build” a tenant which will contain your identities, subscriptions,
licenses, and resources. You can think of a tenant as a container.

Your tenant represents a set of services assigned to your organization. Tenants are typically associated with
your top-level DNS domain name, for example pymtechlabs.com in this class. Tenants are assigned to a
specific geographical location.l!]

For each tenant there is a dedicated Azure Active Directory (also called AAD or Azure AD) instance. Azure
AD is critical as it manages users, groups, and permissions for all applications. In that regard, Azure and

Microsoft 365 are considered applications.

Azure AD Tenants are globally unique and use the domain ‘onmicrosoft.com’. So, for the Pymtechlabs
tenant, the Azure AD Tenant is pymtechlabs.onmicrosoft.com.

Users can only belong to a single tenant. They may be guests of other tenants.

While rare, it’s possible to have multiple tenants, This may be the results of merger and acquisitions, or
requirements for specitic administrative isolation due to local laws.

Each tenant may contain multiple subscriptions which we will discuss in the next slides.

References:
[[1https://for509.com/microsofttenant
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* Organizations/Tenants can have
multiple Azure subscriptions

¢ They all share a single Azure
Active Directory for that Tenant

* Users and subscription
permissions are defined in AAD

 Unpaid subscription fees will

Subscription 3 impact all resources within that

~ subscription only

Subscription 2

Subscription 1

FOR509 | Enterprise Cloud Forensics & Incident Response 10 |

Now that we have our tenant setup, we need to define one or more subscriptions. As stated by Microsoft, “a
subscription is an agreement with Microsoft to use one or more Microsoft cloud platforms or services, for
which charges accrue based on either a per-user license fee or on cloud-based resource consumption.”l!

Companies will generally setup numerous subscriptions in order to keep track of charges incurred by different
project. This is a very important concept as you will need permissions for each subscription that holds the
resource(s) you are investigating.

We will now discuss how resources are created and permissions to these resources managed.

References:

[1]https://forb09.com/subscriptions
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Azure Resource Manager

 Underlying service for
deploying and managing
resources in Azure

Azure Portal  Azure PowerShell Azure CLI  REST clients |

Azure Resoﬁ.rce Manager <+ Azure RBAC * Consistent management
layer: interfaces with Azure

Portal, Azure PowerShell,

Resource Group Resource Group Resource Group Azure CLI’ and REST CIientS
l ' l » Resource Manager Template
Qa “> 3 G Q. G (i‘nf}"astructure as code). Very
| e Rt similar to AWS cloud
Dismgc Dismge msmgc formation
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Before we can discuss virtual networks, virtual machines, and storage, we need to understand how these are
deployed and managed. The answer is the Azure Resource Manager which provides a management layer that
enables the creation, updating, and deletion of resources.[']

The advantage of the Azure Resource Manager is that it can take instructions from many different interfaces:
Azure Portal, Azure PowerShell, Azure CLI, and REST clients. Yet, the result will be the same irrespective of
your choice of interface.

Azure Resource Manager also supports templates (in JSON format) that enables you to deploy resources
consistently and repeatedly. This is sometimes referred to as “infrastructure as code”. This is very similar to
AWS cloud formation.

Azure Resource Manager applies access controls based on Azure role-based access control (RBAC) which
we will discuss shortly.

References:

[1]https://for509.com/resourcemanager
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Resource Groups

holds related resources
» Resource Providers: service that
Azure Resource Manager <+ AzmreRBAC  Supplies the resources that you
can deploy and manage through

resource manager
« Example: Microsoft.compute=VM

Resource Group  Resource Group . Resource Group

l l l resources
» Microsoft.storage=Storage account
m Virtual Network m Virlual Network . Virtual Network FERIUICES .
e T ol * Resources: VM, Networking,
Disk Storage Disk sorage Disk tozage Storage Accounts, etc.
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Resources (Virtual machines, networking, storage accounts, databases, etc.) should be grouped inside
Resource Groups based on their purpose or commonality. In other words, a resource group is a container that
holds related resources. You may have as many resource groups as you wish.

One of the main advantages of resource groups is that you can deploy, update, or delete all resources
contained in that resource groups at once. You can also set role-based access for each resource group.

Investigative hint: ideally you will be granted permissions at the subscription level. However, you could
encounter a situation where you are only granted permission to a specific resource group. Be aware of this
limitation as you will have a very narrow view of the infrastructure being used. This is not a good situation,
and you should attempt to get higher level permissions to have a complete view for your investigation.

A resource provider is a service that supplies the resources that you can deploy and manage through the
resource manager. For example, if you want to deploy a virtual machine, the Microsoft.compute resource
provider will be invoked. Similarly, a storage account will invoke the Microsoft.storage resource provider.

The two items you will interact with the most are resource groups and resources. It’s important to know about
Azure Resource Manager and Resource Providers to have a complete picture, but they perform their jobs in
the background.

https://time/learningnets © 2021 Pierre Lidome
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Microsoft Azure offers hundreds of products.[!]

For the purposes of incident response and forensics we will focus on just a few products:
= Compute

»  Virtual Machines: Supports Windows and Linux virtual machines

»  Azure Functions: Serverless solution to implement compute-on-demand
» Storage

» Disk Storage: Persistent storage from virtual machines

» Blob Storage: REST-based object storage for unstructured data

» Storage Accounts: Container for disk and blob storage

= Storage Explorer: View and interact with Azure storage resources
*  Networking

»  Virtual Networks: Provisioned private networks

»  Network Watcher: Network performance monitoring and diagnostics
= Security

»  Azure Active Directory: Identity management

*  Azure Security Center: Unified security management

*  Azure Sentinel: cloud-native SIEM and intelligent security analytics
*  Analytics

= Log Analytics: collect, search, and visualize logs

» Event Hubs: real-time data ingestion service

References:
[1]https://for509.com/azureproducts
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Azure Resource ID Definitions

* Subscription ID
“d841fb8e-cocy-46fd-adg1-3689e704d1fd”

» Resource Group
“Research”

» Provider
“Microsoft.Compute”

e Virtual Machine
“MiningVM”

FORS509 | Enterprise Cloud Forensies & Incident Response

Now that we understand the hierarchy that defines an Azure resource, let’s look at the internal notation.

*  Subscription ID: Globally Unique Identifier (GUID) that belongs to your tenant.
e Resource Group: user-generated name

» Provider: name of the service that supplies the resources that you can deploy and manage through resource
manager

» Resource: specified by its type and the name given by the user

In the next slide, we will see how Azure puts everything together in a single URL

https://time/learningnets © 2021 Pierre Lidome
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Azure Resource ID Strings

+ Resource ID string for the VM

/subscriptions/d841fb8e-cocy-46fd-adg1-
3689e704d1fd/resourceGroups/Research/providers/Microsoft.Compute/virtualMachines/M
iningViM

» Resource ID string for the OS disk

/subscriptions/d841fb8e-cocy-46fd-adgi1-
3689e704d1fd/resourceGroups/Research/providers/Microsoft. Compute/disks/MiningVM__
diski_213aa18e15¢b44a68812d4351tf3¢508

» Resource ID string for the network interface
/subseriptions/d841tb8e-coc7-46fd-adg1-
3689e704d1fd/resourceGroups/Research/providers/Microsoft. Network/networkinterfaces/
miningvmi106

FORS09 | Entenprise Cloud Forensics & Incident Response 15

Every item in Azure has an associated Universal Resource Identified (URI) that follows the format:

/subseription/<Subscriptionld>/resourceGroups/<resourcegroupname>/providers/<providername>/<resource
Type>/<resourcename>

In the MiningVM example, we have a resource ID string for the VM itself, one for the OS disk, and one for
the network interface. If we were to assign a public [P address to that VM, we would also have a resource 1D
string for that TP address.

This notation is important if you want to access Azure resourced via the CLI or PowerShell.

https://t.me/learningnets © 2021 Pierre Lidome 15
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Azure Resource ID Graphic

Tenant: pymtechlabs.com

Subseription: d841fb8e-coe7-
46id-ado1-3680e704d1fd

Resource Group: Research

Resource Provider:
Microsoft.Complite

Resouree: Virtual
chine
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In this slide, you can see a graphical representation of the Azure Universal Resource Identified (URI) for our
virtual machine called “Mining VM”.

https://time/learningnets © 2021 Pierre Lidome
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Role Based Access Control (RBAC)

v » |User Principal
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Read .
eacer Role Assignment Example AR
Role Definition Scope
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Azure Role Based Access Control (RBAC) lets you manage who has access to what resource and what they
can do with that resource. Azure RBAC is an authorization system built on Azure Resource Manager.

To control access to tesources, you create role assignments. There are three elements to a role assignment:

1. Security Principal
* An object representing an entity such as a user or group, which can access the resource
2. Role Definition
* A collection of permissions such as read, write, and delete
» Azure has several built-in roles.l' The most common are Contributor, Owner, and Reader
*  When performing an investigation, it’s preferable to be granted Owner permission for maximum
flexibility

= Specify which role can access a resource or resource group
* Scopes can be specified at four levels: management group, subscription, resource group, resource

There are many nuances to Azure RBAC, and this only covers a high-level overview that you are likely to
encounter in your investigations. The Microsoft documentation should be referenced for an in-depth
explanation of Azure RBAC.IZ

References:
[[]https://for509.com/azurercles
[2] https://for509.com/azurerbac
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Clouds use a per-consumption model, which means everything you do

has a cost
Temporary Costs Persistent Costs
Virtual Machine are priced based on » Disks and snapshots are
the number of CPUs and amount of priced based on performance
memory and quantity
¢ They only accrue cost when running * They accrue cost all the time
» You can make sure to shut them until deleted

down when not in use

< ‘<
e e

Virtual Machine Persistent Disk Disk Snapshot

FORS09 | Enterprise Cloud Forensics & Incident Response

We need to talk about pricing as it may impact your investigations. Like any other cloud provider, Azure
charges on a per-consumption model, which means you have to pay for everything as you use it. For our
purposes the charges we need to be concerned with are virtual machine cost, storage cost, and possibly data
transfer costs. Data transfer costs can be avoided by conducting as much of the investigation in the cloud and
specifically, in the same region as your victim machines.

Virtual machine cost has two components:
I. Memory and CPU provisioned for the VM

2. Length of time you keep the machine running

Storage is more complex. We will cover the different types of storage available in the next section. For the
purpose of pricing, the main components are:

1. Performance
2. Quantity

You will use a lot of storage since the first step of any investigation is to snapshot the disks of the victim
machines.

Storing logs also requires storage which is one of the main reasons you will find that logs are often not
configured beyond the Azure defaults.

https://time/learningnets © 2021 Pierre Lidome
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Pricing — Data Transfers

Internet/Corporate Network
Transfer In = Free

Transfer In = Free
Transfer Out = Not Free
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In addition to the costs for the virtual machines and the storage, you may incur cost if you move data from
one region to another. The best way to avoid data transfer costs is to leave the data in the same region as your
victim machine. If you must transfer the data, it’s helpful to know when you will be charged.

Microsoft defines an availability zone as “an isolated location inside of an Azure Region, and has its own
independent power source, network, and cooling”. Transfers within an availability zone are free. However,
data transferred between regions will incur costs. As a rule, incoming transfers are free but outgoing transfers
aren’t. Microsoft provides pricing in the “bandwidth pricing details™ document.!! If you need to transfer a
large amount of data, Microsoft offers a number of solutions including AzCopy, Azure Data Box, and Azure
Data Factory,[?]

References:
[1]https://for509.com/bandwidthpricing
[2] https://for509.com/largedatasets
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Pricing — Long Term Discounts

Virtual Machines
REGION TiER:
West US v t Standard v
B T Basic
INSTANCE: - AEH Low Priorily
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You can save money on certain products if you use Reserved Instances. Reserved Instances is Microsoft’s
terminology for committing to a [-year or 3-year term. Not all products offer Reserved Instances, and the
discount will vary depending on the region.

Reserved Instances could be helpful in certain cases where your investigation will take a long time to

complete. They may be particularly helpful for storage which, as we previously discussed, is kept for a long
time. Reserved virtual machine instances can have significant discounts.[!]

Virtual machines come in 3 different tiers: Basic, Low Priority, and Standard. You always want to choose a
machine from the standard tier for your investigations.

References:
[1]https://forb09.com/reservedvm
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As an example, for a basic scenario, you will snapshot the disk of the victim machine, create a VM for your
investigation and attach that snapshot to that VM (as a separate drive). The best way to estimate your cost for
such a scenario is to use the Azure pricing calculator.l!!

By selecting “Virtual Machines” and “Storage Accounts” you will add these products to your estimate as

shown in the next slides.

References:

[1]https://forb09.com/pricingcalculator
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Scoping out a virtual machine is very simple. Select the machine size based on the number of virtual CPUs
{or cores) and amount of memory. The operating system drive can be small since we will mount the snapshot
as a separate drive.

Azure offers everything from tiny machines with a single core and 0.75GB RAM, all the way to ginormous
machines with 416 cores and 11400GB of RAM. Yes, that’s correct over 11TB or RAM!!! Obviously, the
hourly price will be proportional going from pennies per hour to well over a hundred dollars per hour.

Note that pricing will be different based on the region you select. All examples in this class are shown in US
dollars.

Some of the Azure virtual machines offer cores and other vCPUs. This can be confusing.
» A core is a physical unit of a CPU
» A virtual CPU (vCPU) is a physical CPU that’s assigned to a virtual machine

The advantage of the vCPU is the use of hyperthreading.

Usually, a machine with 2 vCPU and 8GB RAM is sufficient for our purposes. If you need higher
performance, you can refer to the benchmarks published by Microsoft for Windows VMs.I!l

References:
[[l1https://for509.com/vmbenchmark
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DFIR Workstation — Storage Price

#» Stesage Accounts (i) Managad Dicks. Standard ROD, 530 Disk Te.. B Upfranz $0.00 Monthly: $43.96

EET » 15t storage account is for
- . the snapshot, so a

et 7 Standard HDD is sufficient
- o0d gtorage account is to

- (o) apply the snapshot to and
e mount on the forensic VM.
Performance is key, so

Premium SSD is selected
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The first step of our investigation will require that we make a snapshot of our victim’s disk (1024GB disk as
an example). We will therefore need to create 2 managed disks: one to hold the snapshot and one to apply the
snapshot to.

In order to save money, we will use a standard HDD to create our snapshot. However, we will apply the
snapshot to a Premium SSD as we will mount that drive on our forensic VM and run our analysis tools against
that data.

You can see there is a big price difference between standard storage and premium solid state storage. Also,
remember that while the virtual machine can be shut down when not in use, the storage is persistent and will
exists for the duration of your investigation.
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DFIR Workstation - Summary

Example monthly pricing for a “small” investigation where all
the work is conducted in the cloud.

~ Mirtual Machines ® 102 v3 (2 vCPUs, 8 GB RAM) x 20 Howrss W.., - [ Upfront: $0.00 Monthly: $13.98

"~ Storage Accounts @ MManaged Disks, Standard HDD, 530 Disk Ty... " Upfront: $0.00 Monthly: $40.96

s Storage Accounts @ Managed Disks, Premium SSD, P20 Disk Typ... @ Upfront: $0.00 Monthly: $135.97

o Virtual Network @ 100 GB data transter from East US region to.., W Upfront: $0.00 Monihly: $2.00
Estimated monthly cost (@
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Before starting an investigation in the cloud, it’s important to have an idea of the costs that are likely to be
incurred. This is a very simple example on how you may use the pricing calculator. Many investigations will
involve a lot more virtual machines and storage which will significantly increase the cost. You may also use a
log analytics workspace which will require its own storage. We will cover log analytics workspaces later in
the class.

The pricing calculator’s purpose is only to provide an estimate of charges. It shouldn’t be used for billing
purposes. Azure provides detailed billing information in the portal under the subscription service.

While we have mentioned it before, it bears repeating that virtual machines can be shut down when not in
use, but storage is persistent and will continue to incur costs until deleted. For this reason, it’s important to
select the right kind of storage that balances price and performance. Conducting the investigation in a timely
manner and cleaning up un-used resources will also keep costs down.
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FOR509.3 - Microsoft Azure

Section 3.1: Understanding Azure

Section 3.2: VMs, Networking and Storage

Section 3.3: Log Sources for IR

| Section 3.4: Virtual Machine Logs

Section 3.5: In-cloud IR
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Microsoft Azure Roadmap

* Azure Compute

3.1: Understanding Azure * Virtual Machine Types

* Case Study: Crypto Mining VM

3.2: VMs, Network and Storage

» Azure Virtual Networks
3.3: Log Sources for IR * Network Security Groups
« Virtual Appliances

3.4: Virtual Machine Logs * Storage
l * Accessing Azure
4.5+ [n=clond IR - Lab 3.1: Using SOF-ELK with

Azure Logs
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Azure Compute

Azure Compute refers to the hosting model for the various computing
resources that Microsoft offers. Compute resources are selected based
on your workload and are either Infrastructure-as-a-Service, Platform-
as-a-Service, or Functions-as-a-Service.

o Virtual ~» Azure App o Azure
Machines Service Functions
o Azure o Azure o Azure
Batch | Kubernetes Logic Apps
Service '
e Container
Instances

FOR509 | Enterprise Cloud Forensics & Incident Response 29

The most visible resource of any cloud computing are the virtual machines (VM). However, there are many
other kind of resources available in Azure. Microsoft calls this category Azure Compute and offers several
options based on your workload and application.!"!

Azure Compute resources are categorized based on their service model.

Infrastructure-as-a-Service Description
Virtual Machine Typical server where you are responsible for everything
Azure Batch Enables large-scale parallel and high-performance batch jobs with the

ability to scale to tens, hundreds, or thousands of VMs

Platform-as-a-Service Description

Azure App Service Managed service to hosts web apps, mobile app back ends, RESTful APTs

Azure Kubernetes Service Managed Kubernetes service for running containerized applications

Container Instances Simple way to run a container in Azure without provisioning a VM

Functions-as-a-Service Description

Azure Functions Code executed in response to an event without concerns for the
underlying platform or infrastructure

Azure Logic Apps Logic apps are similar to functions for execute workflows instead of code

References:

[11https://for509.com/azurecompute
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Virtual Machine Types

* Many VM types to meet
Burstable workload and application
Lk requirements

General Compute ] .
Purpose Optimized » Some are only available in
(D) (F)

certain regions

Memony Storage
Optimized Optimized
(E,G,M) (L)
Log features are the same
Graphies High

Optimized Performance for aH VM "[ypeS

() (H)
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Since you will spend most of your time analyzing VMs, let’s examine the different classes of VMs offered by
Azure. Azure offers a wide variety of different types of virtual machines. Some are only available in certain
regions and the Virtual Machines Pricing webpages will show which ones are available in which region:
Windows!!l and Linux.[]

Series A: Entry level

« Series A VMs are entry level machines suitable for development workloads, low-traffic website, micro
services, etc.

* Naming examples: Al v2, A2 v2, Ad v2, A8 v2

Series B: Burstable

 Series B VMs are a low-cost option that have the ability to burst to significantly higher CPU performance
when the demand rises.

* Naming examples: B1S, B2S, B4MS, B12MB, B16MS, B20MS

Series D: General Purpose

* Series D VMs are optimized to meet the requirements of most production workloads. There are many
variants in the D family, some of which emphasize certain features such as fast CPUs or fast disks.

*  Naming examples: D2a v4, D2as v4, D2d v4, D2ds v4, D2s v4

https://tme/learningnets © 2021 Pierre Lidome
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Series F: Compute Optimized
¢ Series F VMs are optimized for compute intensive workloads. They have a high CPU-to-memory ratio.

*  Naming examples: F1, Fls, F2s v2

Series E, G, and M: Memory Optimized
o Series E, G, and M VMs are ideal for memory intensive enterprise applications, such as database servers.
*  Naming examples: E2a v4, E2as v4, E2ds v4, G1, Gls, M8ms, M208s

Series L: Storage Optimized
« Series L VMs feature high throughput, low latency, and directly mapped local NVMe storage.
¢ Naming examples: L8s v2, L4s

Series NC, NV, ND: Graphics Optimized

» Series NC, NV, and ND VMS have high end GPUs and target applications such as visualization, deep
learning, and predictive analytics.

*  Naming examples: NC6, NCos v2, NCdas T4, NV6, NV12s, NV4as v4, ND6s, ND40rs v2, NDY6asr

Series H: High Performance Computing

¢ Series H VMs are designed for high performance computing in applications such as financial risk
modeling, seismic and reservoir simulation, and genomic research.

*  Naming examples: H8, HB60rs, HB120rs v2, HC44rs

While you will encounter any combination of these VMs, logging and forensics analysis is performed the
same way irrespective of the model.

References:

[[]https://for509.com/windowspricing

[2] https://for509.com/linuxpricing
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Case Study: Detecting a Crypto Mining VM

* Cloud crypto mining is a favorite action-on-objective for bad actors
» Only N-series VMs have GPUs

» Monitor logs for creation of N-series VMs

» Create workflow to notify subscription owner

» PowerShell script provided in the notes

PS> .\azlogs.psl (script provided in the notes & class GitHub)

vmID vmID

Standard NVéas v4 £57b8807-a5bb-4e87-8f7d-d7ad0a3£0£80

Standard D2s v3

B s a_A—b_lea—e927c338f823
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The next section will have an in-depth discussion of the various Azure log sources. However, while we are on
the topic of virtual machines, let’s quickly discuss an idea to potentially detect the creation of crypto mining
VMs. A bad actor whose action-on-objective might be to run a crypto miner will first need to access your
Azure subscription. Perhaps they get extremely lucky and are able to compromise a VM which features a
GPU. But most likely that won’t be the case and they will need to create an appropriate VM (or many such
VMs).

As we saw in the last slide, GPU enabled VMs belong to the N-series of VMs (NC, ND, and NV). The idea is
to monitor the VM creation logs for this series of VMs. In the log, they will show up in a field called
“ymSize™ as “Standard N*** where N* stands for the specific model name. An example would be

“Standard NV4as v4”,

While the log may reflect a legitimate creation of such a VM, a workf{low could be designed to notify the
subscription owner of this new specialized VM. It would then be up to the subscription owner to decide if this
is a legitimate VM or not.

If your organization doesn’t normally use GPU-enabled VMs, this is a very simple early warning system. On
the other hand, for an organization that dynamically builds and tears down a large number of these kind of
VMs, additional filters will need to be implemented.

This workflow can be implemented in two different manners depending on the organization. If your
organization imports Azure logs in a SIEM, writing rules for that condition would be the simplest method.[]
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Here is an example rule for Splunk:

Index=ms_ azure properties.hardwareProfile.vmSize=5Standard N* | deadup
properties.vmlId | stats count by properties.hardwareProfile.vmSize

Example 30-day snapshot from a large corporation:

Standard NV12s v3 3867
Standard NV6 474 |
Standard NV12 Promo 512
Standard NV12 7
Standard NV6 Promo 7
Standard NC24s v3 6
Standard NV32as v4 4

Over 4,000 GPU-enabled VM creation in a 30-day period may seem suspicious. However, this is an example of a
company that processes large amounts of data over short periods of time and therefore dynamically creates and
tears down these VMs. The next step would be to add a filter and narrow down either by subscription or resource
group to remove those that are authorized to create these GPU-enable VMs.

For organizations that don’t have a SIEM, here is some PowerShell code that will extract the information from the
log.[?1
Sresults = get-azlog -ResourceProvider "Microsoft.Compute" -DetailedQutput
$results.Properties | foreach {$ } | foreach |
$contents = $ .content
if (Scontents -and $contents.ContainsKey ("responseBody")) {
Sfromjson=($contents.responseBody | ConvertFrom-Json)
$newcbj = New-Object psobject
S$newobj | Add-Member NoteProperty vVmId $fromjson.properties.vmId

Snewob] | Add-Member NoteProperty Vmsize
Sfromjson.properties.hardwareprofile.vmsize

Snewob]j

}

There are many other parameters that you can extract from the logs. This is a simple example to illustrate the
possibilities. One downside of using PowerShell rather than a SIEM is that the script must be executed for each
subscription.

References:
[[]https://for509.com/splunkautomation

[2] Shoutout to Arjun Bhardwaj and Michael Getachew for their assistance with PowerShell scripting.
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Azure Virtual Network (VNet)

» Required for communications between VMs and/or the internet.
* Address space
+ Range of IP address that are available for the resources in that VNet
* Subnet
+ Smaller network to facilitate resource grouping and security
* Regions
« Belongs to a single region and single subscription
« Every resource on the VNet must be in the same region

Subscription Azure subscription 1

Resgurce group Research

fName Metalvreat

Region East US

IP addresses

Address space 10.1.00/18

Subnet Gold (16.1.10.0/24), Sitver (10.1.20.0/24) Copper (10.130.0/24)
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Azure Virtual Network (VNet) is the glue that allows other Azure resources to communicate with each other
and with the internet.!!

When creating a VNet, Azure will assign a set of RFC 1918 IP addresses, typically 10.0.0.0/24 for the first
VNet you create. This private address space allows your VMs to communicate with each other. You can
assign any public or private address range you want to your VNet. Creating a VNet doesn’t incur any charges.

To communicate with the internet, you will need to assign your VM a public TP address. There is a recurring
charge to use Azure’s public IP addresses.

There are 3 ways to communicate with on-premises resources:
1. Point-to-site virtual private network (VPN): connection between a VNet and a single computer.

2. Site-to-site VPN: connection between your on-premise VPN device and an Azure VPN gateway
deployed in the VNet.

3. Azure ExpressRoute: connection between your premises and Azure through an ExpressRoute partner.
This connection is private and doesn’t go over the internet.

From an incident response point of view, it’s very important to understand network topology and
communication channels between Azure resources. We will discuss network security groups in the next slide.

References:
[MThttps://for509.com/virtualnetwork
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Network Security Group

» Stateful packet filtering based

on:

1. Source IP

2. Source Port

3. Destination IP

4. Destination Port D

5. Protocol Virtual Network
» For each rule, you must specify:

i. Priority

2. Action: Allow or Deny

« SSH and RDP are opened with
source: Any & destination: Any
(must change ASAP)
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To protect your VM, Azure will automatically create a network security group (NSG). The NSG allows you
to control traffic in and out of the subnet. The NSG conducts a stateful inspection of the traffic based on the
Source IP, Source Port, Destination IP, Destination Port, and Protocol.l1 This is to be considered a very basic
firewall. Additional offerings are available from Azure and third parties for full-fledged firewalls that include
application layer inspection.

NSG rules are read in order based on the priority number asgigned to each rule from 100 to 4096 (excluding
Azure defined rules in the 65000 range). 100 is the highest priority rule and 4096, the lowest.

From an incident response point of view, it’s important to understand the network topology and associated
control. For example, you can imagine the scenario where you are told that a firewall rule was in place to
block nefarious traffic, but your investigation reveals that the priority of that rule was too low to be effective
and that a higher priority rule was in fact allowing that traffic to the VM.

References:
[I]https://for509.com/nsg
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Network Virtual Appliance

Many devices can shape network traffic and can produce their own set of
logs. Review the network topology before you start your investigation and
look for the presence of network-shaping devices. These network virtual
appliances are offered by both Microsoft Azure and third parties:

- Load Balancer

* Firewall

* Application Gateway

* VPN gateway

* WAN optimization appliance
s Virtual router
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There are many other pieces of network infrastructure that can shape the traffic. These may have various
impacts to your incident response or forensic investigation. You need to be aware of their presence so that
you may investigate their logging capabilities as they may provide further insight to your investigation.

Azure offers the following options:

* Azure load balancer which will evenly distribute incoming network traffic across a groups of resources.
= Azure firewall which offers both stateful network and application-level filtering.

»  Application Gateway which will protect your application from common web vulnerabilities.

* VPN gateway which connects your on-premise network to Azure.

In addition, third party vendors offer many network virtual appliances such as firewalls, WAN optimization,
VPN access server, virtual router, etc. These offerings can be found on the Azure marketplace.!]

References:
[l https://for509.com/marketplace

https://tzime/learningnets © 2021 Pierre Lidome


https://technet24.ir

Managed Disk Storage  Blob Storage

=N

Virtual Machine  Disk Storage Storage Account Blob Storage

https://mystorageaccount.blob.core.windows.net

» Managed Disk: OS disk, data disk, temporary disk, snapshots
 Storage Account

» Unique Azure Namespace

» 3 types of blobs: Block, Append, Page

» Must be unique across all of Azure

 Has its own web address

FORE0Y | Enterprise Cloud Ferensics & Incident Response

Storage will be a key component of any investigation you conduct. In addition, many logs will only be
retained if you create dedicated storage for them. There are 6 types of storage on Azure:[!]

1. Disk: persistent disk storage for every workload.

Blob: massively-scalable object storage for unstructured data.
File: simple, distributed, cross-platform file system.

Data Lake Storage: Limitless storage for analytics data.

Archive: storage for rarely accessed data.

& e oo ke B2

HPC Cache: file caching for high-performance computing.
We will focus on blob storage! and disk storage. !

Storage accounts provide a unique namespace for your data. As we discussed in the previous section, every
resource in Azure has a unique resource id. When you create a storage account, you are able to access your
data directly using the URL:

https://mystorageaccount .blob.core.windows.net
Where mystorageaccount is the name you selected for your storage account.

This will be a very useful feature when you need to download logs for analysis or safekeeping.
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We will discuss the characteristics of blob storage and disk storage in the next slides.

References:
[[1https://for509.com/storageintro
[2] https://for509.com/blcobintro
[3]https://for509.com/diskintro
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o Three levels:
1. Storage account
2. Container in the storage account
3. Blob in a container

e Blob = Binary Large Object
+ Block Blob
* Any file up to 4.75TB
+ Append Blob

¢ Works well for logging where data is
constantly appended

- Page Blob
« Used for virtual hard drives up to 8TB

Storage - Blob

Storage Account E

Container
Elob Siotage ‘Blob Storage Blob Storage

o .

BlobStorage  pigh Storage

.

Blob Storage Blob Storage Blob Storage

Blob stands for Binary Large Object. It’s a way for Azure to store an arbitrarily large amount of unstructured
data. Any type of data can be stored in blobs which is very convenient for videos, images, and particularly
text. As you can imagine, for our purposes it’s very convenient to store logs; large amounts of logs.

There are three types of blobs:

1. Block blobs to store text and binary data. Since block blobs are made up of blocks of data, they can be
managed individually and can store up to 4.75TB of data. Microsoft is currently previewing block blobs

up to 190.7TB.

Append blobs are optimized for append operations and are ideal for logging data.

3. Page blobs store random access files up to 8TB. They are usually used to store virtual hard drive files

(VHD).

There are two characteristics that are very convenient with blobs:

1. With the correct permission, they can be accessed directly over the internet via HTTP or HTTPS using
the url: http://mystorageaccount.bleob.core.windows.net

2. There are half a dozen methods to transfer data in or out of blobs. The two easiest ones are: AzCopyl'l

and Azure Storage Explorer?] (which leverages AzCopy).

References:
[1]https://forb08.com/azcopy

[2] https://for509.com/storageexplorer
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Storage — Managed Disk

» Managed Disk » Monthly cost based on:
* 99.999% availability » Disk type and size
» Azure manages backup and uptime » Snapshots
» Size and performance are  Outbound data transfers
guaranteed based on selection * Transactions
+ Can upgrade size and type -
* Four types - A
1. Standard HDD - slow but cheap S
2. Standard SSD — standard for e
production ggu~%%%§ @@ 7
3. Premium SSD - fast and high O
performance. B e
4. Ultra Disk — For most demanding |5 ‘e
and data intensive workloads )
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A managed disk is very similar to the physical disk you have in your laptop or desktop. When configuring a
managed disk, you select the size and the type(!l: Ultra disk, Premium SSD, Standard SSD, Standard HDD.

However, there is a big difference that is very relevant to our investigation: cost.[?l Unlike the disk in your
laptop or desktop which has a one-time cost, Azure managed disks have a recurring cost. There are 5
components to the cost of a managed disk:

Disk type: SSD (various levels as previously indicated) or HDD.

Disk size: as expected the larger the disk, the more it costs.

Snapshots: billed based on the size of the snapshot — these are very important for our investigations.
Outbound data transfers: transferring data out of Azure will incur billing for bandwidth usage.
Transactions: billed for each I/O operation.

R

Most VMs will have 2 or more managed disks:

e OS disk which is selected when the VM is created.

*  Temporary disk used for short term storage (example: page or swap files). Not all VM types have
temporary disk.

¢ One ot more data disk which is user created.

As a preview of the last section of the class, one method we use to perform our investigations is to snapshot the
OS disk of the compromised machine, apply that snapshot to a new disk and mount that new disk as a data disk
on a fresh VM. This is why understanding managed disks is so important,

References:
[[1https://for509.com/disktypes
[2] https: //for509.com/diskprice
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Accessing Microsoft Azure

« Graphical user interface

Web P OI‘t al » Easiest way to access Azure
« Cloud Shell interface

» CLI=Command Line Interface
Azu r'e CLI « Installed on computer or run via Cloud Shell

PowerShell « Installed on computer or run via Cloud Shell

 Requires Azure PowerShell module
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Before we move on to the next section and discuss the various log sources in Azure, we need to quickly
review the three ways to access Azure:

1. Azure portal
2. Azure CLI
3. PowerShell

Azure CLI and PowerShell can be installed on your computer or used via Cloud Shell. Cloud Shell is a
command line interface available in the Azure portal.
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The Azure portal is a graphical user interface and is the most common and easiest way to access Microsoft
Azure.[]

For the purposes of this class, the most important services will be Activity log and Log Analytics
workspaces. Other important services are Resource groups, Virtual machines, virtual
networks, Disks, Snapshots, and Subscriptions.

The service A1l resources is also very important as it gives you a quick overall view of every resource
provisioned in your subscription,

The top row will only show you the icons for the most recent services used. If you don’t see what you are
looking for, you can type it in the search box or select “More services” to get a complete list.

References:

[[1https://forb09.com/portaloverview
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Access Microsoft Azure - CLI

1-Start Cloud Shell

& Search resources, services, and docs (G+/)

Microscft Azure

2-Select Bash

vio ? 8LR0HODL
Requesting a Cloud Shell.Su ad.
Connecting terminal. ..

e
Welcome to Azure Cloud Shell
Welcome to Azure Cloud Shell
Type "az" to use Azure CLI

Select Bash or PoweiShel, You can change chells any time via the environment selector in the Type "help" to learn about Cloud Shell
Claud Shell toolbar, The mosd recently uzed environnrent vall be the default for your next session.

ntenprise Cloud Forensics

The Azure command-line interface (CLI) is a set of commands used to create and manage Azure resourcesl'l.
It can be installed on your computer!?! or run via Cloud Shell?®!. This slide shows Azure CLI running from
cloud shell.

Microsoft provides the Azure CLI for Windows, macOS, and Linux. If you would rather not install software
on your computer, you can use the same CLI commands in the Azure Cloud Shell Bash environment. The
Azure Cloud Shell is an interactive shell for managing Azure resources, It provides a terminal window inside
your browser. The terminal window is based on the Linux bash shell so in addition to the Azure CLI
commands, you also have access to a wealth of Linux commands.

When selecting the Cloud Shell in the Azure Portal, you will select the Bash environment if you wish to use
CLI commands.*! Another option is PowerShell which we will discuss in the next slide.

Whether you choose to run the Azure CLI on your own computer or via the Cloud Shell, you now have
access to the set of “az commands”,
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The first command you will need to issue is to authenticate yourself (not needed if you are using Cloud Shell,
since you already authenticated to the Azure Portal)

az legon

You can then list the subscription you have access to

az account list

You now need to select the subscription that’s appropriate for your investigation
az account set -subscription “name of subscription”

References:

[1]https://for509.com/cli-intro

[2]1 https://for508.com/cli-install

[3] https://for508.com/cloudshell-intro
[4] https://for509.com/bash
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Access Microsoft Azure - PowerShell

PowerShell on your computer PowerShell via Cloud Shell
Step 1: Start a PowerShell terminal with
Administrator permission >

Step 2: Install Az module (if not already installed) g

Welcame to Azurs

PS> Install-Module -Name Az -AllowClobber

Fonment selector s the
= default for your net sesson,

Select fash o PowerShell You can charge shalls any t
Cloud Shelf tuolbar. The mast rezenty used enviranment w

Step 3: Verify the module was installed and check the i @
version (optional)

PS> Import-Module Az; Get-Module Az

Step 4: Connect to Azure

PS> Connect-AzAccount
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Another way to interface with Azure is through PowerShell. Just like Azure CLI, you have the option to run
PowerShell from your computer or run via Cloud Shell.l

To use PowerShell on your computer, you will need to install the Azure PowerShell module. Be sure to install
the Az module and not the older AzureRM module which is now deprecated (unfortunately, many online
articles still refer to older Cmdlets from the AzureRM module).

Step 1: Start a PowerShell terminal with Administrator permission

Step 2: Install Az module (if not already installed)
Install-Module -Name AZ -AllowClobber

Step 3: Verify the module was installed and check the version (optional)
Import-Module Az; Get-Module Az

Step 4: Connect to Azure

Connect-AzAccount

References:
[1]https://for509.com/powershell
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SANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 3.1

Using SOF-ELK with Azure Logs
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FOR509.3 — Microsoft Azure

Section 3.1: Understanding Azure

Section 3.2: VMs, Networking and Storage
Section 3.3: Log Sources for IR

Section 3.4: Virtual Machine Logs

Section 3.5: In-cloud IR
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Microsoft Azure Roadmap
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Sources of Logs
Audit A s

L‘(’)g; Azure Portal E
ogs Log Analytics 2

Non-Azure Destination

To support your investigation, it’s crucial to understand all the log sources in Azure. There are 5 sources of

logs we will discuss in this section:l']

1. Tenant logs
Subscription logs
Resource logs

S b i

Application logs

Operating system logs

Where to find these logs and how to access them is the next piece of the puzzle. Logs can be written to
multiple locations at the same time which means that there may be more than one way to consume the

information.

While some log sources are automatically configured by Azure, that’s not the case for most of them. In order
to store logs, storage must be allocated which implies a recurring cost as we previously discussed.
Unfortunately, when called to perform incident response, you may find that the subscription owner didn’t
configure any of the optional log sources leaving you with very little information to analyze.

Educating your team on the importance of configuring these log sources is really the first step in incident
response. The ideal configuration is to continuously export these logs to a SIEM so that they are not stored
where a bad actor may be able to delete them.

As we examine the five log sources mentioned above, we will discuss where to find them, how to configure

them and how to export them for analysis.

References:

[1]https://forb09.com/logsources
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Why are These Logs Important?
—> ( Used to detect password spray attacks or other credential
_abuse J
(" Used to analyze the creation, deletion, start/ stop of 0
uoscription resources in cases such as crypto mining VM incidents or
\_mass deletion for sabotage cases
( Used to log network traffic flow, file storage access for
_cases such as data exfiltration -
Operating System (Used to log operating system events which can show lateral |
' | movement y
( Used to create custom logs at the discretion of developers. )
Application Azure includes a log for 1IS which can be used to show web
\_servers attacks v

FOR509 | Enterprise Cloud Forensics & Incident Response &0

With so many logs available in Azure, it’s easy to become overwhelmed. Investigations will normally make
use of multiple logs, and these are just a few examples of the logs you could use in various DFIR situations.
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Log Analytics Workspace Overview

Data Sources

» Workspace P —
e Similar to a data lake *3} D Jg im
» End-to-end analytics: combines _ ”

multiple data sources
« A7zure resources

¢ Subscription logs n
« Azure Active Directory e
+ Non-Azure logs
= Data organized in a table —
-« Each log source has its own table o\
» Designed for up to 6GB/min and S
‘ 4TB/day Analytics

FOR509 | Entetiprise Cloud Forensics & Incident Response

Microsoft will store some logs by default and make them available on the Azure portal. Others will only be
retained if specialized storage has been created. Microsoft calls this specialized storage the Log Analytics
workspace. The Log Analytics workspace collects and aggregates logs from various data sources, both
Azure-based and non-Azure. The workspace is organized into tables and each data source will create their
own tables.[!]

While you can create multiple workspaces to segregate logs, it’s generally not needed as a default workspace
can accept logs at a rate up to 6GB/min with a maximum of 4TB/day. Customized worlspaces can be created
with greater limits if needed.

Access control is a key concern and can be customized based on your company’s security policy. Azure
offers many options which are well documented in references [1] and [2].

References:
[1] https://for509.com/logdeployment
[21 https://for509.com/logaccess
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Log Analytics Workspace Setup

Step 1: Search for “log analytics workspaces” Step 2: Select “New”

e E
A EG VT O log ansiytics workspaces] Log Analytics workspaces  #
By Teclh Laiss
- | Services B S Openrecyclalin 85 Manage visw v
& Log Analytics warkspaces
w0 Lag Analy f Fiter for any fala Subsergton == Azire |
- R Activity lag
. 3 Shawing 010 8 of Qrecards
ci ;9 Log Anslytics guery packs
e @ Workspaces Hhema

Project details

Select the subscription 1o manzge deploved resovreas and costs. Use resource groups like falders to crianize and
managa 3ll your resourcars.

Step 3:
* Select a subscription

* Select an existing Resource Group orcreate |~ — e

*  Give your workspace a unique name W
* Selecta regionw. [ ymischizbsandtes <

Ragion 4 @ | cantralus ~

Step 4: Select “Review + Create” @ SR [ IR
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Before we dig into the logs, we need to create a Log Analytics workspace. The Log Analytics workspace can
be created via the Azure portall'l, Azure CLIZ, or PowerShelll3l, You can reference the Microsoft

documentation if you wish to create the workspace using the CLI or PowerShell. In this slide, we will use the
Azure portal.

Step 1: Sign into the Azure portal & Search for the “log analytics workspaces™ service in the search bar

Step 2: Select “New”

Step 3: Enter the information requested: Subscription, Resource Group, Name, and Region
Step 4: Select “Review + Create”

References:

[IMhttps://for509.com/law-portal

[21https://for509.com/law-cli
[3] https://for509.com/law-powershell
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Azure Portal
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Operating System NG

Log Analytics
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‘ 1 Event :
Application e Non-Azure Destination
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We will start our exploration of the Azure log sources with the tenant logs.

The tenant log contains information about operations conducted by tenant-wide services. This is where you
will find the Azure Active Directory (AAD) log.[! The AAD log contains audit logs, sign-in logs, and
provisioning logs. The provisioning logs are still in preview.[’] The sign-in logs require an Azure AD P1 or P2
license.

o In arder to expart Sign-in data, your organization needs Azure AD P11 or P2
license, If you don't have a P1 or P2, start a free trisl.

References:
[11https://for509.com/logs-aad

[2] https://for509.com/legs-provisioning
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Tenant Logs Agenda
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* Log Analytics Workspace

Attack  Storage Account

* Subscription Log  Azure Storage Explorer
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Tenant Logs Access

e Portal Sign-in Logs
| Ang‘ﬁ,%ics  Description of Sign-
G in Logs fields
. ~* Sign-in Logs Failed

MFA Example
SOOI » Portal Audit Log
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There are four actions you can take with these logs:
1. View them directly on the Azure portal.

2. Store them in a log analytics wotkspace.

3. Send them to a storage account for archival.

4. Send them to a STEM by using the event hub.

These four options will be the similar for the other types of logs: subscription, resoutce, operating system, and
application.

Note: Since there are multiple logs that contains sign-in information, we will refer to logs rather than log in
this section.
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Tenant Logs — Portal Sign-in Logs 1 Microsoft Azure

E et

B B Sacnastcsenmgs e =
/
Date ; Last 24 hours Show dates as : Loeal +v Add filters

[ User sign-ins {interactive}  User sign-ins {(non-interactive) Service principal sign-ins Managed identity sign-ins ]
Date 4 Request ID User T4 Application Ty) Status IP address Lacation
d226abBe-Tee3-42d..| Hank Pym Azure Portal Success 10437.312 alaw York, Naw Yorl...

2A1/2027, 32311 PN 95a6222¢-ch3a-442.,| Hank Pym Azure Portai interrupted 104,37,31.2 New York, New York,...

New York, Mew Yorlk,...

2/1/2021, 32238 PV c7dE74ac-3aee-4699.) Hank Pym Azure Portal Failure 10437312

FORS09 | Enterprise Cloud Forensics & Incident Response

The portal is a quick and easy way to check the sign-in log. Unfortunately, it’s limited to the last 7 days.

The key fields are the date, user, status, and IP address. All the way to the right (not shown on the slide), there
is a column that will tell you if multi-factor authentication was used.

Notice at the top the 4 tabs for the different kinds of sign-ins: user, user non-interactive, service principal,
managed identity.

You will see 3 possible status: Stay signed in?

Do this to reduce the number of times you are asked
¢ Success to siga in.

R x
Failure [ ] Don't show this again

» Interrupted
.

Success and failure are self-explanatory. Interrupted is due to the “Stay signed in?” window.['] The
documentation states that if a user “abandons the sign-in attempt” then the status of “Interrupted” will be
recorded. Testing indicates that replying “No” may also generate the same status.

References:
[[lhttps://for509.com/staysignedin
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B ips

t leg.file.path

# log.offset

t result_signature

t result_type

45.56.183.51
/logstash/azure/insights-logs-signinlogs. jsan
543,475

Nane

g

@] source_ip

45.56,183.51

t| tags

t| tepant_guid
t| type
t| user_id

| 1| user_name

process_archive, filebeat, beats_input_codec_plain_applied,
azure_jsocn_signin_log, _geoip_lookup_failure

7e325eda-7945-4d3-ac99-fidcfehda28e
aZuie
675bedf4-2486-4443-bef6-d37d0042090

Hank Pym

Tt Iuser_principa]kﬂame

adminﬁpymtechlabs.coml

The event as recorded by Microsoft contains a large number of fields. When we import the data to SOF-ELK
via the Logstash ingestion script, we filter the fields to import the most important ones only. This is an
important step in order to maintain a high speed of ingestion and performance of SOF-ELK.

The next few slides will show the key fields. In SOF-ELK, you will see every one of these fields for each

event.

Field

Description

ips/source ip
log.file.path
tenant.guid
user id
user_name

user principal name

https://t.me/learningnets

IP address of the system accessing Azure
Name of'the file ingested in SOF-ELK
Unique identifier for your tenant

Guid of the login user

Display name of the login user

Azure Active Directory name of the login user
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Sign-in Logs Fields - 2/3

useragent

:

t useragentinfo.build
it useragentinfo.device
[t} useragentinfo.major
it useragentinfo minor

t useragentinfo.name

t useragentinfo.os

i useragentinfo,os_name

t useragentinfo.patch

Mozilla/5.@ (Windows NT 16.8; Win64; x64) AppleWebKit/537.3
6 (KATNL, like Gecko) Chrome/89.8.4389,98 Safari/537.36 Ed

g/89.8,774.54

Other
89

e
Chrome
Windows
Windows

4388

NOTE.

The useragent field can be
a very useful field to
“fingerprint” the
machines attacking your
lenant.

SANS
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This set of fields breaks down the browser user agent. This can be a very useful field in your investigation in
order to “fingerprint” the machines trying to access your tenant.

https://tme/learningnets
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Sign-in Logs Fields — 3/3

¢+ authentication_details e

{
“authenticationStepResultDatail” quireme

nt satisfied by claim in the token”,
| “StatusSeguence”: 8,

“suthenticationStepDateTime”: "2021-83-16720:57:52.291739 NOTE
8+80:00",

“zuthenticationdethod”: “Previously satisfisd”,

“RequestSequence”: O,
| “authenticationStepRequirement”: 'Primary avthenticatio
=
“succeeded”: frue

2 Factor
Authentication
should be the

R
{ ;
“authenticationStepResultDetail’ : . atisf Standar‘d g|ven

ied by claim in the token", ¥ "
“suthenticationStepDateTime”: "2021-83-16T20:57:52.291739 today S secur’lty
g+80:80",
*suthenticationdethod”: "Previously satisfied", threats
“authenticatd apRequirement”: “SecurityDefaults®,

}

1 authentication_details.suthenticationStepDateTime 2027-@3-16 20:57:52.2971 +00:00, 2021-03-16 20757:52.291 +@
g:83

1 category SignTnLogs
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The authentication details field is quite interesting as it provides information about the authentication method
used for this specific login. In a tenant where 2-factor authentication has been implemented you will see if the

MFA token was accepted.

An interesting search is for successful login with failed MFA. This may indicate that the user’s credentials
have been compromised, but the bad actor isn’t able to fulfill the MFA requirements.
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Sign-in Logs — Failed MFA Example

% authentication_details w

{
“authenticationStepResultDetail” ( "Correct password”
"StatusSequence”: @,

“authenticationStepDateTime": "2821-83-16T80:59:37,938465
9+86:08"

"authenticationMethod": "Password”,

“authenticastionMethodDetail™: "Password in the cloud”,

"RequestSequence”: 1,

“authenticationStepRequirement”: "Primary authenticatio

"

I“suceeeded“: true l

“authenticationStepResultDetail”
ARC
I"succeeded": falsel
“authenticationStepRequirement”: "SecurityDefaults”,
“authenticationStepDateTime™ : "2021-83-16780:59:37.938465
4+08 :a8"
}

"MFA required in Azure

SANS FORS509 | Enterprise Cloud Forensics & Incident Response &0

This is an example where the user satisfied the password requirement but failed the MFA requirement. While
these will happen frequently due to user error, repeated failures on a large number of accounts coming from
the same IP address should be cause for concern.
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Tenant Logs — Portal Audit Logs 1 = Microsoft Azure
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The other log available in the portal is the audit log. It’s also limited to the last 7 days.
The audit log will show tenant-wide actions such as configuration changes to AAD.

Other than a quick check of recent events, the portal is far from the ideal place to check the tenant logs. A
much better place is the log analytics workspace which we will configure in the next slides.
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Tenant Logs Access
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Tenant Logs — Log Analytics
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While the portal is convenient for a quick search, you have seen that it’s very limited. The real power is in the
log analytics workspace.

In this section about the tenant logs, we will describe how to send the AAD logs to the log analytics
workspace. In later slides, we will send other logs (such as subscription, resources, etc.) to the same log
analytics workspace. This provides you a single location to see all your logs which is very convenient.

For the AAD logs, you will need to complete the following steps in the Azure portal:
*  Step 1: Search for and select the “Azure Active Directory” service

e Step 2: On the left menu select “Diagnostic settings”

»  Step 3: Select “Add diagnostic setting”

The next screen will allow us to select our log analytics workspace.

These steps may also be completed via the Azure CLI or PowerShell which you may find unnecessarily
complicated compared to the Azure portal.
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Tenant Logs — Log Analytics Setup
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In the second step, we need to select both the AAD logs we want as well as the log analytics workspace
where we want to send the selected logs to. For this example, we are using the log analytics workspace we
created in prior slides: PymtechlabsAnalytics.

AAD stores information in 3 different logs:

*  Audit logs include adding or removing users, apps, groups, roles and policies.

«  Sign-in logs include usage of managed applications and user sign-in activities. These are further sub-
divided into:

» Non-interactive user sign-in
* Service principal sign-in
*  Managed identity sign-in

 Provisioning logs include activity about users, groups, and roles that are provisioned by the Azure AD
provisioning service. This log is still in preview.

It might be tempting to save everything, but in a large organization the storage requirements may get very
costly. An alternative solution is to store the logs in a storage account as we will see on the next slide.
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Tenant Logs — Log Analytics Queries
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Now that we configured our AAD logs to be sent to the log analytics workspace. We can now query these
logs using the Kusto Query Language (KQL) which is very similar to SQL.I! Learning KQL is beyond the

scope of this class, but here is a simple example:

SigninLegs
| where TimeGenerated > ago(1ld)

| where ResultType ==

The first line of the query specifies the log we want to search.

The second line limits the query to the last 24 hours.

The third line limits the query to successful login

KQL is a powerful language which can help you analyze and visualize your data easily.

References:
[[1https://forb09.com/kgql-overview
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Case Study: Impossible Logins

Search for impossible logins

' Time range: Setin query | B save v @ copylink v - New alert

SigninLogs
where TimeGenerated A ago{id)
extend City = parse_joomfeseftionDetails).city

|
!
| summarize CountPerCity = dcount(tostring(City)) by UserDisplayName
| where CountbPercCity » 1

| order by CountPercCity desq

= Eh W b W N e

Chart U columns ~ | 50 Cuspls tme (U020 m00

Rasults (@ ) Groy

Completed

UserDisplaviizme

o
o)
I
]
"
1B
)
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B save v @& Co

w { Time range : Setin query \
SigninLogs

2 | where TimeGenerated > ago{id)

3 | where UserDisplaylame == "Hank Pys"

4 | where ResultType ==

2 i extend City = parse_json(LecationDetails).city

Results  Chart - []J Columns - {5 Display time (UTC+

R s =t = .

omew  [Mpossible!!!

" mted W] Y iy | Re

P 2472021, 1:55:20.848 AM Katy Henants/Te325eda-T7945
> 2mon ZATTAM | Kay | Acoantar7enzseda 7945
> ompon assmanem | Ky | Aesanesrresaseds7oss

> 27772021, 9:26:06.T10 PM Los Angetes || Jtepants/Te3?5eda-T945
> 27/2021,94655060PM | Los Angeles | Atemants/Te325eds 7045
> 2772020, 1673752200 | Aubrey | Atenantsfreszsedaous
P 72021 1:3R06.074 B Barcelonz Mtenants/ fed2Seda- 7945
. > 2772071, 11:30:00.6%6 PM Turon_!;; ftatéantsf"!e}lﬁzéa-?%ﬁ
> o700 1320080900 | Pads | Acoamts7e325eda a5
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Let’s try a KQL search to see if anyone has logged in from multiple cities too quickly (also known as an
impossible login). As you can see from the first query, Hank Pym logged on from 6 different cities in the last
24 hours. That seems abnormal. The second query searches for the name of these cities and shows us the
login times as well. Clearly, we may have an issue with Hank Pym’s account.
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Tenant Logs — Log Analytics Pre-built Queries

Queries
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Microsoft provides a number of pre-defined queries for the various Azure resources, These serve as a great
basis for developing your own queries. Obviously, you must first configure the data source to send its logs to
the log analytics workspace for any of these queries to work.

More information about Log Analytics is available in reference [1].

References:
[1]https://forb509.com/loganalyticsoverview
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Most active IP Addresses O &

Tenant Logs — Log Analytics Pre-built Query Example

/{ Most active IP Addresses

Gat lizted top 100 most active IP addressas for
theflast day)

“i ad to editor | ey

Queries can be run as-is,
or easily modified
(changed from 1 day to
30 days in this example)

In this example, we selected a pre-defined query to search for the most active IP addresses. The query can be
easily modified to meet your parameters. As an example, we changed this query from only looking at the last

24 hours to searching for the last 30 days.

| arder by CountPerIPAddress desc
| take le®@

// Most active IP Addressas

PO D0 Ny W R e O

b s

AADNenIntaractivelsersSigniniogs

Results  Chart 0 columns -~

Completed

IPacdress 5 Cou

> | 104.214.96.58 67

> §45.56.183.51 44

> 198.194.199.244 1

// Get list of tep 160 most ective IP addresses for the last day.

AADNonInteractivelserSignl
|_whero Timas e CLELID)
| summarize CountPeriPAddr ="count() by IPAddress

// Get list of top 186 most active IP addresses for the last day.

®

> | as32ms50 a7 "

Pre-defined queries are a great basis for creating your own queries.

https://tane/learningnets

© 2021 Pierre Lidome

FORS509 | Enterprise Cloud Forensics & Incident Response 70



https://technet24.ir

Tenant Logs Access

* Storage Account

Angg/gtics Setup
L  Azure Storage
Explorer
Storage Event Hub + Blobs
Account | * Import data to SOF-

ELK
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Tenant Logs — Storage Account
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The log analytics workspace is a great way to store and view the logs. However, you may want to save the
logs for an extended period of time and export them to other tools. To achieve that goal, you will need to
expott the logs to a storage account.

Going back to the diagnostic setting, we configure the tenant logs to be send to a storage account called
pymiechlabslogstorage.

One of the great features of storage accounts it the ability to specify a retention period. As expected, you will

be billed based on the quantity of data stored in the storage account. You will need to balance which logs you
wish to retain, how long to retain them for, and the cost of the storage. Each organization will have a different
answer.

Once the logs are in the storage account, you may access them in different ways. Programmers will use their
favorite programming language to access the data via API. Another easier way is to use a tool such as Azure
Storage Explorer which provides a GUI to see the storage accounts and the blobs that store the logs.
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Azure Storage Explorer
Colizpse Al Refresh All Uplos Open hE Foger Sesd A Comy
¢ Quick Access Sl

4 P Local & Attached $—' ~ 1‘ A:mennbs 1demum

Ceeta Eete | Manage Histary  Foid
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Azure Storage Explorer is the simplest way to access the blobs within the storage account and download the
data. Azure Storage Explorer is a free Microsoft application that you will need to install on your computer.!')

We will use Azure Storage Explorer to export many kinds of logs. As a preview, here are some of the names
of some of the logs you may encounter. There are so many, we are only listing a few here:

Log Name

Tenant insights-logs-auditlogs
insights-logs-managedidentitysigninlogs
insights-logs-noninteractiveusersigninlogs
insights-logs-signinlogs

Subscription insights-activity-logs

Network Watcher insights-logs-networksecuritygroupevent
insights-logs-networksecuritygrouprulecounter

NSG Flow insights-logs-networksecuritygroupflowevent

The schema for these logs is documented in reference.l?]
Most logs will be stored in the storage account as blobs. Operating system logs will be stored as tables.
References:

[1] https://for509.com/storageexplorer
[2] https://for509.com/schema-activitylog
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Tenant Logs — Storage Blobs

« Separate JSON log files stored for each hour

tenantld=7e325eda-7945-46d3-ac99-fodcfebq628e\
y=2021\m=03\d=20\h=15\m=00\PT1H.json
y=2021\m=03\d=20\h=18\m=00\PT1H.json
y=2021\m=03\d=26\h=01\m=00\PT1H.json
y=2021\m=03\d=27\h=11\m=00\PT1H.json

* PTiH.json file only created when there is log data
e Minute field is always set to 00

FOR509 | Enterprise Cloud Forensics & Incident Response 78

Unfortunately, this is where things get a bit complicated. The logs are stored in a series of files called
PT1H.json broken down under the following hierarchy:
tenantId=<tenant id>\
y=<year>\
m=<month>\
d=<day>\
h=<hour>\
m=ee\

PT1H. json

As you can imagine, this means you could have hundreds or even thousands of files.

https://tzine/learningnets © 2021 Pierre Lidome
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Tenant Logs — Import into SOF-ELK

Steps to import logs in SOF-ELK

1. Download the blob containers
a) Azure Storage Explorer then transfer to SOF-ELK VM
b) Python script directly on SOF-ELK VM (see notes)

2. Combine all PT1H.json files into a single file

[elk user@sof-elk]> find ./insights-logs-auditlogs/ -type £ —name PT1H.json
-exec cat {} 4+ |tee insights-logs-auditlogs.json

3. Copy file to Azure Logstash folder

[elk user@sof-elk]> cp insights-logs-auditlogs.json /logstash/azure

4. Repeat for the different sign-in logs

esponse: 77

FOR509 | Enterprise Cloud Forensics & Incident R

Import these logs into SOF-ELK by following these steps:

1. Download the blob containers with option a) or b)
a) Use Azure Storage Explorer and then transfer the logs to the SOF-ELK VM
b) Use the download blobs.py script!'l directly in your SOF-ELK VM

2. TInyour SOF-ELK VM, you will now have a large number of PT1H.json files located in a deeply nested
directory structure. You will need to combine them into a single. Assuming that the top directory is called
insights-logs-auditlogs, run the command:

find ./insights-logs-auditlogs/ -type f —name PT1H.json

-exec cat {} + |tee insights-logs-auditlogs.json

3. You will now have a single file called insights-logs-auditlogs.json that combines every
PT1H.json files. Copy it to the appropriate Logstash folder:

cp insights-logs-auditlogs.json /logstash/azure
4. ELK will now process the JSON file and within a few minutes you will be able to see the logs in Kibana.

References:

[1] The python script is courtesy of Quick Programming Tips
https://for509.com/blobpythenscript
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Tenant Logs Access
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Event Hubs Stream
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If you want to send your logs to a non-Azure destination, the event hub is a real-time data ingestion service.!'l
It’s capable of ingesting millions of events per second and create a dynamic data pipeline to feed an

application such as a SIEM.

The configuration to send logs to an event hub follows the same process as the one for the storage account.
First, you will need to create the event hub. Second, you will specify the event hub namespace in the

diagnostic settings as shown below.!

Diagnostic setting

categonies ang contents of those lous

Diagnostic seting narme
Categary details

log

serdTologAnalytics

Save X Discard @' Delete O/ Feedback

A diagnostic setting specifies 2 list of categories of plaifonm logs and/or metrics that you want to collect from a resource, and ane or maore
destinations that you wwould slream them to. Normal usage chargas for the destination will occur. Learn more about the different leg

Destination details

D Send to Log Anafytics workspace

Audittogs

D Archive to 3 storatje account

Signinkogs

ﬂ fr orcar to sxport Sign-in data, your o7
license. f you don't have a P1 or P2

NenlnferacivelserSigninlegs

rization needs Azure AD P or P2
ta free trial

! Stream to an event fub

e .
For potentizl partner integraticns, see documentation hers

[ serviceprincipalsigninLogs

WManagedicentitySigninLogs

ProvisioninglLogs

Subscnption

Azure subscription 1 pvs

[ pymitechlahsevanthub \ o
e Mz event hubs faund W

event hub policy name

| RootManagesharedaccessiey i
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Using an event hub is beyond the scope of this course. However, as part of your investigation, it’s important
to look for such a configuration as it may point to the existence of a log repository that your client may have
forgotten to tell you about.

Event Hubs »

Pym Tech Labs

' y . 7 - . i ) b oy
B pew 40R ianage view { ) Refresh W Export to C5V 'a-f Open query %4 ASSIgNn tags

| Filter for any field.. I Subscription == all

Showing 1to 1 of 1 records.

Basource group == al

[ ] Name T Status Ty Tier Ty Throughp
D &, pymtechlabseventhub Active Basic 1
References:

[1] https://forb509.com/eventhubs-overview
[2] https://Ffor509.com/eventhubs
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Graph API

* An alternative method to send
logs to an external SIEM is to
use the Graph API

» Highly customizable and
granular

 Important to discuss with SIEM
team which logs they choose to
import

» SIEM team should provide name
of indexes for each type of logs

Sample architecture

q

Microsoft 365  Azure Active Directory Azure Subscriptions

| ||
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The Microsoft Graph AP is a very powerful way to retrieve data from Azure and Microsoft 365. Many

programming languages and platform are supported.l'!

Like the event hubs, it’s important that you know about this feature so you can communicate with the SIEM

team and understand what logs they choose to import.

A company may choose to use event hubs and/or the Graph API as many different architectures are possible.
Because the Graph API pre-dates event hubs, you are very likely to find that many STEMs obtain their data

from Azure in this manner.

References:
[1]https://for509%.com/graph
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Subscription Log Agenda
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* Sending the activity log to
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The subscription log contains information about operations conducted by tenant-wide services.[] This is
where you will find information about resources being created, modified, or deleted.

You will find the subscription logs under the “Activity log” service.

Just like the tenant logs, there are four actions you can take with these logs:

1.

2.
3.
4

View them directly on the Azure portal,
Store them in a log analytics workspace.
Send them to a storage account for archival.
Send them to a SIEM by using the event hub.

References:
[1Thttps://for509.com/activitylog
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« Subscription log is also referred to as the activity log
o Important fields from the Activity Log schema:

"Hme": "2021-03-13T21:52:40.86981427.", 1 RﬂSOlerB ID S0

ng

"resourceld": “/SUBSCRIPTIONS/<Subsecription

NSG/SECURITYRULES/PORT 3389 _2",

ID>/RESQURCEGROUPS/LABRG/PROVIDERS/MICROSOFT, NI'TWORK/NETWORKST‘CU'RITY(JROUPS/AADDS-

Subscription Log Schema

"operationName": "MICROSOFT.NETWORK/NETWORKSECURITYGROUPS/SECURITYRULES/WRITE", I

"category”: “Administrative”,

"resultType": “Success", | i-J_‘

"resultSignature™: "Succeeded.”, ! T

1P of client making the reg

"callerIpAddress": “45.41.180.1391;

"correlationld": "efdg8169-2530-43f2-a33¢-c76805658abg", |<|‘ [Z20

5l ack sequence of events

 the request

"identity": {
authouzatlon" <many field removed> }, f:h f s
"olaims": _ ID&Authentication of person mal
"http: / /schemas.microsoft.com/ clalms/ authnmethodsreferences”: "pwd,mfa",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn": " admin@pymtechlabs.com ",

<many Tield removed> ;

FOR509 | Enterprise Cloud Forensics & Incident Response 85

The subscription log is often referred to as the activity log. The complete schema is quite long, and many

fields duplicate the same information. In this slide, we are highlighting a few important fields.

» resourceld is the string of the resource being added/modified/deleted

* operationName is the name of the provider making the change and the nature of the change. In this

example, we are changing a security rule in the Network Security Group

« resultType & resultSignature contain nearly identical information with the result of the operation

+ callerIpAddress is the TP address of the client making the request

+ correlationld is a unique GUID that is used to track the sequence of events that make the operation

{example in the next slide)

« Tdentity contains an authorization sub-field and a claims sub-field. In the claims sub-field, you will find

information about the person who is making the change

Notice how the schema has multiple levels of nested fields. This will be a challenge to import in SOF-ELK as
SOF-ELK uses a flat schema. We will discuss later some of the compromises that have to be made.

https://t.me/learningnets © 2021 Pierre Lidome
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Subscription Log - correlationld %’

* The correlationld field is found in nearly all Azure logs. It’s very useful
to track the sequence of events and make up an operation

» The previous slide showed a rule being added to a network security
group

» Tracking the correlationId shows the three steps that Azure performed
to complete that task: Started, Accepted/Created, Succeeded

correlation_guid : "efd98169-2530-4312-a33¢-c76B05658ab2

Time = action result_signature
¥ 2621-83-13 21:52:40,860 +69:08 Microsoft.Network/networkSecurityGroups/securityRules/write Started.

» 2821-83-13 21:52:41.239 +80:80 Microsoft.Network/networkSecurityGroups/securityRules/write Accepted .Created

7 2021-03-13 21:52:51.414 +08:08  Microsoft.Network/networkSecurityGroups/securityRules/write Succeeded.

'FORS509 | Enterprise Cloud Forensics & Incident Response 85

Using SOF-ELK we can filter our data to only show the events with the same correlationld:

Correlation guid : "efd98169-2530-43f2-a33c-c76805658ab9™

This filter will show us the three operations that Azure performed to complete the tasks. We present the
information in table format by only showing time, action, result signature for clarity. SOF-ELK contains
more details for each event,

One of these details is the resource id string:

Resource id: /SUBSCRIPTIONS/BEBOCSFA-418F-4240-AR63-
FF8CAD3F1E1B/RESOURCEGROUPS /LABRG/PROVIDERS /MICROSOFT . NETWORK /NETWORKSECU
RITYGROUPS/AADDS-NSG/SECURITYRULES/PORT 3389 2

From this string, you can see that we created a rule called “PORT 3389 2”. While the log won’t show the
details of the rule, it certainly points to someone possibly allowing RDP through the NSG group called
“AADDS-NSG”.

https://tamel/learningnets © 2021 Pierre Lidome



https://technet24.ir

Subscription Log - Portal et s

Activity log #

D—“ Search

F 5% Quick Insights

Noactivity = Edit columing () Refresh 95 Diagnostics settings 4 Download ascav ¥ Legs

subscription | Azura subseription 1

Evert severity : All

Ti... :Mon Jan 25 2021 15:54:26 GMT-0600 (Central Standard T...

Cperation 1 3 sui;md 4\1

T Add Filter

7 items.

> @ Delete Public Ip Address

@ Delete Diskc

b Delete Disk

>
? @ Delete Disk
?

~

@ validate Deployment
> @ Vvalidate Deployment

> i Delete Public Ip Address

Tirre stamp

Succeeded  Mondan 25..

Succeeded

Succeedsd  Bomlan 25 .. admin@pymtechlzbscom

Mon fan 25 ..

Succeeded  Bionlan 25,

Event inifiated by

admin@ pymtechiabs.com

admin@pymtechiabs.com

Succeeded

Succeedad

Failed tAonJan 25 ..

kion lan 25 ..,

kon Jan 25 ..

admin@ pymtechlabs.com

admin@ pymtechlabs.com

admin@pymiachiabs.com

admin@ pymtechiabs.com

+ Search the activity log
by specifying the
subscription, event
severity, and the
timeframe

* Option for further
filtering (operations in
this example)

* Results include the
operation name, status,
and userid of person
who initiated the event

» This could be an
example of an attacker
cleaning up

Just like the AAD log, the portal is a quick and easy way to get an
overview. However, as you will see in the next few slides, it’s nota
practical way to get detailed information.

In the portal, you need to select:

I. The subscription you wish to query

The timeframe

E

the right.

In the example above, you can see resources being deleted. Specifically, a
storage disk and an TP address. The last event shows an IP address

FORS50S | Entenprise Cloud Forensics & Incident Response 87

The event severity: Critical, Error, Warning, Informational

Optionally, additional filters are available as shown in the picture on

deletion that failed because the VM was still running.

Looking for a large number of deletion events, either successful or failed,
can be very valuable for your investigation as the attacker may be

cleaning up after themselves.

https://t.me/learningnets
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Resource group A~

" Resource group

Resource

[tems that are part of your Azure

- database or virtual machine

The category to which a resource

virtal machines, web apps, or d:

A action or command, such as ¢

wirite, that affects Azure Resource

TEROLITCRS

Event initiated by

The user who started an operatic

1 |Event category |

- The ewent type for certain operat
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Subscription Log— Portal Details

Operation name

™ Update Starage Account Create

@ Create Deployment

@ Create Depkayheﬂt
@ Update Storage Account Create
A “audit poicy action.

@ 'aucitifNetExisis Policy sction.

Status

Succaadadl

@ Update Starage Actount Craste

Started
Accepted
Started

Succeeded

Started

Accapted

@ Creats Daploymsant

A ‘audit' Pelicy action.

@ Update Storage Account Create
@ ‘auditifiotExists’ Policy action,

@ Update Storage Account Create

Succeeded
Succeeded

Sueceeded

Succeeded

Succeeded

v

Upd

T Nowdlon rule

Summary  JSON  Change histery {Prevned

Opuratian e an Creste

Tinte stamp O7:10 GMT-0300 {C2inlral S ardmd Trms)

Event intized by slminTpymteciabacon

« FEach operation is a series
of steps that are recorded
in the log

* Clicking on the name of
the operation will
provide more details

FOR509 | Enterprise Cloud Forensics & Incident Response

In this example, we are creating a new storage account. Notice how this single action is made up of numerous
smaller steps. To see the smaller steps, click on the arrow itself rather than the text.

[f you click on the text of the operation, you will get details about who initiated it and when.

Further, by selecting the JSON tab, you will see a large number of details regarding the operation.
Unfortunately, there is no ability to export the JSON from the portal other than copy/paste which is not
practical for a large number of events.

The same data can be queried programmatically using the Get-AzLog PowerShell cmdlet.!'l Alternatively,
you can use the CLI with the command az monitor activity-log.R

However, as we saw with the AAD logs, using the log analytics workspace is a much better way to visualize

the information in the portal.

References:

[l[1https://for509.com/monitor-powershell

[21https://forb09.com/monitor-cli
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Activity log #
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Subscription Log — Log Entry Details

 csvfile doesn’t include all the details that are part of the schema
JSON entry has all the details but not useful inside the portal

A B

€ D 1 E | i ‘ o 1 H ! 1, — J,,. K

1. |Comelatio Operat:

J|augcr2ee: Cr

ailocztee: L

Time “‘_‘.ups.gr‘ipti Event initiResource Re’suu’rcerﬁeswn:re

‘('J;I'.—‘dl—lljdy}fhse.admin@p;kﬁfcrusuh FileShare /substriptions/

921;31-?.{‘q&§1fbﬁe~admin@p,m{crusnﬁ FileShare /subscriptions

021-01-2!dBA1fble- admin@p Microsoft:FileShare /subscriptions

|adgcT2ee. Update st Started

Administr Inf

ti'(zua—ul-ﬂdsalfhae-admln@p Micrasoft;FileShare /subscriptions)

Update Storage Account Create

fan Jan 25 203 5040730 GMT-06A0 (Cenwal Standard Tima)

+ New alert wls

Summary

Dot

Summary( JSON ¥ iz =

Opzration name Update Storage Avcount Create
Time stamy

Eyant iniliated by admin@pymiachiabs coni

4o 1an 25 2021 18:07:10 GMT-0500 (Cerdral Standzrd Time)

ovidars/Micresort.Storage/storagerccobntss forensictonls”

"adnirggyetechlabs, com”,
1 “Operstion”,

:fipana
fsts

ment . core. windaws . net/™
2t/ 7e325eda- FRAs-0631 -acty-Fldc febdaEny ",

"1611615818",
i/ fschemas . wicrosoft. con/clainsfanthoclassreference”s 717,

i VQg/

SEARAANLSYYKUQTS8EETFTT ZOLOFQUasY SHE YOUS e otia 44 2t ir ka3 TRCFaVD ity FR/
ASADORUZS LU FUESY ROy PR/ T IR 2Xno UM =",

i "hiTpi/ /o icrosoft. com/elaims/atthoe tradoreferencoss “ped nfa”,

JSOM  Change history (Preview)
(]
"authorization™: {
Herosoft. Starage/ storageAtcauntsfurite”,
ehserlplions/dgdifhilp-cle?-d6fd- i91 -16a8eTRdd1fi/rEcour cegrauass

You may have noticed that the portal provides an option to export the data into a CSV file. While this appears
to be a good solution, upon closer examination you will find that only the high-level information is exported.
When you compare the data in the CSV file to the data in the JSON, you will see that all the detailed
information is missing. If you need to export the data to a file, we will show you how to write it to a storage
account just like we did for the AAD logs.

https://t.me/learningnets
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Subscription Log — Log Analytics

Hame - Adsatylog - Deonosi< setiings

Diagnostic setting

B mave 3¢ pisrard 10 fesre S0 fsadback

Adiz list of categories of platform logs and/or metrics that you want ta collect from a subseription, and one o

s e fo, Mosmsl usage chisrges for the destimation will oceur, Learn mare abaut the dffereni o

Diagnastic sating name * Sumscratioalegs

Catagory details

log {8 send to Log Ansiytics workspace

B adminstratez Subszription
L i
| zure suisserition 1 v
B securiy
A o Analylics workspave
i y anslytics § c= TES
B senvicerealtn Fymtechiahsansiics { cantralus
B Al [T Archiive to s storags secount
B Aecomendation [} stream o an zvent hus
B eoticy

B sutosale

Bl mescurcert=ath

FORS509 | Enterprise Cloud Forensics & Incident Response

While the portal may be fine for a quick look at the subscription logs, it’s much better to setup a log analytics
workspace. By sending the subscription logs to the same log analytics workspace as the AAD log, we can get
a more comprehensive view of the events in our Azure tenant.

The setup process is identical to the one for the tenant logs: select the log categories you wish to save and the
log analytics workspace to send them to.

Subscription log categories are:

* Administrative: Actions performed through the Resource Manager such as resource creation, update, and
deletion.

*  Security: Alerts generated by Azure Security Center.

= Service Health: Service health incidents such as Azure service downtime.

* Alert: Triggering of previously configured alerts, such as CPU utilization exceeding a specific threshold.

*  Recommendation: Recommendations from the Azure Advisor.

= Policy: Policy events such as audif and deny per policies established in the subscription.

* Autoscale: Events related to the operation of the autoscale engine based on settings defined in your
subscription.

= Resource Health: Events regarding the health of your resource with possible status of Available,
Unavailable, Degraded, and Unknown.

Many of these categories will only show up if the corresponding settings have been enabled in your
subscription. From a practical point of view, you will mostly see administrative log entries.

Just like the tenant logs, it might be tempting to save everything, but in a large organization the storage
requirements may get very costly.
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Subscription Log - Log Analytics Example |

Mew zlert rule

— Export v

[ Time range: Las’[4hoursl Sav @ Copylink v e

AzureActivity

| where OperationMameValue contains "DELETE"

Results  Chart | [)] columns | (D Display time (UTC+00:00) ~ (@ ) Group columns

Completed, Showing results from the last 4 hours,

zricnflamsValug

TimaGenzrated (UTC) ¥

> 2/25/2021,1:54:05.397 AM MICROSOFT.COMPUTE/DISKS/DELETE Success

2/25/2021, 1:55:36.082 AM

> 2/25/2021, 1:53:34.578 AM MICROSOFT.COMPUTE/VIRTUALMACHINES/DELETE Success
> 22572021, Kk56:02.472 AM MICROSOFT.NETWORK/PUBLICIPADDRESSES/DELETE Suceess
MICROSOFT.COMPUTE/DISKS/DELETE Surcess

l MICROSOFT.RESOURCES/SUBSCRIPTIONS/RESCURCEGROUPS/DELETE

2/25/2021, 1:56:52.326 AM

P 2/25/2021, 1:54:05.650 AM

2 272572021, 1:53:34.064 AM

MICROSOFT.COMPUTE/DISKS/DELETE

MICROSOFT.NETWORK/NETWORKINTERFACES/DELETE

Success

Success

FOR50% | Enterprise Cloud Forensies & Incident Response 92

Now that we have configured our Log Analytics workspace, let’s look at an example query.

The table that contains the subscription logs is called AzureActivity. Consider the scenario where a bad actor
deletes a large number of resources to cover their activity. You could write the following query:

AzureActivity

| where OperaticnNameValue contains “DELETE"“

Observe that every element that constitutes a virtual machine is being deleted: disk, VM itself, IP address,
network interface. This actually doesn’t happen if you delete just the VM. The reason everything is being
deleted is because the resource group that contains the VM is being deleted.

Deleting a resource group is a very effective way to delete a large number of resources, hence it’s important
to carefully consider who has this level of access.

https://tsime/learningnets
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Subscnptlon Log Log Analytu:s Example 2

2

Woow W

Results  Chart | [1] Columns |

Completed. Showing results fram the custom time range.

=T

| where OperationtameValue contains "COMPUTE"
| distinct OperationNsmeValue /

CiperationhameValue

MiCROSOFT COMPUTEN!RTUALMACHENES]S'IARTJACTION
MICROSOFT COMPUTUVIRTUALM&(HENES/WRITE

MECROSOFF COMPUTE’VIRTUALM#\CHEN ES{ EXTENSIDNS{WRHE
MKBDSOFFCOMPUTHVIRTUALMACHFNES;’DEALLOCATE/ACTIDN l
M%C ROSOFT, COMPUTGNIRTUALMACHINES{DELET E

MiCROSOFT COMPUTE}DISKS;’DELE?E

MKROSOFF COMPUTE’DISKS{WR!TE

Another interesting query would be to look for operations associated with virtual machines. You may
remember that the resource provider responsible for virtual machines is called COMPUTE. So, to find the
unique operations performed on virtual machines, you could write the following query:

FOR509 | Enterprise Cloud

AzureActivity

| where OperationNameValue contains “COMPUTE™

The “distinct” statement gives us the unique values. This is a great way to limit the output to a reasonable
number of lines and get an overall view of the activity in the subscription.

https://t.me/learningnets
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Subscription Log - Log Analytics Example
T e S S

@ Copylink v

AzureActivity
| where OperationiameValue contains "COMPUTE"
| summarize count() by OperationiameValue

2
3

Results  Chart | [J[] Columns ~ (% Dipiee o =00

Completed. Showing results from the custom time rangs.

Ooerationlamayzlus 57
: )"' .I\leilltlliéslﬂhjtOMPhiﬁllﬁﬁALl\‘l‘A‘C‘H‘INlE/STARf/AC%IOVN7
> MlCROSOF!’.COQPUTENIRTUALM&CHINESMﬁHE
’l MICROSOFT.COMPUTE/VIRTUALMACHINES/EXTENSIONS/WRI
> M1CROSOFT.COMPUfWIﬁfUALMACHINES!ﬁEALLW?EfACTl
> MICROSOF‘E.CO.MPUTENIRlTUALMACHIf;IES.IDELETE o

> MICROSOFT.COMPUTE/DISKS/DELETE g

> MICROSOFT.COMPUTE/DISKS/WRITE 515 {

FORS509 | Enterprise Cloud Forensics & Incident Response

To understand the scope of the resources being impacted, we can count the number of operations like you
would do in an Excel pivot table. The following query will do just that:

AzureActivity
| where OperationNameValue contains “COMPUTE™

| summarize count() by OperationNameValue

This example takes place over a number of days and shows the owner of the subscription creating, starting,
stopping, and eventually deleting a number of virtual machines and associated disks. The output is truncated
to fit in the slide.

As you can see the log analytics workspace combined with the KQL is a powerful tool to analyze your log
data.

https://tmellearningnets © 2021 Pierre Lidome
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Subscription Log — Storage Account & Event Hub

Diagnostic setting

i prtensial putes 110 TRS, 728 J0OUTERTION bt

FOR509 | Enterprise Cloud Forensics & Incident Response:

The diagnostic settings are configured the exact same way as tenant logs, specifically Azure Active Directory
logs. All you have to do is specify the storage account and the event hub.

In this example, we will store the subscription logs to the storage account called pymtechlabslogstorage and
stream the logs to the event hub called pymtechlabseventhub.

The log entries will be found in a blob called insights-activity-logs. As you may remember from one of our
earlier slides, a series of files called PT1H.json will be created in a very deep directory structure. By using
Azure Storage Explorer, you can download that directory structure and use the scripts provided in the SOF-
ELK distribution to combine these files in a single one.
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Diagnostic setting

Ed save X Ducird wiete U feedback
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mare destinations that you would stream them to. Normal Lsage charges for the destnation will occur. Lestn more about the different log
categonies and contents of thowe fogs
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Category detals Destination defails
log [ send toLog Anabytics wedsspace
B ssmstratve I 2ochive to a sterage account
B secuny
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B Fescurcersaith

Event hub mame (optional) © B
wﬂﬂgigag . — ~
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| Acotanagesharedaccessiey
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Subscription Log - Import into SOF-ELK

» The process is the same as the tenant logs

« Due to the flat nature of the schema in SOF-ELK, some of the fields
have to be mapped to different names

» There are too many fields in the activity log schema, so we only
mapped some of them. You may choose to create your own mapping

Actviy Log Schema

resourceld resource_id =scope
operationName . operation_name = action .
resultType / resultSignature  result_type / result_signature
callerIpAddress ~ ips = source_ip
correlationld correlation guid
Identity / claims Not mapped

FOR509 | Enterprise Cloud Forensics & Incident Response: 27

You can import the activity log the same way you imported the tenant logs. You should name your file
insights-activity-logs.json soit’s easily identifiable in SOF-ELK.

The nested nature of the activity log file is a challenge when mapping fields to import into SOF-ELK’s flat
structure. As a result, some of the data is imported into two separate fields.

At this time, the claims ticket wasn’t mapped. The Logstash parser is part of the public SOF-ELK distribution
and everyone is welcome to contribute and improve the mapping.

https://t.me/learningnets © 2021 Pierre Lidome 97
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DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 3.3

Tracking Resource Creations
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Resource Logs
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Resource Log Agenda

* Sources of Logs

* Log Analytics Workspace

* Tenant Logs

* Lab 3.2: AAD Password Spray
Attack

* Subscription Log * NSG Flow Log

» Lab 3.3: Tracking Resource e Configuring NSG
Creations o ierialio:

S e R Visualizing network

» Lab 3.4: Detection Data traffic , )
Exfiltration * Importing NSG logs into

SOF-ELK

FOR509 | Enterprise Cloud Forensics & Incident Response 100

Azure offers a large number of resources. Each one of these resources can generate one or more logs if
configured to do so. This means that there are potentially hundreds of log categories.™!l

For the purposes of incident response and forensics, we will focus on the most important resource log: the
network security group (NSG) flow log.

The portal, log analytics workspace, storage, and event hub configuration options are the same as the tenant
and subscription logs but are not as useful since they only provide metadata about the creation of the flow
logs.

Virtual machines are the other key Azure resource. However, we will cover them in the next section as their
logs are more valuable when an agent is installed.

References:

[1]https://for509.com/resourcelogscategories
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NSG Flow Log

» Network Security Group e Import NSG logs in STEM and
automatically created with create interesting visualizations
every VM

(1)
.
 Enable log capture in Azure
Network Watcher
. 4
i
." }
~ Deployment details (Dowaload) Amu
Resource Type Status Aﬁ“}‘c"‘ T _": | aceitzy
& L-‘aict\.h'w“ : M:croscﬂ.(:um;mm.ﬁﬁ.nual!ﬂa.- ;SR . it y ! ]
@ luiszmisd Microsoft Metwark/netwarkin.. Created
@ Ll,"!s'\.fhﬁ‘p Microsoft.Netwark/publicipA..  OK
iotenance st Microseft Metwarkfartualiiet., OK
@ LuisvM-nsg Microsoft Network/netwarkSe.., OK

FOR509 | Enterprise Cloud Forensics & Incident Response

As you may remember from section 2, Azure automatically creates a network security group (NSG) when
you create a virtual machine: <name of machine>-nsg. This NSG allows you to control traffic in and out of
the subnet. It’s the ideal location to capture IP traffic flow log.

These logs are part of the Azure Network Watcher!'l and have the following characteristics:
¢ They are captured at the transport layer (layer 4)

e They are collected at one-minute intervals

» They are written in JSON format (like all other Azure logs)

Fach log record will include: the network interface, S-tuple information, and traffic decision (Allow or
Deny)

= They are retained for 1 year

The example graph shows the traffic observed after a VM was created in Azure and left running for 1 hour
doing “nothing”. The port for remote desktop (RDP) was immediately scanned for potential vulnerabilities.
Clearly, setting up strong rules in your NSG is a must.

Flow logs are the source of truth for all network activity in your cloud environment and are a “must have” for
any investigation.

References:
[l]https://for509.com/nsgflowlogs
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Logs can also be obtained from the Virtual network (Vnet). However, they are not as valuable as the NSG
flow logs. If you wish to capture these logs, you will configure them from the diagnostic settings for that
specitfic Vnet (Research-vnet in the example below):

Home > Research-wvnet

Diagnostic setting

e X Discard

SO R U

Diagnostic satting name *

Category detatls Destination details

log Send to Log Analytics workspace

Retention (days)

viProtectionaleris subscription

[ azure subscription 1 v

metric
Lag Analytics workspace

o Alihetrics 5 2 ¥
el l PymtechiabsAnalytics { centralus ) o

Archive 1o a storage account

o Showing all storege accounts including classic storage accounts

tocation
Central Us

Subscription

| Azure subscription | ) i V_|

Storage account

[ pymtachlabslogstorage ' I

Stream to an event hub
Far potential partrer integrations, see documentation hers

Subscription

| Azure subscription 1 ~ ‘

Event hub namespace *

| pymtechlzbsaventhub v ‘

Event hub name {opticnal} (&}

| fCraate in selectad namespacs) W

Event hub policy name

[ RootiianageSharecAcressiey v
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Home - Hensoik Watdiee o

Flow logs settings -
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e ’_‘_sﬁzz:::::::::::::

i eqrass 19 tathe Fois Tor hath iewed and denied 1affie, yarsian = provges
dotrmation (bytes and packats; per o,

There are three steps to setting up an NSG Flow log:[!1

1. Enable Network Watcher. Network Watcher needs to be enabled for each region. If you have VMs in
multiple regions, don’t forget to enable it for every region.

2. Register Insights provider. Microsoft.Insights is the provider that enables the login and as such needs to

be registered as shown in referencel'l. This needs to be done for every subscription.

3. Enable the NSG flow log. Version 2 is strongly recommended as it captures throughput information.

Once NSG Flow log is enabled, you have two choices to consume the information:

1. Export the data from Azure and import it to a SIEM.

2. Enable traffic analytics!?! and visualize the data in your Azure log analytics workspace.

References:

[1] https://for509.com/nsglogsetup

[2] https://for509.com/trafficanalytics
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Home » Metwork Watcher »

Flow logs settings -

H Save >{ Discard

Fiow IDQS

Status

( of GO
Flow Logs version (%)

( version 1 (EEISED)

Wersion 1 logs ingress and egress IP traffic flows for both allowed and denied traffic. Version 2 provides
additional throughput information (bytes and packets) per flow,
Learm more,

Select storage scoount
Retention (days) ()
F e T
W 30

Traffic Analytics

ﬂ Traffic Analytics provides rich analytics and visualization derived from NSG fiow logs and ather Azure
resources’ data. Drill through geo-map, easily figure out traffic hotspots and get insights into
optimization possibilities,

Learn about all features

To use this feature, choose an Log Analytics workspace. To minimize data egress costs, we recommend
that you choose a workspace in the same region your flow logs storage account is located, Network
Perfarmance Manitor solution will be installed on the workspace.

We also advise that you use the same workspace for all NSGs as much as possible. Additional meta-
data is added to your flow logs data, to provide enhanced analytics.

Traffic Analytics status

i on *!
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Traffic Analytics
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Look for unusual traffic surges and large amount of blocked traffic
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Traffic analytics leverages the log analytics workspace to provide insights into traffic flow. As stated by
Microsoft, traffic analyticsl'! enables you to:

1.

2
3.
4

Visualize network activity across your Azure subscriptions
Identify security threats
Understand traffic flow patterns and optimize your network deployment

Pinpoint network misconfiguration

From the incident response and forensic perspective, traffic analytics is a great way to quickly identify where
undesirable traffic may be coming from. While many organizations will prefer to visualize this information in
their SIEM, it’s good to know that Azure offers an in-cloud solution which is very simple to setup.

References:
[1] https://for509.com/trafficanalytics
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NSG Flow Log - Import into SOF-ELK

* [elk user@sof-elk]$ python3 ./download_blobs_pultithreaded.py (script
provided in the notes & class github)

* [elk user@sof-elk]$ /usr/local/sof-elk/supporting-scripts/azure-vpcflow2sof-
elk.py —-r /directory to PT1H.json files -w /logstash/nfarch/PT1H-<date>

NOTE

793 hits

2021-03-01 00:58:50.158 +00:00 - 2021-03-07 01:58:49.158 +00:00 —  Auto ~ ’
T Traffic su rges

are easily

identifiable
once the NSG

.|||||u..m||m|.nllllmm.umumnn
23 3.3 01:30

0135 OhAG Ui aR&0 55 into SO F- ELK

Count

aio M08 LIy 0818 (Ul

@limestamp per minute
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Importing the NSG Flow Log to SOF-ELK is a three step process:

1. Transfer the NSF Flow log to your SOF-ELK VM using either Azure Storage Explorer or a python script.
2. Convert the NSF Flow log using azure-vpeflow2sof-elk.py

3. Copy the file to the /1ogstash/nfarch directory (combined with step 2 in slide example)

Once all the steps are successfully completed, the NSG flow log will be visible in SOF-ELK. In this example,
we imported 793 events.

The python script to download the Azure blobs is available in reference [1]

References:
[1lhttps://for509.com/blobpythonscript
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Lab 3.4

Detecting Data Exfiltration
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FOR509.3 - Microsoft Azure

Section 3.1: Understanding Azure

Section 3.2: VMs, Networking and Storage

Section 3.3: Log Sources for IR
Section 3.4: Virtual Machine Logs

Section 3.5: In-cloud IR
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Microsoft Azure Roadmap

» Windows Agents

= Windows Azure Setup and Log

= Import the Windows Event Log
~ to SOF-ELK

“« Case Study: Search for User
Logins

» SOF-ELK Visualization Example
* Linux Logs

* IIS Logs

» VM Insights

3.1: Understanding Azure
3.2: VMs, Network and Storage

3.3: Log Sources for IR

3.4: Virtual Machine Logs

3.5: In-cloud IR
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By using agents, it’s possible to obtain operating system logs without ever logging into the VM. This is a
great benefit to an investigation as it avoids trampling over potential evidence.

Many companies will have EDR (Endpoint Detection and Response) systems but for those that don’t, this is a
low-cost alternative. There is no charge for the agents. The cost is only in the storage used and the
configuration offers the possibility to set a quota to minimize cost.

These agents have many features to monitor metrics and the health of the VMs. These aren’t as interesting to
us as incident responders. We will focus on the ability to obtain log information.

The Azure feature that organizes these logs and performance data is called Azure Monitor Log.!!!

We will review the Windows agent first and then the Linux one.

References:

[1]https://forb09.com/azuremonitorlog
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Windows Agents

Data Collected <« Event logs

~* Performance

> Azure Monitor
Logs

s Azure Monitor
Metrics

Data Sent To

Azure Monitor
Agent (preview)

« Event logs

Performance
ETW events
File based logs
1IS & .NET logs
Crash dumps

Azure Storage
Azure Monitor
Metries

Event Hub

Agents collect both performance metrics and logs
4 different agent options but most are for in-cloud consumption

Only the Diagnostics Extension will send data to Azure Storage or an Event Hub
Multiple agents can be installed on a VM

FOR509 | Enterprise Cloud Forensics & Incident Response I

Diagnostics Log Analytics Dependency
Extensmn (WAD) Agent Agent

- Event logs . Process
Performance dependencies
File basedlogs ~ * Network

IIS logs connection
Insights metries

* Azure Monitor
Logs

Azure Monitor
Logs

Azure offers 4 possible agents to collect a wide variety of metrics and logs.[!! Tn selecting the correct
combination of agents, it’s important to first consider how the data will be consumed. Only the diagnostics

extension is able to write the data to a storage account or an event hub.

The Azure monitor agent is currently in preview and will eventually replace the log analytics agent. This is
due to the recent consolidation of Azure Monitor and Log Analytics. Eventually the Azure monitor agent
should also be able to write data to a storage account or to an event hub.

For the purpose of incident response and forensics, the diagnostics extension is the most interesting.
Microsoft frequently refers to that feature as Windows Azure Diagnostics (WAD) and the logs start with that

prefix.

References:

[I]https://for509%.com/monitoragents
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Windows Azure Diagnostics (WAD)

i :’if;;‘;‘;:gﬁgb = * Logs we covered earlier in the class were
4 = pymtechiabslogstorage StOI‘ed 111 b]Ob CO]ltaiIleI'S aﬂd fOI‘IIlElttEd
b ™ Biob Containers in JSON
: = Qlf;l'“ * WAD logs are stored in tables and

exports are limited to .csv files

B WADDiagnosticinfrastruciurelogsTable

0 WADMetricsPT1HP10DV2520210129 « SOF-ELK ingestion script is included in
WADMetricsPTTHPIDDVZS20210208 the latest release of SOF-ELK

fH WADMetricsPT1HP100V2520210228 . .

= i + WADWindowsEventLogsTable is the

M WADMetricsPT1MP10DV2520210208 most interesting table for incident

oy SRR s response and forensics as it contains the

WADPerformanceCountersTable
Iﬁ WADWindovsEventlogsTabls I

windows event logs
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The WADWindowsEventLogsTable is of particular interest because it contains Windows event logs. This is a
great opportunity to obtain operating system logs without the need to login to the VM itself.

So far, all our logs have been stored in blob containers and formatted in JSON which is easy to download via
the Azure Storage Explorer. As previously shown, copying these logs to the /1ogstash/azure directory
of your SOF-ELK VM will make them easily accessible and searchable in Kibana.

Unfortunately, the Windows Azure diagnostics logs aren’t so easily accessible. They are stored in a noSQL
table in your storage account. Azure Storage Explorer can access this table and exportittoa .csv file.

In the next slides, we will show you how to extract the information and import it to SOF-ELK.
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Configuring WAD
Operating System logs
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https://t.me/learningnets

Before we can extract any logs, we need to configure WAD. First, you will select the diagnostic settings for

your virtual machine. Then, under the “Logs” tab, you can select the event logs and levels that you want to

collect. Finally, under “Agent” you will select the storage account to send the logs to. You can also choose a

disk quota to make sure the logs don’t grow indefinitely.

As with other logs, selecting everything is not recommended as you will get a lot of noise and use a lot of

storage.

You may also collect logs for IIS, tracing output from .NET applications, and Event Tracing for Windows

(ETW).

For the purposes of incident response, we will focus on operating system logs.

Now that these logs are collected, we need to look at the structure of WADWindowsEventLogsTable.

© 2021 Pierre Lidome
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WADWindowsEventLogsTable

=

b o 1+ & ' e K i )

Impert  Exper Agd Edit Select All - Coumn Options Delete  Teble Stslistics  Rsiresh

| =
aviderNams Eventld | Pid | Tid Task Channel Rawamt
i )

rosoft-Windows-Security-Auditing | 4625 | 766 | 872 | 1254  Security _ <Eventamlns='h

'rcsoﬁ;Winﬁaws-f-ecurlty—s‘-\uﬁting 4625 768 ; §72 2544 Eecunt; ' 0 i 9 B~ e ¢

e Mo Secuiy g | 425 18| 078 | a5t | | SB[ . B | b S B WX
Microsoft-Windows-Security-Auditing = 45625 7 | 872 12544 Sacurity

crosoft-Vindows-Security-Auditing | 4625 768 ‘ 72 1254 Secury | B) @ ¥
Microsoft-Windows-Security-Auditing = 4625 FBE | 1436 12544 Securnity Typs
AT R R B T Tt : L ] TR T at32

Query directly in Azure | oo -

Storage Explorer or

Microsoft-Windows-Security-Auditing 4825 768 | 872 12344 Secunty

Microsoft-Windows-Security-Auditing 4625 768 8.?2 12544 Security
export the data & L]
2

Microsoft-Windows-Security-Auditing 768 Security

3
Microsoft-Windows-Secunty-Auditing 4623 768  B72 12544 | Security
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Using Azure Storage Explorer, we can examine the contents of WADWindowsEventLogsTable. You will
notice a large number of columns. The column called RawXml contains all the data concerning that particular
event. Every other column is derived from that column.

The benefit of breaking down the RawXml column to individual columns is that you can perform queries
directly in Azure Storage Explorer. In the above examples we are looking for EventId 4625 which is “An
account failed to log on”.

It’s quite advantageous to be able to query operating system logs without needing to log into the virtual
machine or even Azure. As long as Azure Storage Explorer has been configured with the storage account
access key, you can query to logs directly from your computer.

While this is convenient for a quick search, for a larger investigation it’s preferable to import these logs into a
SIEM platform like SOF-ELK and have the ability to corelate these events with other logs.
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Extracting/importing XML
Bl In Azure Storage Explorer, export the table to .csv file

B | W &\t £ @ e X
Query | Import\, Export Add EaiL femiie ol imn Options — Delete

L

)
Tebie Statistics | Refresh

File name: i WADWindowsEventLogsTable.csv

e RawXmi

Praviderhame Eventid ‘ tid | Tid Task Chian
Microsoft-Windows-Security-Auditing | 4825 ‘ 768 | 872 12544 | Security <Event xmins="ht|
Wicroscft-Windows-Security-Auditing | 4625 ‘ 768 . 872 12544 | Security <Byent xmins="ht{

Save a5 type: CS_V (Cormnma deli_r;n.i;e_&) (*csv) i

Pl In Excel, export RawXml column to text file l Select RawXml column only

A WA iftece = ADy E F G
1 ProviderName md ek Chennel Rawxml
2 IN ?GEI 872 12544 Security f<Event xmins=' p:f]'schernas.miuasoft.com,iwlﬁ/lﬂﬂd{qg[:e
BE Miceosatt Windows Se ... 768 872 12544 Security | <Event xmins="nttp://schemas.microsoft.com/win/2004/08/e
4 IMicrosoft-Windows-Se 763[ 972 12544 Security | <Event xmins="htip://schemas.microsoft.com/win/2004/08/e
l Save to text file

WADWindowsEventLogsTable.xml

SOF-ELK has a Logstash import script to process the RawXml column. We need to extract that column from
the WADWindowsEventLogsTable. Many solutions are possible, and in this slide, we propose a simple one

that consists of two steps:

1. In Azure Storage Explorer, export the table to a .csv file
2. In Excel (or any other tool of your choice), export the RawXml column o a text file.
a) DBe sure to name that file with a .xml extension as the Logstash script will expect it.

b) Don’t forget to remove the header row (1% row)

https://t.me/learningnets
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Import into SOF-ELK

C:\> scp WADWindowsEventLogsTable.xml elk user@192.168.223.130:.

[elk user@sof-elk]$ cp WADWindowsEventLogsTable.xml /logstash/azure

El v even_id: 4625 Kot B 2021-03-01 060:00.00.600 + 0000 - now NOTE

@ log.file.path: flogsiashiazure/ WADWIinvowsEventLogaTable-otig.unt X + Add Tilter

- Notice the failed

azure-* = Bhits & Show chart | = A
] | logins (Windows
O Searah sl nesnes Time « event_fd event_data.TargetUserMame EUBﬂl_ﬂili]DAddmssi
? 2021-03-81 §2:24:35.546 +00:00| 4,625 A0HIH 114.205.149,202 Event ID 4625)°
Filer by type O 5 S D e i
! ) 202 1 (679 +98:08] 4,625 2 94,20.101.45 LeaVIng RDP Open
< Selected fields 3t e T T ) % .
| L3871 +00:08 4,625 ADATH 94.26.191.45 Il to the internet is a
|t event_detalpAdoisss i o e s ot el s 1 |
o Tl > 2021-03-01 91:31:96,354 +85:00) 4,625 scott aszzse | bad ldea_

Te event_id i 2 2821-43-¢7 81:31:28.340 400:00) 4,625 scott 45,132.115.182
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To ingest the xml file into SOF-ELK, follow these two steps:

1. Copy the xml file from your computer to the SOF-ELK VM. scp is the easiest way to perform this step.

You will need to enter the correct IP address for your SOF-ELK VM. The password for the elk user
account is forensics

2. Copy the xml file to the /1ogstash/azure directory. ELK will start ingesting the data right away.

Depending on the size of the file you may have to wait a few minutes before the data shows up in
Kibana.

Now that the data is available to us, we can easily query for failed logons like we did in Storage Explorer
(event ID 4625). You will notice 3 failed logons with a username of ADMIN and two with a username of
scott. The ADMIN failed logons demonstrate the danger of leaving a VM with port 3389 open on the
Internet.

Events are logged to the Windows event log by various providers. Each provider formats their log entry
differently making parsing these events quite challenging. In order to speed up the data ingestion, the
Logstash script is only processing events from the “Microsoft-Windows-Security-Auditing” provider.
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 The event ID is shown in field: event_id

» The other windows event fields are
mapped to event_data.<field name>

» Fields will vary depending on the event

» Windows VMs tend to have very noisy
logs so it’s best to filter by event_id first
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Windows Event Field Mapping in SOF-ELK

|# event_id 4,624

t

. event_data.lLogonType

event_data.ProcessTd
event_data.Processhame
event_data.RestrictedAdminMode
event_data.SubjectDomainiName
event_data.SubjectlogonId
event_data.SubjectUserName
event_data.SubjectUsersid

event_data,TargetDomaintame

Windows event logs are mapped in SOF-ELK under the event data.<field name>.

Different fields will be available depending on the event id.

Azure Windows VMs tend to log a lot of information if the audit success and failure options are selected. It’s
best to first filter for a specific event id and then start removing noisy events; for example, the SYSTEM user.

https://t.me/learningnets © 2021 Pierre Lidome
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Search for User Login

Example: only want to see successful logins for “real” users (not system
accounts) by filtering on event_id: 4624

v M aveni_id- i KaQL  f@ v Last15 weeks Show ¢
[N FIR TR S A
NOT event_data TargetUserName: SYSTEM X 44 Sl
| NOT event_data. TargettserName: Is one of UMFD-0, UMFD-1, UMFD-2, DWhA-2, DWH-1, NETWORK SERVICE, LOCAL SERVICE, UMFD-3, DWM-3, UMFD-4, DWM-4
- —
> 2821-93-14 92:31:645,879 +80:00 4, 6624 slangépymtechlabs.com
> 2821-03-14 16:00:45.602 +80:00 4,624 Azuredladmingpymtechlabz . com Domain
? 2B21-93-14 15:086:53.807 +00:80 4,624 AzureAlt adminZpymtechlabs. com e Accounts
3 2021-83-74 16:083:29.,750 +66:00 4,624 AzursAD\JVanDyne@pymtechlabs .com
3 20821-83-14 16:03:33.754 +BD:00 4,624 AzureAyJ¥anDynedpymtechlabs ., com
> 2021-03-14 16:04:27.500 +00:00 4,624 Hank Local Account
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If we want to see “real” user logins, it’s not enough to filter for event id 4624. We also need to filter out all
the system accounts. ELK supports filtering a single item at a time:

NOT event data.TargetUserName: SYSTEM

Or you can filter a group of items with the operator “is one of”:
NOT event data.TargetUserName: is one of UMFD-0, UMFD-1, UMFD-2, etc.

While a bit tedious, you only need to do it once as you can save your search.

For future reference;

> UMFD-* are system accounts generated by the User Mode Driver Framework and is used by the
Usermode Font Driver Host process (fontdrvhost.exe)

*  DWM-* accounts are associated with the Desktop Window Manager process (dwm.exe)
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SOF-ELK Visualization Example
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We have looked at numerous logs and now that they are imported in SOF-ELK we can create interesting
visualizations. This example illustrates the danger of leaving port 3389 (RDP) opened to the internet. In a 4-
hour window multiple unauthorized actors attempted to guess passwords to accounts that don’t even exist.
The choice of account names is noteworthy, if anything to avoid using these names for your real system
accounts.

https://t.me/learningnets
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Linux Logs
ey * Various Linux logs are collected by the agent
Collecting logs far these facilities: spes .
oo AT * Each event has a facility and severity
gl « Facility: source of event. Example: kernel, ftp, cron, etc.
« LOG_DAEMON « Severity: importance. Example: Emergency, alert, etc.
® LOG_FTP . s s .
. LOG_KERN * You can specify which facility & severity to collect
e LOG LOCALD
: ;gé:::ggi::; Facility Minimum log level
s LOG_LOCTALS LOG_AUTH | LOG_DEBUG v |
e LOG LOCALY : it R e s
» LOG_LOCALS LOG_AUTHPRIV | LOG DEBUG v
" Loc LocaLs —— | ioc.cron o [esems L
* LOG_LPR LOG_DAEMON iLOG_aEBUG v
= LOG_NEWS LOG_FTP j LOG_DEBUG N
. Egé:_z\g;ola LOG_KERH | LOG DEBUG I
= [OG UUCP

To setup logging for a Linux machine, you will select the diagnostic settings for your virtual machine. Similar
to other diagnostic settings, you will need to select the storage account that you wish to use to store the logs.

For Linux machines, you have two tabs: metrics and syslog. The metrics tab will allow you to select the
sample rate for Processor, Memory, Network, File System, and Disk. Metrics can sometimes be useful in
incident response. For example, an investigation of crypto mining may show a high-processor utilization, or
an investigation of ransomware may show high disk and file system utilization.

However, we are mostly interested in the syslog configuration. On that tab, you will see a number of
“Facility” options. A facility represents the machine process that created the syslog event. For example, that
could be the kernel, ssh daemon, mail system, etc. On a Linux machine these logs may be stored in separate
files: auth.log, kern.log, syslog, etc. Azure combines everything in a single table. If you want to learn more
about the syslog protocol, please see RFC 5424.111

The last selection you need to make is the log level. There are 7 log levels:
Debug: very verbose logs, mostly used to debug problems.

Info: informational messages — no action required.

Notice: normal but significant condition.

Err: error condition, but non-urgent failure.

Crit: critical condition, should be corrected immediately as there is a failure,
Alert: action must be taken immediately.

Emerg: emergency, the system in unusable.

S R e b o

References:
[1]1https://for509.com/rfc5424
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4 B Tables

R LinuxSyslogVer2vll

BH LinuxSyslogVer2vl *m %

W

«— Export to .csv

Example of user scott login to host UbuntuMachine using ssh

LinuxSyslogVer2v0 Table

Linux logs can be accessed in Azure Storage Explorer under
Tables -> LinuxSyslogVer2vo

EventTime Facility - ‘Host MIsg ‘Severity ident pid

2021-03-16T01:21:45+0000 ‘auth UbuntuMachine Accepted password for scott from 45.56.183.51 port 53501 ssh2 ‘info sshd 7085
2021-03-16T01:21:45+0000 geuthgrw Ubug;qu:;:ﬁ}ng:: pam_unix{sshd:session): session opened for user scott by {uid=0) ~ infa sshd 7085
2023-03-16T01:21:45+0000 %gui_h UbuntuMachine New session 27 of userscott. “info if,\.'fntemcljlogind_ 1082
2021-03-16T01:21:45+0000 'daemon [UbuntuMachine Started Session 27 of user scott. info ;systemd 1!

FORS509 | Entenprise Cloud Forensics & Incident Response

The logs are found in a table called LinuxSyslogVer2v0. While the logs can be reviewed and searched inside
Azure Storage Explorer, exporting them to a .csv file provides more options.

The .csv file will need a bit of cleaning up and you should focus on the following fields:

+  EventTime: the time at which the event occurred. The log contains numerous timestamps, but this is the

most important one.

* Tacility: as described in the previous slide.

» Host: the name of the machine (there is a redundant field called hostname).

= Msg: the most important field that contains the actual event.

»  Severity: as described in the previous slide.

» Ident: the process that generated the event.

* Pid: the process id.

The example above shows user scott logged into a machine called UbuntuMachine using ssh with password
authentication (a bad practice, should be using a certificate!).

Excel is a great tool for analyzing a small amount of data. However, importing this log in SOF-ELK is
preferable when dealing with multiple hosts and to correlate the activity with other logs.

https://t.me/learningnets
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LinuxSyslogVer2v0 Table to SOF-ELK %"

et
To search syslog in SOF-ELK: (o )
* Syslog events are in the 1ogstash-* index | (ogstasnry
» Filter out CRON events QU Search floenames
» Select fields syslog program, source ip, Fiter by typs @
me S S age v Selected flelds
° Better way to search for large number of events | ' "
than Azure Storage Explorer P
Time » syslog_program saurce_ip message
> 2021-83-16 01:21:45.480Z systemd = Started Seszsion 27 of user scott.
> 2021-03-16 01:21:45.0807 systend-logind - New session 27 of user seott.
» 20821-93-16 %1:é1:45.ﬂ€02 zehd . 45.56.183.51 Accepted password for Sc.ﬂtt from 45.56.7183.31 pert 53581 ssh2
> ZBQT-Hé;lé 53:] 121145.8807 ‘Ssiié - W:? - pam,unixr(rsshd:sessiom: session DpEi.‘:Bd Trﬂr. u.;;.?a' ’acl?;t;ml}y- -(uidtﬂ)
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SOF-ELK will easily give us the same results as long as we select the correct index. Syslog events are
standardized across most unix platforms so SOF-ELK will store these events in the 1ogstash—-* index (not
azure-* as most of our other logs).

cron (unix equivalent of the task scheduler) is very noisy, so we need to eliminate these events with the filter
NOT syslog program: CRON. You can add additional filters if you have other noisy processes.

By selected the fields syslog program, source ip and message, you will get a nice table that will
help you easily all logins to the machine.
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Application Logs — wad-iis-logfiles Example
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 There are many application logs that can be collected
» In this example we are collecting IIS logs

™ wad-lis-logfiles “m.
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(W] vex210521.00g

‘Log stored in text file
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There are many application logs that can be collected by the diagnostic agent. This includes tracing output
generated by your .NET application and Event Tracing for Windows (ETW) events.

In case you are not familiar with ETW, it’s the ability to capture kernel and application events in order to
diagnose system and application performance issues.

In this example we are collecting IIS logs which are stored in a blob called wad-iis-logfiles. The log
is stored in a plain text file which is different from the other logs we have seen earlier in this class which were

all in JSON format.
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Azure has an interesting feature called VM Insights.['] When enabled, this feature allows you to visualize
various components for Windows and Linux virtual machines. The primary purpose of VM Insights is to
monitor the performance and health of virtual machines.

However, one of the features of VM Insights is to display a map of the environment that shows the
connections to and from each virtual machine. This can be very valuable if you need to investigate an incident

in an environment that’s new to you.

In this example, you can see on the left side that a machine located at [P 45.132.115.50 connected to
JanetDesktop. In the middle you see every VM that’s been configured with VM Insights. On the right side,
you see every outbound connection. By selecting a specific outbound connection, it will show you which VM

initiated that connection.

To enable VM Insights, you will need a log analytics workspace and to configure each virtual machine to
send data to that workspace.

References:
[1]https://for509.com/vminsightsmap
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Log Sources Summary
[ insights-logs-auditlogs

insights-logs-signinlogs

A 4
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insights-logs-managedidentitysigninlogs
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b

insights-logs-networksecuritygroupflowevent

| WADWindowsEventLogsTable

Operating System

LinuxSyslogVeravo

v

wad-iis-logfiles

Application
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We have looked at numerous log sources. In this slide, we summarize these log sources with their names.
These are just the ones we have discussed in this class and are most relevant for incident response and

forensics. There are many more log sources available in Azure, but they usually focus on the performance and
health of resources.

The tenant, subscription, resource, and application logs are found in container blobs. The operating system
logs are found in tables which adds some complexity when trying to export them.

We have created Logstash ingestion scripts for all these log sources (except IIS application log since it’s a
plain text file) so that you may import and analyze them in SOF-ELK.
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FOR509.3 - Microsoft Azure

Section 3.1: Understanding Azure
Section 3.2: VMs, Networking and Storage
Section 3.3: Log Sources for IR

Section 3.4: Virtual Machine Logs

' Section 3.5: In—cloud IR
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Microsoft Azure Roadmap

3.1: Understanding Azure * Imaging a Drive in the Cloud
» In-Cloud Investigations
3.2: VMs, Network and Storage - Snapshots

* Create a Forensic VM
» Run Forensic Tools

~» Forensic VM Portability
» Azure Defender

3.4: Virtual Machine Logs

3.3: Log Sources for IR

3.5: In-cloud IR * Microsoft Defender for Identity
* Azure Sentinel
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Imaging a Drive in the Cloud

Once we have reviewed all the logs and still need more data, how do we
image a drive in the cloud?

The “old” method with a disk
duplicator is clearly not possible

For large investigations, it’s
possible to use Azure’s
Import/Export service

Otherwise, an in-cloud
investigation is the most efficient
option
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We have spent a lot of time reviewing all the log sources available to us for our investigations. There comes a
point where we need the actual data from the machine. This section will take you through the steps necessary
to acquire an image of a VM.

Once an image has been acquired, what do we do with it? While downloading it to our traditional forensic
workstation may sounds like the easiest option, there is a cost for data egress. Given disk sizes in the 100s of
gigabytes, that cost can be significant. Further, downloading a large amount of data may take a lot of time
which would hinder our investigation.

The solution is to perform the forensic analysis in-cloud. For that purpose, we will create a new VM, called
“forensic VM?”, to access the imaged disk, therefore maintaining the integrity of the original VM which we
will designate as “victim VM”.

If you are facing an investigation requiring a large amount of data from Azure, you can use the Azure
Import/Export service to request that data.l'!

References:
[1]https://for509.com/exportservice
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In-Cloud Investigations

Snapshot disk
Apply snapshot to a new disk
Create “forensic” VM

Mount snapshot to “forensic” VM

Run forensic tools
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Our in-cloud investigation will follow these 5 steps:

1. Snapshot the OS disk from the “victim VM”

2. Create a new disk based on the contents of the snapshot
3. Create a new VM with our forensic tools: “forensic VM”
4. Mount the disk from step 2 to “forensic VM”
5

. Run your favorite forensic tool
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Step la: Snapshot VM’s Disk

The key to imaging a drive in the cloud is a feature called
snapshot.

» A snapshot is a full, read-only copy of a virtual hard drive
» You can take a snapshot of an OS or data disk

- Snapshots can be taken while the VM is running or shut
down

“enyl Home + JsnestDsskiop ©

| @ JanetDesktop_disk1_2064c519e94f4be686e716546ebe468b
7 3 i p

‘,D Search (Ctrl+/) | « I~ Create v -‘f@ g_ Delate C_) Refresh
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A snapshot is a full, read-only copy of a virtual disk. It’s an amazing technology that allows you to make a
copy of a disk in just seconds. You can snapshot a disk even when the VM is running.

To create a snapshot, you will select the VM and then the disk. From there, you will have an option to create a
snapshot.

For most investigations, it should be sufficient to snapshot the operating system (OS) disk. However, if
required you may also snapshot any data disk associated with that VM. Be aware of the on-going costs
associated with snapshots ($0.05/GB/month for standard storage and $0.132/GB/month for premium storage).
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Step | b: Create Snapshot

Basics  Encryption MNetworking Tags  Review + create

A snapshot is 2 read-only copy of a virtual hard drive (WVHD). You can take]
backup, or to troubleshaot virtual machine (Va4) issues. Learn more abos
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YOUr resources.
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When creating a snapshot, it’s important to give it a name that quickly identifies it as a snapshot. The reason
is that snapshots can’t be used as-is. They need to be applied to a new disk (which we will see in the next
step). When performing that step, you want to be sure to select the correct snapshot, hence the importance of
a descriptive name.

For the purposes of our investigation, we want a point-in-time copy of the entire disk. Hence, we will select
“Full” in the snapshot type. The “Incremental” choice is used when using snapshots for on-going backups.

Since the snapshot will be applied to a new disk, there is no need to spend money on Premium storage at this
point. We recommend using “Standard HDD”,
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Step 2: Apply Snapshot to a Disk

Basics  Encryption Metworking Advanced  Tags  Review + create

The S}‘Ia@ﬁh’t Hﬁﬁds tﬂ bﬁ appll‘ed Select the disk type and <ize needed for your workload, Azure disks are designed for 93,89
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your resources.
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We now need to create a disk that contains the snapshot data. A good practice would be to name this disk the
same as the snapshot and add “-disk™ at the end. This will prevent getting confused with all the other disks
you may have in your subscription.

Instead of creating a blank disk, we are specifying a source type of “Snapshot™ as well as the name of the
snapshot. This way, the disk will be created with all the snapshot data on it.

For this disk, it’s worth getting the Premium SSD as we will be running our forensic tools against it. A fast
disk will help you process the data faster.

If you need to save on cost, at this point you could delete the snapshot. We strongly recommend against it, as
you may need to repeat this procedure if the data gets corrupted on the disk. Remember that while the
snapshot is read-only, this disk isn’t.

https://t.me/learningnets © 2021 Pierre Lidome 133

Technet24


https://technet24.ir
https://technet24.ir

Step 3: Create “forensic” VM
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Ses all sizes
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The “forensic VM” is the VM that will do all the work, so it should be created with robust CPU and memory.
The exact specifications will depend on the forensic software you choose, but in general 4 vepus and 16GB of
memory should provide plenty of horsepower. Be sure to create this VM in the same region as the snapshot
disk from the previous step.

This VM will be created with its own OS disk. This is the disk where you will install your forensic software
and store the results. Premium SSD is recommended to optimize the performance of the VM. Azure will
provision a 128GB OS disk with over 100GB of free space which should be plenty for your needs.

Here is the critical part: under data disk you will select “attach an existing disk™ in order to mount the disk
that we created in the previous step. If you forget to specify the data disk during the VM creation, you can
add it afterwards. We strongly recommend that you shutdown the VM before attaching a data disk. VMs have
been known to get corrupted if you add and remove a data disk while the VM was running.

During the disk creation step, you will have an option to create the VM. Don’t do it! If you do, the VM will
be created with the snapshot disk as its OS disk. In effect you will just be cloning the “victim VM.
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Step 4: Mount Image Disk
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File Action View Help

Guep|mE M -2 E I
Yolume ‘ Layout lTyp: ] File System I Status I Capacity ) J'Frsé Sga,. | % Free
== System Reserved Simple Basic MTES Healthy (5. 500 MB 465MB 93 %
L= Systern Raserved (... Simple Basic HTFS Healthy (A... 500 MB 465 MB 03 %
1 agary Storag.. Simple Basic NTES Healthy (P.. 32,00 GB 2005GB 9%
T 7 Simple Basic NTFS Healthy (B.. 126,51 GB 1097968 &7%
= Wi ML aple Basic NTFS Healthy (P.. 126,51 GB 0241GB B1%
. .
= Disk 0 — -
Basic System Reserved
127.006B 500 MB NTFS |
Online Healthy (System, Active, Pramary Parti || Healthy (Boot, Crash Dump, Primary Partition)
||
— DR
Basic Tempoﬁryslonge [353
sz‘m GB 32.00 GB NTFS
Online Healthy (Page File, Primary Partition) i
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Now that the VM is running, you will see 3 disks under Disk Management:
1. Disk 0; the VM’s OS disk (C: drive) plus the typical “system reserved” partition for Windows

2. Disk 1: temporary storage for the VM (D: drive). You may use it but it’s not a persistent disk so don’t put
anything important on there

3. Disk 2: a perfect copy of the “victim VM™ OS drive. As you would expect it contains the “system
reserved” partition plus the OS partition. We are interested in the OS partition which is mounted as the G:
drive in this example

When you first start Disk Management, you will see that Disk 2 is “Offline”. Right click on it and select
“Online”. Windows will then assign a letter to each partition.

“© Disk 2 =

Bastc t 3
8 500 MB | 12651 GB 1023 MB
‘ [ Unallocated
i
£

Remember that all drives are writable. If you corrupt the G: drive by mistake, you can repeat the process from
step 2 since the original snapshot is forensically sound.
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* G: drive contains the user
directories from
JanetDesktop as expected

e Install and run your favorite
forensic tools such as Kape.

* Point your forensic tool to
the G: drive to collect data

» Store your results on the C:
drive so you don’t overwrite
your evidence (restore from

snapshot if you accidently
do)

Step 5: Run Forensic Tools

OS drive from victim machine

Local user account——q—
AD user account————

Windows (G:)

T e

> Users »

S

A Mame

|| DefaulthppPool
| janet
} JanetVanDyne

- gkape v0.9.5.0
File

v: Use Target oplions

TFarget options

Tocls

Target source iG:\

T

Target dastination |r:‘.\cuEEd'ion

[-][] Prush Tladds%d  [add %m

Targets Ebuub&e-d'nd( to edita targeti}i y

| 2
Selected |fiame [Folder Descrption |
3 e e offe =
& | BasicCollection Compoun"d Basic Cofaction .
: ISANS Tnage Compound SANS Triage Collection,

FOR509 | Enterprise Cloud Forensics & Incident Response

136

You are now ready to run your favorite forensic tool as taught in FOR500 and FOR508.

From a process standpoint, we would recommend running KAPE!' with the SANS Triage Collection option
to extract key files from the G: drive. You can store these files in the C: drive or the D: drive and process
them with Fric Zimmerman’s excellent suite of forensic tools.(!

In case you haven’t heard of KAPE, it stands for Kroll Artifact Parser and Extractor. KAPE is a triage
program that collects the most forensically relevant artifacts from a target. Optionally, it can also parse this

data and run analysis programs against it.

Using this process avoids the egress charges of downloading an entire VM to your local computer. You have
the option of simply downloading the output for your forensic tools or the data collected by KAPE. This is a
much smaller and therefore less costly amount of data to transfer compared to an entire VM.

References:
[11https://for509.com/kape
[2] https://for509.com/ztools
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VM Imaging Summary
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To summarize the process, you will:

1. Create a snapshot of the victim’s OS disk. Some investigations may also require you to snapshot the data
disk(s).

2. Create a new disk based on the snapshot so that all the information is written to that disk.

Create a new VM which we call the Forensic VM with its own OS disk. Be careful not to create this VM
based on the snapshot you just created. If you do that, you will simply create a clone of the victim VM.
During this step, you should also install your favorite forensic tools on the VM.

4. Mount the disk that contains the snapshot as a data disk on the forensic VM. This step may also be
performed during the Forensic VM creation.

5. Run your favorite forensic tools as you have learned in FOR500 and FOR508.
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Forensic YM Portability

You don’t need to create a new Forensic VM | 77 Veve [ pelete -
for each investigation

E‘S’i} IMove to anather resource group

{Z? Miove to another subscription

Azure has the option to move VMs to another| @ vev toanother region
resource group, subscription, or region

The option is found in the Resource Group
that contains the VM you wish to move

Great idea to create the Forensic VM ahead of
time so it’s ready as soon as you are tasked
with an investigation
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You may be wondering if there is a shortcut to creating a forensic VM for every investigation. The good
news is YES!

Azure has an option to move a VM to a different resource group, another subscription, or another region.
Therefore, once you create your forensic VM and install your favorite tools, you can simply move that VM
around as needed. Two recommendations:

1. Make a snapshot of your forensic VM in case it ever gets corrupted

2. Shutdown your VM before attaching and detaching data drives to minimize the risk of corruption

There is another option you may want to consider. It’s more complicated and you will need to experiment
with it. You could create a blob and copy all your forensic tools to that blob. You would then create a shared
access signature which is an external access key for the blob. Using azcopy!!! or Azure Storage Explorer on
your forensic VM, you can now access your blob from the forensic VM.

References:
[11https://forb09.com/azcopy

https://t.imel/learningnets © 2021 Pierre Lidome


https://technet24.ir

Other Azure Services

Azure has other services that could be helpful
in your investigation:

» Azure Defender

¢ Microsoft Defender for Identity

« Azure Sentinel

These services have additional costs.

FORS509 | Enterprise Cloud Forensies & Incident Response: 139

Other services offered by Azure might be helpful to you if they have been purchased and implemented by
your organization.

This class is about the in-cloud resources you can leverage to perform incident response and forensics. We
focused on the features that are included with every tenant. The next few slides will describe optional features
so that you are aware of them as well.

Further information can be obtained directly from Microsoft.
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Azure Defender

Azure Defender is an optional feature in the Azure

Security Center. Some key features:

+ Continuous assessments: discovers new
resources being deployed

* Benchmark against CIS and NIST

e Network map

* Security alerts: early threat detection

* Integration with Microsoft Defender for endpoint
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Azure Defender is part of the Azure Security Center.[1 By default, Azure includes the Azure Security Center
free tier. The free tier provides limited information and benefits for our purposes. On the other hand, Azure
Defender!?! includes features which could yield interesting clues during our investigation.

Some of the most interesting features are:

« Continuous assessment that discovers new resources being deployed

¢ Network map which helps to understand the environment visually

= Security alerts which may provide an early warning to threats in your environment

* Integration with Microsoft Defender for endpoint

References:
[[]https://for509.com/securitycenter
[2] https://for509.com/azuredefender
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Microsoft Defender for Identity

Microsoft Defender for Identity monitors on-prem AD
domain controllers. Some key features:

e Monitor and profile user behavior and activities

«  Protect user identities and reduce the attack surface
 Identify suspicious activities

This product is targeted at hybrid cloud environments and is
a tenant level feature for all users within the tenant. The
license is priced on a per-user basis.
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You may have heard of Azure Advanced Threat Protection (Azure ATP). It’s been rebranded as Microsoft
Defender for Identity. The goal of this product is identify, detect, and investigate advanced threats,
compromised identities, and malicious insider actions.[!l The keys features are:

* Monitor and profile user behavior and activities
» Protect user identities and reduce the attack surface

» Identify suspicious activities

The goal of this product is to monitor your on-prem AD domain controllers and leverage the Azure AD cloud
infrastructure to detect potential threats. This product is targeted at hybrid cloud environments.

Microsoft Defender for [dentity has its own portal located at ht tps: //portal.atp.azure.com/

References:
[[]https://for509.com/defenderidentity
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Azure Sentinel - SIEM/SOAR

Cloud-native SIEM/SOAR

* Can ingest data from multiple clouds & on-prem
infrastructure

* Detects and correlates threats using artificial
intelligence

* Built-in orchestration to automate tasks

Sentinel is priced per GB of data ingested, making it
a significant investment.
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Microsoft Azure Sentinel is a scalable, cloud-native, security information event management
(SIEM) and security orchestration automated response (SOAR) solution.[!)

The key features are:

* Cloud-scale SIEM/SOAR. Sentinel is not limited to Azure. It can ingest data from multiple clouds as well
as on-prem infrastructure

» Sentinel leverages Microsoft threat intelligence to detect threats
= Sentinel uses artificial intelligence to analyze and correlate threats
* Sentinel includes built-in orchestration to automate common tasks

= Sentinel leverages the MITRE framework to enable you to proactively hunt for threats

Sentinel uses a log analytics workspace and implements numerous queries to hunt for potential threats. Here
are some examples of pre-built hunting queries:

* Abnormally long DNS URI queries Microsoft DnsEvents

K DNS Domains linked to WannaCry ransomware campai.. Microsoft DnsEvents

*  Cobalt Strike DNS Beaconing Microsoft DnsEvents +1 (D
K Failed service logon attempt by user account with avail.. Microsoft AuditLegs +1 ()

*  Failed Login Attempt by Expired account Microsoft SecurityEvent +1 ()
K Multiple Password Reset by user Microsoft AuditLogs +4 ()
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Sentinel is priced per GB of data ingested. The pricing depends on the region. A large infrastructure will
likely generate TB of data per day, making a tool like Sentinel a significant investment.

References:
[1] https://for509.com/sentinel
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“As usual, SANS courses pay for themselves by Day 2. By Day 3, you are itching
to get back to the office to use what you've learned”’
Ken Evans, Hewlett Packard Enterprise - Digital Investigation Services

SANS Programs
sans.org/programs

GIAC Certifications

Graduate Degree Programs
NetWars & CyberCity Ranges
Cyber Guardian

Security Awareness Training
CyberTalent Management
Group/Enterprise Purchase Arrangements
DoDD 8140

Community of Interest for NetSec
Cybersecurity Innovation Awards

You

Search SANSInstitute

SANS Institute

8120 Woodmont Avenue | Suite 310
Bethesda, MD 20814
301.654.5ANS(7267)

info@sans.org

SANS Free Resources
sans.orgfsecurity—resources

* E-Newsletters
NewsBites: Bi-weekly digest of top news
OUCH!: Monthly security awareness newsletter
@RISK: Weekly summary of threats & mitigations

* Internet Storm Center

* CIS Critical Security Controls

* Blogs

* Security Posters

* Webcasts

* InfoSec Reading Room

*Top 25 Software Errors

* Security Policies

* Intrusion Detection FAQ

* Tip of the Day

* 20 Coolest Careers

* Security Glossary
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