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FORS509.4 - Google Cloud Platform (GCP)

Section 4.1: Understanding GCP

Section 4.3: Log Sources, Collection & Log Routing

Section 4.2: VM & Storage Investigations

Section 4.4: GCP Network Forensics

FOR509 | Enterprise Cloud Forensics & Incident Response
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Purpose of this Section

- The purpose of this section is to gain a basic understanding
of key Google Cloud Platform (GCP) resources and logs to
facilitate incident response and digital forensics

« Become familiar with evidence available for virtual
machines, networking, and storage

o Understand how platform logs are generated, routed, and
stored within GCP

o Understand Log Explorer and importing logs into SOF-ELK

» Discuss various attacks on GCP

FOR509 | Enterprise Cloud Forensics & Incident Response 4

GCP is very similar to the other three main Cloud platforms that have been shown already. However, as you
have seen with the other Cloud platforms each of them have slightly different terminologies and services that
are useful from an investigation perspective. In this section we will examine the logs and services available to
investigators. We will also review how logs work in general within GCP and how to alter what is logged and
how to forward, or ship, those logs to other locations.

This section will again focus on extracting logs out of the Google Cloud Platform and moving them into SOF-
ELK for analysis. While there are many different scenarios this could work in practice, we’ll continue to use
SOF-ELK to show the overall principals which would allow investigators in the field to adapt these
techniques as needed for their environment,

Additionally, we will also look at some common attacks that can occur in GCP. While this will not be an
extensive list, it is intended to again show you techniques for leveraging GCP’s infrastructure and services so
you can adapt this as needed in the field.

By the end of this section, you will have a strong understanding of the logging capabilities in GCP. This will
provide you a solid foundation to conduct incident response and forensics in your environment.

https://t.me/learningnets
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Why We're Covering What We’re Covering

» GCP is the third largest cloud
provider after AWS and Azure

* While the third largest cloud is has
seen the largest growth in the past
year compared to AWS or Azure.

« As with other Cloud platforms
organizations are forecast to grow
their cloud spend by 18.4% in 2021

« This sets up Cloud infrastructure
to be in the cross-hairs of threat
actors

FOR509 | Enterprise Cloud! Forensics & Incident Respanse

GCP is currently seen as the third most used cloud platform as of Q4 in 2020l), behind AWS and Azure.
However, it is the cloud platform that is seeing the fastest increase in customers making the fastest growing

platform as welllll,

Cloud platforms as a whole are seeing an increase growth, with end-users forecast to grow their use of the
cloud by 18.4% in 202112, Although SaaS (Software as a Service) is the largest growing area within the
cloud, other services such as Paa$ (Platform as a Service) and [aaS (Infrastructure as a Service) as followed
closely behindl. 1t is due to this we try to cover a cross sections of these platforms within this section with a
focus on the areas that Enterprises are most focused on from an incident response perspective.

References:
[ 1] https://for509.com/xr0ai
[2] https://for509.com/yx381
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Google Cloud Platform Roadmap

» Google Cloud
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Google Cloud

“Today, most of the world's enterprise computing still happens on-
premise. It hasn't moved to the cloud yet, because the path forward is
complex and daunting, and full of difficult decisions. How do you
modernize in-place without having to jump completely to the cloud? How
do you bridge incompatible architectures while you transition? And how
do you maintain flexibility and avoid lock-in?”

Sundar Pichai, Google's CEO (2019)

: - ST —-
Key services for G :

. Cloud TAM Compiite Logging Netwarking Storage
and forensics:

FOR509 | Entenprise Cloud Forensics & Incident Response

Before we can deep dive into digital forensics in GCP we need to discuss some of the fundaments to GCP to
ensure everyone understands the terms and language used to describe different items and objects within GCP.
Once we have some of these fundaments covered, we’re going to focus on the five services that offer the
most useful digital forensics value when in incident has occurred within GCP, this will include;

*  GPC Identify and Access Management

*  GCP Compute or also known as Virtual Machines

*  GCP’s Logging Platform

*  GCP Networking and the Services within Networking, and
= GCP Storage Buckets

To start with, let’s go back to 2019 when the current Google CEO, Sundar Pichai, addressed the Google
Cloud Next 2019 Conference. During this address Sundar presented to the attendees a challenge with cloud
computing as a whole —how do you produce a cloud platform without locking in customers and making it
continually flexible to be used. It is this challenge that Sundar presented that you will see appear within the
GCP platform to ensuing services are flexible to the end-user, this will become obvious when we start to look
at host OS logging that does not even need to exist within GCP for the GCP Logging Platform to use it.

References:

[1] Sundar Pichai, Google's CEO, Google Cloud Next 2019 Conference in April 2019
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GCP Global Footprint (1)
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As for GCP’s overall global footprint, at the time of publishing, GCP had 25 different regions which included
76 zones. Even at the time of publishing this course, GCP currently has listed additional countries and regions
which will likely be in production by the time you are reading this.

While the majority of core services are in each zone and region, some specific services aren’t included in
every region. This can be for a verity of reasons, including licensing issues within a region, physical space to
introduce additional equipment to cater for more specialized services.

While GCP’s overall platform will seem relatively transparent when you’re looking at the console, to be
mindful of any data residency issues or regulation issues with where you are storing and processing data. This
in particular is important when you’re moving data around for digital forensics or evidence processing.

Retference:
[1] https:/for509.com/hqvn5
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GCP Global Footprint (2)
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In addition to having several dedicated regions, GCP also uses its networking infrastructure to interconnect
regions along with shared submarine cables. The blue lines represent Google’s current network links, while
the orange lines network links that use shared submarine cables.

You will notice that costs vary when moving data between zones and between regionsll. These costs are
partly reflective of Googles costs for transferring data across their own network links or utilizing network
links that owned/leased from other organizations, such as the submarine cables.

This should give you a better graphical idea of the network redundancy built into GCP, but also show you
regions that have limited ingress and egress links, such as Australia, compared to the US which has a large
amount of ingress and egress redundancy. It is also worth understanding that as for now, we are unable to
determine paths that traffic takes when traversing within the GCP. This is part of the design of a “Cloud”
however understanding data flow has been a historical requirement when performing investigations.

References:

[1] https://for509.com/hqvn5
[2] https://for509.com/myvs2
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GCP Organizations Overview

_ GCP Organization

Folders

Project

The GPC Organization is the root of how objects and services are assigned and ordered within a GCP
instance. The “Organization” is considered the highest most parent in the overall structure. This object is
usually a domain main (example.com), and if linked with Google Workspace, would also be the primary
domain that is used in your Google Workspace.

Underneath an Organization are “Folders”, these are used to logically order or group teams/departments
together. These could be in the form of teams, for example an “R&D Team”, “Shared Services”, and
“Customer Services”. Or it could be arranged based on logical boundary, for example “Production Network”,
“Staging Network”, “Development Network”. The grouping of folders is significant as it allows an
Organization to set policies later on that apply to everything within a folder.

For a digital forensics and incident response team, you would expect to have your evidence processing
services within a folder separate form all other folders. Additional concepts on this will be discussed further
into this section, however, understand that if your DFIR team are in a separate folder they can have polices
separated from other teams which maybe more restrictive.

You can have multiple layers of folders to also give you sub-folders, or sub-teams, if you need to further
break down the structure of teams within GCP.

“Projects” are logical groups of services within GCP that are run by a team that is within a Folder. Projects
are the item you group your running services within GCP to. Projects are also used for billing purposes to
track spend on the services consumed within GCP.

The lowest level of objects within an Organization are the GCP “Resources”, these are the services that you
use within GCP and generally have a cost associated with them. Resources inherit permissions from policies
that are applied to Folders and Projects. The use of Resources are billed against a Project.

References:
[1] https://for509.com/gt8s9
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GCP Ovrganizations In Practice
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This example shows what a GCP Organization would look like within the GCP console. Conceptually the
hierarchy is similar to what we have just discussed in the previous page. However, this example also shows
you sub-folders as well. You can see from this example:

Organization — longconsecurity.com

Folder (Level | — Futures Lab

Folder (Level 2) — Bio Testing Lab and Yellow Jacket

Projects (under Yellow Jacket Folder) — Flight-Control-Nav and Suite-AI-Processing

Within the Organization view you can create new projects under folders. The Resources, discussed on the
previous page, are not shown in the Organization view, however, when you select different Folders or
Projects it will change the Resources visible in the GCP Console.

References:
[1] hitps://for509.com/gt8s9
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GCP Resources
= The parent to all Google Cloud resources )
« Overall policy and role management for all Google Cloud resources
Gttt « Linked to Google Worlkspace for IAM )
» Allows for teams to have their own space and isolation from other teams. B
« Sub-folders can also be added to these for further logical grouping or isolation
o Permissions applied here apply to all Projects and Resources in projects )
)
= Intended as the smallest unit for running GCP resources
» Minimum requirement for running any resources in GCP
7
» Identity and Access Management (IAM) for users of Google Cloud )
: » Provides consistency of permissions and policies already setup in Google Workspace
Mool - Not required, but often used for Enterprises already using Google Workspace )

FORS509 | Enterprise Cloud! Forensics & Incident Response 14

The hierarchy of the GCP resources is intended to not only make organizing your GCP resources easier, but
also aid in setting polices or exclusions for different teams or resources.

Polices that are applied higher up the organization roll down to resources and objects under them.
Additionally, exclusions can be applied to objects further down the organization tree to open up policy
restrictions for specific groups.

The use of Folders in an Organization also allows for isolation away from other teams. While it doesn’t
restrict one team in a Folder sharing information with other team in a Folder, it does provide for initial
isolation of Projects and Resources.

As we’ll discuss in future pages, Identiy and Access Management (1AM) form the basis for setting up
individual user permissions. At this point it’s worth understanding that Google Workspace, and the groups
within Google Workspace, can also provide a level of grouping users to allow managing resources and
permissions. We’ll cover IAM in more details, for now, understand that grouping of Resources, Users, or sub-
grouping will provide stronger resource management overall.

References:
[1] https:/for509.com/ahcm |
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GCP Organization Benefits for DFIR

» Apply Constraints to EVERYTHING

* Determining what VM templates users are allowed to created

« Apply Permissions to EVERYTHING
* Allow your DFIR team to see all permissions on all objects EVERYWHERE
* Restrict or grant visibility based on Google Workspace groups

» Restrict Actions on ANYTHING
* Only allow resources to be created in specific regions
* Prevent users for turning off logging ;)
* Use “constraints” to set accepted configurations on resources

FOR509 | Enterprise Cloud Forensics & Incident Response

One of the strong benefits of GCP for incident response and digital forensics investigators is the ability to
quickly implement policies that can take control of compromised resources or objects within an organizations
GCP instancellIi3],

As mentioned in the previous pages, logically grouping resources with Folders and Projects allows you to set
restrictions or open executions. However, the level of detail that can be applied vary all the way from
restricting specific VM templates users can access, through to enforcing logging standards for specific
resources.

When it comes to using polices for incident response, they can allow a response team to set polices for access
to all resources within a folder, sub-folder, or project!®]. This can enable a response team to quickly obtain
evidence or access to systems for preservation.

It is important to understand that polices allow for setting permissions on “what” an object can and cannot do,
whereas IAM is used to determine “who” can and cannot access objects. All policies flow from top down
within an Organisation and IAM access applies per object. If you want to add exceptions for polices, they are
applied per object.

References:
[1] https://for509.com/5m3il
[2] https://for509.com/71dt3

[3] https://cloud.google.com/resource-manager/docs/organization-policy/defining-locations
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Key Resources for DFIR
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Within GCP there is an ever growing list of resources and services that can be used by Organizations. When
new resources are added by Google they are often automatically pushed into a customer’s GCP console ready
to use. This means there is an ever growing list of resources that incident responders and digital forensics
professionals need to stop on top of.

For this section of the course, we have highlighted the key resources that you should focus on first. This list is
developed from the author’s experience of assisting victims that have had their GCP resources compromised.
While this is not an exhaustive list, it covers the large majority of resources when leveraged by threat actors.

During this section of the course, we will focus on most of these resources and how you can obtained and
analyze evidence from them. The principles we will teach you for each of these resources can be transposed

to similar resources. For example, the logging analysis you will learn with Storage will be applicable to
Filestore.

As a starting point, it is important to understand the categories each of these resources are grouped under.
These categories directly relate to the categories within GCP, although they will contain a much larger list of
resources. This will help you navigate the GCP console, along with understanding conceptually what
evidence maybe available to you within each category.

https:Ilt.gnellearningnets
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All actions in GCP work on a per-consumption model. Except for a
few critical actions, everything has a cost.

Temporary Costs Persistent Costs
Virtual Machines are priced based »  Disks and snapshots are
on the number of CPUs and e priced based on performance

comipss amount of memory persistent and quantity
Engine Disk N
»  They only accrue cost when « They accrue cost all the time
running until deleted

»  You can make sure to shut them
down when not in use

* _ Queries against BigQuery are
priced on the analysis (actions) _
against data. Claud sqL

» Storage of data in BigQuery

BigQuery

FOR509 | Enterprise Cloud Forensics & Incident Response

Before we can drive right in and start to enabled logs, store evidence in a Bucket, or spin up a Virtual
Machine, you need to have an understand of what doing these tasks may cost youlll,

Being able to use the GCP to not only extract evidence, but also analyze it, will significantly speed up your
analysis time and evidence processing time. Additionally, it will enable you to keep data within specific geo-
regions if needed, or even within specific network segments if you run into restrictions with moving evidence.

Within GCP there are two concepts to how resources and use of the platform are billed to a customer. These
are temporary cosis and persistent costs.

Temporary Costs

Resources that are used on an “as needed” basis are generally billed for as long as you required them to be
available. The simplest version of this is a Virtual Machines CPU processing. While ever you need the CPU
for a Virtual Machine to be processing your data you will be billed a fee for this. Once you have finished
using the CPU for a Virtual Machine and you release you CPU usage, you're no longer billed for that
resources.

Persistent Costs

In contrast to the above, resources that you want to hold for a long period of time or that are required for GCP
to be held for an ongoing period of time, are considered persistent costs. These type of resources are billed on
a quality basis, instead of a “as needed” basis. Using the example above, the storage disk of a Virtual Machine
is considered a resources that will need to exist regardless if the Virtual Machine is using the CPU. In fact, the
storage disk is expected to be persistent even if I reboot or temporarily suspend my Virtual Machine. The
storage disk is considered a persistent cost that is billed based on the space it is consuming within GCP.

Mixing of Costs
The concept of temporary and persistent storage are intended to be simple concepts to aid in understanding
how resources are bill. However, you should be aware that some services mix these concepts together when

https://t.me/learningnets
© 2021 Josh Lemon 17
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they bill a GCP customers. An example of this would be the BigQuery resource. As a customer you are billed
for the storage size you consume for holding data, you’d like to be able to query with BigQuery, this is your

persistent costs. You are also billed for any queries or “actions” you make against the data you are storing;
this is considered a temporary cost.

It is important to understand both these cost models as they can be useful to help decrease your GCP costs, as
an analyst. They can also he cause significant billing costs if vou aren’t aware of the services vou’re enabling
and the resources you leave running.

To get a complete overview on the costs associated with GCP, as they are subject to change, you should
review GCP’s online costing for their resourcesl!]. One final note on costs, there are a small number of items
within GCP that have no billing cost associated with them, they include;

= Using GCP’s console via a web browser — which is shown extensively throughout this section of the class.
* Cloud Shell — which is really used within the web browser while you’re accessing the GCP Console.

* Logsinthe “ Required” log bucket that Organizations cannot change

References:
[1] https://for509.com/rvkbh
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Pricing — Data Transfer

Data transferred to/from the internet and within the GCP
infrastructure zones has a cost.

On-Premises Infrastruciure

) Google Cloud Platform

Zone §

us-ganiral T-a

Web Server : \
Compate Enging | Instance Group

e @ Compule Engine
WVH
o =5
o E-T0 Gateway

Tone 2

~.
~a Ciond Load us-central 10
Balansing ” :

Clients | @ Instance Group H _— i
| v . ead Replica | _
ot CompuicEngine g | @ plica |y

Slaud SQL

Master e
Cloud 30t |

O il

Raplinato

FOR5091 Enterprise Cloud Forensics & Incident Response’ 19

When it comes to moving data to and from your GCP instance you will also attract ingress and egress feesl'l.
These fees vary depending on the region you are moving data into or out of the GCP.

The costs assigned to both ingress and egress are often based on each resource that you use. For example, if
you are sending data from on VM (VM-A) to another VM (VM-B) in a different region you will incur both
ingress and egress costs at both locations. This is because if “VM-A” sends traftic, you will incur an egress
fee, but you will also incur an ingress fee for traffic the is going back to “VM-A” as part of any TCP
communications that respond to the traffic being transferred to "VM-B”.

At the time of publishing this class GCP was not chagrining for ingress traffic going into a GCP resource,
however, be aware this is subject to change and should always be checked using GCP’s pricing pages'!l.

Traffic that moves between GCP resources within the same region and zone, while using GCP’s internal
assigned IP addresses, do not attract any traffic charges. Because of this you should always try and use GCP’s
internal TP addresses and put systems that will communicate a lot in the same zone. This applies to any of
your forensic processing tools that will access other systems via GCP’s network.

If you move traffic between GCP zones within a region, or between GCP regions, this will incur a fee,
however, again if you use GCP’s internal IP addresses you will use Google’s network backbone which assists
in keeping network traffic costs lower.

Traffic costs can quickly get out of hand when you’re using GCP for processing evidence. Especially if you
are moving large amount of data to any forensic tools within VM’s. Always try to keep forensic processing
VM'’s in the same region and zone that your evidence is originating from and try to always using GCP’s
internal network IP addresses. In addition to keeping costs lower, it will also keep the speed of traffic
transfers over the network quick.

[1] https://for509.com/yamvd
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Pricing - GCP Cost Calculator (1)

GCP allows you to estimate resources costs

Google Cloud Pricing Calculator
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GCP provides a simple online cost calculator to estimate resources you intend to uselll, This will allow you to
select the resource, the region, the amount of data, and the length of time you intend to use GCP resources.
Remember this calculator is only as accurate as the data you provide it, so ensure your estimations are
realistic.

You should also be aware that some resources within GCP have additional running costs that maybe not listed
on GCP’s resource pricing page. An example of this could be the host operation system you are using within
a VM. GCP will clearly give you details about the resource cost of using the VM, but you need to also be
aware that the licensing costs for the host operating system will be charged to you.

GCP has provided useful licensing when it comes to host operating system licensing, They will provide you a
license on an “on-demand” basis. So, if you create a VM running Windows Server 2016 Standard, you will be
changed for this as the VM is created. Additionally, users can also use their existing Window VM licensing
but adding it into the GCP consolel?l. GCP’s Cost Calculator will take operating system licensing into account
when you are estimating you running costs.

References:
[1] https://for509.com/zqrk4

[2] https://for509.com/5u6rw
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Pricing - GCP Cost Calculator (2)
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The GCP cost calculator is perfect for estimating your running costs for a forensic analysis system within the
cloud!], In the example above we have chosen a typical VM that would be suitable of accessing other
systems in the cloud and for processing disk evidence attached to the VM. The size and requirements for an
analysis system can vary significantly depending on scale and it’s intended job.

Often when using GCP VM’s for forensics analysis processing, you may setup a VM very similar to the
example show, then for processing timeline data you could increase the resources for the VM so it can
perform the data processing much quicker, then revert the VM back to the example shown for review once
timeline processing is completed.

In the example shown we have selected “Lowa (US-Central1)”, additionally the pricing was generated with a
price list that was last update on 24th of March 2021.

References:
[17 https:/for509.com/zqrkd
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Estimate

Compute Engine :
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Pricing — GCP Cost Calculator (3)
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¢ The 1%t storage cost is to apply the
snapshot to and mount on the
forensic VM. Performance is key,
so Premium SSD is selected

» The 274 storage cost is for
holding the snapshot.

When performing analysis with a VM in GCP you are most often going to be access snapshots of other
system when it comes to disk analysis, as mentioned earlier in this class. Because of this, you have to include
the cost of hold the snapshot image as part of your disk analysis. However, you don’t need to hold this
snapshot on expensive storage given you will mainly be querying or extracting individual items from the
image. This allows you to the snapshot on cheaper storagel'l, as show in this example.

References:
[1] https://for509.com/ijn48
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Pricing - GCP Cost Calculator (4)
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Taking into consideration the size of the analysis VM we have showed so far, running that VM for
approximately 20hrs to conduct analysis, along with holding 1 Tb of snapshot data, it will cost you (as at the
24t of March 2021) approximately USD $222.

In terms of maintaining your own hardware, or the task of procuring hardware and setting it up, this cost is
relativity inexpensive. At the time of writing this section, GCP is also the cheapest cloud, out of AWS and
Azure, to Tun an analysis system of this size.

https://t,me/learningnets
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Compute Engine
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Pricing — Cost Reduction Options

There are options available to assist with keeping costs lower in GCP.

* Preemptible VM Instance
+ CPU is variable and changes pending demand within GCP
+ Ideal when you have multiple VMs and you don’t require dedicated CPU
* Not ideal for single system evidence processing (i.e., Plaso)

» Data Movement within GCP
» Moving data within a single zone doesn’t cost money — if you use an internal IP address
= Put your DFIR Analysis VM in the same zone as your evidence source

* Queries Against Data
« Queries are charged based on bytes processed
* Holding data in smaller data sets can save on the cost of each query

FOR509 | Enterprise Cloud s & Incident Response

There are some useful cost reduction options that the GCP provides customers. One of these, that’s
extremally useful for VM’s, is a “Preemptible” VM instancel!l. This type of instance won’t provide customers
with dedicated CPU processing, but instead will provide customers with excess CPU processing that isn’t
being used by other customers that have paid for dedicated VM instances. The concept is that a “Preemptible”
VM will flux within its CPU utilization based on CPU resources that aren’t being used within the overall
GCP. This is a particularly good way to reduce VM costs, however, it does mean you don’t get dedicated
CPU resources for processing. Where these instance maybe useful to customers and investigators, is when
you have multiple VM’s that are load balancing requests or computation, so they have redundancy built in.
These type of VM’s would not be suitable if you have an evidence process that has to reside within a single
VM, for example Plaso.

When you conduct investigations within GCP ensure you get your evidence processing VM’s in the same
region and zone as the majority of your target systems/evidence. As discussed previously, moving data within
the same region and zone has no ingress or egress costs provided you use the GCP internal IP address to
communicate between systems.

Lastly, be careful of how you use data analysis tools within GCP. Most common for investigators is the use of
resources like BigQuery. As mentioned previously BigQuery is billed based on holding data and also
querying of data. While there is not a lot that can be done to reduce the cost of holding the data, you can
reduce the cost of querying data. BigQuery is billed based on compute time used to perform a query?. If you
can reduce the number of queries you need to make it will aid in keeping costs lower, along with ensuring you
document the output of a query so you, or other investigators, don’t need to run it a second time. If you have
team members that have strong SQL skills, use them to help craft queries that perform sub-queries or cross-
correlate data in a single query.

References:
[1] https://for509.com/5xbh3

[2] https://for509.com/ei73s
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DIGITAL FORENSICS & INCIDENT RESPONSE

GCP Identity and Access Management
(IAM)
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GCP IAM Overview (1)
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users

All users
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Identity and Access Management (IAM) is a key resource that all investigators will heavily use in GCPI!.
Because of this, it’s important that you have a strong understanding of how TAM works and how it’s setup
within GCP. This section will cover the fundamentals of IAM and provide you with the building blocks to
understand IAM in more depth. While IAM is the main backbone to identity and access management within
GCP, you should be aware that some large enterprises may use other third-party tools to aid with their IAM
management, however, the basis for what resources have access to will still be bound by the concepts we’ll
present in this section.

GCP defines IAM objects into “Members”, ”Roles”, and “Policies”

Member

A member is an individual user, group, or service account that is treated as an object that can have
permissions assigned. Members are not limited to only users within GCP, it can also be users or groups within
Google Workspace, or users and service accounts in other GCP organizations. An email address is the
primary identifier for members including service accounts and groups, however, this can also be extended to a
domain when you are defining a very large group of members together.

Roles

Roles represent a collection of permissions assigned to a common group that grant or restrict access to
Members. Within Roles there are three common categories, there are; Basic Roles, Predefined Roles and
Custom Roles.

Basic Roles have existed since GCP was first developed by Google and consist of three sub-groups; Owner,
Editor, and Viewer. These types of Roles were really developed as a simple and easy way to get started with
GCP; however, they can present challenges with securing a GCP instance that we will look at later in this
section.

https://t.me/learningnets

28

© 2021 Josh Lemon

Technet24


https://technet24.ir
https://technet24.ir

Predefined Roles are similar to Basic Roles; however, they provide a much more fine-grained approach to

permissions allow you to be a more specific with the types of permissions you may want to assign a Member.

These role types, as the name suggests, are predefined by GCP. In terms of securing your GCP these are the
types of Roles you should be assigning Members.

Custom Roles[2] allow you to create your own role types using the thousands of permissions available in
GCP. These are ideal when you need to create custom roles that are within the Predefined Roles offered in
GCP.

Policy

Policies are a way to tie together a number of Members, assign them a Role and bind it to a resource within
GCP. A Policy is assigned to resources within GCP and are used to check permissions when a member
attempts to accesses a resource.

References:
[1] https://for509.com/nrdg0
[2] https://for509.com/g0kqa
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Google Cloud Identity Setup

SETTING UP GCP Identity

GCP allows Ot"anizations to use either:

v Cloud Identity, or
Workspace Google Workspace (previously GSuite)
Admin

Cloud Identity can be used as IDaaS (Identity as a
Service) with no link to Google Workspace

The GCP Organization will be associated with your
Domain.

When using Google Workspace you should ereate
Groups to Manage GCP User Accounts

Cloud |1AM
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When you setup GCP you will need to determine how authentication and Members are managed. GCP
provides you with two standard options being either the ITAM service within GCP referred to as “Cloud
Identity” or through the use of “Google Workspace”[!l. There are other IAM services, outside of GCP and
Google Workspace, that make it possible to create members and authenticate within GCP, however, these
usually use a connector into one of the two options mentioned above. Authentication and Member
management outside of the two options mentioned here are beyond the details of this course. However, the
principals will be similar.

When you link your Google Workspace to GCP you also link your primary domain, within Google
Workspace, to GCP, This results in your GCP Organization being your Google Workspace’s primary
domain.

As you’ll see shortly, using Google Workspace can become a simple way to managing users and groups for
GCP access.

References:
[1] https:/for509.com/o8za4
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Google Cloud IAM Recommended Groups

" 2 : : «This groups is reqmred to link Google Workspace to G-O()gle Cloud
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gcp—ne‘tw()rk- adn’]ins «Commonly used for creating and managing networking infrastructure within GCP

 »Commonly used to maintain security policies across the whole organization.
»Also used for implementing organization wide IAM constrain policies

gep-security-admins

| «Commonly used to monitoring billing and resource use across the organization
*Responsible for implementing billing for projects within an organization

gep-billing-admins

 «Similar to "gep-developers” except they would manage the overa]l pipeline of
gcp‘deVOPS application development and data mampulahnn

=Used hy develapers that construct code, design applications and implement

gep-developers application testing.
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When setting up Google Workspace to work alongside of GCP IAM, you have to create the ”gcp-
organization-admins” group and put your Organizational admins within that group. Without this group GCP
will not link to Google Workspace.

The rest of the groups presented in this page are intended as best practice groups for your Google Workspace
and your usersU!l. These groups will help you better define the users and allow you to assign Roles to Google
Workspace groups for a better structure of permissions. You can of course put a single member/user within
multiple groups; however, you should avoid this as part of best practice with separating permissions.

References:
[1] https://for509.com/x6h3g
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GCP IAM - Roles
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To better understand how permissions are defind and how Roles link with permissions, consider a Role a
group of permissions. The permissions within GCP are preset granular permissions for each resource one
permissions on its own is not overly useful, however, it’s when you cluster or group these permissions
together you can define a set of permissions as a Role for a Member.

As mentioned previously, Basic Roles are predefined roles with a predefined set of permissions that cannot be
changed. However, they do offer the greatest flexibility for quickly building within GCP. Although, they are
very broad sets of permissions that may provide more permissions than you initially need or intend Members
to have.

Predefined Roles are pre-made groups of permissions from GCP. They group permissions together for a more
narrow defined Rolel!). These are well documented within GCP’s documentation to allow Organizations to
better define what each Member is allowed to do within GCPL.

Custom Roles allow Organizations to make their own permissions and assign them to Custom Roles. Along
with creating your own permissions, you can use the existing permissions within GCP and mix them together
with any custom permissions you decide to make. They allow an organization to specific exactly what
permissions are assigned to a Role, however, there are hundreds of permissions, and this can be an extremely
long task to get right.

Reference:
[1] https://for509.com/0mors
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GCP IAM - How Policies Work

amm | Members

"bindings”: [

{

roles/editor “"role": "roles/editor",
"members": [
c)

Role (Basi "user:admin@longconsecurity.con",
"group:DFIR_users@longconsecurity.com ", ; @
"domain:longconsecurity.com” :

Resources

]

Policy

FOR509/ | Enterprise Cloud Forensics &lincident Response: 43

A Policy is made up for the binding together of Roles, which are groupings of permissions, and Members into
a single Policy object. This Policy is then applied to one or many resources within GCP.

Policies are not applied to members! This is one of the fundamental differences to GCP compared to what
you’ve learnt so far with AWS and Azure. You cannot query a Member and determine all the permissions
that a member may have. You can only query a Resource to determine who has permissions for that
Resource, this is because a Resource has the Policy applied to it.

To complicate further an administrator's ability to determine what permissions a Member has, you can have
resources in a completely different Organization grant access to a member in another unrelated Organization.
This means one of the Members in your Organization may have high level permissions to a Resource in
another Organization and you would be unable to determine this from within your own Organization.

https://t.me/learningnets
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GCP IAM Challenges

* Polices are bound to Resources, not Members.
= You cannoi view a Member aud see all ihe permissions ii has.

* You can query a resource and see all the permissions it has allowed.

* Resources can have Service Accounts — which can also have
permissions to other resources.

FOR509 | Enterprise Cloud Forensics & Incident Response

The challenge with how GCP applies permissions to Resources, instead of Members, is a change in the model
of how most people expect identity management to work. This means you can’t simply query a Member to
understand all the permissions they may have, or all the Resources they could possibility have access to. This
is often a challenge when it comes to incident response if an account with GCP is being misused. It results in
investigators having to rely on logging a lot more than they would to determine a Members permissions. In
the world of Microsoft Active Directory, as mentioned previously in the course, you could query a user and
see all their groups and each group’s permissions. That’s no longer the case within GCP.

To understand the permissions a Member may have, you have to query the Resource. This can have some
benefits from an investigation perspective. It means if you know a certain Resource was abused you can
simply query the permissions that Resource has assigned and see all the Members that can access it and what
their permission level is on that Resource.

As mentioned in the previous pages, this can be challenging as you could have Members with access to
Resources in another GCP Organization, that you have no control over, but you Members could have access
to it. To extend this challenge further, if a Member within your GCP Organization accessed a Resources
within another GCP Organization the logging for that access would be in the other Organization, not yours.

To extend out the permissions model a little further, Resources can have their own Service Accounts if they
need to access other Resources. For example, if you have a VM Resource that needed to access a Storage
Bucket for reading and/or writing data, it will require a Service Account for the VM Resource with that
Service Account given permissions on the Storage Bucket via a Policy applied to the Storage Bucket. Service
Accounts work in the same way we have discussed Member accounts, in fact that are considered Member
accounts. This means the same permission challenge mentioned above also applies to Service Accounts.

https://t.me/learningnets
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GCP IAM - Service Accounts
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In most cases Service Accounts are created as you create new Resources within GCP that may be used to
access other Resources within GCP. When you created a new VM a Service Account is created and assigned
to that VM at the time it is created!'l. This is shown in the example above where a new VM is being created
and a Service Account for the resource is created at the same time. This Service Account will also appear in
IAM and allow you to manage the account the same way you would any other Member in IAM.

You could delete this account in IAM; however, it will likely cause access issues if you’re attempting have
your VM interact with other GCP Resources. You can also control the permissions this account has on other
Resources, which is usually the best way to keep your Service Accounts under control in terms of their level
of permissions.

References:
[1] https://for509.com/w5ykm
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GCP IAM Challenges

Common Lateral Movement Attack

Infrastructure Team set up “Development” VM for testing
Developer creates code within VM but needs a Storage Container
Developer creates[Storage Container}i ir own Project Folder
Developer grants VM Service Account access to ge Container
Infrastructure Team set up separate “Production”

Developer runs code in “Production” VM

Developer’s code needs access to[Storage Container

Developer grants access to the same Storage Container with the
”Production” VM

I o S
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GCP IAM - Service Accounts
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Service accounts are used to access other resources within GCP. The resource you want to access has to allow
the service account permission to access it. You would assign a policy to the resource that allows the Service
Account permission.

This also means it’s hard to control what Service Accounts have access to if a developer grants access to a
resource that they control.

https://t.mel/learningnets
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GCP 1AM Challenges

Common Lateral Movement Attack

» Shared Services Accounts (with “Editor” permissions) allow the
compromise of a resource to laterally move to other resources

» This can occur across Projects and across Organizations!

« If a resource is compromised and it has other high permissioned
Service Accounts you can “actAs” and escalate privilege

* Plus........ someone automated this with a tool called gcploit
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geploit is written by Dylan Ayrey!!l and then presented by Dylan and Alison D as part of Blackhat/Defcon
2020121,

References:
[1] https://for509.com/wqfoe
[2] https://for509.com/4quy0
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IAM Abuse Lab Example
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The example above shows you SOF-ELK with the IAM logs extracted from GCP in JSON format and loaded
into SOF-ELK. In the Lab, that is coming up, your data set will have a combination of IAM, and other data
mixed in, so it will be important to get familiar with the {liting functionality in SOF-ELK.

The data set under the “gep-*” index will hold all the GCP data, except for Flow Logs. When you’re viewing
this index, you will see all GCP data loaded in SOF-ELK. Using the “Add filter” button below the search bar,
create a new filter that uses the “service_name” field and “is” “iam.google.apis.com”. This will limit your
data to only IAM logs. When reviewing IAM actions this filter is simply the starting point, however, when
you’re looking at malicious IAM activity you will also need to pivot to other logs to determine actions that
may have been taken by a threat actor.

The filter function at the top will allow you to enable and disable the filter by simply left clicking on it to
“Temporarily disable” if you want to see all GCP data related to your search in the search bar at the top.

In addition to using the filter you may also want to add specific fields to see as summary values for the log
entries. For IAM events, the common fields that are useful are; @time, username, ips, method name, and
resource_name. These will provide you with a summary view of each log entry to better understand what is
occurring in the logs with a quick overview.
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SANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 4.1

GCP IAM and Access Tracking
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FOR509.4 - Google Cloud Platform (GCP)

Section 4.1: Understanding GCP

Section 4.3: Log Sources, Collection & Log Routing

Section 4.2: VM & Storage Investigations

Section 4.4: GCP Network Forensics
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4.1: Understanding GCP
4.2: Log Sources, Collection & Log Routing
4.3: VM & Storage Investigations

4.4: GCP Network Forensics
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Google Cloud Platform Roadmap

* GCP Log Explorer

 Log Explorer Queries

= LOg Routiig

* Log Storage

» Logging Pipelines
* Logging Exporting
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SANS DFIR
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Google Cloud Logging

FORS5Q9 | Enterprise Cloud Forensics & Incident Response 45

This page intentionally left blank.

https://t.me/learningnets
© 2021 Josh Lemon 45


https://technet24.ir

Google Cloud Platforin Bl

1AM & Admin

Qrganization Policies

3]

i

o Sevics Accounis
%  Labeis

® Tags

¥ Settings

@ Privooy & Security
o

identityfvare Proxy

= Roles

[fi  Essential Contacts

e

Audit Logs

Thle P

O
m]
=
O
(m]
O
0
o

Acenss Approval
A‘! Pgnﬂm.m N
Matebacks

,‘;p-ig.geé.

Apigee Connect AP|

Assured Workloads
AP

Binary Autharization

Gerlifieala Aathority
Senvce

Gloud Al Platdfoim
APE

sife SRS Gt iang

Enabling Auditing & Logging (1)

Audit lLags

DEFAULT AUDIT CONFIG

(LI

Admin Read Datd Raad [rata Wiite Exemplions

byt
i L

This page intentionally left blank.

https:Ilta%nellearningnets

FQR509 | Enterprise Cloud Forensics & Incident Response 46

© 2021 Josh Lemon

NOTE

Getting Logging inside of
: 0 Ways,

Audit Logs from the
Platform, or

You ship logs from
another application /
system / service
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Enabling Auditing & Logging (2)

Hl longeonsecurily.com Q- Auditllogs

: NOTE
¢ Default audit config

By default, GCP only audits/logs
Default audit configuration “Admin Write” commands on all

Set a default audit logging configuratian for all Google Cloud Platform services, Default modules 1.
configurations set at the arganization level are inherited to all projects in that
organization.

Defaults are relative to the Organization

WaRE DTGNS _ object you are looking at. You should set
a minimum base audit level at the top
organization object.

"Turn on/off audit logging for selected services.

[} Admin Read

T Admin wri ‘ o . X

é Da:':ea;"“ You can increase logging for more
[ ata wiits sensitive projects (i.e., R&D or

Produetion project)

SAVE

F@R509 ||Enterprise Cloud Ferensics & Incident Response
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= Google Cloud Flatform B longeonsscunty.com =

i Home

i Firestore B
I Memorystore b
S spanner

% MNetwork Security >
4 Metwork Intelligence ¥
OPERKTIONS

0 Monitoring >

s Debugger

= Logging 2 P

1 Profiles Logs Dashboard

" s-hased

= Trace > i
Logs Router

G% Errar Reparting

Logs Storage
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Accessing Logging

NOTE

GCP has recently taken significant
steps to upgrade the production,
collection and searching available
for logs.

Accessing and Searching Logs
requires Permission

Logs are Stored and Accessed per
Project

FORS509 | Enterprise Cloud Forensics & Incident Response
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GCP Log Explorer - Search Query
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Swved {0 Supgested (0}

By v
Ruset
T Seareh ekl fimnd = *hemhan
L All rcket_name Alt logatlon
% v surEt ~ wenne
> fght-maps uspast]
ks joa_buckal_far_logs
H
>
b
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(G2 SHANE LI

Select time range

seconds

ftre

days

Fnter cilstom 1ange

Jump ta time

(@) tast1oay

Resat 3

Ganest

Query bulidar Rerent (7)

Resoures v topmame v

1 reapred.iype="yos vucket’

Logs Explorer ) rerne score (HED

Bavad {0)  Supgested {0}
Seveniy v

resouree Jabels bucket napes’flight-2aps” resource.labels Jocataons vs-enpti”

23y SHARE LIKK. @ LAST 1 DAY
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GCP Log Explorer - Search Query

Query preview -
rosoures . typaeTges_tncket” resource Fabels. buckei nane="flight=maps™ reseurce, labals. location="us-eant1” i3 Bave | Siream gy BHGEEY 3
] Quary resulls 5 Jumg fo now Acilons - Condigure v
VDT RUCSEAS GMT » SEM AP

(D Showing logs for last § howrs stadling ot 3720721, 8:07 AM. | Exted Ve by ¥ b ] _\f_j i Eddit thme: J

> 2021-03-20 11:32:40 527 OMT 1AM storage.gemplespis.cen  slorage.buckeis.create  projeets/ fhucheks/flight-maps  avmandlongoonzecurily.ces  audif lop, method: “starage.huckers..

(D Shewing fogs for 1ast 5 hours ending af 3729721 105 PM. | Extend tme by ) howr [ v | | EditHime |
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GCP Log Explorer - Search Query

projects/_/buckets/Tlight-aaps

storage.buckets.creste

atsin®longeonsocur ity con

sudit log, mothod:

i)

storage.googlespis.con

> L

* protePayload. {
drype: “type.googiespis.com/gongie cloud, sudit. Audiniag’

b ostatus: (@)

- suthenticationinfo: |

principalfsell: ‘admin®longeansoourity. com’
¥
- r_cuurnwmwna: {
callurkp: 24810092 %

b rsquesiAttributes: {2}
destinstiondctributes; {3}

1
serviceMane: ‘alorage.oooglennis som’
methodNase ! “ctorage. buckets.orsate”
autharizationInfo: {1}

regourceName: “projestss Jbuckerifilight-maps”

sorvicaDatad {2}
reguest: {1}

¥ resourenigcation: {i)
)

v o 2021-83-29 110248, 527 OMT IAW
“stornpe.tuckers create’, principal_ensil: “aduln®longoonsesurity, com”
W‘ i 5 Board

-callarSuppliedUserAgent: "Morilla/%.0 (Mscintosh; Intel Mac 05 X 19.15.7) AppleMebKit/697.96 (KHTAL, Like Oecko) Chrowe/Y8.0 443040 Saferi/537.56, gziplafe).geaplafe)”

rasouroe: {1}
Eimeatamp: “2ERV-0Z-29T11 32048 6070427542°

neverity: "MOTICE®
loghame: “prajects/suit~aiflegs/cloudoudit googlespis.conidfactivity’

rgcoiveTinentomp: “2021-23-20711:32:49, 7844510377

o Copy fing
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GCP Log Explorer - Search Query

Guery tesults 1

T TR CMT >  sulease

(D Showing leys for 951 8 hours staring al 32W2), BOTAM. | Exterdtmedy thow | w | | Edif time |
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o 2021-03-22 11:32°48.527 GHT a8 adntntlongronsacurity goa  sidil. iey, wothod.
wiorege. buckets.craste”, principel peail, © 5 3ty cem”

¥t
> protobaylosd: (
Stype: “type.pesgiespls.coniysogle. clovd oudst. Auditiog’
tosratus: {R)
= 1%
priseigalEsatl] adricslongs:

Stonmatching entier (e——

surity.con”

H )
* requezibetadats

Jump to now Actigns v Conligure ~

£ Hide log summaty - 50 Expand regled fefds £} Copytocliptasrg o Capy fink

R

£ fbugketa/iLighc-mans”

resuuregiams: proj kg - A i
boresodren. tppes Tges bucket” resource, labelu.bueket nsmes"Tlight eaps resu

> rensureolecasions {1}
I
fasurtid; Cpjequienhnga”
= b resource: {2}

L3 aervicsbatar {8 o 0 81
5 *orequat: {1 2 prmur’ayhod,suthuntlcaﬂnu‘!nrn.prirau.pl]Eltnll'mnﬂnnch_\nw‘urit\f.cm’{

callerdp: “Z00 4 mavching eniies
i rallerfopplicdl s facintarh; Tntad Mao 05 X A 067} AppleNeRqit/FY7.%6 (KITWL, Like Gecke) Chrosei9d.@ 4930, 4% Safarif557.36 aziplafe), peipigfe}
! b+ oreq ribuie  Addfwiio ¥
bodestinstionAtiiL B
) Copy value
| sarvicelione: o Huery bullder Recent (7} Saved (0) Suggested (0}
wethpaiang: "arerach. butkets ereate ooz oy
» authorizatiaaisfa: (1] Resouree Log name v Sevaiiy ~

tiTastompt T2021-83-20T1 M40, 62THALP0ED
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Query results 2 Jump to now Actions v

SEVERITY  TIMESTAMP GMT » SUMMARY

(© Showing logs for last 5 hours starting at 3/29/21, 8:07 AM. | Extend time by: 1hour | ~ | | Edit time |

2821-83-29 11:32:48.527 GHT IAM storage.googleapis.com  storage.buckets.create projects/_/buckets/flight-maps
“storage._buckets.create”, principal email: “admin®longconsecurity.com”

v i admin@longconsecurity.com audit_log, method:

* {
= protoPayload: {
@type: “type.govgleapis. com/google .cloud. sudit. Auditlog”

@ Hide log summary = Expand nested fields O Copy to clipboard

* status: {8}
- authenticationI Nty re s ——

principalEmaill “admin@longcensecurity.com”
}
~ requestMetadata Show riistching entries

callerIp: "248 Hide matehing entries

callerSuppliedfis lacifosh; Intel Mac 0S X 18.15.7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.9.4430.48 Safari/537.36,gzip(gfe),gzip(gfe)”
* requestAttribufle  Add field to summary line
* destinationAtTtii

y Copy valus

serviceane: i SiSelNil st —

methodName : "storage.buckets.create”
* suthorizationInfo: [1]
resourceName: "projects/_sbuckets/flight-maps”
> serviceData: {2}
* request: {1}
% resourceLocation: {1}
}
insertId: “pjcqwlehhndw”
¥ resource: {2}
timestamp: “2821-83-29T11:32 48.527942758Z"
severity: "NOTICE”®
logName: “projects/suit-ai/logsfcloudaudit. googlespis. com¥2Factivity”

receiveTimestamp: "2821-83-20711:32:49 76449103727

Configure ~

@2 Copy link

Query builder Saved (0) Suggested (0)

Recent (7)

Resource v Log name v Severity v

1 _.émo.m_.mm.Qnmu._oamlvcnrmﬁ ammocnnmwgcmwm.wcnrmﬂusmamn:Eu..nz..igmna.‘. resource.l cmpm.-wonmﬂwomuu_cwgmmmﬂM..
2 protoPayload.authenticationInfo.principalEmail="admin@longconsecurity .nal._
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GCP Logging Principals

- All logging is sent to a Google Cloud Logging API
* Google’s Cloud Logging API sends all logs to “Log Sinks”
* Log Sinks exist at the Project and Organization level

* Log Sinks are used to determine if a log entry should be
routed by the Sink or dropped.

* Log Sink “Exlusions

FOR509 | Enterprise Cloud Forensics & Incident Response 55

References:
[1] https:/for509.com/tm3b0
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Log Routing

Platform Logs Required

O A
Host Logs

gcloud Tool

App Logs

Cloud Logging API

...and more

[ 400 Days (Enforced) |
|

_Required

Bucket

N
=L

_ Default
Bucket

rable) ]

=}

GCP Log Routing Overview

External

Platforms

@

Cloud
Pub/Sub

BigGuery

Cloud
Storage

FORS09 | Enterprise Cloud Forensics & Incident Response 56
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GCP Logging Storage

» The “_Required Bucket” and “_Required Sink” cannot be
modified. |
* This does not count towards the costs in your GCP Billing

* The “_Default Bucket” and “_Default Sink” can be modified.
* This does count towards the costs in your GCP Billing

- Logging Buckets can hold logs between 1 and 3650 days
*Yes — that’s over 9 years!

* Log Routing and Storage can be encrypted using your own keys
(CMEK)

FORS09 | Enterprise Clotid Forensics & Incident Response 7

References:
[1] https://for509.com/8yt50
[2] https:/for509.com/4unhg
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GCP Log Routing Sinks
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GCP Log Storage (1)
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GCP Log Storage (2)

& Editlogs bucket
Logs buckets
= Fliter il
] Nams 7 Reglon. Statuk o © Bucket details
O befak bretash bucker wdays olobat Usterkd B | Provide s name ard deaceiption for she fogs usket
0 dewwed  Auilosa 40%days  glovat Lotked View bucket detalls

Al
Edit bucket
Daleie buchet
Dascription
View lags in this buckel [

Dafault bucket
View usage data for this bucket[Z}
Saieat f59s btk fegion

* Retention time and Name can be =
changed after creation.

& Set the retention period

Craose itz duration that logs ez staredin the bucket. Setting @ loruer retention

petiod imprcts hiflinig.
* Bucket Location is fixed after initial e

creation. -
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Create a Log Sink

& Sink details

Provida 3 e ot deseription for lags routing ik
Mame DAL Flow,

i bescription Netwark Flow Eogs for whele Profect )

& Sinl destination
Salapt he seevice e and ot for gy rauling sing
Serdco Cleurt Laggeg buskat |
Destination

@ Sink destination

Seleel the servics type ang destination for lag

logging. gaogleapis confprojects/sudf ¢

& Choose logs to include in sink

-Greate pnonatusicn iter 10 daeeming which fogs afe includn in fnge touging sink Select sink sarvice =

L Cloud Lagging busker

Bulld Inclusion fllar © PREVIEW/ L0GS [/}
1 resouren.types gen sbnetsnrk AND BlgQuery dataset
2 lop.td{ covqute.geogleapin . censvpe flom”) | I Cloud Storage bucket
. Cloud Pub/Sub topic
‘I Splunk
e e i ¥ | Other project

@ c

HEXT i

€ Choose logs to filter out of sink (oplional)

Treate exckision fliers 1o detormries which logs an excuted For lags reulisg
s — —

CHEATE SINK CANCEL
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Query Used: resource.type="gce_subnetwork" AND log id("compute.googleapis.com/vpc flows")

Reference:
[1] hitps://for509.com/gsuzk
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Exporting Logs Outside of GCP

+ So far we’ve looked at storing logs within GCP
 What happens when we want to get logs into SOF-

b mh i ol [ o NG NSNS P
DLI\I oplulm

[]
) Google Cloud Platform p lu n

. Cloud
H Loggin e
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References:
[ 1] https://for509.com/bp54a

[2] https://for509.com/r12cx
[3] https://for509.com/knxcj

[4] https://for509.com/1slyv
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Create a topic

A togs foryacds messages from petlishers o subscriosrs.

Teplela
[somummmw Iy ]

Feple v pech T A U K Tk e

Add a defaiht pubseripios @
Us= aschoma §

1} e nevstomermananed serystion ey CHEK

CANCEL CREATRTORIT

The “Topic” creation
1s straight forward and
will produce a
“Subseription”
already paired with it
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Using Pub/Sub to Export Logs (1)

i

& Edit subscription i UELETE

Subscription name

projects/suit-al/subscnplions/SOF-ELK_Forwerderaub 1
Eies

Topic name

projects/suitabitonles/SOF-ELK Forwarder [

Delivery type @
ol

M@ Push

Erdpoiat UL
] Enable authentication Lt g

Message retention duration @

Mueation fs fiam W minatas (07 Gays

PF - 3 v 5

[} Retaln acknowledged messages @

B et Haurs Fimates. -

Vitien anabled, ach d 4% 1 il for Ha il
speilivd ibove, THIE increasss mesrans dtorigs febs Leans i

utution
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Using Pub/Sub to Export Logs (2)

- Messages can also be Retained even if they are delivered

successfully, this has a cost associated with it.
» This will follow the time set by the Message Retention Duration for
undelivered messages

- Subscriptions can also be set with an Expiration Period if you
want them removed after receiving no messages.

- Subscriptions can auto-forward messages that cannot be delivered
using Dead Lettering

FORS09 | Enterprise Cloud Forensics & Incident Response 68
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Pub/Sub Push Message Type - Example

» Pushed messages over HTTP use the below data structure in a POST
request from Pub/Sub.

"message": {
"attributes": {
"key": "value"
I
"data": "SGVsbG8gQ2xvdWQgUHViLIN1YiEgSGVyZSBpcyBteSBtZXNzYWd1IQ==",
"messageld": "2070443601311548",
"message_id": "2070443601311540",
"publishTime": "2021-82-26T19:13:55,749Z",
“"publish time": "2021-02-26T19:13:55.749Z2",
bs

"subscription": "projects/myproject/subscriptions/mysubscription”

FORS509 | Enterprise Cloud Forensics & Incident Response 87

References:
[1] https://for509.com/r12¢ex
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FOR509.4 - Google Cloud Platform (GCP)

Section 4.1: Understanding GCP

Section 4.3: Log Sources, Collection & Log Routing

Section 4.2: VM & Storage Investigations

Section 4.4: GCP Network Forensics

SANS FOR509 | Enterprise Cloud Ferensics & Incident Response 68
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Google Cloud Platformm Roadmap

* Compute Overview

4.1: Understanding GCP * VM Snapshotting

* Google Logging Agent
4.2: Log Sources, Collection & Log Routing * Logging Agent in AWS

« Lab 3.2: Google VM
4.3: VM & Storage Investigations ) Logging Ag .ent - Agent

- Log Analysis

.4: GCP Network Forensics * GCP Storage Buckets

L ket
Abuse
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DIGITAL FORENSICS & INCIDENT RESPONSE

Google Cloud Compute

FOR509 | Enterprise Cloud Forensics & Incident Response 70
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GCP Compute Overview (1)

Google Clouds Compute functionality includes anything
within GCP that consists of CPU processing, either dedicated
or on-demand.

« Virtual ~« App Engine » Cloud
- Machines ~ « Google Functions
o Shielded ~ Kubernetes - s Cloud
VMs - Engine Workflows
« CloudGPUs  (GKE)
| -+ Cloud Run

FOR509 | Enterprise Cloud Forensics & Incident Response 71
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GCP Compute Overview (2)

7} Gosgle Cloud Platform

Compiite
Engine
For the purpose of this class, we're going to only focus
on two.

The principals for these will apply to many of the
others.

Cloud
Functions

SA.N-S FORS509 | Enterprise Cloud Forensics & Incident Response 72

This page intentionally left blank.

https://t.me/learningnets
72 © 2021 Josh Lemon Technet24


https://technet24.ir
https://technet24.ir

Virtual Machine Types - Predefined

’ g;ntfgfv?l;g‘s: & 128GB RAM g NOTE
' gﬁﬂtzrglo?ggf;& R ‘ GCP has a number of
% i G predefined VM types
= Up to 224 vCPUs & 8GB RAM per CPU VMs can run public OS or
e | private custom images
1 = Upto 96 vCPUs & 6.5GB RAM per CPU |

SR ey iy VMs can run Docker Containers
» Extre; high memory workloa . .
M2 / 1 - Up i | on suitable OS images

» Extremally high compute workloads 3 shili
S GCP also haslth.e. jbl'llty to .
' create custom machine types

A2 « High pgrfﬁrmaﬂce--édrﬁbu_te worlloads e
'+ Parallelized compute workloads (i.e., ML) |

FOR509' Enterprise Cloud Forensics & Indidant Response

References:
[1] https://for509.com/r9pb8
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Virtual Machine Types - Others

+ Can be added to an existing VM
GPUs + Ideal for graphic intensive

zones e c
e configurations to VMs

. Mllst be dEﬁnEd at time of creation . The three IISted are most
« Ideal for cost reduction ' relevant to DFIR work,

Preemptible § Do not run all the time, they use however, understand there are
excess CPU capacity in a GCP zone more outside of this list

Shielded monitoring
« Can provide DRM with vIPM
VMs Gilh o

FOR509 | Enterprise Cloud Forensics & Incident Response

References:

[1] https://for509.com/w9prz
[2] https://for509.com/5xbh3
[3] https://for509.com/oarxb
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Snupshot Slsraéé : 1

: @ PeTISIES S @ Persistent ~» From here, normal Disk Forensics

Virtual Machine - Storage & Snapshots (I)

Corpromised i THIR VM Capt.llring a VM Disi( Ilnage

) Comintte Compite » Requires the Compromised VM to
¥ Engine Englne have its Disk "Snapshot"
i l__ l » The snapshot needs to be shared with
the user/project/org that has your
, - DFIRVM
e F’eg'{stent e Pers'lstent i Ofice shar‘e it it i be copied
isk Disk | ; : §
~« The copy can be converted back to a

o The Disk can be mounted as a "read
only" drive to your DFIR analysis VM

Disk Snapshot Disk Snapshot

~ would occur (i.e., FOR508)
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Virtual Machine — Storage & Snapshots (2)

» The method of snapshotting a running VM is just one way to perform
forensics on a running VM.

- This method has been available since a lot of the IaaS platforms first
enabled the ability to snapshot disks.

» It also has one large draw back — it’s a single point in time.
» GCP has built out the concept of collecting telemetry from running

VMs and applications on those VMs, known as “Cloud Logging
Agent”

FOR509'| Enterprise Cloud!Forensics & Incident Response 76
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GCP Logging Agent Overview

NOTE

Host
System

GCP
Logging
Agent

GCP

~ Logging
Platform

References:
[1] https://for509.com/st7qb
[2] https:/for509.com/kvzui
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syslog / App Logs

Log Entryin |
Project
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The Logging Agent
will ingest common
logs in Linux &
Windows

Custom configs can be
used for uncommon

logs

Logs entries are sent
to the Logging
Platform for the
Project the VM is
within

77
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GCP Logging Agent Logs
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References:
[1] https://for509.com/m5x2¢c
[2] https://for509.com/v39uh
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GCP Logging Agent Monitoring

4~ VMINSTANCES ~ QO % [ O CorF TME TH 6H 10 TW IM BW  CUSTOM ¥+ 3 RECOMMENDED ALERTS
= Filter..
INVENTORY OVERVIEW chu MEMORY DISK METWORK EXPLORE
Name ~ Zane Monitoring agent status  Logging agent status Pubfic 1P Private 1P Siza Connect
instance-1 us-westl-b @install Agem @ Latest 45.197, 10.138.0.6 e2-medlum SSH -~
instance-2 us-westl-b @ install Agent @ Install Agent 34,105, 10.138.0.7 e2-medium SSH ~

Iteny per pag 25 1-Zof2 4 ¥

NOTE

GCP Monitoring gives you the ability to see
which VM’s have the Logging Agent
installed and running,

FOR509' | Enterprise Cloud Forensics & Incident Response 80

References:

[1] hitps://for509.com/3sjlx
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Install the Logging Agent

Use the Cloud Logging agent to gather loggirg metrics from
VM instances and send them to Cloud Monitoring. Learn
more

[E————

Confirm VM operating system

Review VM details and select the relevant OS.

1.. View additional details.

Name instance-2

Boot disk image ubuntu-2004-its
Operating System *
Ubuntu v

Select the VM OS to install the appropriate agent

$ gcloud beta compute ssh instance-2 --pro: I

INSTALL AGENT gumell) ¢l 8

https://t.me/learningnets
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GCP Logging Agent — Structured and Unstructured ()

» Logging Agent is based on “fluentd”
 Fluentd has a number of support parsers that google-fluentd can

e et i d

<source>
@type tail
format syslog
path /var/log/syslog Ag‘
pos_file /var/lib/google-fluentd/pos/syslog.pos<
read_from_head true Jre—
tag syslog e L

</source>

FORS09 | Enterprise Cloud Forensics & Incident Response 82

References:
[1] https://for509.com/0g215
[2] https://for509.com/Spftw
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GCP Logging Agent — Structured and Unstructured (2)

 Fluentd existing parsers can transform syslog data into JSON

<1> Apr 1@ 14:089:50 instance-1 system: Started Session 3 of user noname.

Jl’

jsonPayload: {
pid: "1"
message: "Started Session 3 of user noname."
ident: "systemd"
host: "instance-1"

}
timestamp: "2021-04-10T14:09:50Z"

FORE09 |\ Enterprise CloUd Forensics & Incident Responss 83

References:
[1] https:/for509.com/0g215
[2] https://for509.com/5pftw
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GCP Logging Agent with AWS and Ops Agent

» The GCP Logging Agent is also compatible with AWS Linux
and Windows VM’s

- This requires an AWS Connector — usually a separate Project within
your Organization

* There is also an “Ops Agent” in GCP

» This is used for VMs with very high log throughput or resource
utilization

* This agent is also used for performance monitoring of VMs (i.e.,
CPU, Memory, Disk, etc.)

FOR509 [[Enterprise Cloud Forensics & Incident Response 84

References:
[1] https://for509.com/5k1zv
[2] https://for509.com/dwntc
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VM Agent Log Lab Example (1)

s 3021-37-15 T2165:14.042 HIBTRD  Errer credring uistl usesdd: geoup agin ¢RISTS - AF you WENT 10 ad4 tiks User 1o tRAL gooup. G5E -5

>RG04 12155014 K3F 130208 At

BO20RI-B3+18 1275500, 465 4UERD  Errer Crealieg USSr: uSeRaddl QraUp ISRy Arists + 3F you ARnl 19 a0d TRLC uzer to that growp, use .

FOR509 | Enterprise Cloud Forensics & Incident Response

The example above shows you SOF-ELK with the VM Agent logs extracted from GCP in JSON format and
loaded into SOF-ELK. In the Lab, that is coming up, your data set will already be limited to only the GCP
VM Agent logs, however, if you have loaded other data into SOF-ELK you will need to limit your data set.

The data set under the “gep-*" index will hold all the GCP data, except for Flow Logs. When you're viewing
this index, you will see all GCP data loaded in SOF-ELK. Using the “Available fields” section locate the
“log_name” field, once you click on this field it will show you the other services that are also loaded into
SOF-ELK from previous GCP data you may have been working with. Select the one of the entries that end
with “AGCEGuestAgent”, once selected you will need to modify this search slightly, click on the filter you
just created at the top and alter the Value to be “*/GCEGuestAgent”. For this example in the course, we are
going to expose all the VM Agent logs, however, in practice you may want to limit this to specific projects or
folders. You can still use this technique to limit your logs to a specific project or folder.

Remember, you can always click on the filter you’ve just put in place and select “Temporarily disable” if you
want to see all GCP data related to your search in the search bar at the top.

https://t.me/learningnets
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P
£

oA

elastic

. Discover

KQL ~  Last 90 days

log_name: */GCEGuestAgent X + Add filter

gep-* v

Q‘ Search field names

Filter by type 0

-

-

-

-

t:.:
project_id
resource_location
resource_name
resource_type

severity

source_ip

tags

type

useragent
useragentinfo.build
useragentinfo.device
useragentinfo.maljor
useragentinfo.minor
useragentinfo.name
useragentinfo.os
useragentinfc.os_major

useragentinfo.os_minor

=

1,036 hits 2021-01-27 12:38:27.785 +00:00 - 2021-04-27 12:38:27.785 +00:00 Auto hd

Cotint

02-07 2021-02-14 2021-02-21

@timestamp per day

Time » system_message

pv3

2821-83-15 12:55:25.83@ +88:88 Error creating user: useradd: group admin exists - if you want to add this user to that group, use

7 2021-83-15 12:55:25.826 +80:88 Creating user admin.

Error creating user: useradd: group admin exists - if you want to add this user to that group, use

> 2821-83-15 12:55:19.665 +00:00

> 2821-83-15 12:55:19.661 +99:80 Creating user admin.

> 2821-83-15 12:55:14.842 +88:88 Error creating user: useradd: group admin exists - if you want to add this user to that group, use

> ZB21-83-15 12:55:14.837 +80:80 Creating user admin.

> 2821-83-15 12:55:88.485 +89:88 Error creating user: useradd: group admin exists - if you want to add this user to that group, use

- ARAY AR Al dALER.AA AR AR .AA
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VM Agent Log Lab Example (2)

1,036 hits 2021-01-27 12:38:27.785 +00:00 - 2021-04-27 12:38:27.705 <0000 Aule - e ehast C

SUOD sl HO0ME @R mnebs  AHAME auern SENDI NitM SRSt msSE aesns
Gtimantamg ger day
i) gt Lype leg
£ legoraen projectsfsuit-a1/1ogs iGEEGHESTAGANT
¢ igg.filu.path 1leqstash/gopiGEr_AllLegs _Exazple 2. json
*o dag.flags aluilive
4 lag.eliset 16,448,705
11 project id sult-at
£ resien e 5o, ingtance
¢ gyireneanage  Error crealing users useradds group pdain exdsts - L you want Lo add (his vser 1o thal group, bse -G oDk
¢ ags process_archive, Filebsat, baate_input_codec_plein_applied, gsp_lag
t ks %P
Y 20Z1-83 7% 11155;25 E26 HI0C8  Orealing uwier addin

211418 12:93139.565 +3000 ErPOr CREaTIng LSEr: usersdd: Group BORIN BXiSts - 1f yoU vaDt Lo 248 This wmer to that pioup. wse -5

FOR50% [ EnterpriselCloud Forensics & Incident Response

You may want to get a better view of the data that has been capture by the VM Agent. You can do this by
adding in a field of data to the non-expended data view. If you want to see System Messages in you
unexpended explorer view, you can expend one of the records and find the “system message” field. If you
hover of the right-hand side of the field, you will see an icon that represents “Toggle column in table”, if you
select this it will put this field in the unexpanded view of the record making it easier to see data in the
Explorer view.
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elastic

. Discover

New Save Gpen

Technet24

B~ = KaL v Last 80 days Show dates Refresh
G
1,038 hits 2021-01-27 12:38:27.785 +00:00 - 2021-04-27 12:38:27.785 +00:00 Auto ~ % Hide chart
Q
Filterby type 0 &
B
+ log.filepath =
t log.flags =
# log.offsat . 201-61-31 214 2021-0221 2021.02:28 2071-03-07 2021-03411 2021-03-21 2021-04-04 ol
t ports @timestamp per day m
t  project id m
f tinput.type log ®
1 resource_jocation E =
RSO T t log_name projects/suit-ai/logs/GCEGuestAgent b
=
1 resource type t leg.file.path #logstash/gep/GCP_AllLogs _Example_2.ison —
™
t  severity t log.flage multiline m
& scurce_ip ©
# log.offset 16,448,785
t tags
t ct_id suit-ai
iy project_i
1 useragent t resource_type gce_instance
i X Toggle column in table
t useragentinfc.build t severity ERROR
T Useraganiino device tosysTem_message Error creating user: useradd: group admin exists - if you want to add this user to that group, use -g.
t useragentinfo.major . )
t useragentinfo.minor ¢ Tags process_archive, filebeat, beats_input_codec_plain_applied, gep_log
¢ useragentinfonama + Type gep
t useragentinio.os
t useragentinfo.os_major
.
t 2 2821-83-15 TZ:55:25.825 +80:828 Creating user admin.
TS e . R N L
< »  2021-83-15 12:55:19.665 +00:88 Error oreating user: useradd: group admin exists - 1f you want to add this user tc thet group. use ~g.
t useragentinfo.patch %
t username 3 AAP1-A3-15 175510 REY <BA-BR Dreatinn nesr admin
-0
.
=
—
s
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ﬁm DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Lab 4.2

Google VM Logging Agent - Agent Log Analysis
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DIGITAL FARENSIGS & INCIDENT RESPONSE

Google Cloud Storage
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GCP Storage Overview

There are several different Storage types in GCP along with
features that can be used on the different storage types.
For DFIR, we’re going to focus no “Cloud Storage” (Buckets)

Cloud Block
Storage Storage

(Persistent
/ SSD)

FORS509 | Enterprise Cloud Forensics & lncident Response = 21
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Cloud
Storage

GCP Buckets Overview
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vou {0
within
“Projects” to store data.

Within in a Bucket you can
have folders, sub-folders and
files.

All the contents within the
Bucket follow the permissions
and polices of the parent
Bucket.
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GCP Bucket Permissions Uniform

& Bucket details
flight-maps ———
OBJECTS CONFIGURATION.
R,
Created March 20, 2021 at 10:32:48 PM GMT 11
Llpdated March 29, 2021 at 10:3248 PM GMT+11
o LT ... . S,
Location ug-east! (South Caralina)
Default smra.ge class .star;da;'d .;‘
Requester pays @ oFF E
e = ‘ i NOTE
Cloud c;nsaieURL S hups:#consnla.cmud.gengie.com.fsterag .
——— gl y ; ‘;;.,dL - - 3 -
ﬁ.‘.;"‘lﬁ"”f:".”..".'... o BEMttinaps These are the default settings
'ermissions - el -
e TC W for Google Bucket permissions,
Publlsaccess @ e to prevent you from exposing
Pratection 4 ) =
e ™~ - the Bucket’s data by default

FOR509 | Enterprise Cleud Forensics & Incident Response 93

References:

[1] https:/for509.com/phmxg
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GCP Bucket Permissions Fine-Grained

Edit test_flight_route.jpeg permissions

If you don't rely on individual object-level permissions, you can start managing ail
permissions uniformly at the bucket-level. Go 1o the buckel's Permissions 1ab 1o get
started. Leasn more

Entity Name Access

| I |enter;D.email.nrdnn Reader
. Domain . a4

~ Group

User

Praject

Public CANCEL SAVE

SA‘NS FOR509 | Entenprise Cloud Forensics & Incident Response 94

References:
[1] https://for509.com/48hrz
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GCP Bucket Attacks

* Attacker scans all GCP for possible NOTE

Buckets based on key words
J The most common attack against
W DBuckets is accessing data/files
» Determine if the ability to list Objects is stored in buckets due to
available misconfiguration.

~ GCPBucketBrute automates this
+ Attacker downloads open access attack on GCP Buckets,
. Objects

o
 Check permissions to perform other
actions (write/delete), or escalate
permission to Storage Admin )

FOR509 ||Enterprise Cloud Forensics & Incident Response 75

Resources:
[1] https:/for509.com/afj2q
[2] https://for509.com/95h84
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Cloud Storage — Enabling Object Logging

WARNING: Object logging is not turned on by default
This mean no object access logging to detect DLP @)

B [ongeonsecurity.com = Q. Audit Logs

Audit Logs DEFAULT AUDIT CONFIG

= Filter QUELEEEEEIERSGIEREN © ) Enter property name or value

O Tie 4 Admin Read

[0  ©oogle Cloud -
Storage

Data Read | Data Write

X @ L}
Exemptions

0

This page intentionally left blank.
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NOTE

You need to enable
“Data Read” if you
wanl to see access Lo
Objects in Buckets.

Only do this on
sensitive data — it
will produce a LOT
of logs.

FORS509 | Enterprise Cloud FForensics & Incident Response 96
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Cloud Storage — Detecting Exfil in Logs

Query preview FOA T - " .
resource . type="gos_bucket” resource. labels.bucket_name="flight-maps” ) Save | Stream logs | i
Quary results | ] | Jump to now Aclions v Conflgura ~
SEVERITY  TRIESTANP GMT » GLMMARY
> 2021-84-14 84:26:36.260 GMT IAM  storage.googleapis.com  storage.buckets.get projects/_sbuckets/flight-maps  admindlongconsecurity.com sudit_log,

‘im IAH  storage.googleapis.com  storage.buckets.get projects/_/buckets/flight-maps  adminlongconsecurity.com audit_log, -
.- IAH  storage.googlespis.com  storage.buckets.get  projects/_fbuckets/flight-maps  adminlongconsecurity.com sudit_log, ..
projects/_/buckets/flight-maps  adninglongeansecurity.com audit_leg, .

IAH  storage googleapis.com  storage.objects.get -

projects/_/buckets/flight-maps  adminZlongconsecurity.com audit_log, -

TaN - storage.gocgleapis.com  storage.buckets.get  projects/_/buckets/flight-maps  admindlongoonsecurity.com audit log, -

audit log

2021-04-13 84:2

3.54

¥ i 2821-04-13 A4:28:33.560 GHT
1 storage.googleppis.com  storage.getlamPermissions projects/_/buckets/flight-mops  admin@longconsecurity,com audi_

storage googleapis.com  storage.buckets.get  projects/_/buckets/flight-maps  admipflongeonsecurity com audil log, .

audit.log.

projects/_/buckets/flight-maps  adminélongconsecurity.com

storage.googleapis.com storage.objects.list

FORL09 [ Enterprise Cloud Forensies & Incideny Response
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Query preview

resource.type="gce_bucket"” rescurce.labels.bucket_name="flight-maps” B Save  Siream logs E s
Query results [ Jump to now Actions v Configure v

SEVERITY  TIMESTAMP GMT ~ SUMMARY

> i 2021-84-13 84:28:308.268 GMT IAM  storage.googleapis.com  storage.buckets.get projects/_/buckets/flight-maps admin@longconsecurity.com audit_log, ..

> i 2821-84-13 ©4:28:38.291 GMT IAM  storage.googleapis.com storage.buckets.get projects/_/buckets/flight-maps admin@longconsecurity.com audit_log, ..

b 2621-Q4-13 04:28:38.1295 GMT IAM  storage.googleapis.com  storage.buckets.get projects/_/buckets/flight-maps admin@longconsecurity.com audit_log, ..

> i 2821-04-13 B84:28:31.371 GMT grojects/_/buckets/flight-maps admin@longconsecurity.com audit_log, ..

y i 2021-84-13 04:28:31.216 GMT storage.objects.get

r 2821-84-13 64:28:31.1268 GMT storage.googleapis.com  storage.buckets.ge projects/_/buckets/flight-maps admin@longconsecurity.com audit_log, -

> i 2821-84-13 84:28:33.188 GMT IAM  storage.googleapis.com  storage.buckets.get projects/_/buckets/flight-maps admin@longconsecurity.com audit_log, .

> i 2821-84-13 G4:28:33.347 GMT pLoiscts/ Jouckets/flight-mane

> i 2021-04-13 84:28:33. 345 GMT storage.googleapis.com  storage.buckets.get projects/_/buckets/flight-maps admin@longconsecurity.com

> | 2821-84-13 84:28:33.360 GMT storage.googleapis.com storage.objects. l1s projects 1ight-maps admin@liongconsecurity.com -100..

» i 2821-84-13 094:28:33.5388 GMT IAM  storage.googleapis.com  storage.getIamPermissions projects/_/buckets/flight-maps admin@longconsecurity.com audi..

» i 2821-84-13 B4:28:33.518 GMT IAM  storage.googleapis.com  storage.buckets.get projects/_/buckets/flight-maps admin@longeonsecurity.com audit_log, -

> i 2821-84-13 B84:28:34.123 GMT 7))
i

¥ i 2621-84-13 04:28:34.443 GMT storage.googleapis.com  storage.objects.list projects/_/buckets/flight-maps admin@longconsecurity.com audit_log. Mm

. (®)

c
c
S
©
2
—
£
&
—
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Cloud Storage Lab Example

= [{ oscover Hew  Save  Dpen Sharo Inspect

gep=* 2021-81-27 12:25:30.256 100:00 - 2021-04-27 VEZEI0.256 40000 Ao v ¢ Hda chart
QU Bearch fuld eames
Filer by zypa @ w E .
o Avalisbie fields " - E
i £
Fopular i v - > s
- i R i RGN RIRREES TGN 0219530 MEIAY IR (o) SLONIY LSS ST MUALA MIEI04 TN ALY M OE REALA
1 surviuename H FhUmostamp perday
| L i i
t.id | 3 ERRVRA-E6 HNIR000 WD pupvice. naer: morequ.gooylespis. o Tap nitrel. 36,7728 Iso Plage: snliiling
1 ndex | 1eg.fide garh; FlogstasnsgepiLebd, T-L0F Buckemleps 2. j46n Ing_nste) projecta/sults
# et ; a1 flagelchondsudd t guogleapis .comdfdats atsest
i svent_typer type.googleapis. consguatie.slond. audl. Asitlon project _bd: puilbal
Stusestorp; 0IT-BA26 130381T0 (B HAIAE usaragentinfa pise Fiiefes
© Glinstany
1 svarsion TOARET-R-RE HRI0I 24 000100 geeudna nase: Storagh.googleants.com wiatnimai evsloimerdlesgeenecurity. con

Tog.offaat: 20,254 leg.flags; satesimn
P Bucketions.2. jaa logmar: projecs
w1/ bogu/elandaud Lt docyleapts. SOxOFdaYs_postst

ovent Uud: tyoe, ceoaleapid cetrgoogle.clond ani. Auiilon prajest i teited

Lfilenath - AemtantzespdLanTt -

© bgerLepramensl i

¢ ageet rostne

1 agaetid

g ene

FOTEEE-BA-2L 2ANTE 5B BNIE  peryice nane: Rlorage.qooglaaple.con ussrapis. eviliuserflangoansecurity,con
Joo.of fabv: 21,608 Foo.thagss WURIEIN Bng TRl povh: [ieastannfgepsiend i
08 Buckiriage, 3. {90 1o meve: projectaiauct-
ai/Ioas/rlosdaudit.aoealeapis oo F LA eness

b aaeLE
©BgnLveEn

8 buskat_owng

FORS09 [ Enterprise Clalid Forensics &incident Response

The example above shows you SOF-ELK with the Bucket Storage logs extracted from GCP in JSON format
and loaded into SOF-ELK. In the Lab this is coming up your data set will already be limited to only the
Bucket Storage logs, however, if you have loaded other data into SOF-ELK you will need to limit your data
set.

The data set under the “gcp-*" index will hold all of the GCP data, except for Flow Logs. So, when you’re
viewing this index you will see all GCP data loaded in SOF-ELK. Using the “Available fields” section locate
the “service_name” field, once you click on this field it will show you the other services that are also loaded
into SOF-ELK from previous GCP data you may have been working with. Select the
“storage.googleapis.com” “service_name” to limit your data to only logs related to GCP Storage data. This
will aid in ensuring searches you run in the search bar are limited to GCP Storage data. Can you always click
on the limit you’ve just put in place and select “Temporarily disable” if you want to see all GCP data related
to your search in the search bar at the top.

https://t.me/learningnets
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= . Discover

By

= service_name: storage.goo jleapis.com X

gep-* v

Q1 Search field names

Filter by type 0O

v Available fields

Pepular

t method_name

t service.name

t _id

t _index

# _score

t _lype

& ]

@timestamp

t @version

agent.ephemeral .id

agent.hostname

t agent.
t agent.name
t agent.type

t agent.version

t bucket_name

176 hits

Count

>

+ Add fifter

2021-04-26 13:38:19.104 +00:00

2821-84-26 13:38:18.924 +80:08

2821-04-26 13:38:18.985 +08:08

2021-01-27 12:25:30.256 +00:00 - 2021-04-27 12:25:30.256 +00:00 Auto bt

2021-02-14 2021-02-21 2

New  Save Open Share

KQL & v Last90days Show dates

-02-28 2021-03-07 2021-03-14 2021-03-21

@timestamp per day

service_name: storage.googleapis.com log.offset: 18,778 log.flags: multiline
log.file.path: /logstash/gep/Lab3_1-GCP_Bucketlogs_2.json log_name: projects/suit-
al/logs/cloudaudit.googleapis.com¥2Fdata_access

event_type: type.googleapis.com/google.cloud.audit.Auditlog project_id: suit-ai
@timestamp: 2821-84-26 13:38:19.184 +00:88 useragentinfo.name: Firefox

service_name: storage.googleapis.com username: evil-user@longconsecurity.com
log.cffset: 20,239 log.flags: multiline log.file.path: /logstash/gep/Llab3_1-
GCP_Bucketlogs.2.jsen log_name: projects/suit-
ai/logs/cloudaudit.googleapis.comi2Fdata_access

event_type: type.googleapis.com/google.cloud.audit.Auditlog project_id: suit-ai

service_name: storage.googleapis.com username: evil-user@longconsecurity.com
log.offset: 21,586 log.flags: multiline log.file.path: /logstash/gep/Lab3_1-
GCP_Bucketlogs_2.json log_name: projects/suit-

ai/logs/cloudaudit.qoogleapis.comiZFdata, access

< Refresh

& Hide chart

Inspect

© 2021 Josh Lemon
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Lab 4.3

Storage Abuse and Exfil

SANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE
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FOR509.4 — Google Cloud Platform (GCP)

Section 4.1: Understanding GCP

Section 4.3: Log Sources, Collection & Log Routing

Section 4.2: VM & Storage Investigations

Section 4.4: GCP Network Forensics

FOR509 | Enterprise Cloud Forensics & Incident Response 102
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Google Cloud Platformm Roadmap

* GCP Network DFIR
4.1: Understanding GCP Services Overview
« GCP VPC Overview

4.2: Log Sources, Collection & Log Routing * VPC Networking

» VPC Flow Logs
4.3: VM & Storage Investigations : FlreV\.rall Rules &
Logging
4.4: GCP Network Forensics * GCP Packet Mirroring
: » Lab 3.4: GCP Network
Forensics

FORS509 | Entetiprise Cloud Forensics & Incident Responsa 103
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SANS DFIR

DIGITAL FORENSICS & INCIDENT RESPONSE

Google Cloud Virtual Network

FOR509 | Enterprise Cloud Forensics & Incident Response 104
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GCP Network DFIR Services Overview

VPC Flow Logs — provides sampled flow data
from network subnets within a VPC

Cloud Firewall - used to apply on individual
hosts or on VPCs

Packet Mirroring - allows capture of network
packet from specific VMs

FOR509 | Enterprise Cloud Forensics & Incident Response [0S

Cloud Firewalls

» (Can be defined as a policy at the Folder and Organization level.

https://t.me/learningnets
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GCP VPC Overview

» Google Cloud’s VPC provides network connectivity between
compute instances, other VPCs, and VPN tunnels or cloud
interconnects.

- Andromeda is the technology that support traffic switching
and routing for VPCs

- Subnets are considered regional, all other VPC resources
are considered global (i.e., Firewalls, NAT, Routing)

* VPCs only support IPv4 unicast. There is no IPv6, broadcast
or multicast traffic within a VPC.

FORE09 | Enterprise Cloud Forensics & Incident Response 104

IPv6 can be achieved by using a global load balancer for public facing services.

References:
[1] https://for509.com/h2klg
[2] https://for509.com/6etfx
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GCP Networking -VPC Network (1)

VPC LOGGING

VPC's usually have Firewall rules
—— applied/attached to a VPC — this
c pceurs across all subnets within a VPC.

L s
I e
s ®
Firewall vic Firewalls can produce logs per rule,
this applies Lo suceess or failure. This
logging is disabled by default.

— VPC's allow provide “sampled” Flow
> t: - Logging per subnet within a VPC. This
: is disabled by detault.

Logging

FOR509 | Enternprise Cloud Forensics & lncident Response 107
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GCP Networking -VPC Network (2)

£ i

& VPC network details i DELETE VPG NETWORK

-yellow-jacket-prod-network

Subnat creation mode
EpATe LR
e

Maximurm transrission unit
1480

SUBNETS STATIC INTERNAL IP ADDREBSES FIREWALL POLICIES

ADD SUBNET FLOWLOGS ~

T Flter  Enter oropesty name o valde

O tame 4 Raglon IP addrass ranges Galewny Private Google Ascers Flow logs @

[ yellowjacketprodnetwork s cantralt 10,128.6.0/20 HOAZBOL off oif i‘
a yellovi-jacket prod-network. ewopeyest] 1013L0.0/20 IR Erash Gif off [}
D yellow-jncket-prod-network. us-west] 1013800420 TRIERGY O - off i
[ yellowjacket pradnetwork aatn sast) 16.140.0.0/20 HiR i off ot [ ]
O yellowjacket prod-network umeeastt 10,1426 0/20 A28 off o ]
=1 i et e i 1 $n 148 nAsn snsngy no ot =

SHOW IFer 4]

ROUTES VPO NETWORK PEERING

PRIVATE SERVICE CONNECTION
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VPC Flow Log Configuration

VPC flow logs can increase costs FLOW LOG CONFIGURATION
Turning on VPC flow logs won't affect performance, but some systems generate a large
number of fogs. This can increase costs in Stackdriver as well as log export destinations VPC F] OW. LOgS are On.lv Sampled they
such as BigQuery and Cloud Pub/Sub, Learn more v MRS e :
are not 100% of all flows that occur
Manage these logs and resulting casts by adjusting the settiags below, or Withi]l a .qubnet
in Cloud Logaing & & ]
Aggregation Interval @ Flow Logs are really intended for
SSEC | 90SEC  UMIN SMIN 10MIN 15 MIN performance monitoring and

Additional fields @ summarized data.

Include metadata ) !
Sangloni -] They can prove usctul for log running

© s imcidents with sustained C2
communieations, or DDoS type

Estimated logs generated per day: 0 B i ;
incidents.

CANCEL SAVE

FOR509 | Enterprise Cloud Forensics & Incident Response 102

Disabling “Includes metadata” will reduce the overall log storage size.

References:
[1] https:/for509.com/knzmg
[2] https://for509.com/aoprn
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VPC Flow Log Capture and Store
s } TCP and UDP traffic is sampled at the VM

S TFiltering for FIows is applied

|
I
L

Flows are aggregated to produce a "Flow Log Entry"

Flows are sampled again based on "Sample Rate"

| Metadata for the Flows can be dropped if needed

Flows are written into Cloud Logging

N st o g e e i1 e )

i Logs are forwarded with Pub/Sub if enabled

FORE09 | Enterprise Cloud Forensics & Incident Response 110

References:
[1] https://for509.com/knzmq
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VPC Firewall Rules (1)

< Create a firawall rule

Firawall ey eontrat ireoming of eutgolng tralffc to an instance. By defoul, incoming
ralfie from oulside your network fa Iocked, Leas o

allovehtips fr @

Lemataass Htiers, bt Bysbare al5seed

Besenptian

Logs
Tutting on Fiewst hos can genesate s s gmbes of logs which san fuceare coxtils
Stackérivar Lesm mone

@ on —
O onf

Additlonatfilds )

[ tnchude metadata

A LESS
yellow-fackerprod-nowork - @
Prority* e w1 £ i i
1000 CHECK PRIORITY OF OTHER FIREWALL RULES

kot ean b 1< BRI

Direction af waffic. @

Disabling “Includes metadata” will reduce the overall log storage size.

References:
[1] https://for509.com/798su
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- Source ifler

18 faiges
B
Setrce 1P renges ©

DOOO0 & forax

B
Hosa

Pratocols und pocts @
€3 Allowalt
@ Specifed protacals and ports

w443

2 oudp: | A

DG VTR 28424

(7] Other pistocals

© pratatt, Komnn tep el 8 ¢ 4B, ST

o DISABLEIAE

CREATE CANCEL

Fepedlont BESY  ommantling
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References:

VPC Firewall Rules (2)

‘ VM Produces ‘

‘Lratfic

Flow Logs are
Sampled

Firewall Rules
arc Inspected

Firewall Rules
are Logged

[1] https://for509.com/knzmq

https://t.me/learningnets

112

LOGGING ANALAYSIS

RETAT

Logs are generated.

You could see Flow Logs indicating
traffic oceurred, however, Firewall
Rules may prevent the traffic ever
leaving the VPC.

Review Firewall Logs and Flow Logs
together to determine if tratfic ever
made it out of your VPC.
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GCP Packet Mirroring

MIRRORING PRINCIPALS

i Packet Mirror Policy 3 Losd Balancer d Instance Browp

J 9 compure Packet Mirroring is defined per VM

o :I i Engine F pite ) Lol iy . :
: |@ Compute | i i :; e Forwarding : Instance on p(\]_ GKE Clllbt(—‘l.
Englne Fa Rule i
: - i R - V » Compute | i ; h
: P l @ o BEE GCP does not currently enabled you
‘@ i - P BN (0 store a PCAP file in a Bucket, It
4 Engine: i X : : , : ‘
L ie lr_!:;:ncer i, @ Compue has be be ox Ocessed by a system you
P} NN dcfined

For DFIR purposes, we could setup
our Backend Instances to be Moloch
or NSM devices to capture and
analysis.
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References:
[1] https://for509.com/fp6 14
[2] https://for509.com/jaq42
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Firewall
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GCP Networking —-VPC Network (3)

*C
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VPC LOGGING

applied/ attached to a VPC ~ this

oceurs across all subnets within a VPC.

Firewalls can produce logs per rule,
this applies to success or tailure. This
logging is disabled by default.

VPC's allow provide “sampled” Flow
Logging per subnet within a VPC. This
is disabled by default.
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Cloud Network Forensics Lab Example (1)

FOR50% | Enterprise Cloud Forensics & Incident Response

The example above shows you SOF-ELK with the GCP Flow logs extracted from GCP in JSON format and
loaded into SOF-ELXK.

Unlike the data you have seen so far, which was under the “gep-*” index, the flow log data is handled in a
sperate index called “netflow-*", This is because SOF-ELK is already configured with pre-made dashboards
designed to handle flow data from various source, like the ones you've already in the course.

As we’ve show in previous SOF-ELK configurations, you may want to customize the data you are viewing in
the summary view. For flow data there are some fairly common fields; @time, source_ip, source_port,
destination ip, destination port, aprotocal, along with any additional traffic quantity information you feel is
relevant. You should also include the source vm_name so you understand which system produce or received
the flow data you are analyzing.
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Cloud Network Forensics Lab Example (2)
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The example shows the pre-made flow data dashboard with the same data you were viewing on the previous
page. This uses the power of SOF-ELK to arrange and group flow data. Additionally, this dashboard would
also allow you to see flow data information from any other flow data source you loaded into SOF-ELK at the
same time. This is simply an example of the same data presented graphically.
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SANS DFIR

DIGITAL FORENSICS B INCIDENT RESPINSE

Lab 4.4

Google Cloud — Network Forensics
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DIGITAL FORENSICS
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Here is my lens. You know my methods. —Sherlock Holmes
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ey “As usual, SANS courses pay for themselves by Day 2. By Day 3, you are itching
to get back to the office to use what you've learned.”
Ken Evans, Hewlett Packard Enterprise - Digital Investigation Services

SANS Programs
sans.org/programs

GIAC Certifications

Graduate Degree Programs
NetWars & CyberCity Ranges
Cyber Guardian

Security Awareness Training
CyberTalent Management
Group/Enterprise Purchase Arrangements
DoDD 8140

Community of Interest for NetSec
Cybersecurity Innovation Awards

You

Search SANSInstitute

SANS Institute

8120 Woodmont Avenue | Suite 310
Bethesda, MD 20814
301.654.5ANS(7267)

info@sans.org

SANS Free Resources
sans.org/security-resources
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QUCH!: Monthly security awareness newsletter
@RISK: Weeldy summary of threats & mitigations

* Internet Storm Center

* CIS Ceritical Security Controls
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