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s the new perimeter, 99% of attacks are
focused on identity theft

loss / leakage

computing

Almost any device, anywhere, anytime.
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How?

» 16,000 employees

» 8,000 will open an email within 88 secs

- 800 will open an attachment (5%)
« 2,000 will click a link (12%)

« 4-8 hours to own the AD
- 1 year to detect




Cyber Threat Intelligence

Binlons Of SeNsSOorsS across consumer, enterprise, and CIOUd SerV|CeS
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Microsoft's Security Approach
& ©

ee®ee Cyber Defense
Operations Center

Malware Protection Center Cyber Hunting Teams Security Response Center

Digital Crimes Unit

—_— ﬁ _ 0D
e = 2y [ (v =4 g O
Conditi ‘ “Kev - Office 365 cee =
onditional Cloud App Event Rights Key Security Wind ¢ <
Access Security Management ~Management  Vault Center Advanced Threat Active el SMESEEsn
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Inside the Intelligent security graph

Office 365
Operations Windows Advanced
Management Director Defender Windows Security
Suite (OMS) y Advanced Defender Management Microsoft
Microsoft Threat Anti- (ASM) Cloud
Azure Security Accounts Protection malware Application
Center (ASC) (ATP) Exchange Online PP

Protection (EOP) Security

(MCAS)
INTERFLOW API & THREAT ATTRIBUTION SERVICE
(Interface into Threat Intel big data platform and attribution reports)

ANALYTICS

(Machine Learning, detonation service, behavioral tracking/heuristics)

Threat

Azure Active Analytics (ATA)

Hunters identify attacks, and
improve analytics

Products generate their own
data which feeds back into the

graph

Products use Interflow APlIs to
access results

Analytics surfaces findings to
help fuel new discoveries

DATA COLLECTION & NORMALIZATION

Data is processed
(Data feeds from products)

)

gt L Microsoft . , : Malicious .
== Windows SI:EE.UFIt;!F  System Center I:l Office 365 B Microsoft Azure '9 Software l) Bing
Essentials . Removal Tool

Products send data to graph

Products instrumented
with privacy/compliance in
mind
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O Office 365

Home

Permissions

Secunty policies

Data man agement

Search & investigation

Reports

Service assurance

Dashboard

Compliance reports

Trust documents

Audited controls

Settings

Security & Compliance

+ Download

[l ISO 27001-2013

availability of your data.

[l 150 27018:2014

Status of Audited Controls

Use this page to understand the status of audited controls from global information security standards and regulations that Office 365 has implemented. Click on the
standards and regulations shown below to view the controls and understand how independent third-party auditors have tested them, and what the test results were.

[l Regulation/Standard Mame and Description

Office 365 has been accredited to latest 150 27001:2013 standards. Information
under this standard will help you to understand how Office 365 has implemented
Information Security Management System (ISMS) to manage and control
information security risks. In addition you will gain deep insights into
implementation and testing of controls to maintain Confidentiality, Integnty, and

In line with Office 365°s commitment to maintain strict privacy of your data, Office
365 has been accredited to latest I1SO 27018:2014 standards. In this section you will
see implementation and testing of controls specific to protection of Personally
Identifiable Information (PIl} and Privacy.

https://t.me/learningnets
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28/10/2015

Controls Tested Test Resulis
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Trust documents provided by Microsoft

Review white papers, FAQs, end-of-year reports, and other trust-related documents provided by Microsoft.

FAQ and White Papers

View answers to Frequently asked Questions and white papers providing you insights into Office 365 Services Security, Privacy, and Compliance.

Auditing and Reporting in Office 365

Azure - Financial Services Cloud Security Diagnostic workbook
Azure 13 Effective Security Controls for IS0 27001 Compliance
Azure A Practical Guide to Designing Secure Health Solutions using Microsoft Azure
Azure Active Directory Multi-Tenant Isolation - DRAFT-protected
Azure Data-Classification-for-Cloud-Readiness

Azure PCI DSS Responsibility Matrix 2016 - v5-readonly

CDSA Azure Implementation Guide Final Sept2015

Data Encryption Technologies in Office 365

Data Resiliency in Office 365

Defending Office 365 Against Denial-of-5ervice Attacks

150 27001_2013 and 150 27018_2014 Aligned FAQ

Microsoft Azure HIPAA Implementation Guidance

Office 365 Customer Security Considerations Preview

Risk Management Reports

Office 365 Customer Security Considerations Reference Guide_Use with the workbook View security assessment and risk management reports on how Office 365 Service manages its risks.
Office 365 Mapping of CSA Cloud Control Matrix 3.0.1

Office 365 Security Incident Management Dynamics CEM Online Security Assessment 2074

Tenant Isclation in Office 365 Dynamics CRM Online Security Assessment 2015

Microsoft Security Policy

MS 0365 Risk Environment

Office 365 End of Year Security Report 2014

Office 365 End of Year Security Report and Pen Test Summary for 2015

IDfﬂcﬁiit’:S Riéli:ganagement Lifecycle
%%E:e ﬂ:ggecunty Assessment Summary




Azure Compliance

The largest compliance portfolio in the industry

ISO 27001 SOC 1 Type 2 SOC 2 Type 2 PCI DSS Level 1 Cloud Controls ISO 27018 Content Delivery and Shared
Matrix Security Association Assessments
' 5 /«/“‘Eﬂﬁ'};"&«,
= DSHIPAA e “}3}
2/ 1z e
FedRAMP ’ Sl
' *Hterue vm ¥ 'n\\;;,—__/,,v
FedRAMP JAB HIPAA / FIPS 140-2 21 CFR FERPA DISA Level 2 cJIs ITAR-ready Section 508
P-ATO HITECH Part 11
_ ....‘..‘.
- SAFEHARBOR

Loty

VPAT
. 7 INFOOOMM Q ¥ &Q
txt? & DA irap
GOV.UK BLE RN Tl s
EU Safe  United Kingdom  China Multi
Harbor G-Cloud

European Union
Model Clauses

x * ¥
o x *
F I - E . enisa
= ‘
* *
* *
China China Singapore Australian
Layer Protection GB 18030 CCCPPF MTCS Level 3
Scheme

New Japan ENISA

Signals Zealand Financial Services IAF
Directorate GCIO

https://t.me/learningnets


http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/

Scale

« Azure AD Authentications?
« 15 000 authentications

« Per Day?
« Per Hour?
« Per Minute?

« 34 data centres — inc. UK South and UK West

MICROSOr T ZUNFISeENTIAL — I TERWAL ONLY



Global opportunity with Azure infrastructure

34 Azure regions worldwide

United Kingdom
South

North Central US

United Kingdom West

West Europe
Central Us |Canada Central ./
. "
US Gov e Canada East North Europe 4230)} Germany
Northeast**

Germany Central**

US DoD J East US
West

West Central US East US 2
/ US Gov
South Central US US DoD East
100 + datacenters
One of 3 largest networks in the world °
Brazil South

*Operated by 21 Vianet

**German data trustee services
provided by T-systems

https://t.me/learningnets

Korea Central

Korea South
H *
China West .\/ ® Japan East
[ ]

J West
China East* @ apan Ties

West India - °
East Asia

@ South India
Central India

Southeast
Asia

Australia East

[ ]
Australia Southeast



Empowering enterprise mobility

People-centric approach

Devices ApPpPS Data

Enable
your users Unify your environment

Sensitivity: https://t.me/learningnets

Protect
your data



A HOLISTIC SOLUTION

Enterprise Mobility +Security

Extend enterprise-grade security
smlegforce to your cloud and SaaS apps

Microsoft Cloud App Security

Azure Active Directory
Premium

Manage identity with hybrid
integration to protect application

access from identity attacks
Azure Information

Microsoft
‘ Intune

@.
- Nl

a

Protect your data, A
Detect threats early

m everywhere
with visibility and M Microsoft
threat analytics A | Advanced Threat Analytics

https://t.me/learningnets

Sensitivity:
Internal

Protect your users,
devices, and apps




Enterprise Mobility + Security
SR

Managed Mobile

O

|dentity and access

Mmanagement

Productivity

Information Protection

|dentity Driven Security

Azure Active Directory
Premium P1

Secure Single-Sign on to cloud
and On-premises apps. MFA,
Conditional Access and
advanced security reporting

EMS E3

Microsoft
Intune

Mobile device and app
management to protect
corporate apps and data on any
device.

Azure Information Protection
Premium P1

Encryption for all files and
storage locations. Cloud based
file tracking

Microsoft Advanced
Threat Analytics

Protection from advanced

targeted attacks leveraging

user and entity behavioral
analytics

Azure Active Directory
Premium P2

EMS E5

|dentity and Access
Management with advanced
protection for users and
privileged identities
(includes all capabilities in P1)

Azure Information Protection
Premium P2

Intelligent classification, &
encryption for files shared
inside & outside your

organization
(includes all capabilities in P1)

Microsoft
Cloud App Security

Enterprise-grade visibility,
control, and protection for
your cloud applications

Sensitivity: Microsoft General

https://t.me/learningnets




Integrated Identity as the control plane

One common identity
=3

_"v
G 3[

salesforce '

®

Simple Self-service Single
connection sign on

_ll _ll _ll
, n n n
Windows Server
Active Directory S - CRASEEESEES RUEELERE
_*.ﬂ
IE

Directories m2

On-premises Microsoft Azure Active Directory Cloud

. https://t.me/learningnets
Sensitivity: Internal
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HOTELS & RESORTS

ASHLEY
MADIS~N’

Life is short. Have an affair.®

Mt stanted iy Wwiling u your relehon i) sttt

Please Seeq

teen As seen on: BOC News Ashley Madison 1 the
10().,/0 Reulers. The Sun. The WORT'S Ie00Ing mated Al SsSL
! Yelncanh The Thne S antvii - Secure
L e eranded clegraph, The 1ene datng servioe fof Guaranteed 5
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;= Havelbesn pwned? Ch X - u}

- (:_) )  haveibeenpwned.com —— :’_ Q 0

Home

';--have i been pwned?

Check if you have an account that has been compromised in a data breach

Mini Exercise o

1,070,622,134 37,134 28,946,697

Top 10 breaches

tumblr.
F]ing-
(&)

matel

https://t.m

2
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Traditional Systems and Applications, MS Cloud Services, Other Cloud Services

|dentity

ldentity

Devices
Authentication

https://t.mel/learningnets



Windows
Active Directory

MyCompany.local
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,"J’ Exchange @)
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SharePoint

Azure
Active Directory

MyCompany.onmicrosoft.com

ADFS Farm

LE

(S

Directory Sync
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{ConsultAgents]

Office 365 Home

)fﬁce 2013 on yOUr PC Language: English

™ Make Bing your saarch engine

) g g = ; & Make MSN your browser homegpage
Apphes 1o Intermet Explorer, Firefox, Chroma, ana Safan
Eaced FowerPoint Dutloos OneMote

Skype for
Business

Install now

N in to Office 365 on your Mac 1o install

tabler? .

yrate with Office Online
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Microsoft Azure daniel@oonsultagentscom | Consult Agents T8

1. applications groups approvals profile

Showing 4 of 4

C2016 Microson Llecal | Privacy v

https://t.me/learningnets



Azure AD Reports

ANOMALOUS ACTIVITY INTEGRATED APPLICATIONS
Sign ins from unknown sources Application usage
Sign ins after multiple failures Account provisioning activity
Sign ins from multiple geographies Password rollover status
Account provisioning errors

Sign ins from IP addresses with suspicious activity
Sign ins from possibly infected devices
Irregular sign in activity

Users with anomalous sign in activity 4 RIGHTS MANAGEMENT

Users with leaked credentials RMS usage
Most active RMS users
RMS device usage
ACTIVITY LOGS
RMS enabled application usage
Audit report
EXTERNAL ACCESS

Password reset activity
Invitation summary
Password reset registration activity

Self service groups activity

https://t.me/learningnets
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Risk events > Sign-ins from anonymous IP addresses 5 ,Q .[9 / EE)B © @ Paul (Admin) Cullimor... @

EMSDEMOE7

Sign-ins from anonymous IP addresses

W

-—
Last 30 Columns Details Download
days

o Apply a sign-in risk policy for automatic mitigation. =

DETECTION TYPE RISK EVENT TYPE RISK EVENTS CLOSED DATE RANGE (UTC)

. Real-time Sign-ins from anonymous IP address(es) 163 of 163 3/3/2016 - 3/9/2016 25
Real-time Sign-ins from unfamiliar location(s) 20of2 3/9/2016 - 3/10/2016 .
i 0
5 02/16 02/22 02/28 03/05 03/11
ACTIVE CLOSED
0 1163
USER P LOCATION SIGN-IN TIME (UTC) STATUS
Candy Dominguez 93.184.66.227 Bratislava, Bratislavsky, SK P 4 instances Closed (p
Candy Dominguez 37.130.227.133 Redbridge, Greater London,... P 4 instances Closed (p
Candy Dominguez 66.180.193.219 Los Angeles, California, US P 2 instances Closed (p
Candy Dominguez 173.254.216.69 Los Angeles, California, US P 2 instances Closed (p
Candy Dominguez 195.154.56.44 Paris, Paris, FR P 3 instances Closed (p
Candy Dominguez 171.25.193.78 Stockholm, Stockholms Lan,... P 2 instances Closed (p
< »
Sensitivity: https://t.me/learningnets
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Conditional Access Control

User attributes
 User identity
» Group memberships
 Auth strength (MFA)

Devices

* Known to organization

« MDM Managed (Intune)
» Compliant with policies

* Not lost/stolen

Application
* Business sensitivity

s

Other
* Inside corp. network @
» Qutside corp. network 10}

01
. . 107014
* Risk profile S

—

oy DD
Citfice 365

J‘ 22 Windows Intune

Microsoft
Dynamics CRM

Amazon.com
ANTATAS

Private cloud or
On-premises

Salesforce.com



MDM beyond email




Supported Platforms

gnets
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Mobile Device Management for Office 365

User-centric approach

Conditional Device
AcCcess Management

M &
%

Built-In + Microsoft Intune

https://t.me/learningnets

Selective Wipe  [AYojelile=]ilelg
Management

@ B

10101
01010
00100

LE

LoB
app
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Conditional Access

Before mobile devices can access Office 365 data, they must be enrolled and healthy.

-h.-v-nl-v-—-

Mt @ pate

o

e 1 St e

& [QunSeD'riL\’/.e ) ‘& '(_)n&eD'riy_e

1. A user downloads the public 2. The user is shown a page that 3. The user steps through the 4. The OneDrive app is now MDM 5. The user is able to access their
OneDrive app on a personal iPad directs them to enroll the iPad enrollment process enabled OneDrive data

https://t.me/learningnets



Device Management

Device Polices

«  Control what mobile devices can connect to Office
365 Data

- Set device configuration policies such as pin lock
- Enforce data encryption on devices

Admin Controls

«  Built-In management in Office 365 Admin Center,
and PowerShell

- Configure device policies by groups
- Product level granular control

Device Reporting

- Device compliance reports

- Mobile usage and trends in our organization
- APl support

https://t.m¢

New Device Security Policy

What requirements do vou want to have on
devices?

[/] Reguire a password
[] Prevent simple password

[] Require an alphanumeric password:

Password must include at least I_ character sets
M Minimum password length:

characters

[] Mumber of sign-in failures before device is wiped

I_ attempts

[] Minutes of inactivity before device is locked:

I minutes

[] Password expiration:

I_ days

[] Remember password history and prevent reuse:

Store up to I_ previous passwords
[ Require data encryption on devices

[] Device cannot be jail broken or rooted

Help

| >

cancel

e/learningnets




Selective Wipe

The IT admin can wipe Office 365 data from the user’s device. When they trigger the wipe, all
of the data cached or stored by the apps will be deleted, while all of the user’s personal
content remains intact.

_CEEDAEE SR,
1. An employee uses Office 365 2. The IT admin logins into Office 365 3. The Office 365 data is removed from the
apps and data on a mobile device. The Admin Center to perform a selective Office applications leaving personal
employee leaves the company. wipe information intact

https://t.me/learningnets



Mobile Application Management with Microsoft Intune

Personal

& OneDrive

Corporate

/ )3
/ Managed Browser (A \
4 & Viewer Apps
Microsoft
Intune
4
\\ /

Manage all of your corporate apps and
data with Intune’s mobile device and
application management solution

Complete mobile application management

Securely access corporate information using Office
mobile apps, while preventing company data loss
by restricting actions such as copy/cut/paste/save
in your managed app ecosystem

Extend these capabilities to existing line of business
apps using the Intune app wrapper

Enable secure viewing of content using the
Managed Browser, PDF Viewer, AV Player, and
Image Viewer apps

https://t.me/learningnets



Mobile application management

User

9]z

Sensitivity: Internal

Personal apps

Multi-identity policy :
Corporate
data ﬂ P

Personal
data I'T

° Maximize mobile productivity and protect corporate resources
with Office mobile apps — including multi-identity support

Extend these capabilities to your existing line-of-business apps
using the Intune App Wrapping Tool

Enable secure viewing of content using the Managed Browser,
PDF Viewer, AV Player, and Image Viewer apps

ps:/it.mel/learningnets



Office Managed Applications Walkthrough
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Managed by your company

Enter your PIN

Forgot your PIN?
1 2 3 4 5 6 7 8
-/ : ( ) | $ | &
? ! g

https://t.me/learningnets




#e=

undo

ABC

Managed by your company

Enter your PIN

[

Forgot your PIN?

https://t.me/learningnets

@

return

#4=



»

INBOX

all unread to me flaggec

N TM

Daniel Emerson P
App Store Report Info 671372014

Please see the latest data with the curre

App Store Report Info @

Daniel Emerson <Daniel.Emerson@microsoft.com>

Fri 6/13/2014 1:49 PM

To: Ananna Moshary, @ —

i

tachment
App Store reports xisx

Please see the latest data with the current app store information.

-Daniel

Connecting. %







Pad ¥ 1:20 PM 89% N>

Managed by your company

Enter your PIN

Forgot your PIN?

1 2 3 4 5 6 7 8 9 0
-/ : ( )  $ & @ @ retun
#4= undo X : ? ! ; ” #4=
ABC ABC

https://t.me/learningnets



iPad ¥ 1:20 PM 89% ...

Managed by your company

Enter your PIN

Forgot your PIN?

1 2 3 4 5 6 7 8 9 0
- / : ; ( ) $ & @ return
#4= undo . : ? ! ’ ” #e=
ABC ABC

https://t.me/learningnets




Opening...
attachmentBFC07032




fx

a tDH-: O, aE WN " .

W N

i

Read-Only To edit, tap Duplicate and change the resulting copy

Germany

£

o

et v

Top Grossng

Mrecre® - Pooket
Loaran

=
Do McSauMena Popet et

hack vun JD Longenad
M Survmal PP Coft

a Hargoon Sevwantor

ShyTnocs - Survew Gare
Mamon F g nbaret

. Argry Bedn S Wars 9

'omum

Downloads by Coun

Yop Charte e y Downloads by Country (Top 10)
Froe

12,551,290

wmubu U.S A
o U.K.

Maoroso® §eos b ) China
vou .Mexico
|Germany |

. , - °
Mooec Powertost for Sng Russga
i Canada
Mcroaat Onetects S Pa Brazil
m - * Australia

France

Numbers are for llustration purposes only

Py

Downloads by Proauct httpsii/t.me/learningnets

3,296,331
3,060,986
1,427,828
1,242,704
1,181,069
1,122,512
1,121,363
1,114,262

936,482

Duplicate

France

Australia

Branl

A rada

Russa

Cermany

Mexico

China

Sum: 0



Calibri 11 B I U
Read-Only To edit, tap Duplicate and change the resulting copy.
fx Country
4 C D E F
e AN
Top Charta Quckoftice ©
- Froe

Garve
- '
17
18
1 O an i

Downioads by Coun

. MicrosoR Woed for #aa
. Microsoft Euced for Pad
. Micsomoh PowerPomt for $ad
. Mhoronoft Ovebéotn for Pt -

- \
f‘:' Suw Wars Assasst T

Downloads
US.A. 12,551,290
U.K. 3,296,331
China 3,060,986
Mexico 1,427,828
Germany 1,242,704
Russia 1,181,069
Canada 1,122,512
Brazil 1,121,363
Australia 1,114,262
France 936,482

General

Numbers are for illustration purposes only

Downloads by Product  https:llt.me/learningnets

Ls” Normal

France

Australia

Brazil

Canada

=

Cermany

Mexico

China

Sum : 27054825.2




fx

N

-

Downloads by Coun...

Serash b
R

- |
Stw Wars. Assmat Tearm
] ey

- —— ————————————————

o —

JUSA 12,551,290 |
UK. 3,296,331 |
| China 3,060,986 |
| Mexico 1,427,828 |
:Germany 1,242,704 :
| Russia 1,181,069 |
|Canada 1,122,512 |
| Brazil 1,121,363 |
| Australia 1,114,262 |
| France 936,482 ‘

Numbers are for llustration purposes only

Calibri 1t | B L U
| Read-Only To edit, tap Duplicate and change the resulting copy
Country
C D E F
. A
Top Charts aucrofice O
Frew
. Microsoft Worg for Pac
. Microsont Esos for #ad
5
e . Microsof PowerPart for $ad
| T
o = Mcrosof Onetote Yor Pt =
‘ Boom Deach
Tmw. e
.;‘." = m m ‘
am
om

Downloads by Product httpsii/ft.me/learningnets

France

Australia

Brazil

Canada

Rus sii

-

Germany

Mexico

China

Duplicate

L

-
-
.

Sum : 27054825.2




OW/ ' xged
A Man ~
aged Br




121 PM

Calendar Photos Camera Contacts

Clock : Videos Remindars

. [

Phato Booth Game Ceanter Newsstand iTunes Store ApD Store

https://t.me/learningnets




Pad ¥

Q. Search

121 PM

July 29, 2014, 1:21 PM

https://t.me/learningnets




Pad ¥

Q Search

121 PM

July 29, 2014, 1:21 PM




OW/ ' xged
A Man ~
aged Br




Managed by your company
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App Data Report:

Additional references:
http://windows.microsoft.com/is-IS/windows-
8/apps#Cat=t1

https://t.me/learningnets
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apps#Cat=t1
@ Open
Additional r =
5 opy :
http://wind IS/windows-
8/apps#Ca’. Edit
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| ?
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2123 0 2123
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Managed by your company

"

https://t.me/learningnets



Managed by your company

Enter your PIN

]

Forgot your PIN?

https://t.me/learningnets




Managed by your company
Enter your PIN
® ® L) o
Forgot your PIN?
1 2 3 4 5 6 T 8
- / ’ ( ) $ &
? ! ’

https://t.me/learningnets




http.//windows.microsoft.com/is-I1S/windows-8/apps#Cat=119%25EE%25839%259C%25E3%25A8%25...

Loading

https://t.me/learningnets



1222 PM

http://windows.microsoft.convis-IS/windows-8/apps#Cat=11

Popular apps

w iy

Halo: Spartan Assault
A new touch-based shooter exclusively
for Windows 8 and Windows Phone 8.

Facebook

Loading

Castles of lllusion Starring

The official app. Stay in touch, get Mickey Mouse

updates, and chat

A fantastical reimagining of the Sega

https://t.me/learningnets

gwritr

writr
An interactive journal and calendar for
personal growth




122 PM

l ttp://windows.microsoft.com/is-IS/windows-8/apps#Cat=t1 & [0 =

ading
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2123 : / = com 123

o https:llt.m_e7le§rningnets




http://blocked.com i

Alert

Access to this website has been
blocked.

Contact your IT administrator if you
feel you should have access to this

Popular apps |
Castles of lllusion Starring
mmmwmmu Mickey Mouse mmmmmr«

updates, and chat. A fantastical reimagining of the Sega personal growth.

Genesis classic.




Fnd User Enroliment Walkthrough



Enrolling in Oftice 365 MDM

Connect to email via
Built-In Email Client

Connect through Office Apps

https://t.me/learningnets



Office
apps

Download & sign into Office k2 Connect to email via
applications Built-In Email Client




Pad ¥ 9:22 AM 58% W _»

Office

apps

>

W C A S E

nirg [ ItEame

SpeskaZoo Vavo - Watch
Educstion Learn Langua.. UsSA Music Videos
FREE Education Food & Drink Music

FREE FREE FREE

App of the Week

Best New Games

Leo’s Fortune Wayward Souls Third Eys Bonsal Slice 9 Elefants SLINGSHOT

Gamss Games Crima: Act 1 Games Games BRAVES

$4.00 $4.00 Games $2.90 $2.99 Games
$2.99 FREE

2 : S
gmmwaﬁ

%  https://t.me/learningnets | @

Featured Top Charts Near Mg Purch \ Undates




iPad & 12:45 AM * B9% W)

Cancel iPadOnly~ AnyPrice~ AllCategories™ By Relevance~  AllAges~ ©. outlook o

Office
Related Searches: calendar planner >

apps

Mail+ for Outlook

Inbox Pro, Outlook Edition
ihanic Apps LLGC *$5.99 Code Before Dawn, Inc "$6.99

* & & & & (26) FORN (101
Offors In-App Purchose:
p -—
P e —
e At -
e
oy ‘ e ) il i
- iPad
oo Doty S TS A0 everything
i) — TG P I 1) P (R e €
- - -
e — o Q
e —— s ?
\:/\/
Tha Doy S

myMail - Free Hotmail, Gmail,

OWA for iPad
- Yahoo, Outlook, Live, AOL M... [+
Microsoft Corporation OPEN ' d : FREE
hok &k h (78}

all popular

Yahoo Mail — Free Email}
Yahoo
L2 R ' (210)

YAHOO!

Actin yras OO st 12 musch o)

N &
AP

5://t.mellearningnets

Featured Top Charta)




Office

apps

3115 PM

1] Office 365

Sign in with your organizational account

[someone @example.com

Password

() Keep me signed in

Can’t access your account?

723

https://t.me/learningnets




Office

apps

3115 PM

1] Office 365

Sign in with your organizational account

[brian@contoso.com

() Keep me signed in

Can’t access your account?

723

https://t.me/learningnets




Office

apps

] Office 365

Sign in with your organizational account

brian@contoso.com

[........|

() Keep me signed in




Office

apps

1] Office 365

You need to enroll your device




iPad & 11:01 AM 56% @)
: < : m a portal.manage.dfnextgenmdm.com  C [:I] iy |
Office

® Get Microsoft Intune Company Portal

apps

Windows Intune Company
Portal

Microsoft Corporation

L 2.8 &

FREE — On the App Store

To enroll your device, you mu sEinSta’ fthe frée Microsoft intune Company Portal app fromt ‘e
iTunes store. Click the View JUtiony Sove to begin:

If you already have the Con Gany'Portal app; tap the Open button:




Office

apps

Windows Intune Company Portal i

Microsoft Corporation »

Related

Contact IT
< e - Moty Gresanson

[rreyw

Description

The Company Portal apf helps you search, browse and | apps made available to you by yofr organization

b \Wiods




Office
apps




Office

apps

11:03 AM

Cancel Device Enroliment

Enrolling this device will give you access to email and other
company resources and gives your organization the ability to
manage this device.

More information about enrolling you device




Office
apps

Enroll your device

@ (ONntoso

Corporation

For added security, we need to verify your account. We have
sent a text message with the verification code.

E‘ Brian Shiers
(XxX) XxXx-xx12

Please enter the code to continue

Other security verification options

Sign in with another account




Office Contoso Corporation
apps

Enroll your device

@ (ONntoso

Corporation

For added security, we need to verify your account. We have
sent a text message with the verification code.

E‘ Brian Shiers
(XxX) XxXx-xx12

Please enter the code to continue

XYZZY

Other security verification options

Sign in with another account




Office

apps

iPad = 3 11:03 AM 55% @)
ﬁ a feimsua0l.manage.dfnextgenmdmcom ¢ [[| %

Get Microsoft Intune Company Portal ® Info

DF1GonGlIntuneSATest007 1

PNE
an
>

Adding Device...

https ﬂﬁnﬁ'éileami ngnets




Office

apps

Install Profile

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Description Install this profile to get
access to your company apps

Signed 10SProfileSigning.manage.dfn
extgenmdm.com

Received Oct 8, 2014

Contains Device enrollment challenge

More Details




Office

apps

Install Profile
Installing this profile will change

settings on your iPad.

Cancel




Office

apps

-, Installing Profile

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Description Install this profile to get
access to your company apps

Signed 10SProfileSigning.manage.dfn
extgenmdm.com

Received Oct 8, 2014

Contains Device enrollment challenge

More Details




Office

apps

.- Generating Key

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enrollment challenge

More Details




Office

apps

.. Enrolling Certificate

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enrollment challenge

More Details




Office

apps

- Installing Profile

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Description Install this profile to get
access to your company apps

Signed 10SProfileSigning.manage.dfn
extgenmdm.com

Received Oct 8, 2014

Contains Device enrollment challenge

More Details




Office

apps

Warning

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the administrator at “https
manage.dfnextgenmdm.com/DeviceGatewayProxy/
ioshandler.ashx” to remotely manage your iPad.

The administrator may collect personal data, add/re
accounts and restrictions, list, install, and manage#bps,
and remotely erase data on your iPad.




Office

apps

... Generating Key

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enrollment challenge

More Details




Office

apps

= Installing Profile

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enrollment challenge

More Details




Office

apps

Profile Installed

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Description Install this profile to get
access to your company apps

Signed 10SProfileSigning.manage.dfn
extgenmdm.com

Received Oct 8, 2014

Contains SCEP Enroliment Request
Mobile Device Management

More Details




Office

apps

»

INBOX 57

All Unread To me Flagge

TWO WEEKS AGC

Katie Jordan
Adobe vision video 10/30/2014
Agreed, things are moving quickly

Katie Jordan «
Trip Expenses? 10/30/2014
What is the 10 code we should use for t

[Draft] Katie Jordan @
Expense Summary 10/30/2014
2014 Expensesxisx Shared via OneDrive

Katie Jordan &
Sharing the latest 10/30/2014

Sara/Alex-  Attached i the latest versio

Katie Jordan

Whao is cavering for Garth? 10/30/2014
Sara-  Any ideas? | have an urgent invos

Sara Davis ®
Customer data 10/29/2014

Here you go (attached)

Katie Jordan
Tracking info 10/28/2014
Tracking information: Ship Camer: FedE

Alex Darrow
Support org changes 10/28/2014
Hi Sara, I'd love to chat with you some

Garth Fort
Review meeting 10/28/2014
Can you set up a review meeting with 8

Garth Fort
Lunch today? 1072872004
How does your schedule look? Would |

Adobe vision @

video

Katie Jordan from Marketir
Thu 1073072014 1233 PV

3 recipients @ -

To: Marketing Campaigns; Alex Darrow,
Sara Davis,
Agreed, things are moving quickly.

From: Marketing Campaigns on behalf of
Sara Davis

Sent: Tuesday, October 28, 2014 7:57:38
AM

To: Marketing Campalgns; Alex Darrow
Subject: Adobe vision video

this was great

From: Alex Darrow

Sent: Thursday, October 9, 2014 12:56:11
PM

To: Marketing Campaigns: Marketing
Campalgns

Subject: Adobe vigion video

Totally unrelated to what we are doing, but
pretty cool i think.

https://www.youtube.com/watch?
v=PILROANGsOo




Enrolling in Oftice 365 MDM

Download & sign into Office Connect to email via

applications Built-In Email App

https://t.me/learningnets



10:59 AM

Camera

|
o
i

" Contacts

Remindeérs ’ . Photo Booth - Game Center

Newsstand g iTunes Store



iPad = 10:59 AM 56% @)
Settings General
Airplane Mode < About
Wi-Fi A-MSFTWLAN Software Update €p
Bluetooth On
Siri

&1 Notification Center
8 Control Center

Do Not Disturb

Sounds

Wallpapers & Brightness

m Privacy

@ iCloud

Spotlight Search
Text Size

Accessibility

Multitasking Gestures

Use four or five fingers to:

+ Pinch to the Home Screen

* Swipe up to multitasking

- Swipe left or right between apps

USE SIDE SWITCH TO:

Lock Rotation

Mute

Rotation Lock is available in Control Center.
Usage

Background App Refresh

Auto-Lock

Passcode Lock

Never

Off

Off




iPad = 10:59 AM 569 @)

Settings Mail, Contacts, Calendars
ACCOUNTS
Airplane Mode \
s Qutlook
Wi-Fi A-MSFTWLAN Mail, Contacts, Calendars, Reminders
Add Account

Bluetooth On

Fetch New Data Push

&1 Notification Center
8 Control Center MAIL

Do Not Disturb Preview

Show To/Cc Labe
@ General @ Flag Style

Sounds Ask Before Déleting

Wallpapers & Brightness Load Remot

m Privacy Organize By [ hread

@ iCloud Atways Beg Miselt
B8 Mail, Contacts, Calendars Increase Quote Lgvel
AAAAAAAA Notes Signature
Reminders
CONTACTS

u Messages

Sort Order
u FaceTime

Display Order
T:f'], Maps

- Short Name

@ satari https://t.meflearningnets




iPad = 10:59 AM 569 @)

Settings <{ Mall, Contacts...  Add Account

Airplane Mode \_ @ | CI ou d

Wi-Fi A-MSFTWLAN

Bluetooth on E Exdhan

&1 Notification Center

8 Control Center YAH O,

Do Not Disturb

@ General (1] ni
Sounds

Wallpapers & Brightness

m Privacy
@ iCloud

B8 Mail, Contacts, Calendars

Reminders
hed Messages
u FaceTime

7:7'],7 Maps

@ safari https://t.me/learningnets




Exchange

brian@contoso.com

Email

Password eeccccee

Description Exchange




Verifying

Email brian@contoso.com
Password eccoo000

Description Exchange




Mail

Contacts

<t Calendars

Reminders

Notes




11:00 AM L 569 (@)

FaceTime : ale { - Camera

a
N -
i

" Contacts . . Maps Videos

Remindérs ’ . Photo Booth - Game Center

Newsstand g iTunes Store 3 Settings

Messages



11:01 AM 56% @)
P B W & @

Hide

iPad =
{ Exchange  Inbox Edit
Q Search
Microsoft Outlook

Your device isn't enrolled
To access company email and

resources, you must enroll you

~ httpsi/f

Updated Just Now

must enroll your device and make sure that your
liclk Tap the following links to get started.

ed these steps, click here to fix the

t.me/learningnets




iPad = 11:01 AM 56 @)

< inbo P Bl e o

From: Microsoft Outlook Hide
To: IW User 3

Your device isn't enrolled
October 8, 2014 at 11:00 AM

To access company email and resources, you must enroll your device and make sure that your

device c ies with company security policy. Tap the following links to get started.
1. Enrgll devic
2. Chyck compliance status

If you gan't acce§s email a few minutes after you've completed these steps, click here to fix the

https://t.me/learningnets



iPad & 11:01 AM 56% @)
< s @ portal.manage dfnextgenmdm.com € [[] (Y

® Get Microsoft Intune Company Portal

Windows Intune Company
Portal

Microsoft Corporation

L 2.8 &

FREE — On the App Store

To enroll your device, you mu SEiRSta’ Ahefree Microsoftintune Company Portal app frofmt e
iTunes store. Click the View JUtiony Sove to begin: !

If you already have the Con Gany'Portal app; tap the Open button:




Windows Intune Company Portal i

Microsoft Corporation »

Description

The Company Portal apf§ helps you search, seand i ps made avz = to you by yolir organization

b \Wiods







11:03 AM

Cancel Device Enroliment

Enrolling this device will give you access to email and other
company resources and gives your organization the ability to
manage this device.

More information about enrolling you device




Contoso Corporation

EAS

Enroll your device

@ (ONntoso

Corporation

For added security, we need to verify your account. We have
sent a text message with the verification code.

r‘l Brian Shiers
(XxX) XxXx-xx12

Please enter the code to continue

Other security verification options

Sign in with another account




Contoso Corporation

Enroll your device

@ (ONntoso

Corporation

For added security, we need to verify your account. We have
sent a text message with the verification code.

r‘l Brian Shiers
(XxX) XxXx-xx12

Please enter the code to continue

XYZZY

Other security verification options

Sign in with another account




iPad = 3 11:03 AM 55% @)
ﬁ a feimsua0l.manage.dfnextgenmdmcom ¢ [[| %

Get Microsoft Intune Company Portal ® Info

DF1GonGIntuneSATest0071
‘ [
@

Adding Device...

https://t:meflearningnets




Install Profile

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enroliment challenge

More Details




Install Profile
Installing this profile will change

settings on your iPad.

Cancel




-, Installing Profile

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enroliment challenge

More Details




.- Generating Key

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enroliment challenge

More Details




.. Enrolling Certificate

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enroliment challenge

More Details




- Installing Profile

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enroliment challenge

More Details




Warning

Ins-!a

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the administrator at “httpsy//
manage.dfnextgenmdm.com/DeviceGatewayProxy/
ioshandler.ashx” to remotely manage your iPad.

The administrator may collect personal data, add/rembve,
accounts and restrictions, list, install, and manage#bps,
and remotely erase data on your iPad.




... Generating Key

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enroliment challenge

More Details




= Installing Profile

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

Device enroliment challenge

More Details




Profile Installed

Description

Signed

Received

Contains

Management Profile
DF1GonGIntuneSATest0071

@ Verified

Install this profile to get
access to your company apps

10SProfileSigning.manage.dfn
extgenmdm.com

Oct 8, 2014

SCEP Enroliment Request
Mobile Device Management

More Details
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FaceTime : ale { - Camera

a
N -
i

" Contacts . . Maps Videos

Remindérs ’ . Photo Booth - Game Center

Newsstand g iTunes Store 3 Settings

Messages



iPad = 11:01 AM 56 @)

< inbo P Bl e o

From: Microsoft Outlook Hide
To: IW User 3

Your device isn't enrolled
October 8, 2014 at 11:00 AM

To access company email and resources, you must enroll your device and make sure that your
device complies with company security policy. Tap the following links to get started.

1. Enroll device
2. Check device complia

If you can't access emailla few minutes after you've completed these steps, click here to fix the
problem.

https://t.me/learningnet



iPad =
{ Exchange  Inbox
Q Search
IW User 3

Test
Sent from my iPad

Abby Motley
test6

This message has no content

® Abby Motley
tests

This message has no conten

® Abby Motley
testd

This message has no conten

Abby Motley
test3

This message has no content

Abby Motley
test2
Test2

Updated Just Now

2 Unread

Edit

9/26/14

+
[

[

https://

11:56 AM

essage Selected

t.me/learningnets

46% @ »
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Microsoft Advanced Threat Analytics

@ Identifies advanced persistent threats
(APTs) on-premises using User and
Entity Behavioral Analytics

@ Detects suspicious user and entity
behavior with machine learning

@ Detects malicious attacks (i.e. Pass the
Hash, Pass the Ticket)

(® Provides a simple attack timeline with
clear and relevant attack information

https://t.me/learningnets



Focus on what is important fast

Detect threats fast

with Behavioral
Analytics

No need to create rules or policies,
deploy agents, or monitor a flood of
security reports. The intelligence
needed is ready to analyze and
continuously learning.

Adapt as fast as
your enemies

>

ATA continuously learns from the

organizational entity behavior (users,

devices, and resources) and adjusts
itself to reflect the changes in your
rapidly evolving enterprise.

Focus on what is
important fast
using the simple
attack timeline

The attack timeline is a clear,
efficient, and convenient feed that
surfaces the right things on a
timeline, giving you the power of
perspective on the “who-what-

when-and how” of your enterprise.

It also provides recommendations
for next steps

https://t.me/learningnets

Reduce the fatigue
of false positives

Alerts only happen once suspicious
activities are contextually
aggregated, not only comparing
the entity’s behavior to its own
behavior, but also to the profiles of
other entities in its interaction path.




How Microsoft Advanced Threat Analytics works

AnNa |yze After installation:

 Simple non-intrusive port mirroring, or
deployed directly onto domain controllers

* Remains invisible to the attackers
» Analyzes all Active Directory network traffic

* Collects relevant events from SIEM and
information from Active Directory (titles,
groups membership, and more)

Active
Directory

https://t.me/learningnets



How Microsoft Advanced Threat Analytics works

Learn ATA:

» Automatically starts learning and profiling
entity behavior

* |dentifies normal behavior for entities

 Learns continuously to update the activities
of the users, devices, and resources

What is entity?

Entity represents users, devices, or resources

https://t.me/learningnets



How Microsoft Advanced Threat Analytics works

Detect Microsoft Advanced Threat Analytics:

* Looks for abnormal behavior and identifies
suspicious activities

» Only raises red flags if abnormal activities are
contextually aggregated

* Leverages world-class security research to detect
security risks and attacks in near real-time based on
attackers Tactics, Techniques, and Procedures (TTPs)

ATA not only compares the entity's behavior
to its own, but also to the behavior of

entities in its interaction path.

https://t.me/learningnets



How Microsoft Advanced Threat Analytics works

Alert

ATA identifies
Who?
What?
When?

ATA reports all suspicious
activities on a simple,
functional, actionable
attack timeline

For each suspicious

activity, ATA provides
recommendations for
the investigation and

How? remediation

i =

ot

https://t.me/learningnets



ATA detects a wide range of suspicious activities

Abnormal authentication requests

Abnormal resource access Abnormal resource access Skeleton'key malviare
Account enumeration Pass-the-Ticket colden ticket :
Net Session enumeration Pass-the-Hash Rerr.10'te execu.t |or'1
ONS enumeration Overpass-the-Hash Malicious replication requests
Compromised Privilege
credential escalation

: :
H——@—=0

Reconnaissance Lateral

Domain
movement dominance
Abnormal working hours NIS14-068 explort (Foraed PAC
Brute force using NTLM, Kerberos or LDAP &P o! ( _orge )
- . . — MS11-013 exploit (Silver PAC)
Sensitive accounts exposed in plain text authentication

Service accounts exposed in plain text authentication
Honey Token account suspicious activities
Unusual protocol implementation

Malicious Data Protection Private Information (DPAPI) Request ]
https://t.me/learningnets



Q1 Quarterly Report.xlsx

Summary  List meline  Map Settings

Q1 Quarterly Report.xisx

Shared

April 23, 2015

Expires
June 21, 2016

Sensitivity: Internal



Sensitivity: Internal

Summary List Timeline Map  Settings

April 4 - May 3, 2015 - 40 viewed. 9 denied

April May
4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 1 2 3

=l Name Status Date A

& Mark Adams Viewed Apr 23,2015 12:14 PM
& Klaas Pluck Viewed Apr 23, 2015 12:20 PM
... Bryan Swan Denied Apr 23, 2015 12:21 PM
a Bill Isvan Viewed Apr 23, 2015 12:24 PM

https://t.me/learningnets



Sensitivity: Internal

Summary List Timeline Map  Settings

Worldwide - 40 viewed, 9 denied Q

= 2015 M “oit 3010
> 2013 Microsoft Cory }

£

@ viewed ® denied - at least one denied

United States

= Name Status Date A

ma  Mark Adams Viewed Apr 23, 2015 12:14 PM
ma  Kaas Pluck Apr 23, 2015 12:20 PM

https:Ilt.meliearningnets



Classity, Lapel, Protect

Sensitivity:



Classity, Label, Protect

Automated classification

Document1 - Word &3] X
Insert Design Layout References Mailings Review View v Tell me what you want to do Avi Barel Fl Share
e it : - - p . : 1 b= ai A p Find -~
Calibri (Body) ‘11 ~ A A Aa- Py —- - - €= 3 »S 4 zl AaBbCcDd AuBblcDd AaBbCecDd AaBbCcDd AaBbCcDd ;
v 52¢ Replace
Paste I U-ae X, X2 A-aby. . B t=. &y e q‘l’ T Normal | Intense E... Strong Quote Intense Q... : Confidential
= ¥ Format Painter 2 : A - + L> Select = <
Clipboard . Font Paragraph Editing Protection »

& Sensitivity level: Confidential /

x
Classified Automatically

This document was classified
automatically as Confidential
(Reason: credit card information)

Hi Bob,
© Tell me more

Here's the customer credit card numbers that you asked for:

Visa: 4539 6962 7832 4402
Expires: 2/2018

MC: 5167 3095 6226 1332
Expires: 3/2017

https://t.me/learningnets



Classity, Label, Protect

Recommended classification

Document! - Word ed)
insert Design Layout References Mailings Review J Tell me what you wa Avi Barel
= ‘ . A Ao e g A A Find -
il i Lo TS Gt T 2 2l 'AaBbCcDd| AoBbCcDd AaBbCEDA AaBbCDd AoBbCcDd o
wac Replace
Paste B | U - a6 X X’ e alty | & f. A\ = q[ 1 Norma ntense E Strong Quote Intense Q Undefined
. ¥ Format Painter . A v Select - -

Chpboard . ront . Paragraph . fditing } ' y A
@& Sensitivity level: Undefined Personal Public Intemal Confidential Secret « x

Recommended sensitivity

We suggest that you set this data
as Confidential (Reason: Credit
Card information)

@ Tell me more

Hi Holly,
Here's the expense report data you asked for:

Visa: 4539 6962 7832 4402
Expires: 2/2018

MC: 5167 3095 6226 1332
Expires: 3/2017

K
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Classity, Label, Protect

Manual classification

Document! - Word &= : o X
Design Layout References Mailings Review View Tell me what you want to d Avi Barel ;-l Share
Ll - . A R B . A }’) Find -~
Calibr (Body) "M A A Aar Ry -z o €8 30 IMEH 94 Bl faaBbCeDd]| AaBbCcDd AaBbCCDA AoBLCcDA AaBbCcD
- ab Rep!
y sac Neplace
Paste B GO E P R, x;- A - 337 e 2 - t=. A\ : q ¥ Norma ntense E Strong Quote Intense Q Confidential
. ¥ Format Painter - A v Select - 2
Chpboard ° Font v Paragraph . . tating ]! t ~
& Sensitivity level; Confidential ' Personal | Public Intemal Confidential Secret ~ x
Ali finance

All employees
Hi Bob,

Here's the customer credit card numbers that you asked for:

Visa: 4539 6962 7832 4402
Expires: 2/2018

MC: 5167 3095 6226 1332
Expires: 3/2017

https://t.me/learningnets



Classity, Label, Protect

Business justification required to re-classify

Document! - Word ed . (w] X
Design Layout References Mailings Review View Tell me what you want to d Avi Barel ;-l Share
= - S | - .. A OFind -
Calibri (Body) "M A A Al t=vi=c - &3 a8 ¢ 2l [AaBbCeDd| AaBbCcDd AaBbCcDd AcBbCcDd AaBbCcD
- ab Rep!
y vac Nepiace
Paste B GO E P R, x;- A - 337 e 2 - t=. A\ : q ¥ Norma ntense E Strong Quote Intense Q Confidential
v ¥ Format Painter - A v oy Select - =
Chpboard . Font v Paragraph . tditing Frolect -~
& Sensitivity level, Confidential ' Personal < Public Intemal Confidential » Secret ~ x
N
Lowering Sensitivity level x
Hi Bob, Please tell why you are lowering from "Canfidential" to "Internal”

Here's the customer credl - The data was something that it is not

@ | need to change it to perform a certain task
Vise: 4539 6962 7832 440 & o0 10 ChANg PeTm &.¢ ’

Expires: 2/2018 Please explain why

MC: 5167 3095 6226 1332 -
Expires: 3/2017

https://t.me/learningnets



Classity, Label, Protect

Prevent edit, copy, print and save with Azure Rights Management integration

Document! - Word &=
Design Layout References Mailings Review Tell me what you want to dc Bob Rotter
— ; i A v . A o ¢ ‘omw pe o B ;’) Find -
Calibri (Body) " A A Aa g - 2 ¢ 2l [AaBbCeDd| AaBbCcDd AaBbCcDd AaBbCcDd AaBbCcD
- ab Renp!
' v vac Replace
Paste B T = ke X xz A\ . aby . - e t=. A\ : 1'[ ¥ Norma! ntense E Strong Quote Intense Q
. ¥ Format Painter - A v Select -
Chpboard > Font v Paragraph tditing Frolectio e
(‘ Sensitivity level: Confidential This document is protected and will be expired in 4 days. You can't Reclassify, Export, Edit or Print it Qﬁ_lls x
Details x
Hi Bob, You are viewing this document as
Here's the customer credit card numbers that you asked for: bob.rotter@microsoft.com
You have the following permissions
View Yes
Edit No
Copy No
Pnnt No
Save No
Export No
Full control No
Access the document programmatically No
Expiration date: 01-25-2016
0 Tell me more [ OK
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Cloud App

Cloud App Discovery

& Y “

Discovery

Applications

Applications: Count

- - - -
T

TOTAL APPS MANAGED I UNMANAGED

Users

TOTAL L ©

Sensi
Internal

Office 365 SharePoint Online

Office 3565 Exchange Onkne

Windows Arure

Active Directory Access Panel

Yamemer

Olark

Disqun

GlobalSign

Linkedin

CATEGORY

Content Management

Mail

Developer Services

Data Services

Social

Callabaration

Productivity

Secunty

Sociad

STATUS

Managed

Managed

Managed

Managed

Unmaneged

Unmanaged

Unmanaged

Unmanaged

Unmanaged

https://t.me/learningnets

USERS

"

WER ..

508

589

493

25

DATAVOLL..

1701 MB

171 M8

n4MB

14 M8

L1 MB

9.2 X8

67.2K0

68 KB

JAKB

MLES WP

0

MEsD..

LAST ACCESSED (UTQ)

04721716

04/20/16




Cloud App Security

“loud Discovery —— - LeXduse  Adions e | O Settings
Cloud D y

Q © 7?7 2 2 Microsoft

-
| ] r ) man It T r
L W | JET 3 +
] 9 ) K ¥
4 & =
Dis Ruky appr Cloud wsers P addresses
B ew (o 13) '
MNedm (scoce 4-€) Sancaoned
Mgh {score 7-10) Cacverss
Traffic Traffa
M Y O I 226.1 08 MEGA 123 MB
f A5G8 i 9758
M t " 12 GB Marketwr 05 K8
! ) [ m 62 GB TaZ K8
) T 4268 ML 6428 KB
¥ ¥
Traffic Traffic
No useds No P aodresses
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1K 3K 88.7 GB 137.4 GB 355K

Total actve users Totat IP adarassss Upload waffic

WYY VYIYY Viorens

/
\/“v’\J\MﬂJ/M\,/\ W\_/ - Wy

AAAR BAAAR A A M. o
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Sensitivity:
Internal




@ (loud Discovery > Microsoft OneDrive cloud storage

Go 1o a specific user

Top 100 users (by use)

User

Daned

Janiyanedcr

Mckinley&contoso..

Alishai@contoso.ce

) adddroccs
yaore

Top users

Upload

2.1 M8

L
s

O M8

776.5 KB

173 M8

21.9M8

247 M8

250 MB

21.1MB

253 M8

83MB

10.8 M8

Traffic

1973 MB

709 M8

203 M8

129M8

1776 MB

199.6 MB

96.0 ME

167.7 MB

372 M8

Transactions

5K

ax

4ax

ax

4K

4K

4%

Last seen (UTC)

Mar 29, 2016

Mar 10, 2016

Mar 10, 2016

Mar 10, 2016

Mar 31, 2016

Mar 10, 2016

Mar 15, 2016

Mar 10, 2016

Mar 21, 2016

Mar 10, 2016

Mar 10,2016

Sensitivity:
Internal
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B Microsoft

) Files Ny i s memech e
¥ Advenced
Miaosott OneDrive v Select usen v Sedoct access level v Sehect type v Select policy v
T A 4 F 3
Last modified v
Shared with Everyone eanna@acmoe.com LW ft OneDrive B wborst
m Payment schedule and details.xisx Fedendacme &S W tt OneDrivs A
b Test fide for DLP testdocx eannag e T & VMootoht | A la
ACMEL CORP karn Facme Y & Mict ft ( Dri o
Test Files kamilaidacme “s soft ( a8
Customers & f i it
DLP Projoct ame@acme.cor & t OneDrive =
Sensitivity: https://t.me/learningnets

Internal



