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What is lurking in your 
event logs?
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What Not 
to Expect…

Payload Obfuscation

AMSI/Defender Bypass

EDR/XDR Evasion
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May 4, 2022

• "In February 2022 we 
observed the technique of 
putting the shellcode into 
Windows event logs for 
the first time “in the wild” 
during the malicious 
campaign. It allows the 
“fileless” last stage Trojan 
to be hidden from plain 
sight in the file system.“ -
SecureList by Kapersky
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First the basics…
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Windows Event Log Basics

Windows event logs 
use a structured data 
format to record events 
that happen within the 
operating system, 
software, hardware-
based events.
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Event Logs in Windows Registry
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Event Sources
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Event Message Files
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Event Message Files

If a source does not a 
message corresponding to 
the EventID issued, you will 
see a message like this.
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Creating Logs/Sources (As Admin)
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Event Log Security
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Now what…?
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Creating an Event Log
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Total size of Event log 
message cannot exceed 
31,839 bytes???
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https://github.com/improsec/SharpEventPersist
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But wait…there is more!
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Binary data can 
be included in 
an Event Log if 
it is passed as a 
byte array
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How much data 
can be stored??

61,440 Bytes
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Starting to get offensive…
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Retrieving Payload from Event Logs
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Now we’re getting 
somewhere…
Let’s go live!
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In Conclusion
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https://www.blackhillsinfosec.com/windows-event-logs-for-red-teams/

https://t.me/learningnets



References

• https://threatpost.com/attackers-use-event-logs-to-
hide-fileless-malware/179484/

• https://securelist.com/a-new-secret-stash-for-fileless-
malware/106393/

• https://docs.microsoft.com/en-
us/windows/win32/eventlog/event-logging-security

• https://github.com/improsec/SharpEventPersist

https://t.me/learningnets


