Purple Teaming Cheat-sheet

Purple Teaming is a collaborative approach that combines
offensive (Red Team) and defensive (Blue Team) security practices to enhance an
organization's overall security posture.
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URLHaus -
URLScan -
InQuest Labs -
Threat Fox -
MalwareURL -
RedirectDetective -
RedirectTracker -
Bulkblacklist -

Vuldb -

Alien Vault OTX -

IBM X-Force Exchange-

Risk 1IQ Community -

Feedly -

Mandiant Threat Intelligence -

VmWare Carbon Black -
Malware Baazar -

Ransom Wiki -

PulseDive Ransomware Feed -
PulseDive Threat Feed -

Infection Monkey -

MITRA Caldera -

APT Simulator -

APT Simulator -

MITRE ATT&CK® framework -

Car Analysis Repository of MITRE -

Sigma Rules -
SIEM Query -

EDR Tools:
The Hives Project -
Zeek —
Mozzila Mig —
Osquery —
Cuckoo —
Google GRR —
Wazuh —
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OSINT Framework -
OSINT Cheatsheet -
DNSdumpster -
cqcounter Whois -
Subdomain Finder -
DNSTwister -
Blackbird -

Hack Tricks -

Hacking Articles -

Cloud Hack Tricks -

Pentest Book -

Payload Box -

Steganography Tools -
Metasploit Unleashed -

Mobile Security Testing Guide -

Total OSCP Guide -

Hack The Box OSCP Preparation -
Steflan Security -

HighOnCoffee -
/home/six2dez/.pentest-book -
Oxffsec Handbook -

golinuxcloud -

Pentest Monkey -

Web App Testing Guide -

XSS CheatSheet -

Exploit Development - Everything you need to know:

How to create a Metasploit Exploit in a few minutes:
Metasploit - Building a Module:

The art of creating backdoors and exploits with metasploit:

Hashes.com -
CrackStation -
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