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Course High Level Design

Course Goal

The goal of the course is o train service provider network professionals on the techniques o plan,
implement, and monitor a scalable I[P routing.

Job Tasks and Domain and Skill Objectives

These are the job tasks (domains and skill objectives from the audience, as well as job delinition and job
task analyses that will be taught and practiced in the course).

Domain 2 Domain Name Skill Objectives/Job Tasks
2.00 Implement and troubleshaot [Pwd
and IPvE addressing schemes
2.01 Implement and troubleshool subnetting, CIDR, VLSM,
summarization, and configuration of IP addressing
Domain 4 Domain Mama Skill Objectives/Job Tasks
4.00 Implement and troubleshoot
muted network lechnologies
405 Design, implement, and troubleshoot O5PFZ and OSPFe3
4.06 Design, implement, and troubleshoot 15-15
.07 Gesign, implement, and troubleshoot route redistribubion (route
maps and filters)
4.08 Implement policy-based rauting
410 mplement and troubleshool BGP

@204 Clsco Systems, InG.
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412 Implement and troubleshoot BGR filters (AS path, prefix-list,
outbound route filtering, route maps, and RPL)

413 Implement and troubleshoat selection {path attributes, local
preference, MED, and communities)

Domain 9 Domain Mame Skill Objectives/Job Tasks

a.00 Implementand troubleshoot

security in the network

a0z Implementand roubleshoot ACL

a.05 Implement and troubleshoot routing protocol security

Domain 13 Domain Name Skill ObjectivesiJob Tasks

13.00 Implement high availability

13.01 Implemeant NSF, NSR, graceful restart, RPR, S50, and card
redundancy

13.02 Implement and troubleshoot routing redundancy (Layer 3 high
availabilityy (BFD, multi haming, and MPLS TE FEE)

Course Flow Diagram

This section illustrates the Mow of the course.

AM FM
Day 1 Course [ntroduction Module 2: Implement OSPF in the Service
Module 1: Service Provider Routing Provider Netwaork
Day 2 Module 2 [Cont) Module 2 (Caonl.)
Madule 3: Implement Integrated 15-15 in the
Service Provider Network
Day 3 Module 3 (Cont) Module 4: Implement BGF in the Service Provider
Metwork
Day 4 Module 5: Fouting Protocol Tools and Route Module 5 (Cont.)
Manipulation
Day 5 Module 5 (Cont) Module 5 (Cont.)

Deploving Cisco Sanvice Provider Network Routing (SPROUTE)
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Required Classroom Environment

Room sewp, layout, logistics, and equipment:

The course requires a ty pical classroom for instructor-led training delivery of Cisco training { for example,
whiteboard, projector, Internet access, and sufficient seating with tables).

Instructor Certification Requirements

Credentials o teach this version of the course are as follows:
s DBea Cisco CCSI certified instructor in good standing

o Attend the SPROUTE v1.2 Train-the-Trainer { TTTY session (live or on-demand} or an SPROUTE | .2
course that 18 delivered by a certified instructor

«  Pass the 642-883 SPROUTE exam at the instructor cut score rate

e Be CONDP SP certified

General Information

This topic provides a high-level deseription of the lab environment.

Laboratory Topology (Delivery)

This lab topology consists of two (2) teams and four (4) pods, with each team using two pods. Two students
will usually configure one pod. Each pod has one switch and two routers. Two pods may share one
additional switch, which is not used in this course. All teams share the same core routers (P and P23,

The CL routers in both pods are minning Cisco 1085 software. The first pod within a team (pod | or 3) will
work on PE routers running Cisco 108 XR software, and the second pod within the same team {pod 2 or 4)
will work on PE routers running Cisco 108 XE soltware.

@204 Clsco Systems, InG. Course Administration Guikle 3
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Laboratory Topology

Lab Topology Diagram (Backbone Pod View)

Lab Topology Diagram (Backbone Pod View)
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Lab Topology Diagram (Student Pod View)

Lab Topology Diagram (Student Pod View)
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Laboratory Equipment

These tables list the recommended equipment to support the lab activities. These tables assume a class size

of eight students.

Description Mir. Part Number Total Gty.
CE rouler - ISR 2901 Cisco CISCOZ2901/KY 4
FE muter running 105 xR - ASRE 9006 with route Cison ASR-9006-AC 2
processor and line card (with SFPs) AOQK-RSP-4G
AGK-A0GE-L
PE route running 105 XE — ASR1001 Cisco ASR1001-2X0C3P0OS 2
Swilch - ME-3400E-24T 5-M Cison ME34 0 B
METROACCESSHS-M
F1 router unning 105 XRE - ASE 9006 with route Cison ASR-9006-AC 1
processor and line card (with SFPs) AGK-REP-4G
AGK-A0GE-L
P2 router running [0S XR — ASE 9001 wilh route Cisco ASR-S5001-5 1
processor and line card (with SFPs)
Description Mir. | Part Number Total Oty. Motes
Cisco [0S Software, ME340x Software || Cisco| ME3I40x- me3d0x-metroaccesski-
Version 12 2(60)EZ3, RELEASE METROACCESSKS-M mie. 122-60. EZ3 bin
SOFTWARE (fc2)
Cisco 1035 Software, C2900 Software, Ciscao| G200 C2900-unversalka-
Version 15.3(3)52, RELEASE UNIVERSALKS-M mz. SPA153-3.52.bin
SOFTWARE (fc1)
Cisco 105 Software, 1053-XE Software, Cisco| XB6 G4 LINUX 1050 ariio-
Version 15.3(3)5, RELEASE UNIVERSALKSY-M universalkd 03 .02 .00.5 153-
SOFTWARE (fc1) 3.5.bin
Cisco 1035 XR Software, Version 5.1 .1 Cisco ASRAK-osxr-5.1 1 lar
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Initial Lab Build

Team 1

Pod 1

Pod 2 PE2

This topic contains the information required t interconnect lab equipment.

The following figure shows core lab interface identification:

10S XR Gi0/0/0/x PE4

Pod 4

105 XE Gid/oh

Following figure shows POD lab interface identification:
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General Lab Setup

This topic details the procedure o set up and configure the lab equipment at the beginning of each class.

Notes on Delivery Lab Equipment

On the Cisco 105 X R Software routers (Cisco ASR 9006 and Cisco ASR 900113, it is recommended
install all single-package PILs that are included in the TAR hle. Lt 1s required to install at least asr9k-mini-
pr-5. 1.1 and asr-mpls-pr-5_1.1 packages.

Development Lab Equipment Requirements

This section details the resources and requirements necded to develop and test the course labs.

Required Materials Laboratory Topology
(Development)

Lab equipment for the development should be the same as the one for the delivery. The requirement 15 tw
have at least two development pods. Developer pod consist of two teams.

Notes on Development Lab Equipment

Lab development requires two developer pods or Tour teams. The pods can be remotely available o the
developers. Por the review, the pods must be remotely available for Cisco TEC reviewers o review the lubs
in a live environment.

The software and hardware list 15 the same as for production pods.

@204 Clsco Systems, InG. Course Administration Guikle 7
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Course Management

Course Description

The Deploying Cisco Service Provider Metwork Routing {SPROUTLE)Y v1.2 course is designed o help
students prepare for the Cisco CCNP SP certification. The SPROUTT course is a component of the CCNP
SPeurriculum.

The SPROUTE eourse is designed to provide service provider professionals with information on the use of
advanced routing in implementing scalability for Cisco routers that are connected to LANS and WANs. The
godl is w train professionals w dramatically increase the number of routers and sites using these techniques
instead of redesigning the network when additional sites or wiring configurations are added. The SPROUTE
training reinforces the instruction by providing students with hands-on labs to ensure that they thoroug hly
understand how to implement advanced routing within their networks.

The course also includes elassroom activities with remote labs that are useful to gain practical skills on
deploying Cisco 105, 105 XE, and 105 XR features to operate and support the service provider network .

Full Title of Course Deploying Cisco Senvice Provider Network Routing
Course Order Code SPROUTE
Course Version Mumber 1.2
MNew Course? o
Replaces 1.01
@204 Clsco Systems, InG. Course Administration Guikle
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Curricula

The course is used in the following curricula, certifications, specializations, and learning maps:

Certifications:

e Cliseo Certfied Network Professional Service Provider (CONP SP)

Curricula, specializations, and learning maps:

e N/A

Course Goal and Objectives
This topic describes the course goal and objectives.

Lipon completing this course, you will be able to meet these objectives:

» ldentify the typical routing requirements, and list the routing protocols that are used in service provider
networks

= Describe the sieps that are needed to implement OSPL ina service provider network

= Describe the importance of the Integrated 15-18 routing protocol for internal ronting, and list the steps to
follow when you are implementing Integrated 15-15 in a service provider network

e Implement BGP (o connect an enterprise ta service provider and to connect a service provider fo an
upstream service provider

¢ Describe the tools that are used Tor routing protocol manipulation, route redistribution, and BGP route
selection

Target Audiences

This section specifies the primary and secondary target andiences of this course by job roles and notes the
relevance to cach job role.
Primary target audience:

s This courseis iniended primarily for network admimstrators, network engineers, network managers,
and systems engineers who would like to implement 1P routing in service provider environments.

Secondary target audience:

«  This course is intended Tor network designers and project or program managers. This course is also
recommended to all individuals preparing for CONP SP certification.

10 Deploving Cisco Sanvice Provider Network Routing (SPROUTE) @214 Cimeo Systems, Inc
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Target Theaters and Locales

The primary target theaters Tor the course follow:

» Americas

Secondary target theaters follosw:

»  EMEAR

Tertiary theaters Tollow:
«  AIPC

Prerequisite Skills and Knowledge

This section lists the skills and knowledge that learners must possess to benefit fully from the course. It
includes recommended Cisco learning offerings that the learners may complete to benefit fully from this
coLrse

The knowledge and skills that a learner must have before attending this course are as follows:
» Intermediate to advanced knowledge of Ciseo [0S, [05 XE, and 105 XR Software configuration
o Skills and knowledge equivalent to those learned in the following:

Building Cisco Service Provider Next-Generation Networks, Part [ {(SPNGN 1) vl 2 course

Buildine Cisco Service Provider Next-Generation Networks, Part 2 (SPNGN2) v] 2 course

Course Differences (Delta) Information

This section provides o summary of the most significant differences between the previous version,
SPROUTE v .01, and this one, SPROUTE w1.2.

Executive Summary

Overview

The course structure stays exactly as it 1s. What is added is an update to the latest software. There are new
technologies added, and EOL technologies are removed. All printouts in the student guide and labs are
updated to reflect the latest soltware versions.

Course Objectives

This table shows new features that were added to the course:

© 244 Cisoo Systems, InG. Course Administration Guikle 11
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Module/Lessoni/Lab Mew Feature

SPROUTE modules and labs Outputs are updated with the latest 105, 105 XE, and 105 XR versions.
SPROUTE labs Sleps are added in the verification seclions. An answer key was added o each
slep.

SPROUTE Module 2 Lessan 3 Topic was divided into two topics: Cisco Nonstop Forwarding and Cisco Nanstop
Fouting.

SPROUTE Module 3 Lessan 2 Topic "Configuring 15-15 lo Support IPYE® was merged with lopic "Steps to
configure 15-15 for PG

Lab Equipment Changes

This table provides a comparison of the lab equipment.

Devices Description

CE routers (Cisco 2001). CE1, CEZ, CE3; CE4 Upgraded software to Cisco 105 15 3.3MED)

Fod swilches (ME34O0E). SW1, SW2, SW3, 5W4 Upgraded software lo Cisco 105 12 2(60)EZ3(ED)
Shared swilches (ME3400E): SW12, SW34 Upgraded software to Cisco 1085 12.2(60)EZ3(ED)
FE1 and FE3 (ASRS00G) Upgraded software to Cisco 05 XR 51.1

PEZ and PE4 [ASR1001) Upgraded software (o Cisco 108 XE 15.3(3)82/3.10.25
M (ASRA00G6) Upgraded software to Cisco 105 XR 5.1.1

P2 (ASRO001) Upgraded software to Cisco 105 XR5.1.1

Configuration Files Summary

This topic detmls the course configuration files, which provide information about the starting condition of
each lab.

12 Deploving Cisco Sanvice Provider Network Routing (SPROUTE) @214 Cimeo Systems, Inc
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Configuration Filename

Comments

SPROUTE1Z CE1 initial.txl

Initial configuration for CE1

SPROUTE1Z CE2 initial txt

Initial configuration for CE2

SPROUTE1Z CE3 initial txt

Imittal configuration for CE3

SPROUTE1Z2 CE4 initial txt

Initial configuration for CE4

SPROUTETZ SW1 initial L=l

Initial configuration for SW1

SPROUTETZ SW2 initial. =1

Initial configuration for W2

SPROUTETZ SW3 initial t«d

Initial configuration for SW3

SPFROUTETZ SWd imbal bt

Initial configuration for SWW4a

SPROUTET2 SW12 initial lxt

Initial configuration for SW12

SPROUTETZ SW34 initial.Lat

Initial configuration for SW34

SPROUTETZ PE1 initial.txt

Initial configuration for PE1

SPROUTETZ PEZ2 initial.txt

Initial configuration for PE2

SPROUTELZ PES initial txt

Initial configuration far PE3

SPFROUTE1Z PE4 initial txt

Initial configuration far PE4

SPFROUTETZ P1 inihal txt

Initial configuration for P11

SPROUTETZ P2 initial.txt

Imitial configuration for P2

Lab Topology Changes

These ligures provide a comparison of the lab topologies.

@204 Clsco Systems, InG.

https://t.me/learningnets

Course Administration Guikle

13




Tim 3

gwy Podd opy

SWA ppg g  CEA

gor PodT gy

5

-
LY ’
Ll
1

Fl

El srmwmmn

P2 router added (ASR 9001)

; Lapend:
Tearn 3 Gl
- — — Fa
.......... OC3 POS
Team 1 P1 Team 2
ce1 Pod1 guy PE1 PE3 swa Podd  cp
L f: i 11 :\. F
@ Ll 11 w
il ]
# b ra LS
sowrass 1 | = ; V1 sy
CEZ  ppqo SW2 - PE4 SW  poyg CF4
14 Deploving Cisco Sanvice Provider Network Routing (SPROUTE) @214 Cimeo Systems, Inc

https://t.me/learningnets




Course Instruction Details

Instructor Certification Requirements

Credentials to teach this version of the course are as Tollows:

o Bea Cisco CCSI certified instructor in good standing

«  Attend the SPROUTE v1.2 Train-the-Trainer {TTTY session (live or en-demand) or an SPROUTE 1.2
course that is delivered by a certified instructor

o [fass the 642-883 SPROUTE exam at the instructor cul score rate

o [Be CONP SP certified

Required Classroom Environment

Room setup, layout, logistics, and equipment:

The course requires o typical elassroom for instructor-led training delivery of Cisco training {for example,
whiteboard, projector, Internet access, and sufficient seating with tables).

Detailed Course Flow

The course schedule specihies the recommended teaching time Tor each lesson, lab, and activity. Optionally,

indicate breaks and starting and ending times for each day.

@204 Clsco Systems, InG. Course Administration Guikle
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Day 1: Service Provider Routing, Implement OSPF in the Service Provider Network

B:30-9:00 (0830-
(800)

Course Introducton

9:00-10:30 (0900
1030)

Lesson 1-1: Understanding Service Provider Routing Protocols

10:30-10:45 (1030-

1045)

Break

10:45-12:45 (104 5-

1245)

Lesson 2-1; Introducing OSPF Rouling

12:45-1:45 (1245
1345)

Lunch

1:45-3:30 (1345
1530)

Lessan 2-2: Implementing OSPF Operation

330-345 (1530-
1545)

Break

346-526 (1545
1725)

Lesson 2-3: Implementing OSPF Routing

B2h-h45 (1725 Lab Selup
1745)
45 (1745) Day ends

2: Implement OSPF in

the Service Provider Network

B.00-8:30 (0800-
B30)

Review of Day 1

Br30-10:20 (0830
020}

Lab 2-1: Implementing OSPF Rouling

10:20-10:30 (1020
1030}

Break

10:30-12:00 (1030
1200)

Lab 2-1: Implementing OSPF Routing (Conl.}

12:00-1:00 (1200
1300}

Lunch

1:00 —2:15 (1300-
115)

Lesson 2-4: Implementing OSPF Special Area Types

215-2:30 (1415~
130)

Break

Deploving Cisco Sanvice Provider Network Routing (SPROUTE)
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9:30-4:00 (1430
1600)

Lab 22: Implementing OSPF Special Area Types

4:00 (1600)

Day ends

Day 3: Implement Integrated 15-15 in the Service Provider Network, Implement BGP in the Service Provider
Metwork

8:00-8:30 (0800-
0830)

Review of Day 2

8:30-10:30 (0830
1030)

Lesson 3-1: Introducing 15-15 Routing

10:30-10:45 (1030
1045)

Break

10:45-12:00 (1045-

1200)

Lesson 3-2: Implementing Integrated 15-15 Raouting

12:00-1:00 (1200-
1300)

Lunch

1:00-2:30 (1300
1430)

Lab 31: Implementing Integrated 15-15 muling

2:30 -2:45 (1430-
1445)

Break

2:45 -4:15 (1445
1615)

Lesson 4-1: Introducing BGP Bouling

4:15-545 (1615
1745)

Lesson 4-2: Implementing Basic BGP routing

G:45-715 (1745-
1915)

Lab 4-1: Implementing Basic BGP routing

F15 (1915)

Day ends

4: Routing Protocol Tools and Route Manipulation

8:00-8:30 (0830
0830)

Review of Day 3

8:30-10:30 (0830-
1030}

Lesson 5-1: Introducing Routing Protocal Tools

10:30-10:45 (1030-

1045)

Break

10:45-12:15 (1045

1215)

Lesson 5-1: Introducing Routing Protocal Tools (Cont.)

@204 Clsco Systems, InG.
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12:15-1:15 (1215
1315)

Lunch

115 245 (1315~
145)

Lesson 5-2: Implementing Route Redistribution

245300 (1445
1500)

Break

3:00-4:30 (1500
1630)

Lab 51: Implementing Route Redistribubion

4:30 (1630)

Day ends

Day 5: Routing Protocol Tools and Route Manipulation

5:00-8:30 (0BOD
(B30}

Review of Day 4

B:30-10:30 (0830
H130)

Lesson 5-3; Influencing BGP Roule Selection

10:30-10:45 (1030~
H045)

Break

1045 11:30 (1045
130)

Lesson 5-3; Influencing BGP Route Selection (Conl.)

11:30-12:30 (1130~
1230)

Lunch

12:30-2:00 (1230
100}

Lab 52: Influencing BGF Route Selection

200-2:15 (1400
115)

Break

215-345 (1415-
1545)

Lab 52: Influencing BGP Route Selection (Conl.)

345445 (1545-
H45)

Wrap-up
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Course Outlines

High Level Course Outline

This subtopic provides an overview of how the course is organized. The course contains these components:
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Module |: Service Provider Routing

«  Module 2: Implement OSPE in the Service Provider Network

«  Module 3: Implement [ntegrated [5-18 in the Service Provider Network
«  Module 4: Implement BGP in the Service Provider Metwork

«  Module 5: Routing Protocol Tools and Route Manipulation

«  [Hardware Lab |2 Implement OSPF Routing

»  Hardware Lab 2: Implement OSPE Special Area Types

«  Hardware Lab 3: Implement Integrated 15-15 Routing

«  [Hardware Lab 4: Implement Basic BGP Routing

Hardware Lab 5: Implement Route Redistribution

 ardware Lab 6 Influence BGP Route Selection

Detailed Course Outline

This in-depth outline of the course structure hists each module, lesson, and topic.
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Course Introduction

The Course Introduction provides learners with the course objectives and prerequisite learner skills and
knowledee. The Course Introduction presents the course ow diagram and the icons that are used in the
course tustrations and Neures. Ths course component alse describes the curriculum for this course,
providing learners with the information that they need to make decisions regarding their specific learning
path.

e Ohverview

o Course Goal and Objectives

»  Course Flow

» Additional References

#  Your Training Curriculum
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Module 1: Service Provider Routing

Objective: ldentify the main characteristics of routing protocols that are used in a service provider
environment.

Lesson 1: Understanding Service Provider Routing Protocols

Objective: [dentify the main chamcteristics of routing protocols that are used in service provider
environments

This lesson includes these topics:

Cisco 1P NGN Acrchitecture

Overview of Routing Protocols

Interior Gateway Protocols

Routing Example

hverview of OSPIF

Link-State [ata Structures

OSPE Area Terminology and Router Ty pes

OSPFF Areas

OSPF Metric

Typical OSPE Designs

Overview of 15-158

15-18 Hierarchical Diesign

[5-18 Characteristics

[5-15 Router and Link Types

BGP Overview

BGP Architecture

BGP Characteristics

BGP AS Number

BGP Sessions

BGP in Customer Connections: Single-THomed Customers
BGP in Customer Connections: Dual-Attached Customers
BGP in Customer Connections: Multihomed Customers
BGP in Customer Connections: Upstream ISP

BGP in Customer Connections: Transit ISP
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Module 2: Implement OSPF in the Service Provider
Network

Objective: Build a sealable multiarea network with OSPEF in a service provider environment

Lesson 1: Introducing OSPF Routing

Objective: Describe O5PF routing functions and the importance of OSPF in a service provider network

This lesson includes these topics:

OSPF in the Cisco [P NGN Architecture
OSPF and OSPFv3 Key Characteristics

OSPF Route Entry Creation

OSPE Data Structures

Structure of OSPF Metwork

Hierarchical Structure of OSPF in a Service Provider Environment
QOSPF LSA Types

OSPT Stub Areas

OSPF Not-So-Stubby Areas

OSPEF Operation

OSPE Best Path Calculation

QOSPF Metric

Building the LSDD

LSA Operation

OSPIF Link-State Database

OSPT Intra- Area Routing

OSPT Inter-Area Routing

OSSP External Routes

OS5PF Virtual Link

Interpreting OSPE Routes in the Routing Table
Calculating Costs Tor Bl and L2 OSPF Routes

OSPF LSDEB Overload Protection

Lesson 2: Understanding OSPF Operation

Objective: Describe how OSPF improves packel processes and opiimizes routing performance in a service

provider network

This lesson includes these wopics:
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« OISPF Functions

«  OSPF Packet Formuat

= OSPT Packet Types

«  OSPI Meighbor States

«  OSPF Link-State Flooding

«  Debug OSPF Packets

o OSSP Metwork Types

«  [lecting the OSPF DR and BDR

«  OSPT over NBMA Network Types

«  OSPF Adjacency over Metro Fthernet and EoMPLS

«  OSPF Adjacency over Layer 3 MPLS VPN

= Enabling OSPT on a Link with NBMA Mode

«  Subinterfaces over Multiaccess WAN Networks

s Lnabling OSPF on a Link with PPoint-to-Point Mode

« [nabling OSPF on a Link with Point-to-Multipoint Mode
«  [pabling OSPF on a Link with Point-to-Multipoint Nonbroadceast Mode
[Pyt Support for OSPF Modes

= Summary

Lesson 3: Implementing OSPF Routing

Objective: Explain how to configure OSPF single-area and muliiarea routing and how to configure several

advanced Features
This lesson includes these topics:

« Implement OSPF

«  OSPF Router 1D

= OSPT Passive Interface

«  Verfying Basic O5PT

e OSPF Virtual Links

= Configuring OSPF Virtwal Links
«  OSPF Cost

«  Cisco Nonstop Forwarding

o Cisco Nonstop Routing

o Cliseo NSF and NSR. for OSPF
» Lraceful Restart for OSPFv3

= Bidirectional Forwarding Detection
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Bidirectional Forwarding Detection for OSPF

OSPF Authentication Overview

Configuring OSSPl Authentication

Hardware Lab 1: Implement OSPF Routing

This activity includes these tasks:

Enabling OSPIF on the Routers

[nfluencing OSSP DI and BDR Election

[nfluencing OSPF Route Selection by Changing the OSPEF Link Cost
Configuring OSPF Authentication

Configuring OSPF Virtual Links

Lesson 4: Implementing OSPF Special Area Types

Objective: Implement OSPT route summarization and different OS5 PF area types

This lesson includes these topics:

OSPF Summanzation

OSPF Interarea Route Summarization

OSPF Fxternal Route Summarization
Default Routes in OSPF

OSPE Area Types

Configuring OSPF Area Types

OSPE Router and LSA Types

OSPF Stub Area and Totally Stubby Aren
Configuring OSPF Stub Areas

OSPF Not-So-Stubby Area and Totally Not-So-Stubby Area
Confliguring OSPEF NSSA and Tolally NSSA

Hardware Lab 2: Implement OSPF Special Area Types

This activity includes these tasks:

Enabling OSPF Summarization

Conliguring the OSPF Stub Area
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Module 3: Implement Integrated IS-IS in the Service
Provider Network

Objective: Configure Integrated 15-18 in the service provider network

Lesson 1: Introducing I1S-1S Routing

Objecuive: Explain the features, benefits, and operation of [S-18 protocol running in service provider

network s
This lesson includes these topics:

e 15-15 in the Cisco [P NGN

« Integrated 15-15 Routing

o  Inregrated [5-1S Design Principles
«  Similarities Between [5-18 and OSPF
e I5-1S Addressing

o [5-18 Router Types

s [5-IS Routing Logic

« Asymmetric 1S-15 Routing

«  Symumetric IS-15 Routing

e [5-15 Packets

e Integrated 1S-18 for [Pvh

= I5-18 Metwork Types

o I5-I8 Operations

e 1S-15 LSP Flooding

« [5-18 LSDB Synchronization

«  [5-18 Adjacencies

e I5-I8 Single Topology Restrictions
«  Multitopology 1S-15 for [Py

s Sumunary

Lesson 2: Implementing Integrated 1S-IS Routing

Objective: Implement Integrated 15-15 in a service prowider network

This lesson includes these topics:

Implement (51 Area Routing

Implement [5-I8 Routing

»  Optmizing the [5-I8 Processes
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e Bidirectional Forwarding Detection for 15-15

«  Monstop Forwarding for 15-15

« [P Route Summarization Configurations in [5-15 Networks
«  Werification of 15-15

¢ Troubleshootng 15-18 Commands

«  Configuring 15-18 o Support [Pv6

Hardware Lab 3: Implement Integrated I1S-IS Routing
This activity includes these tasks:

« Dnabling Integrated [S-15 on the Routers
= [5-15 Route Summarization

e [nabling 1PvhH [S-18 Routing
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Module 4: Implement BGP in the Service Provider
Network

Objective: Implement and verify BGP o connect a service provider with customers and other service
providers

Lesson 1: Enterprise Connectivity to Service Providers

Objective: Use different connectivity oplions o connect an enterprise network to a service provider

This lesson includes these topics:

Enterprise Connectivity Requirements
Routing Method Selection
Connection Options

Single-Homed Enterprises
Dual-Homed Enterprises

Multihomed Enterprises

Doal-Mulithomed Enterprises

Lesson 2: Introducing BGP Routing

Objective: Explain the advantages of using BGP to connect an enterprise network to a service provider

This lesson includes these topics:

BGP Terminology

Autonomaows System and BGP

BGP Routing Berween Autonomouns Systems
BGP Path Vector Functionality

BGP Routing Policies

BGP Features

BGP Databases

BGP Message Types

Multiprotocol Extensions for BGP4

MPLS VPN Owverview

Lesson 3: Implementing Basic BGP Routing

Objective: Implement internal and external BGTP sessions to-enable service provider routing

This lesson includes these topics:
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Hardware Lab 4: Implement Basic BGP Routing

Planning for BGP

Configure Basic LBGP

Adwvertising BGP Networks

Configure Basic IBGP

Full-Mesh 1BGTP

BGP Support Tor [Pvh

Shutting Down a BGP Neighbor

BGP Next-Top Behavior

BGP Next Hop Selfl

Cisco 105 XR BGP Configuration Templates
B P Neighbor States

B P Neighbor Authentication
Clearing the BGP Session

Monitoring BGP Routes

BGP Path Selection

BGP Route Selection Decision Process
BGP Weight Attribute

BGP Local Preference Attribute

BGP AS Path Attribute

BGP Multi-Exat Diseriminator Attribute

This activity includes these tasks:

Configuring External BGP

Configuring Internal BGP
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Module 5: Routing Protocol Tools and Route
Manipulation

Objective: Describe the tools, features, and implementation steps Tor routing protocol manipulation

Lesson 1: Introducing Routing Protocol Tools

Objective: [dentily the niain characternistics of routing protocols that are used in service provider
COVIronments

This lesson includes these topics:

Routing Protocol Tools Overview

«  Example: OSPFE Filtering

»  [xample: BGP Filtering

«  Route Filiering Tools

e Typical Filtering Objectives in OSPF

»  Typical Filtering Objectives in [5-18

s Typical Filtering Objectives in BGP

«  Typical Routing Objectives

«  Prefix Lists Overview

e Prefix List Syntax in Cisco [0S or 105 XE Software

o Prefix List Example: Match Any Host Route

= Prefix List Example: Match Default Route

«  Prefix List Example: Match All Routes

e Prefix List Example: Match Small Routes

=  Prefix List Example: Match Core Loopbacks

«  Prefix List Example: Match Private Networks

e Prefix List Syntax in Cisco 105 XR Soltware

«  Prefix List Examples in Cisco 108 XR Soltware

«  AS Path-Based Filiering

»  AS Path Access List Syntax in Cisco 1OS or 105 XTI Soliware

= Repular Expressions, Special Characters

«  Commonly Used Regular Ex pressions

e AS Path Access List Example: Permit All Routes

«  [xample of AS Path Access List: Permit Local Routes

«  [xample of AS Path Access List: Permit Rouates From a Neighbor

«  Dxample of AS Path Access List: Pernut Routes Originating in a Specilic AS

«  Example of AS Path Access List: Pernmut Meighboring Local Routes
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e DExample of A5 Path Access List: Allow AS Path Prepending

Lesson 2: Introducing Route Maps and Routing Policy Language
Objective: Describe route maps and routing policy language
This lesson includes these wpics:

e Route Maps Overview

e Route Map Processing

«  Route Maps Syntax

¢ Dxample of Route Maps

«  Routing Policy Language

 RPL Example

o RPL Pass and Drop Actions

«  RPL Conditions

«  RPL Operators

RPL Boolean Operators

»  RPL Nesting

»  RPL Setting Attributes and Parameters

e RPL Setting BGP Attributes and Parameters
o Lxample: Setting BGP Attributes and Parameters
e RPL Setiing OSPF and IS-18 Parameters
«  RPL Parameterization

o Applying Routing Policies

o  Muintaining Routing Policies

e Value Sets

» AS Path Sets

«  Standard Community Sets

e Prefix Sets

¢ Monitoring Routing Policies

»  Testing Routing Policies

e Translating Route Maps to Routing Policies

Lesson 3: Implementing Route Redistribution

Objective: Explain what route redistribution is, why it 15 necessary, and how to configure route
redistribution
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This lesson includes these topics:

= The Need for Redistribution

»  Route Redistribution

«  Using Seed Metrics in Route Redisiribution

e Default Seed Metrics in Route Redistribution

e One-Point Route Redistribution

Multipoint Route Redistribution

«  Route Redistribution Technigues

«  Redistribution Implementation Considerations

¢ Implement Redisiribution

«  Redistribution into OSPF

»  Redistribution into 15-15

«  Redistribution into BGP

e Administrative [Mstance

«  Modifying OSPF Administrative Distance

o Modifying 15-15 and BGP Administrative Distance
«  Lxample: Redistribution Using Administrative Distance

«  Redistribution 1o Prevent Routing Loops

Hardware Lab 5. Implement Route Redistribution

This activity includes these tasks:

«  Redistributing between OSPT and [S-18

o Modifying Administrative Distance

Lesson 4: Influencing BGP Route Selection

Objective: Complete the correct BGP configuration o successfully connect the service provider network w

the customer or upstream seryvice provider
This lesson includes these topics:

«  BGP Weight

Configuring Per-Neighbor Weighis

= Changing Weights with RPLs or Route Maps
«  BGP Weight Attachment Points

«  BGP Local Preference

e Changing Local Preference
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Monitoring Local Preference

AS Path Prepending

AS Path Prepending Design Considerations

Configuring AS Path Prepending

Monitoring AS Path Prepending

AS Path Filtering Concerns: AS Path Prepending

BGP Multi-Exit Discriminators

Changing the MED

Monitoring the MED

BGP Communities

Steps for Designing a BGP solution around BGP communities
Configuring BGP Communities

BGP Named Community Lists

B3P Support for Sequenced Entries in Extended Community Lists
Matching BGP Communities

Monitoring BGP Communities

BGP Community lxamples

Hardware Lab 6: Influence BGP Route Selection

This activity includes these tasks:

Setting the Second Link between the CE and PE Routers
Configuring BGP Weight and Local Preference
Configuring BGP Multiexit Discriminator

Configuring the BGP Community
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Course Evaluation

Curriculum Evaluation

Effectiveness of the course will be evaluated at these Levels of Kirkpatrick™s performance evaluation.
= Level |1: Reaction to the course

Course effects: This assessment level gauges learner satisfaction, that 15, feedback from participants
regarding their levels of satisTaction with the offering. This assessment will consist of the Cisco
standard program evaluation and will be completed by the learner.

Course evaluation: Required (via MTM}.
e Level 2: Learning retained

Course effects: This assessment level tests for learner achievement following a portion, or all, of an
instructional offering. The strategy Tor learner assessment calls Tor the use of written tests in support
of the instructional program. Wiiten tests will be administered in accordance with L standards
through proctored certilication exams. This assessment will consist of the laboratory exercises and
the Cisco Certification Fxam.

Course evaluation: Required.

e Level 3: Performance changes after the course
Course effects: N/A
Course evaluation: N/A

» Level 4: Resulis on the job, after the course
Course effects: N/A

Course evaluation: N/A
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Lab Setup

General Information

This topic provides a high-level description of the lab environment.
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Laboratory Topology (Delivery)

This lab topology consists of two (2) teams and four (4) pods, with each team using two pods. Two students
will usually configure one pod. Each pod has one switch and two routers. Two pods may share one
additional switch, which 15 not used in this course. All teams share the same core routers {1 and P2).

The CL routers in both pods are running Cisco 108 software. The first pod within a team (pod [ or 3) will
work on PE routers running Cisco [OS XR software, and the second pod within the same team (pod 2 or 4)

will work on PE routers running Cisco 108 XE software.

@214 Cimeo Systems, Inc
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Laboratory Topology
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Lab Topology Diagram (Backbone Pod View)

Lab Topology Diagram (Backbone Pod View)
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Lab Topology Diagram (Student Pod View)

Lab Topology Diagram (Student Pod View)
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Laboratory Equipment

These tables list the recommended equipment to support the lab activities. These tables assume a class size
ol eight students.

Description Mfr. Part Number Total Qty.
CE router - ISR 2901 Cisen CISCO2901/K9 4
PE router running 105 XK - ASR 9006 with mule Cisco ASR-G006-AC 2
processor and line card (with SFPs) AOK-REFP-4G
AGK-A0GE-L
PE roule running 105 XE - ASR1001 Cisco ASRI001-2X0DC3P0S 2
Switch - ME-300E-24TS-M Cisco MAE 340- G
METROACCESSKS-M
F1 router running 105 XR — ASR 9006 with route Cisco ASR-G006-AC 1
processor and line card (with SFPs) AQK-RESF-4G
AGK-A0GE-L
P2 router running 105 XK — ASRE 8001 with route Cisco ASR-G001-5 1

processor and line card (with SFPs)
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Software List

https://t.me/learningnets

Description Mfr. | Part Number Total Oty. MNotes

Cisco 1035 Software, ME340x Softlware || Cisco|l ME340x- G me3dlx-metroaccessky-

Version 12 2(GO)EZLS, RELEASE METROACCESSKS-M me. 122-60. EZ3 hin

SOFTWARE (fc2)

Cisco [0S Software, C2900 Soflware, Cisco| C2900- 4 2A00-universalka-

Version 15.3(3)52, RELEASE UMNERSALKS-M mz. SPA153-3.52 bin

SOFTWARE (lct)

Cisco [0S Software, 105-XE Sofltware, | Cisco| XB6 64 LINWDX 10S0-) 2 arlini-

Version 15.3(3)5, RELEASE UMIVERSALKS-M wniversalkd 03.02.00.5 153-

SOFTWARE (fc1) 35 bin

Cisco 105 xR Software, Version 5.1.1 Cisco 4 ASROK-sxr-5.11 tar
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Initial Lab Build

This topic contains the information required to interconnect lab equipment.

The Tollowing Tigure shows core lab interface wentification:

Team 1

Pod 1

|05 KE Gil/dix

Following fgure shows POD lab interface identilication:

Team z
SWx PEx
Fali1 Guinso/2 4
R e Bt
Fa0/23 Sl
FaQf24 | Gid/0/0/1 \
'L 1
N a0t * Fa0/21 Gil//o/3
Fa0/ Fa0/22 Fiia
S —-
/ \
Fao 2; % Fal/23 i
s SWay 1
Faliz4
F aw Fal/'21 o Gilvos2
ciorns” Faliz3  eapr2 '
Fal/24 L
iy
———————————————— - P2
G0 Fal/1 Fal/2 G000 A
* POSO210
CEy SWy PEy "
Pod ¥ POS02M .
*'pos0/2/0
Legend: Gi POS0R2M .,
ettt - | Connechionsto
---------- OC3 POS PE(y+2)
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General Lab Setup

This topic details the procedure to set up and configure the lab equipment at the beginning of each class.
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Notes on Delivery Lab Equipment

On the Cisco 10S XR Soltware routers {(Cisco ASR 9006 and Cisco ASE 00 1), it is recommended to
install all single-package P1Ls that are included in the TAR file. 1t is required to install at least asr'-mini-
pr-a_ 1.1 and asr%k-mpls-px-5.1.1 packages.

Configuration Files Summary

This topic details the course configuration files, which provide information about the starting condition of

each lab.

Configuration Filename

Comments

SPROUTE12

CE1 initial.txt

Initial configuration for CE1

SPROUTE1Z

CEZ initial L=l

Initial configuration for CE2

SPROUTE12

CEZ initial txt

Initial configuration for CES

SPROUTE1Z

CE4 inihal.lxt

Initial configuration for CE4

SPROUTEZ

SW1 initial.txt

Initial configuration for SW1

SPROUTE1Z

SW2 initialtxt

Imitial configuration for SYW2

SPROUTE12

SW3 inibial xd

Initial configuration for SW.3

SPROUTE12

SWa initial L

Initial configuration for SW4

SPROUTE1Z

SW12 imitial. txl

Initial configuration for W12

SPROUTE12

SW3A imitial. txt

Inibial configuration for SYW34

SPROUTE1Z

FET imtial. txt

Initial configuration for PE1

SPROUTE1Z

FEZ initial. xL

Imitial configuration for PE2

SPROUTE1Z

FE3 initial txt

Initial configuration for PE3

SPROUTE12

FE4 imhbal. txt

Initial configuration for PE4

SPROUTE12

F1 initial. bl

Initial configuration far P14

SPROUTE1Z

P2 initial. bl

Initial configuration for P2
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Lab Addressing
Loopback IP Addressing

Device Name Device Role Lo IPv4 Address LoD IPvE Address

CEx Cisco 2000 pod rouler 102101432 A1 abBA0x 1051128
CEy 10101432 A01 b8 A0 1011128
PEx Cisco ASR 9000 or Cisco ASR 1000 pod 10.x.1.1/32 A0 b8 1011128

PEy muter 10911032 A01 db B A0y 121128

SWWx Cisco ME340x pod switch 10201032 A0 b8 100001128

SWy 10y 01032 A0 dbBAQ 028

SWay Cisco ME340x pod switch not used in the 10 xy.0.1/32 A0 b B 10y 011128

sendice provider courses
1 Cisco ASRE 9006 core router 10.0.1.1/32 A0 dbB 101128
P2 Cisco ASR 9001 core router 100210732 A0 :dbE10:0:2:1/128
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Pod IP Addressing

Device Interface IPvd4 Address IPvE Address
CEx G0 192168 . 1021424 01 dbBA092 1681 0x: 180
CEy Gi0d0 192168 10y.y1/24 AT b B2 16810y w180
F1 182168 .x1.1/24 A01:dbBA92:168:x1::1/80
192 168 y1.1/24 A0 :dbBA92 168:y1:1/80
P2 192 168 x2.2/24 A01:dbB:192:168:x2:2/80
192168 y2.2/24 01 :dbBA92:168:y2:2/80
FEZ POS020 192.168.211.20/24 A01:db8:192:168:211:20/80
FOS02N 192.16G8.212.20/24 01 :dbBA92:168:212:20/80
FE4 POS02M0 192.168.211.40/24 201 :dbB:192:168:211:40/80
FOS021 192.168.212.40/24 A01:db8:192:168:212:40/80
PE= Giow00 19216810 20/24 A01:dbB:192:168:10x::x0/80
G0 192168 1y x0i24 A01:db 8192168 1y x0/B0
G2 192168 x1.=0/24 A01:dbEA92:1 6810/ 80
Gi0i040/3 192168 22 x0/24 A01:dbB:192:168:x2:x0/80
PEy Gi0A0M 182 168 10y w24 A0 :dbBARZ AGE 10y /B0
GifoM 192 1GE 1xy yi24 A0 :dbBARZ AGE: 1y yDIBO
Gios0s2 192168 .y1.v0/24 A01:db 81921681y 80
Gionsa 192168 .y2.y0/24 A01:dbBA92:168:y2:y0/ B0

Core IP Addressing

Device

Davice IP Address

Peer IP Address

F1

192.168.1.1/24
2001:db8:192:168:1::1/80

192 .168.2.1/24
2001:db8:192:168:2::1/80

192 168.1.2/24
2001:db8:192:168:1::2/80

1692 168 2.2/24
2001:db8:192:168:2::2/80
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Hardware Lab 1: Implement OSPF Routing

This topic details the lab activity for Hardware Lab 1: Implement OSPF Routing.

In this lab actvity, you will conligure OSPF routing by enabling OSPF Area () to run in the backbone and
other nonbackbone areas (o run in your pod.

Mote Students from two different pods are working as a team. The CE routers in both pods are
running Cisco 108 Software. The first pod in the team will work on the PE router running
Cisco 103 XR Software, and the second pod in the same team will work on the PE router
running Cisco 105 XE Software. Students in the same team should coordinate their lab
activity.
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Hardware Lab 2: Implement OSPF Special Area Types

This topic details the lab activaty for Hardware Lab 2: Implement OSSP Special Area Types.

In this lab activity, you will con figure OSPEF summarization. Y ou will configure the nonbackbone OSSPl
area to be a stub and totally stubby area. Y ou will also adjust the cost of the injected default route on an
ABR router.

Mote Students from two different pods are working as a team. The CE routers in both pods ara
running Cisco 1035 Software. The first pod in the team will work on the PE router running
Cisco 105 XR Software, and the second pod in the same team will work on the PE router
running Cisco [0S XE Software. Students in the same team should coordinate their lab
activity.
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Hardware Lab 3: Implement Integrated 1S-IS Routing

This topic details the lab activity for Hardware Lab 3: Implement Integrated 15-15 Routing.

In this lab activity, you will conlfigure Integrated IS-18 routing by enabling 15-18 to run in Level | and Level

2.
MNote Students from two different pods are working as a team. The CE routers in both pods are
running Cisco 1038 Software. The first ped in the team will work on the PE router running
Cisco 103 XR Software, and the second pod in the same team will work on the PE mouter
running Cisco 105 XE Software. Students in the same team should coordinate their lab
activity.
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Hardware Lab 4: Implement Basic BGP Routing

This topic details the lab activaty for Hardware Lab 4: Implement Basic BGP Routing.
In this lab activity, you will confgure internal and external BGP ronting,

Students Trom two different pods are working as ateam. The CE routers in both pods are running Cisco [0S
Software. The first pod in the team will work on the PE router running Ciseo 108 XR Software, and the
second pod in the same team will work on the PE router running Cisco IOS XE Software. Students in the
same team should coordinate their lab activity.
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Hardware Lab 5: Implement Route Redistribution

This topic details the lab activity for Hardware Lab 5: lmplement Route Redistribution.

In this lab activity, you will enable connectivity between two routing domains by conliguring route
redistribution between 15-15 and OSPE. You will conligure iwo-way redistribution, and you will protect the
network from routing information loops. By modifying the administrative distance, you will enable the pod
PE router to use the optimal path to the backbone. Finally, you will reduce the number of routing updates
that is sent to the pod CE router by conliguring one-way redistribution,

Students from two different pods are working as a team. The CE routers in both pods are running Cisco 108
Software. The Tirst pod 1n the team will work on the PE router running Cisco 105 XR Software, and the
second pod in the same team will work on the PE router running Cisco [0S XE Software. Students in the
same team should eoordinate their lab activity.

When having students on different pods, make sure that all students coordinate their lab activity and do the
lab step by step. First, all must finish task | and then move onto task 2 and so on.
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Hardware Lab 6: Influence BGP Route Selection

This topic details the lab activity for Hardware Lab 6: Influence BGP Route Selection.

In this lab activity, you will configure BGP to influence route selection by using the weight, local
preference, MED, and community attributes in-a situation where support for connections o multiple service
providers 1s needed.

Students from two different pods are working as a team. The CE routers in both pods are running Cisco 105
Software. The first pod in the team will work on the PT router running Cisco 105 XER Software, and the
second pod in the same team will work on the PE router running Cisco IOS XE Software. Students in the
same team should coordinate their lab activity.

When having students on different pods, make sure that «ff students coordinate their lab activity and do the
lab step by step. First, aff must finish task [, and then aff must move onto task 2 and so on.
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