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1. Abstract

The SS7 mobile vulnerabilities affect the security of all mobile users worldwide. The SS7 is signalisation
between Mobile Operators Core Network about where your mobile phone is located and where to send media, so
the secured end-device does not help here, as it is only a consequence of having legitimate SS7 traffic. To protect
against SS7 vulnerabilities, you need to play at operator-level. And this was not really the kind of thing you could do
up till now.

Let's change this. In this talk we propose methods that allow any operator in the world - not only the rich
ones - to protect themselves and send the attackers' tricks back to the sender. What if SS7 became a much more
difficult and problematic playground for the attacker?

In this talk, we will discuss the current status, possible solutions, and outline advanced SS7 attacks and
defenses using the open-source SS7 firewall which we will publish after the talk. The signaling firewall is new, so we
will not only use it to reduce the vulnerabilities in the SS7 networks, but we will also show how to trick and abuse the
attackers to make the work much harder for attackers, and give them a hard time interpreting the results.
Intelligence agencies love SS7 for the wrong reasons. We will show examples and how we can make eavesdropping
and geolocation a nightmare for these nation-state attackers.

The adoption of such signaling firewalls could help to reduce the exposure for both active and passive
attacks on a larger scale. We will present the capabilities of this solution including the encryption of signaling, report
the attacks to central threat intelligence and forward the attackers to honeypot. So what about finding where these
SS7 attacks are coming from and to start protecting the networks?

https://t.me/learningnets



@ SECURITY

2. Introduction

21. Problem Statement

The international SS7 network has been standardized and built in the past as a trusted
network with only trusted partners. The network itself and by design does not authenticate and
authorize the peers in the network and also does not encrypt the signaling communication. The
exposure of these networks comes from the design and the architecture requirement of
roaming architecture in past architecture releases.

Additionally we should not expect that the SS7 network will be phased out soon. The voice
could be replaced by VoLTE (4G) with IMS home routed architecture, but such deployment
requires VOLTE capable devices and VoLTE networks with the similar radio coverage compared
to 2G, 3G. So before some operator decides to shut-down both 2G and 3G network, all the home
subscribers should be VoLTE enabled. And the operator should also consider inbound-roamers.

In the LTE the Diameter protocol has replaced the SS7 signaling. However, similar issues
are still present. Lack of authentication and no encryption of the signaling communication.

2.2. Related Work

Several companies are offering commercial signaling firewalls and also there
has been significant work on GSMA level. However we still think the problem is not
fully covered. These commercial firewall solutions are reducing the risk up to some
level mainly with focus on HPLMN protection, but are not so widely adopted and still
there are several ways how the protection could be bypassed. These technical corner
cases come mainly from the possibility of spoofing of the SCCP and Diameter
messages and lack of protection of subscribers while being in roaming. Here we
provide a novel approach to fixing this thanks to open source approach and new
signing and encryption approach.

https://t.me/learningnets
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3. The Approach

In this work we will outline some advanced SS7 attacks, including spoofing of messages,
targeting roaming subscribers, some possible attacks done by MITM and passive attacks which
are not addressed much by the industry today.

We will describe the open source SS7 and Diameter firewall (SigFW) using open source
SS7 and Diameter stack which could be used to help to address the signaling vulnerabilities and
the advanced attacks.

The open-source SigFW should be considered as a reference implementation and
research project but without any warranty and it is not a carrier grade solution.

3.1. SS7 firewall - Technical Capabilities

- Open SS7 TCAP encryption and signing of the SS7 messages, including auto encryption setup
- SS7 SCCP blacklists (Category 0)

- SS7 TCAP blacklists (Category 1)

- SS7 MAP firewall rules (Category 2)

- Signaling IDS integration (for Category 3 and advanced detection)

- SS7 Filtering and honeypoting

- Centralized threat reporting with mThreat integration

- Collaboration with other SS7 and signaling security systems

- Management through open APIs

- Passive run (re-run traffic from pcap or passive interface to test the firewall)
- LUA programmable firewall rules

- Scalable/Decentralized solution

3.2. Diameter Firewall - Technical Capabilities

- Open Diameter encryption and signing of the Diameter messages, including auto encryption
setup

- Diameter host and realms blacklists (Category 0)

- Diameter Command Code blacklists and Realm whitelist (Category 1)

- Diameter firewall rules (Category 2)

- Signaling IDS integration (for Category 3 and advanced detection)

- Diameter Filtering and honeypoting

- Centralized threat reporting with mThreat integration

- Collaboration with other Diameter and signaling security systems

- Management through open APIs
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- Passive run (re-run traffic from pcap or passive interface to test the firewall)
- LUA programmable firewall rules
- Scalable/Decentralized solution

Additionally we will also outline the contribution which could be used for network

monitoring and could be used in this domain but also in other domains.
- Tshark to Elasticsearch export and security monitoring with Kibana

https://t.me/learningnets



@ SECURITY

4. The Current Status

In the following chapter we will briefly outline the current possible approach regarding
the message filtering and screening on the network boundaries.

41. SS7 / Sigtran Stack Overview

The following figure illustrates the SS7/Sigtran protocol stack. This is important to
understand for decoding and filtering reasons.

Figure 4.1 - SS7 and Sigtran stack

4.2. Perimeters of SS7 Overview
The active filtering and the protection could be efficiently performed on the
network boundaries and on the perimeters of the home network (HPLMN). We can
consider mainly the following perimeters:
INAT O: International interconnects (higher risk)

NAT 1. National interconnects (possibly lower risk)

There could exist different security filtering for these perimeters. International

https://t.me/learningnets



interconnects are used mainly for inbound and outbound roaming subscribers. The
national interconnects are commonly used for SMS delivery, roaming if the national
roaming is allowed and forwarding signaling messages in case of number portability.
For overall security we should also consider other interfaces and interconnects e.g. with
MVNOs or API towards SMSC and with 3rd party SMS aggregators.

VPLMN VPLMN

VPLMMN

Mational PLMN

SCCP netw ark

Figure 4.2 - SS7 perimeters

4.3. SS7 Message Categories

Category is just naming indicating the group of the similar messages. For
messages in the same category the same protection logic could be implemented. Mainly
the message direction is important to decide into which category the message belongs.
The normal call flows and normal use of the message is well described in 3GPP
specifications.

MAP Catl messages are messages which should not be allowed towards HPLMN.

MAP Cat2 messages are messages which should be allowed towards HPLMN only if
foreign network is targeting its own subscribers (inbound-roamers).

MAP Cat3 messages are messages which should be allowed towards HPLMN from own
subscribers in roaming (outbound-roamers) only if the location condition matches.
SMS Cat: SMS messages which require to decode the SMS layer.

CAP Category 2 messages are Camel messages which should be allowed for
inbound-roamers from HPLMN towards a foreign network (inbound-roamers).

CAP Category 3 messages are Camel messages which should be allowed for outbound
roamers from VPLMN towards HPLMN.

https://t.me/learningnets



@ SECURITY

From the above approach the messages could be classified into message categories and
could be created protocol matrixes for SS7 but also for Diameter and GTP protocol. Then the
protection could be implemented in the Signaling Firewall or in the Network Elements.

DR ) . Ol i P’

Figure 4.3 - Protocol matrixes with the message categories
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4.4.

SS7 Screening Categories Grouped by Protocol Layers

The logic for message filtering could be grouped into screening categories blocks. The figure
below illustrates this approach by defining groups with the same detection and filtering logic.
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Figure 4 4 - S57 screening categories with protocol layers

4.5. Possible SS7 filtering by existing infrastructure without FW

The filtering is possible also inside the infrastructure without having an external firewall,
but there are several disadvantages in this approach. (e.g. no perimeter defense, no centralized

control).

Also, in this approach, it is hard to manage the confidentiality and integrity protection of
signaling messages.
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Figure 4.5 - S57 network protected by existing infrastructure

4.6. Current Status Conclusion and Acknowledgements
This chapter briefly outlined the message filtering approach on the network boundaries.

The above figures illustrate the internal research/approach but the work is inline and evolves the
current GSMA recommendations. Additionally we are contributing in this direction to GSMA.

For further details of the GSMA collaborative work it could be referred to FS.11, FS19 and FS.20
GSMA documents.
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5. The Current Status

In the following chapter are highlighted some attacks as examples to demonstrate the message
categories. Then this is followed by examples how the protection could be bypassed while the
subscriber is in roaming.

5.1. Category 2 attack examples - VLR profile manipulation

Category 2 example - VLR profile manipulation. The attacker could manipulate the profile of the
subscriber in the VLR.

MAF message tn manipulste of tie profile

Profile manpulation n

WLR
- Changs of MSISDN
Provmionng of sque
l:.inillllpzulhcm )

x
- Possiie to change other
atir Bteds i VLA profile

Figure 5.1 - VLR profile manipulation

Description: The figure illustrates that the attacker can craft the MAP ISD message and target
the MSC/VLR which is currently serving the subscriber. If there is no protection against Category
2 attacks the attacker is able to alter the VLR profile from the attacker’s GT. If the HPLMN is

https://t.me/learningnets
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Signaling FW or the protection against Category 2 attacks, the attack would fail because the
attacker’s GTs will belong to a different country as the HLR of the targeted subscriber.

Impact: The attacker can manipulate the whole VLR profile which could lead to the modification
of MSISDN, tele/bearer services, supplementary services, baring, camel flags and the
provisioned IN platform. The possible impact is the call and SMS interception, persistent location
tracking, frauds or targeted DoS of the subscriber.

5.2. Category 2 attack examples - GPRS/LTE profile manipulation

Category 2 example - GPRS/LTE profile manipulation. The attacker could manipulate the profile
of the subscriber in the SGSN/MME.

ME&P or Dmmeter messages fo mamipulate of the profile
[and for Dameter sdditionally to get back the cel-0of
tha urksr)

Profils manipulation n
SGENMME

- Praknit b B2 c®aan g ot
witritutes C-W-E“p':v*le
Ik QoS

Figure 5.2 - SGSN/MME profile manipulation

Description: The figure illustrates that the attacker can craft the MAP ISD or Diameter IDR
message and target the SGSN or MME which is currently serving the subscriber. If there is no
protection against Category 2 attacks the attacker is able to alter the SGSN/MME profile from
the attacker’s GT (or Diameter Origin-Host/Realm. If the HPLMN is Signaling FW or the
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protection against Category 2 attacks, the attack would fail because the attacker’s GTs (or
Diameter Origin-Host/Realm) will belong to a different country as the HLR/HSS of the targeted
subscriber.

Impact: The attacker can manipulate the whole GPRS/LTE profile which could lead to the
modification of MSISDN, APNs, QoS, camel flags and the provisioned IN platform. The possible
impact is the bypass of MSISDN authentication (if HTTP enrichment and latter MSISDN
authentication is used), access to private APNs and possibly the data interception if the latter
Camel is enabled in the Packet Core.

5.3. Category 3 attack examples - Hostile Location Update

Category 3 example - Hostile Location Update. The attacker could change location in the HLR/HSS.

HAP Beostle locativnl pdate to Intercept moble
terminating call asd SMS

Figure 5.3 - Hostile Location Update

Description: The figure illustrates that the attacker can craft the MAP LU message towards the
HLR/HSS and change the location of the subscriber to own GT. If the HPLMN is Signaling FW or
the protection against Category 3 attacks, the attack would fail because the Location Update
would be interpreted as suspicious if coming from too different location compared to the current
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location of the subscriber.

Impact: The attacker can change the subscriber GT in HLR/HSS. This could lead into MT-SMS
interception, possibly MT-Call interception if the attacker can also connect the original B-party
after or targeted DoS of the subscriber. Additionally could be used also as precondition for latter
Category 3 attacks.

54. Category 3 attack examples - Register/Activate SS

Category 3 example - Register/Activate SS. The attacker could manipulate the supplementary
services in HLR/HSS.

Chan gt supplementary
RV

- Pagrwrinar: call Foi wasding
#CFx]

Mari pulate ot
wapp ementary servioes

Figure 5.4 - Register/Activate SS

Description: The figure illustrates that the attacker can craft the Register/Activate SS message
and target the HLR/HSS. If there is no protection against Category 3 attacks the attacker is able
to alter the SS services in HLR. If the HPLMN is Signaling FW or the protection against Category
3 attacks, the attack would fail because the attacker’s GTs will not match with the current
subscriber location.
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Impact: The attacker can manipulate the whole SS service in HLR/HSS, which could lead to
activation of call/SMS forwarding and other SS manipulation.

5.5. Category 2 Protection Bypass

Outbound-roamer in VPLMN: Attack targeting outbound-roamers with Cat2 messages with
spoofed calling GT.

SCCP carrier

Spoufed SCOP targeting suthsund roamer
MiP meusage o manipuate of the profils

Provesan ing the CFa
- Prdadb ba 12 chis ga sthar
atiribotes n VLR profile

Figure 5.5 - Category 2 protection bypass

Description: The figure illustrate that when the subscriber is located in roaming network
(VPLMN) and if the attacker knows his VLR/SGSN address (e.g. discovered by other SS7
messages, like SRI-SM or by passive sniffing), the attacker can send spoofed Cat2 SS7 messages
and impersonate subscriber HLR from HPLMN. For such an attack, the signaling firewall in
VPLMN would not be able to discard the message and differentiate it from legitimate signaling,
because the message is spoofed with the correct Calling SCCP Address.
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Impact: Subscriber roaming could not be easily protected against spoofed SCCP attacks or
could be difficult if the Calling SCCP Address is from the same country as the legitimate one. This
results in possible VLR and SGSN profile manipulation, which could lead into setting call
forwarding, removing services, provisioning Camel services and other. (DoS, tracking,
interception). For spoofed messages for SS7 the attacker would not get the result message but
for Diameter would, because of the Route-Record AVP.

5.6. Category 3 Protection Bypass

Outbound-roamer in VPLMN: Attacker first performing hostile LocationUpdate (if not working could use
spoofed Cancel Location first). After performing Cat3 messages.

]

“HLR

HIFLMHN i probdted by

HPLMI l ::’Lfrhlt::llu-cluq'\-

M compariion with padous
o
-’ .I:

]
-

L3

SLLP Cimer

, -
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. Bordering

PLMN to VPLMN

-E",c
T

Figure 5.6 - Category 3 protection bypass

Description: The hostile Location Update sent by the attacker will try to change the VLR/SGSN
address in the HLR first before sending later Category 3 messages. The reason for this is that in
HPLMN is implemented Signaling Firewall or other protection against Category 3 messages with
the following behavior.

Option 1. - The protection in HPLMN for Cat3 messages is implemented by sending PSI
messages to previously known subscriber locations, to verify that the subscriber is not located
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anymore there. This protection is possible to bypass by the hostile location update first.

Option 2. - the protection in HPLMN is implemented by time/distance analysis of previous
and current location updates. This is possible to bypass by sending the hostile location update
from a non suspicious location (e.g. bordering country).

If the Hostile Location Update is not successful, the attacker can try to first send the spoofed
Cancel Location to the current MSC/VLR to bypass any PSI checks and then try to send again
LU or any other Cat3 messages.

Additionally, an attacker can also spoof directly the calling GT of latter Category 3 messages if
knows the current subscriber location.

Impact: Hostile Location Update could lead directly to DoS, SMS interception and call
interception (in case the attacker is capable of receiving media and connecting back to the
B-party). This also enables the attacker to send later the Cat3 messages (e.g. supplementary
services activation, mobile originating SMS, USSD and other) because the protection by
comparing the previous subscriber location with origin of the message would be bypassed.

5.7. MITM

Description: Not encrypted SCTP protocol used for Sigtran and Diameter is vulnerable to
man-in-the-middle attacks. See below extract from RFC.

SCTP (RFC 3257)

Impact: Attacker could get access into SS7 network by MITM in SCTP without being configured
or provisioned on SS7 network. By having such capability, motivated attackers with physical
access to links could inject traffic into the signaling network. This means not only attackers
having SCCP address and connectivity with STP or with other network elements could get access
into the SS7 network. Additionally in the MITM scenario further attacks are possible, like
ISD/profile modification, authentication vectors modification (RES, IK, CK, AUTN), modification
and integrity changes also of SS7 Result messages.

https://t.me/learningnets
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5.8. Passive Attacks
Description: SS7 signalisation is not confidentiality protected.
Impact: This could be used for mass collection of signaling data includes mainly:
- SMS content with A-party, B-party information
- Locations (MAP, CAP, Diameter)

- From SS7 MAP possible to get CK, IK
- Get TCAP TID which could be used for latter attacks

f—@ ‘Cj i
Y' Pgy ~

wie

5
PAT -

Figure 5.8 - SS7 passive attack

5.9. Combining Passive and Active Attacks

Description: By knowing the TCAP TID in real time and exact user location it could lead to more
sophisticated attacks. And if the attacker is able to capture the result messages answered to
spoofed messages this will also increase the capabilities.

Impact:

- Injection of messages into TCAP dialog, possibly hijacking the state machine in network
elements and other effects

- Camel manipulation towards the IN platforms

- Better targeted spoofing of the SCCP messages

- Capturing the result messages to spoofed messages

https://t.me/learningnets
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Figure 5.9 - SS7 passive and active attack

5.10. Malformed Messages

Description: There are various ways of manipulating and malforming the messages. This could
lead into exploitation of the vulnerability in the specific product/version of the network element.

Impact: Could lead to DoS or Exploitation (even DoS of the whole network).

5.11. Advanced Attacks Conclusion

To address the above advanced types of attacks the signaling should be confidentially and
integrity protected.

A firewall with only filtering could well protect the home subscribers in HPLMN. But the home
subscribers in VPLMN or inbound-roamers in HPLMN could not be easily protected mainly
because the SS7, Diameter is vulnerable to spoofing and the Location Update is not
authenticated.

The encryption can be done on the TCAP layer or Diameter/AVP. (the current work is using
proprietary implementation using asymmetric encryption).

Messages can be integrity protected carrying signatures. (the current work is using
proprietary implementation)

*IPSec is not suitable, because the SCCP and IPX network is required to perform routing.
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6. The Current Status

Open-source SigFw
- SS7 and Diameter Firewall created under P1 Labs
- Source code is available at https://github.com/Pl1sec/SigFwW

The open-source SigFW should be considered as a reference implementation and research
project but without any warranty and it is not a carrier grade solution.

6.1. Open SS7 Firewall

The SS7 firewall could be considered as roaming and interconnection protection (the reference
implementation) for 2G and 3G networks.

6.1.1. Architecture

Frames are forwarded on the SCCP layer (using SCCP state-machine).

Filtering is possible up to the application layer (in code is currently implemented SCCP, TCAP,
MAP).

TCAP filtering

ra

SCCP filtering

Figure 6.1.1a - S57 Firewall decoding and filtering
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Firewall is acting like an M3UA server and M3UA client, without having SCCP GT.
Below is an illustration of the direction of links and associations establishment.

—r

<

Figure 6.1.1b - S57 Firewall connections

6.1.2. Deployment

Possible deployment can be loopback on STP towards the FW. Also other deployment scenarios
could be FW deployed directly on the link or FW just protecting a single network element.

VPLMN STP FW HPLMN

Y

*—

VPLMN STP FW HPLMN

Figure 6.1.2 - SS7 Firewall deployment
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6.1.3. APIs

The following REST API are currently implemented on the firewall. The API allows remote
management, provisioning the firewall rules or evaluating the messages or reporting the alerts.

1. Signaling Filter Push APl (Manage Firewall Rules)
2. Signaling Message Evaluation API (Message evaluation with external IDS signaling system)
3. mThreat API (to report the detected attacks)

6.1.4. Config

e JSON syntax

e I[P, SCTP, M3UA configuration

e Firewall filtering rules

e Encryption and signature keys

e Config is periodically saved to store the changes (changes over API or collected Public Keys if
autodiscovery is enabled)

The figure below is the example of the configuration file. For full examples for both SS7 and
Diameter see annex.

comment": “#
DROP WITH 5

'‘# TCAP Catl firewall rul

L 1=

Figure 6.1.4 - SS7 Firewall config example
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6.1.5. Signaling Message Evaluation API

Signaling Message Evaluation APl can be used to forward the messages which have not been
detected by internal firewall rules to evaluate them in the IDS platform with more advanced
detection capabilities.

e FW forwards the SCCP message to Signaling IDS

e Signaling IDS responds back with the result (allow/filter message)

e FW performs the filtering action

e By this integration no need for FW to contain own centralized DB and there could be deployed
multiple FW instances

e Signaling IDS can handle more advanced Cat2, Cat3 detection, anomaly detection or threat
intelligence decision

Tecane~d
e

Lot~y

Fa)

Figure 6.1.5 - SigFW with ISD integration

6.1.6. SS7 Firewall Passive Mode

The firewall can be first tested in passive mode without establishing any active signaling link. The
traffic can be mirrored and be sent to the FW passive network interface or the pcap/json can
be directly replayed. Then the traffic is replayed on the localhost through the local client, firewall
and towards the local server.

Passive mode is implemented in VM the following way:

1. tshark live capture to Json EK

2. SS7ClientLivelnput is reading sccp_raw from named pipe and forwarding it to FW
3. SS7FW performs the filtering

4. SS7Server receives the not filtered traffic
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Example of replayed traffic on localhost “Passive mode™
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Figure 6.1.6 - SS7 Firewall passive mode

6.1.7. SS7 Encryption

Current version is capable additionally of
- Signing/Verifying the SS7 message
- Encrypting/Decrypting SS7 messages

Public/Private keys are used and the security model is similar to email security (signing,
encrypting).

Encryption is performed on the TCAP level to pass through the STPs.
The SCCP layer is not encrypted, but the SCCP addresses are used to calculate signatures.

"ancEyprion_rulas™: |
"callad gt _anceyptlon®: [

dl
e T e s

"callad gt _decryptisn™: [
1.
1
"signatura rulas®: |
"calling gt werlfy™: |
1.
"calling_gt_signimg®: [
1

Figure 6.1.7 - SS7 Firewall encryption defined in the config
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6.1.8. SS7 Encryption

The below figure illustrates the encryption flow. The FW#1 instance in PLMN#1 encrypt the
signaling messages towards the PLMN#2 because the messages matched with the GT prefix of
the PLMN#2 network. The FW#2 instance in PLMN#2 network decrypt the traffic and forwards it
into PLMN#2 network. The reverse direction is performed in the similar way that the FW#2
instance matches the message called GT with the GT prefix of PLMN#1 network and use the
associated public key for message encryption. The messages in the current model are
encrypted individually without establishing a session.

STP#1 Fii#l Fhi#2 STP#2

Invoke HAP_

FWl: Called GT matched with
=GT prefix,Public Key=

Encrypted TCAP

FW2: Called GT matched with
=0T prefix,Private Key=

Invoke HAPE

STP#1 Fi#l Fhi2 STP#2

Figure 6.1.8 - SS7 Firewall encryption flow

6.1.9. SS7 Encryption Algorithm

1. Encrypted is the whole TCAP layer
2. Encrypted is the following payload:

a. version (4 bytes)

b. encrypted( timestamp (4 bytes) + tcap_layer ) // If the key is short the multiple similar
blocks are created
3. Encryption algorithm should be mapped with the version. Currently in the code only
RSA/ECB/PKCS1Padding is used
4. Timestamp is verified after decryption to prevent replay attacks
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6.110. SS7 Encryption Example

5802 J91T-g4-04_ 2345 3473 11111411194, 11 . SR (Home Location Regis . BSOOBSGOBBS,. VIR (W XUDT [Message reassashlsd ) N0

+ 5889 I91T-6d-0d. 2349 3433 11111111171 HLR [Home Location Regis . BS6008560808 VLR (W HUNT [Message reasseshled
s 5005 Su17-0d- 04 T 3459 111133173131 HLA [HoBe L tilon Ragl [ VLA CAP i L Hossage rons Dl

U0 00 234 3439 11111111171 FLH [Home LoCAClon Regls  DOOUDSSUODE  MIC (ML Lok |- a6 T |Mesiage reassesbled)
913 IRIT-4-8d. 2305 3439 11111911131 LR (Home Locstion Regie  SSO00SGARES  MSC (M TCAR iTa XUOT [Message reasssshled |

QLT IGAT-BA-0. 330% 3439 1111111117411 HLA (Hows Locstion Regie  BOGRBSGORDS, . MSL (M XUNT [Mesage resessshlsd | 00

5020 J1T-gd-0d_ 2349 3479 11111111134 HLR [Home Locatlon Regls. Be9o0ss008 VLR (V. EJ:E’ [= 352 XUDT [Message reassssbled |
FSO2H AT -04-0d_ 2340 3430 11111111131 HLR (Home Location Rogis . DMGODBMGBE VLR (W_ EUDT | Hessage ©oassenhled )

ZSO3E MAAT -0 234 3459 11113211131, 11 . WA (Wisicor Lecation Re. biaopblaoss, . HLR (H TCAR 486 EUDT |Message Foassembled) sUb.

¢ Frame Z5G63; ATH Bytes on wire [Q36G8 bife), 178 bytes capfured (1368 Bitx] on interface &

v Ebmernet II, Sro: 80 :85:00_90:05: 88 (0005 00:00:05:80), Dst: BD-0018G_BE:99:00 [BO:00:05:80:
v Internet Brotecol Version 4, Sre: 1¥0.8.8.1, Bar: 137 8 8.1

b Skream fonkrol Transaissiom Protocol, Src Pork:; 2348 (73408, D=t Pork: 3435 (34389}

b HTP 3 Usar Agaptation Layer

|. Sigealling Cennection Conbrel Part

7 HIHI Frlim‘fl and ﬁll BEFHIAR(I78], u?mai n-i

Figure 6.1.10 - S57 enm‘yptlnn example

6.1.11. SCCP UDT/XUDT

In a previous figure XUDT messages have been showcased.

The XUDT is used instead of UDT if the payload size has increased and reached the maximum
limit of UDT message.
After decryption on the other end the messages are again reconstructed into UDT messages.

This is the limitation of the current solution, that the SCCP provider has to support and route the
XUDT messages.

6.112. SS7 Encryption Autodiscovery

Firewall feature to enable encryption autodiscovery. The autodiscovery should enable easier
initial key management to receive the public key over the signaling.

1. The FW #1 will send MAP Invoke (New OpCode 99) for destinations with no known Public
Key

2. If thereis FW #2 in path, it process the Invoke and send Result (including GT prefix and
Public Key)

3. FW #1 config is updated with gathered public keys
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Figure 6.1.12 - SS7 Firewall autodiscovery

The limitation is that during the initial autodiscovery the remote party is not authenticated. If the
remote key has expired or has been changed, the public key stored on FW#1 instance can be
deleted to re-trigger the autodiscovery again. But during this process the above security aspect
should be again considered and manual key management should be understood as more
secure.

6.113. SS7 Encryption Flow - autodiscovery

|5TP#1 | | FW#L | |sz | |5TP#2 |

Invoke MAP

Fw#l: Called GT not matched with
<GT prefix,Public Key>

Invoke MAP

Invoke MAP

IKey Autodiscovery start

Invoke Autodiscovery (0C 99)

F#2: Called GT matched with
<GT prefix,Private Key>
Sending back:

GT prefix + Public Key

Result Autodiscovery (0C 99)

Key Autodiscovery end
FW#l: Updated =GT prefix, Public key= table

Invoke MAP
Fw#l: Called GT matched with
<GT prefix,Public Key>
Encrypted TCAP
FW#2: Called GT matched with
<GT prefix,Private Key>
Invoke MAP
|sper| [ re | |Paez | [s7ee2 |

Figure 6.1.13 - S57 Firewall autodiscovery flow
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6.1.14. SS7 Signature

For every TCAP Begin, the second Invoke is added containing the TCAP signature.

rMaesie ‘ Y « INVOKME T18FFI
______9 Fwﬂ In VoW & I“*{r Fw .):f!f

Figure 6.1.14 - 557 signature

6.1.15. SS7 Signature Algorithm

1. Only TCAP Begins are signed
2. Check if the TCAP already contains some TCAP Invoke signature component. If not, sign it.
3. TCAP signature component will contain:

a. Version

b. Timestamp

c. Signature
4. Signature is calculated:

a. String dataToSign = calling_gt_digits + called_gt_digits + timestamp + tcap_layer

b. String tcap_layer = baseé4(tcap_component_1) + ... + baseb4(tcap_component_N);

c. String dataToSign is then hashed (currently in code SHA256WithRSA is used)

6.1.16. SS7 Signature Example

TRAZL IWAT-G4-0T.. 2344 434 FOUR [ TR ASPUR
73326 MAT-84-87_ 3434 344 FEUs [ TB ASPUR_ACK
THA2E NAT-04-07_ 3434 riaa POUS [ 04 NTEY
TRAZE IWAT-G4-A7, Faus [

TIAI0 IN1T -0 07 P [

THAAE AT -840 FOLA |

o -
] =

¢ [Expert Info (Warn/Malforsed): Unknows imeokelaba 188] &3 B A8 81 AR &9
“Halformed Pachut> 19 Bp 22 &5 B8O 11
b Streas Central Trassmisilon Probscal @0 11 84 11 11 11
¢ HTP 3 User Adaptabion Layer 55 B8 82 & 1e 29
¢ Sipeallisg Comnection entrol Part ag 11 68 & 80 &2
v Tramsaction Capabilities Applicalion Part o0 01 82 &< 01 BA
= GEM Mobile application BB 21 11 11 11
» Component! inwoke 1) [T i1 11 1 &4 67 31
= G5M Mobile Apglication ] @7 B al 0o 82
= Component: imwnke [1] (SR of ic o7 b &h
= Anvoke G200 i
tnvoralb: 1 [T

w opbode; localvalue (B} R22a
localvalue ! wndllocated (168 6230 B

¢ [Expert Info [Warn/Malforsed): Unknows invokeDsta 199] G250
<Halformed Packoi= G260
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6.117. DNAT to Honeypot

After detecting an attack the FW will perform DNAT for a defined time period for the attacker’s
GT.

By this approach the signaling honeypot can process the messages and send back the fake
results. Additionally most time the attacker performs first the vulnerability probing of the target
network and only if the network is vulnerable then conducts the real attack. Honeypot could
also be enabled to capture such latter messages and multistage attacks performed by the
attacker.

Interesting data collected on the honeypot could be who is the victim of the attack, the attack
parameters (e.g. call forward to number or gsmSCF address) and to collect the whole attack
sequence.

From the attacker's perspective the interpretation of the results would become more difficult
because it could be expected that also fake results could be returned from the networks.

Figure 6.1.17 - DNAT to honeypot

6.1.18. DNAT to Honeypot Example

Calles Party Abaress length: 11 a [ C000 bb oa ) bb oo 0 B 99 09 DD B0 0 BE 08 &5 B2 ..
w Called Party agdress [11 Byles) W0 B Ac 90 B A0 83 A8 B4 3b ca VT 00 0O 91 TP 0B .
* Address Iedicator GEI0 BR B @9 2B Bd fa 15 34 ea 7O B0 @5 00 59 B2 B3,
SubSyston Nusber! MSC (Moblle Seitching Center) (@) G030 bR Ao BD Bo 16 Be BB 99 0 B3 90 B3 BO 93 01 BB

atalled or Calling SubSysles Rusber: MSC (Meblle Seilching Centar] [B)= COAD i1 0L S0 B9 00 Te 0 09 00 DB 00 o0 00 &4 GF 18 ...

[Linked to TCAF, TCAF 55N linked to G5M_MAER] G658 BR Gb &% BA BA @1 PR 68 &9 BZ B3 @5 PO 65 @R AR .k,

= Global Title @ed (9 bytes) @668 BE Bo 19 Bb 12 & B8R 11 ﬂmﬂl aas

Trasdlarion Typa: Sxbd GOT0 13 @6 &6 11 84 11 11 313 11 0

BRA1 ... = Memhering Plan: 50N telephomy |Bedd ) e PR AR @G B3 Gh 1a FR 1A & BT BA 11 A6 85 81 A1 .

coo. BBE] = Encoding Gchewe: BOD, odd nuster of digits (8=B1) 900 Bl aB @ G Bb al BB B0 &7 B4 99 &3 B1 99 BZ B3 ...

(GO0 0100 = Matire of Address Indlcates! Intersational susbor |Ba84 Goal Be 1T a3 15 82 &1 81 82 &1 B3 a3 b3 B4 8 1111 1.

GEbE 11 11 11 11 11 F1 Be 81 @8 8O rar

Calling Party fsgress length: 11
* Calling Party asdress (11 bynes)
Data lengem: B1
b Transaction Capabilitiss Spglication Part
b G598 Hobile Applicatios

: Figure 6.1.18 - DNAT to honeypot |
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6.119. mThreat

Every firewalled event can be anonymized and send to mThreat. This optional capability and the
mThreat URL should be first enabled in the configuration file. Only non sensitive information are
sent and the IMSI and MSISDN are anonymized first. The salt used in hash function can be
changed in the configuration file.

Figure 6.1.19 - SigFW reporting alerts to mThreat

6.1.20. mThreat Example

Diashboard § mihreat A&dd  Sawe  Share Options € @ lasi Tdas ¥

P1 Security
*  a |

*

u
s ~
- — o wl
Crourt
P
A T
CE_
10T - L
T 15 - 0w
Laadei | & DpenGnsedle & Flauc Tie S
secp_caling gLheyword:  Cownt dimmuter orig realm keyword: Cou | teap ot keyword: Count diameter_cc kayword: Count
Descenading Descending Dt e Ing Descending
mmnnm 1923 exthangeChenl exampleorg 1al . ] 23 ns LS
4 24 LFd ) b
12 Fi) neg L F3
24 Z8 o

Figure 6.1.20 - mThreat Ul using Kibana and Elasticsearch example
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6.2. Open Diameter Firewall

A similar functionality has been developed for the Diameter protocol for 4G/LTE networks.
Similar capabilities are included.

6.2.1. Architecture

Frames are forwarded on the SCTP layer. Filtering is possible up to the application layer
(Diameter layer).

Figure 6.2.1a - Diameter Firewall decoding

Firewall is acting like SCTP server and SCTP client, without having a Diameter Address. The
Diameter CER, DWR, DPR or forwarded. Below the direction of establishing links and
associations is illustrated.

Figure 6.2.1b - Diameter Firewall connections
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6.2.2. Deployment

Possible deployment can be loopback on DRA towards the FW. Also other deployment scenarios
could be FW deployed directly on the link or FW just protecting a single network element.

VPLMN DRA FW HPLMN

-y

VPLMN DRA FW HPLMN

Figure 6.2.2 - Diameter Firewall deployment

6.2.3. Diameter Encryption Flow

The below figure illustrates the encryption flow. The principles are similar to SS7 FW, with the
difference that the encryption is on AVP level in Diameter protocol.

DRA#1 Fr#l Fiw# DRA#Z

Request Diameter

FWl: Dest Realm matched with
<Realm, Public Key=>

Encrypted Diameter

FW2: Dest Realm matched with
=Realm, Private Key=>

Request Diameter

DRAS] Fieiit1 Fidt 2 DRANZ

Figure 6.2.3 - Diameter Encryption Flow
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6.24. Diameter Encryption Algorithm

1. Encrypted is on the Diameter AVP level
2. Not encrypted AVPs are the AVPs required for IPX carriers (mainly host, realm, route)
3. Encrypted is the following payload for every AVP:
a. version (4 bytes)
b. encrypted( timestamp (4 bytes) + avp_bytes ) // If the key is short the multiple
similar blocks are created
4. Encryption algorithm should be mapped with version. Currently in the code only
RSA/ECB/PKCS1Padding is used
5. Timestamp is verified after decryption to prevent replay attacks

6.2.5. Diameter Encryption Example

187 67, S3RIBAZeE  12T.0.08.1 27841 DIAMET. 407 ced=36PF-MoEify Eequest(323] Flaqs=R--- appl=iGFP Sla/56a|16T7TT250] hih=4ad03TT; epe-0rIneall |
§a§ 67, §31280107 137.8.8.1 1zZr.e.%.1 DI&MET A7 GALK cme=IGPF-Nobify Answer(333] FI H?!- -E- appl=IGFF SEIISASHHHT?T!M:- hih=daiB27Tc = Ze=iTiGea1]
151 62, FARIEIISL 13T.0.8.1 127.8.8.1 DIAMET. 1331 SADK cma=IGPF-Notify Anwer(123] flags=--E- appl=IGRP SEACSBA[18TPTIN1) RF=dmiSZTTc elecEriaea1]
1N 62, PATRIMAIT  127.8.8.1 127,0.8.1 DA T 470 SALN cmsE=IGPP-Bobify lullunr['lil'll fings=--E- mepl=IGRR SEAS8a18TFT251) RIN=ARINI7TC @ le=tTia0011
3 T.0.8.1 @.1 - 1]

IT_H.0.1 1 ] 1
1 &'d 1ir.0.0.1 L0.8.1 Hin ] app 2 1] 8
1E% G2, ESHRDAT LT.0.0.1 127.8.8.1 DLAMET 35-'] Kl.lhﬁ. cn—!’]ﬁ' l.'p:il:i -LisZalien Mlunrrﬁ:ll'ﬂ I'I.ﬁgs lpp] :H:IW Sha/558( 18TTTIS1 ) ni‘n-lMSl:?Ju -ih-
168 A1 M PITIEL 1T 8.8.1 127.8.8.1 DIAMET. 1418 SACK cmd=B0P0.UpSala-Lozatlen Andwar{318] flagss. Eppl=30M0 362568 18T7TI51 ) NiN=dadQITTd o du=
iTY ¥ AITEIS 13T 8.8.1 127.8.8.1 DLAET. 350 SACK cmd=0PP. UpSala-Locatlon Andwdr(318) flagss. E- Eppl=30M0 362568 18T7TI51 ) Nin=dadQITTd o du=
iBE OF B5IEI3ES 1T 8.8.1 127.8.8.1 DLAMET. 142 emd=Dayice-Watchooy Paquesti28d] rflage=A--- wppl-Dismctor Comeon Mossages(d] hin=Sa4007cd abasT Do
SE7 G MEVESBME 137.6 4.1 127081 OIASET. 143 omdsDavice ‘Watchoog Paquest)2Bd) flags=A-.. mppl-bissetor Comson Mossagesid] hih=dadilfcd albes=?bni
1B 07 BOEQ&4ES 137.0.0.1 i27.8.8.1 DIAMET. 142 epdsDevice Watchooy Paquesti2Ed)] flagssf-.. appl-Diamctor Comson Mossages(d] hih=Sad00fcd obes7beg
iEs 0. 99037596 137.8.48.1 127.8.8.1 DIAMET. 164 BACK ces=Dovios Matchdog Answer( B3} Tlagss appl=Dipmster Comnon Massagqos]®) hinada0ifcl ade=
10§ 0. pOEATIGG 137.8.8.1 127881 DIAMET. 164 GACH cms=Davioe Matchdog Answer(1B%) Tlags= appl=Dipmeter Coweon Messagqes{®) hin=dad0ifcl ede=
191 9. PACiEGsEG  L37.8.8.1 izZ7.eea DIAMET. 105 GADH cmg=Davice-Matchdog Answer( 185} flags=---- appl=Dipeeter (omeon Messages{®) hZh=1a83Tc] ade=

-

Flags: Gwid, FBegquest
Command Code: 318 IGPP-Update-Location

Epplicatisnld: 3PP Shas58d | 16777281)

Hap-try-Hop JdenEifjer; Gxdsd@37Td

End-tn-[nd TdenEiFier; GArI0eE14

[Arwwer In: JEA]

Session-10¢ 3634 LedR Fr-M- valeCratedByDisme berliveClisss -1 4937 750088T
unlna-m:l.lhl Lel38 fo-.- valedSedqtadalSaIiaT THAIERAS 1601 90802 AT LIRS 1EI4ITE, .,
Destinatlon-Hesr| FE) =38 f=-d- wal=gas: /7137 0.0.0: 5688

Unikniesd| 1008] 1=138 f=-.- val=305001007 1006 THL A0 SIEI M Rub uf b0 B4c cCafansor. .
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Uninewn| 1108] l=138 fe-.. vale £l =7
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Figure 6.2.5 - Diameter Encryption Example
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6.2.6. Diameter Encryption Autodiscovery

DRA#1 Firi#l Fu#2 DRA#Z

Request Diameter

Fv#l: Dest Realm not matched with
<Realm,Public Key>

Request Diameter

R

Request Diameter

Key Autodiscovery start |

Request Autodiscovery (CC 999)

FwW#2: Dest Realm matched with
<Realm,Private Key=

Sending back:

Realm + Public Key

Result Autodiscovery (CC 999)

Key Autodiscovery end
Fw#l: Updated <Realm, Public key= tabl

ir]

Request Diameter

Fvi#l: Dest Realm matched with
<Realm,Public Key=

Encrypted Diameter

FW#2: Dest Realm matched with
<Realm,Private Key=

Request Diameter

DRA#1 Fii#1 Fuw#2 DRA#HZ

Figure 6.2.6 - Diameter Encryption Flow

6.2.7. Diameter Signature Algorithm

1. Only Diameter Requests are signed
2. Check if the Diameter message already contains some Diameter signature AVP. If not, sign it.
3. Diameter signature is Octet String of the following:

a. version (4 bytes)

b. timestamp (4 bytes)

C. signature
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4. Signature is calculated:

a. String dataToSign = getApplicationld + ™" + CommandCode + """ + EndToEndIdentifier + "

+ timestamp + diameter_layer;

b. String diameter_layer = SORT_STRINGS(base64(avp_1) + ...

I= RECORD_ROUTE

+ baseb4(avp_N)); // for AVP

c. String dataToSign is then hashed (currently in code SHA256WithRSA is used)

6.2.8. Diameter Signature

348 153, 3415162 1 B.1 DIAMET. 33 crd=3GPF-Ruthentication-Infermation Anywer(318] flages=--E- appl=IGFP 5Ga 563 16T7TE]] hih=4m40073
ITH %, TN 1 VB DIAMET, AR] crd=3GPF-Motify Eequest [123) Flage=R--- appl=36FF 5Ea/GEA(IGTTIZHL] hIh=Sa852705 ede=GIH90801 |
74 259, BRETIZRET .1 .81 DIAMET 607 CcrozIGRR-Mabify Eeguest [323) Flage=R--- appl=26PP SEa/SEA{167T7Z81] hZh=Sads27R5 elezGrSeaEql |
%%, pATISA 1 .1 8.1 DIAMET 467 crd=IGRR-Mak ify Beguest [127) Flage=R--- appl=DGPP SEa/SEd(1EITIZ51] KIh-&ad32T05 ele=BrSE0E1 |
.1 0.1 DIAMT 474 SALE cms=IGPR-ROLiFy Anveer[120] Flege=--[- sppl=1GPP SEa/SE31BTTIZ81] MIh-AadEa TS ele=ArSooall
.1 0.1 DIAET 478 SACE emenIGPR-ROLLFY Afvieer (23] Flagee--E- sppledGRP SeasS6a016TTYIS1] MihedadBd TS wlesfrsmal
.1 L1 DIAPET 404 SALK cmd=30PP-MOLLFY Afciesr[333) Flaga=--E- sppl=09P SeasS6a0161THI51) ran-4adBTas ele-6r5mHal
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Figure 6.2.8 - Diameter Signature Example
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7. Closing Remarks

The currently released version of the SigFW should be understood as a research
project/reference implementation and not as an operational ready solution. The work as well as
the filtering capabilities and the confidentiality/integrity protection schemes should be evolved
further to find a solution which is addressing both operational and security needs.

By this open-source approach we hope we can help to improve the SS7/Diameter security and
this project adoption can also help to reveal the source and origin of these SS7/Diameter
attacks. The SS7/Diameter security is affecting all mobile users worldwide. We believe that open
source is the right way for security and should be adopted also in the telecom field.

As it is seen, the current work has been created thanks to Telestax open-source signaling stack
and Wireshark, Elastic projects.

71. VM Architecture

VM is available for download at https://qithub.com/Plsec/SigFW /wiki/VM

Ubuntu Server
ethO management
eth1 signaling (possible to configure the firewall here)
eth2 passive signaling (used by tshark to feed the VM in passive mode)
Installed ElasticSearch, Kibana
All firewall modules as systemd services
On localhost running SS7ClientLivelnput - > SS7Firewall -> SS7Server
pcap -> tshark -> SS7ClientLivelnput
eth2 -> tshark -> SS7ClientLivelnput
eth2 -> tshark -> curl -> ElasticSearch -> Kibana

7.2. SigFW Use Cases

The below figures illustrate high-level use cases of the SigFW. The figures outline the use of
SigFW for standard filtering capabilities, the confidentiality and integrity protection of the
signaling and also the DNAT towards the honeypot.
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Figure 7.2a - SigFW filtering and confidentiality and integrity protection of signalling
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Figure 7.2b - SigFW forwarding the attacker to honeypot
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8. Related Open Source Contribution

8.1. Tshark to Elasticsearch export and security monitoring with Kibana

We would also like to highlight the contributed patch to the Wireshark project. These features
are used in the SigFw VM.

Wireshark is capable of exporting decoded packets in json format. Additionally the tshark can
export json format and also elasticsearch json which can be directly imported into elasticsearch
cluster.

This could enable tshark as a signaling probe and perform signalling monitoring as illustrated on
the following figure.

b

wha :-I..-

Port-mirrored traffic
into tshark probe

I Collecting tshark |son files

Various Statistics
Security Dashboards

Figure B.1a - tshark with Elasticsearch

The monitoring could be for network functionality or troubleshooting reasons but also could be
used for security monitoring. The light solution could be just using Kibana dashboards for
security monitoring.
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The following figures illustrate signaling monitoring in Kibana and simple Dashboards.

-7
"
L]
L
L T
L]
L
T
i
L
L
-
-

) oy ~

Figure B.-1c - tshark with Kibana example 2

More details can be found on https://sites.google.com/site/h21lab/tools/tshark elasticsearch.
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10. Annex

101. SS7FW VM readme

Signalling firewall and monitoring appliance

Interfaces:
enplal = management (55H, Web)
enplald = signalling (S57FW could be reconfigured here)
enpla% - passive signalling (port=mirrored traffic)

To access Kibana:
http://<host>:5601/

To access ARPI
httpa://<hosat>:8443/287fw_api/l.0 get_status

To check if services are running:
gudo gervice tshark to =a7fw status
gudo gervice tshark to ek status
sudo service s537fw status
sudo service salserver status
zudo service =g3Tclient status

To replay the pcap on passive interface:
sudo tcpreplay ==-intfl=enpl=s9% sigtran.pcap

Description:
By default the S5TFW iz in passive mode.
Tzhark i= capturing traffic on enpls% and pushing into ElasticSearch.
Second instance of tshark is pushing capture into named pipe of SSTFW.
The SSTFW consist of ssTclient, ss7firewall, ssTserver. ssTclient replay
the captured traffic from enplsd towards ss7firewall and ssTserwver on
localhost.

S5TFW is located in Jopt/saTiw/

Before first run or if the IP has changed, modify /etc/kibana/kibana.yml™

To access logs:
tail -f fopt/esaTfw/oaTfw/sa7iw. aaT7fw-core jar 1.0.0-SMAPSHOTSss7fw.log
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10.2. SS7FW Configuration Example

{

"operator_configuration": {

"Home_GT_prefixes_comment": "# Identification of HPLMN network, used to identify incoming and outgoing
traffic of HPLMN",

"Home_GT_prefixes": [

gy

I8
"Home_IMSI_prefixes_comment": "# Identification Home IMSI range for HPLMN network, used to identify home
subscribers”,
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