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Executive summary

The Underground ransomware is the successor of the Industrial Spy ransomware and was
deployed by a threat actor called Storm-0978. The malware stops a target service, deletes the
Volume Shadow Copies, and clears all Windows event logs.

The files are encrypted using the 3DES algorithm, with the key and IV being encrypted using an
RSA public key. The ransomware deletes itself after the file encryption is complete. The extension
of the encrypted files isn't changed, but four specific bytes are added at the end of them.

Analysis and findings
SHA256: d4a847fa9c4c7130a852a2e197b205493170a8b44426d9ec481fc4b285a92666

The malware retrieves the command line arguments using the GetCommandLineW and
CommandLineToArgvW functions:

i | ° FF15 F32E0000 €&l qword ptr ds:[<&GetCommandLinew:]
) | < 48:88BC8 mov rcx,rax
: | © 48:8D15 8D0OBO100 lea rdx,qword ptr ds:[7FF7299E4CC4]
i o FF15 D3310000 €all qword ptr ds:[<@CommandLineToArgvi:
Figure 1
The ransomware can run with a single parameter, which represents a single directory to be
encrypted.
The GetWindowsDirectoryW API is used to obtain the path of the Windows directory (see
Figure 2).
. TEEyaoaneae Eg;ggéogggsomu Tea F:::z;’.\"z;ra ptr ds: [7FF7299E4908)] Default (x64 fastcall) ~|[s 200 unlodked
B FF15 A12F0000 call qword ptr dg: metwindovgsnirector) 1: rcx O0D07FF7299E4308 malware.00007FF7299E4908
. : 803D EAFA0000 F1 cmp byte ptr ds:[7FF7299E3C60],F1 2: rdx 0000000000000208
Figure 2

The malware implements the obfuscation technique called “stack strings”, which splits plaintext
strings and constructs them at runtime:

Gg—>e C74424 34 65006E00 mov dword ptr ss:[rsp+34],6E0085
° 7FF72 7 33C9 Xor ecx,ecx
° 7 C745 80 76007300 mov dword ptr ss:[fr 80
© 7 C745 84 73006100 mov dword ptr i
© C745 88 64006D00 mov dword ptr
° C745 8C 69006E00 mov dword ptr
° C745 90 2E006500 mov dword ptr
° C745 94 78006500 mov dword ptr
o )7 C745 DO 64006500 mov dword ptr
° 7 C745 D4 6C006500 mov dword ptr
° 7 C745 D8 74006500 mov dword ptr
° 7 C745 DC 20007300 mov dword ptr
< 7 C745 EO 68006100 mov dword ptr
° 7 C745 E4 64006F00 mov dword ptr
e C745 E8 77007300 mov dword ptr
° )7 C745 EC 20002F00 mov dword ptr
o )7 C745 FO 61006C00 mov dword ptr
° 7 C745 F4 6C002000 mov dword ptr
° 7 C745 F8 2F007100 mov dword ptr
° 7 C745 FC 75006900 mov dword ptr
« 7 C745 00 65007400 mov dword ptr ss:
Figure 3

The malicious process deletes all Volume Shadow Copies using vssadmin.exe tool:
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€745 FC 75006900 mov dword ptr 075 i [ TR L]
€745 00 65007400 mov dword ptr 1z Fcx 0000000000000000
66:8945 04 mov word ptr 4 3 2: rdx 000000822C6FEEBD L “open
48: 894424 20 mov_gword ptr sp+20§, rax 3: r8 000000822C6FEF00 L"vssaﬂv\ln exe’
FF15_021A0000 | €ain aword ptr ds:[<asneliExecutewsI | v|4: r5 000000822C6FEF50 L"delete shadows /a1l /quiet™
B2

[rsp+20] 0000000000000000

aword ptr ds: [00007FF729907308 <malware.&shellExecutew>]=<shel132.shellExecuten> il

Figure 4

The time limit for disconnected RDP sessions is modified using the ShellExecuteW method, as
highlighted in Figure 5.

€785 FCO00000 300020¢mov dword ptr 3 1 10000000000000000

€785 00010000 2F0020¢mov dword etr ) 2: rdx 000000822C6FEECO L™ open

€785 04010000 660000( mov_dword p 66:'f* 3: rs uoooouszxeFEEEG L'reg.e

FF15 50170000 cann mrd ptr ds-[<&she| Euecu:e»] | v 6FEF90 L"add HKLM\ \SOFTWARE\\Policies\\Micr

: 000000:
> 51 (rspvzoj ooooooooo()oooooo

qword ptr ds:[00007FF729507308 <malware.&shellExecutew>]=<shel132.ShellExecutew>

. Text:00007FF729905672 malware.exe: $15872 #14F72

000700060005

oump1  @oump2  Whoump3  Woumpd  Whoumps @ watchi  bellocs P stuct 0004
p—— 000B8000A00090008

Address Hex ~
mmu 0 24 00Teq 0020 c0l4a 0 38 ooTac o0 1 o0 8 o
000000822C6FEFAD | 5C 00 4F 00 46 7 00 52 X 0017001600000000
000000822C 6FEF8O| 45 00 5C 00|30 00 6F ] (83 00 €9 ¢ ) 00E00650070006F
000000822C6FEFCO| 65 00 73 00(5C 00 4D ¢ 00 6F 001F001£00100000
000000822C6FEFDO : 00GE00650070006F
000000822C6FEFED 64 X 0027002600250000
000000822CEFEFFO |54 > 002400290028
000000822C6FF000 | 20 ) 002F002£002D002C
000000822C6FFO10| 73 | 002£006700650072
000000822C6FF020 | 78 ) 0000006500780065
000000822C6FF030 | 65 X ) WZBW!AQO‘Z,W!E
000000822C6FF040 | &0 5| 003F003£003D003C
000000822C6FFO50| 45 > 0 7 7
0061001 3007300 5
000000822C6FFO60 | 20 006E00
000000822C6FFO70| 39 « o 7
000000822C6FF080| 2F 00 20 00|66 00 00 00|EZ 62 £8 871D ZF 00 < . DOSSW GDOGSOOZE

Figure 5

Finally, the binary stops the MSSQLSERVER service:

€745 CO 20002F00 mov dword ptr ss |1 Fex 0000000000000000
€745 C4 66002000 mov dword ptr s 2: rdx 000000822C6FEEDO L"open”
C745 C8 2F006D00 mov_dword ptr 3: ré 000000822CEFEEFO L"net.exe”
FF15 E5160000 | cal1 qgword ptr st c | v | 4: ro 000000822CE6FEF20 L"Stop MSSQLSERVER /f /m"
*le R T R 2 > | 5: [rspr20] 0000000000000000
oword ptr ds:[00007FF729907308 <malware. ExecutewsT=<shell3z. Executews 1

Figure 6

The process creates a new thread that executes the StartAddress function:

| . 45:33C9 xor r9d,rsd =L < 2
i © 48:894424 28 mov gword ptr ss:frsp s
| o 4C:8D05 86020000 lea rs,quord ptr ds: Trrr7oma418) Default (x64 fastcal) s & 101 unioc
{ . BA 00803E00 mov edx, 3E800 rcx 0000000000000000
! “ 897424 20 mov dword prr s Brsp-20], esi 2: rdx _00000000003E8000
: o 33C9 XOr ecx,ecx 3: I8 00007FF729304418 malware.00007FF7299D4418
FEg——e FF15 4D2F0000 €aY) qword ptr ds:[<eCreateThread>] ] v|4: rs 00000000
i . e |5: [rsp+20] DOOGOODOOOOODODO

> |
|

qword ptr ernel32.creat;

Figure 7

Thread activity — StartAddress function

The ransomware embedded an RSA public key that will be used to encrypt the 3DES key and IV:

803D 14F70000 1iF cmp byte ptr ds:[7FF7299E3850]1F
44:8925 41050100 mov dword ptr ds:[7FF7299E4984],r12d
v 74 75 je malware.7FF7299D44BA
34050100 mov dword ptr ds:[7FF7299E4980],r12d
2D1E0100 lea rcx,qword ptr ds:[7FF7299E6280]

byte ptr ds:([malware.00007FF7299E3850]1=0

- Text:00007FF7299D4435 malware.exe: $14435 #13835

@Yoump1  @Ypump2 @YDump3 @Y Dump4 @M Dump S @ watch1  Ix=| Locals :)’ Struct

Address Hex __|ascIx
00007FF7299E3850 04 00 OO|DA OC 94 D9|BB 2A 3F 28|75 E7 CF EB|....U..U»*?(ucié
00007FF7299E3B60|35 26 70 BA|DC DC 73 67|24 82 BS B&|41 FA 7D ED s&pﬂH)sgS. L AU
00007FF7299E3870| 88 D2 1C E1(3D 11 9F 2B(FA 33 AB

00007FF7299E3880|B5 CC A2 01|9A EF DE DC|8D AA B4

00007FF7299E3B90 | FE 17 9F 41|4F 82 F7 32|BF D8 €9

00007FF7299E3BAD| 7F 4F E6 8B|54 C6 7D CB|62 82 FD

00007FF7299E38B0 |03 48 11 AC|E5 SE 54 93|68 10 OC &: 84 94

00007FF7299E3BCO |63 45 44 F6|4D BF DF A3|86 E6 D1 07|DA 8F CF E8|CEDGMiBE.2N. il i&
00007FF7299E3BD0|F4 EE 62 C3[00 00 00 00|00 00 0D 00|00 00 00 00| 6TbA............
00007FF7209E3820( 00 00 00 000 00 00 00|00 00 00 00|00 00 00 00| - :
00007FF7299E38F0| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| . <
00007FF7299E3C00| 00 00 00 00(00 0O 00 00(00 00 00 00|00 0O 00 00| . 5
00007FF7299E3C10 (00 00 00 00|00 00 00 00/00 00 00 00|00 00 00 00| . .
00007FF7299E3C20(00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00 . g
00007FF7299E3C30|00 00 0D 00|00 0O 00 00|00 00 0D 00|00 00 0O 00| . .
00007FF7299E3C40|00 00 00 0O[00 0O 0O 00|00 00 0O DO|00 00 00 00 . 3
00007FF7299E3C50 00 01 00 01100 00 60 00/00 00 00 00100 00 00 00 . X

I

gure 8
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The ransom note content can be also identified in the malware’s body:

The executable computes the MD5 hash of the RSA modulus, which represents the victim’s ID:

Address

ASCII

00000220D321A0C0O
00000220D321A0D0
00000220D321A0E0Q
00000220D321A0F0
00000220D321A100
00000220D321A110
00000220D321A120
00000220D321A130
00000220D321A140
00000220D321A150
00000220D321A160
00000220D321A170
00000220D321A180
00000220D321A190
00000220D321A1A0
00000220D321A1B0
00000220D321A1C0
00000220D321A1D0
00000220D321A1E0

Figure 9

The uUnderground
team welcomes yo
u! ..wWe would
1ike to inform t
hat your network
has been tested
by us for vuline
rabilities
oor network secu
rity could cause
your data to be
Tost forever...
.Your files are
currently encry
pted, they can b
e restored to th
eir original sta
te with a decryp
tor key that onl

C701 01234567 mov dword ptr ds:|rcx],6745
C741 04 89ABCDEF mov dword ptr ds:[rcx+4],E CDABS9
C741 08 FEDCBA398 mov dword ptr ds:[rcx+8],98BADCFE
C741 0C 76543210 mov dword ptr ds:[rcx+C] ,iuS:Sk‘G
c ret

.text:00007FF7299D24F3 malware.exe: $124F3 #118F3

% Dump 1 4% Dump 2 @4 Dump 3 g4 Dump 4 4% Dump 5 @ watch 1 |x=] Locals 2 struct
Address | Hex | ASCII |

000000822D1FEC70 |01 23 45 67189 AB CD EF|FE DC BA 98/76 54 32 10|

44:8043 7F
48:804C24 60

S [EEEETEEE &5 20100000

48:8015 S5E1C0100

lea rsd,qgword ptr
lea rdx qnord Dtr
lea rcx,qwor

Figure 10

d ptr ss:frs
|canl ma'lware 7:F'zs§)szsc = |

L#EQ.«I1DbU°. VT2, |

ik

malware.00007FF7299D635C

. TeXT:00007FF729904628 malware. exe: $14628 #13A28

Ix=] Locals

@oump1  Poump2  @oump3  YDump4  §HDumps %Waedu # Struct
Address He ~
00007FF7299E6254 DA OC 94 D9|BB 2A 3F 28|75 E7 CF EB|35 26 70 BA 6 E-?Eu;!euo'
D00O7FF7299E6294 |DC DC 73 6724 82 B8 _AII}'I l
00007FF7299E62A4 (3D 11 9F 2B|FA 33 AB 49/15 05 29 20
00007FF7299E6284
00007FF7299E62C4
D0007FF7299E6204
D0007FF7299E62E4
0D000TFF7299E62F4 | 4D BF DF A3/86 £6 D1 07 DA 8F CF E8/F4
Figure 1

The ransom note containing a TOR link and credentials is modified to include the above victim's

ID:

€X 000000822D1FEC70
: rdx 00007FF7299E6284 malware.00007FF7299E6284
i r8 0000000000000080
r9 0000000000000000
[rsp+20] 0000000000000000

10000000000000000
0000000000000001
0000000000000000
0000000000000000
0000000000000000
& | 0000000000000000
0000000000000000
& | 0000000000000000
0000000000000000
0000000000000000
0000000000000000

Address Hex ASCII
00000220D321BC70| 63 68 61 74|3A OD DA 6C|6F 67 69 GE|20 74 6F 20|chat:..login to
00000220D321BC80|79 6F 75 72|20 61 63 63(6F 75 G6E 74|0D DA 28 54|your account..(T
00000220D321BC90|6F 72 20 42|72 6F 77 73|65 72 29 OD|DA 68 74 74|0or Browser)..htt
00000220D321BCAO| 70 3A 2F 2F |75 6E 64 67|72 64 64 61|70 63 34 72|p://undgrddapc4r
00000220D321BCBO

00000220D321BCCO|71 66 76 6D|67 79 63 75|76 69 6C 67|77 62 35 75|qTvmgycuviigwbsu
00000220D321BCDO| 78 6D 32 35|73 78 61 77|61 6F 71 64|2E 6F GE 69|xm25sxawaoqd.oni
00000220D321BCEO| 6F 6E 2F 20|20 20 0D DA|79 6F 75 72120 6C 6F 67 |on/ L og
00000220D321BCFO| 69 GE 3A 20(20 20 20 20|20 79 6F|1in: yo
00000220D321BD00|75 72 20 70|61 73 73 77|6F 72 64 3A|20 20 20 37|ur password: 7
00000220D321BD10

00000220D321BD20| 79 6F 75 72|20 49 44 3A[20 64 63 36|63 62 38 39|your ID: dC6Cb89
00000220D321BD30| 35 65 31 36|38 31 63 37|31 36 66 63|62 62 65 61|5e1681c716fcbbea
00000220D321BD40| 35 37 61 38(34 31 37 61|32 00 00 00|00 00 00 00|57a8417a2.......
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The FindFirstVolumeW API is utilized to begin scanning the volumes on the machine:
e |loc F 04 BA 04010000 mov edx
‘m—»-meim Fris 27270000 \lim“féuoﬁﬂu-"& 2an i narir Stvolumessal

Figure 13

1: rcx 000000822D1FECDO
2: rdx 0000000000000104
3: r8 0000000000000008

The malicious process obtains a list of drive letters for the specified volume via a function call to
GetVolumePathNamesForVolumeNameW:

>
qword ptr ds:[oooownzmroao <malware. &GetvolumePathNamesForvolumeNamew>]=<kernel32.GetvolumePathNamesForvolumeNamew> |

41:88 05010000 105 1: OOOOOOBZZDIFEWO L"\\\\?\\volume: 90b209-0000-0000-
48 8095 Doomono qword ptr ss rl 1 2: rdx 0000008220 1FEE|
8D4D qv. rd ptr ss: 1 3: r8 0000000000000105
FFlS FF27DOOO [Cl'n Mrd ptr ds: [<&5ewo]une?ath~amesl V| 4: r9 0D0D0DDD822D1FFC58
s: [rsp+20] 000002200322CFBO

Figure 14

GetVolumelnformationW is used to extract information about the file system and volume
associated with the drives:

3302 xor edx, edx 1i rcx 00000220031ED020 L \\\\7ANC: ™
4C: 896424 20 mov qword ptr H [ 3,r12 2: rdx 0000000000000000
48:88C8 mov_rcx,rbx ex:L \\C: 3: r8 0000000000000000
FF15 6A270000 | €a¥¥ gword ptr ds:[<aGetvolumeInformationw:> V[ 4: rs 0000000000000000
| e > §: [rsp+20] 0000000000000000
aword ptr ds:[00007FF729907078 <malware.&GetvolumeInformationw>1=<kernel32.GetvolumeInformationw>

Figure 15

The ransomware continues the volume search by calling the FindNextVolumeW method:

41:88 04010000 |mov rs 4 1 rcx 0000022003230600
48: 8055 CO ﬂea rd guded pte ss:frbp-40] 2: rdx 000000822D1FECDO L™ 7\\Volume{fb30b209-0000-0000-
48:88CF i 3: r8 0000000000000104
FF15 €3260000 \:a‘l'l quord ptr ds:[<aF indNextvolumew>] | v| 4: r9 0000000000000001
5: [rsp+20] 0000000000000000
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Figure 16

For each of the drives to be encrypted, the binary creates a thread that handles the files
encryption (Figure 17).

44:896424 20 M\u\. aword Bt ss:§rsp+20§,ri2d | 1: rcx 0000000000000000

30, or edx, 2: rdx 0000000000000000

3: r8 00007FF729302F84 ma1v.are 00007FF729902F 84
4: r9 00000220031ED020 L" (i

5: [rsp+20] DUOOODOOOOGGUOOD

ok
CATY QN Bt s {<acr eateTnr eads] v

33C9
FFIs 80270000

Figure 17

Thread activity - Files encryption

The process enumerates the files found in a directory using the FindFirstFilew and
FindNextFileW functions:

48:8D9424 C0040000 |Tea rdx qnord ptr ss:|frsp+4coj 1: rcx 00000181D1F37840 L™\\\\7\\C:\\*"
49: 8BCF mov_rex,ri rex:L PAN\C:\\*", ris:L ’2: rdx 00000036FGDFF7B0
FF15 E23F0000 €A1 Gword PR HSI[<eFindFirsteilens] 3: r8 0000000000000030

Figure 18

48:8D9424 C0040000
49: 8BCE
FF15 5C390000

1: rcx 00000181D1F359CO
2: rdx 00000036FEDFEEGD
3: r8 00000181D1F359C0O

mov_rcx,rid
call qword ptr ds:[<&FindNextFilew>]

lea rdx,qword ptr ss:[Ersp+4col ‘

Figure 19

The malware doesn’t encrypt a file called “VIPinfo.txt” and the folders containing the following
strings:
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e Windows

e Microsoft

e google\chrome
o mozilla\firefox
e \opera\

rdx:L"VIPinfo.txt", 00007FF

48:8D15 7E440000 lea rdx,qword ptr E?FF7A7407535] 1: rcx OODODD3GFEDFF7DC L"$Recycle.Bin"
48:8D8C24 EC040000 |Tea rcx,qword ptr rsp+4EC . 2: rdx 00007FF7A7407538 L"VIPinfo.txt"
E8 CD39FFFF €a1l ‘malware. 7FF7, 6A94 stricmp 3: rs 00000181D1FOCECO
P :g:ggg :gv rdx,rbx rdx:t::' ? N Sr‘é?ds« 1: rcx DD0D7FF7A7414900 L™\\\\?\\C: \windowﬁ"
i 5 H V_rcx,rax rex: \ ? :\\windows", 2: rdx 00000181D1F37840 L™ ? B $recycle
R IP e S ES8 D401FFFF Callimaiware. 7FF7A73F3390) stricmp 3: r8 000000000000000E PRI >
O 85C0 test X v | 4: r9 00000036F6DFF310
R > = 5 5: [rsp+20] 0000015C00000000
malware.00007FF7A73F3390
. text:00007FF7A7403187 malware.exe: $13187 #12587 < >
@Woump1  @Yoump2  YYoump3  Yoump4  WhDumps @ watchi  Ix-lLocals & struct 00007fl=g;A7407550 malware. 00(
00000181D1F33C70 | L™\\\\?\\C:
Address e QEEXS LS 00000036FEDFF7DC | L"$Recycle.
00000181D1F37840|5€ 00 5C 00|3F 00 5C 00|63 00 3A 00|SC 00 24 00|N.\.7.\.C..\.$. 0000015C00000000
00000181D1F37850|72 00 65 00|63 00 79 00(63 00 6C 00|65 00 2E 00|r.e.c.y.c.l.e... 3| 0000000000000000
00000181D1F37860| 62 00 69 00|6E 00 00 00[00 00 00 00|00 00 00 00|b.i.n........... -l Annnnnnnnnnanann

Figure 21

The file's extension is obtained via a function call to PathFindExtensionW (see Figure 22).

E-]—'—) [ FF15 C3400000 call gword ptr ds: [«FathFindExtensionw){ |;; rcx 00000181D1F77900
©[[00007FF7A740325D 48:88D8 mov rbx,rax 2: rdx 0000000000000000
Figure 22

The following file's extensions will be skipped by the ransomware:

| Address Hex

00000036FE6DFEOCO [2E! 00 73 00|79 00 73 00|2E 00 65 00|78 00 65 00
00000036FGDFEODO | 2E 00 64 00|6C D0 6C 00|2E 00 62 00|61 D0 74 00
00000036FEDFEOED | 2E 00 62 00|69 00 6E O0|2E 00 63 00|6D 00 64 00
00000036FEDFEOFO | 2E 00 63 DO|6F 00 6D 0O0(2E 00 63 00|70 00 6C 00
00000036FE6DFE100 | 2E 00 67 00|61 00 64 00|67 00 65 00|74 00 2E 00
00000036FGDFE110( 69 00 6E 00|66 00 31 00|2E 00 69 00|6E 00 73 00
00000036FGDFE120| 2E 00 69 00|6E 00 78 00|2E 00 69 00|73 00 75 00
00000036FEDFE130| 2E 00 6A DO|6F 00 62 O0(2E 00 6A 00|73 00 65 00
00000036FE6DFE140 | 2E 00 6C O0|6E 00 6B 00|2E 00 6D 00|73 00 63 00
00000036F6DFE150(2E 00 6D 00|73 00 69 00|2E 00 6D 00|73 00 74 00
00000036FEDFE160 | 2E 00 70 00|61 00 66 O0|2E 00 70 00|69 00 66 00
00000036FEDFE170|2E 00 70 00|73 00 31 O0(2E 00 72 00|65 00 67 00
00000036FE6DFE180(2E 00 72 00|67 00 73 0O0|2E 00 73 00|63 00 72 00
00000036FEDFE190 | 2E 00 73 00|63 00 74 0OD|2E 00 73 00|68 00 62 00
00000036FGDFELIAQ| 2E 00 73 00|68 00 73 00|2E 00 75 00|33 00 70 00

i>
A
o

A
=R
-Q rtm

METOoTCWLWVITIIDA-DANTM

e
AV WIAMLSDNNN D AT S X

TN ANPE A ETTXFQOI I -0
TTTIQ hrtnN SN

M= T< NIV I ~U-JONTAN
TTUVNTTNOQWVEWVNIOI HE O =<

00000036F6DFE1BO| 2E 00 76 00|62 00 2E 00|76 00 62 00|65 00 2E 00|.. V. .
00000036FEDFE1CO| 76 00 62 00|73 00 2E 00|76 00 62 00|73 00 63 00|vV. sV C.
00000036F6DFE1IDO| 72 00 69 00|70 00 74 00|2E 00 77 00|73 00 2E 00|r. t... .
00000036FE6DFE1EOQ| 77 00 73 00|68 00 2E 00|77 00 73 00|66 00 00 00|w. essW.S.

Figure 23

The malware also skips the ransom note called “l'readmel!l.txt™

48:8BD8 mov rbx,rax 1: rcx D000017BE2AAB300 L"\\\\7\\C:\\DumpStac
49: 88DS mov rdx,ri3 NN 2: rdx 0000017BE2ABB330 L"\\\\7\\C:\\!!readme
49: 8BCF mov_rcx,ris rex:L 2\\C:\\DumpStat | 3: ras 0000000000000000

E8 CC34FFFF €all malware.7FF7A73F6A94. stricmp v | 4: ro9 0000003B6FSFF110

e e 5: [rsp+20] 0000181400000000

>

malware.00007FF7A73F6A94

. text:00007FF7A74035C3 malware.exe: $135C3 #129C3

000001

00007FF7A7407550
000017BE2A802D0
0000003B6F5FF5DC
0000181400000000
000000000000000
1| AnnAnAnnAnnnnnnann

Woump1  Yyoump2  @Hoump3  Yhoump4  @Houmps @ watchi  Ix-llocals ) Struct
Address Hex ASCIT A
0000017BE2ABB330|5€ 00 5C 00[3F 00 5C 00[43 00 3A 00|5C 00 21 0O|N.\.?.\.C.:.\.!. :
0000017BE2ABB340| 21 00 72 00(65 00 61 00|64 00 6D 00|65 00 21 00|!.r.e.a.d.m.e.!.

0000017BE2ABB350| 21 00 21 00|2E 00 74 00|78 00 74 00|00 00 00 00| !.!...T.X.Tuuunn f

Figure 24

malware.00(
LUN\WZANC:
L"DumpsStach
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A file is opened using the CreateFileW API (0xcOO00000 = GENERIC_READ | GENERIC_WRITE,
Ox1 = FILE_SHARE_READ, 0x3 = OPEN_EXISTING):

BA 000000CO | mov edx,C0000000 = % 1: rcx ODDOD17BE2AAB300 L™\ \\\7\\C:\\DumpStac
45:8D41 01 |1ea rad,qword ptr ds:[r9+1] 2: rdx 00000000C0000000

49: 8BCF mov_rcx,ris rox:L \\C:\\Dumpsta« |[3: rs 000000000000000L

FF15 0A3A0000 |€all aqword ptr ds:[<&CreateFilew-] v | 4: r9 0000000000000000

""""" - 5: [rsp+20] 0000181400000003

aword ptr ds:[0D0007FF7A7407028 <malware.&Createrilew>1=<kernel3z.Createrilew>
Figure 25

If any of the target files are opened by another process, the binary uses the Restart Manager APIs
to Kill that process.

The malware starts a new Restart Manager session using the RmStartSession function:

. 9 ‘ 3302 xor edx,edx ‘ 1: rcx ODDODD3BEF5FF100
e 48:8D8D F0190000 lea rcx,qword ptr ss:(rbp+19F0] 2: rdx 0000000000000000
E—> E8 79CIFEFF |€a1n<MP. gRmStartsession> | 3: r8 0000003BGFSFDE60

Figure 26

The ransomware determines the process that locked the target file using the
RmRegisterResources and RmGetList methods:

® || 00« 7 45:33C9 xor rad,rad 1: rcx 0000000000000000

L4 A 48:836424 20 00 and qword ptr s ‘ 2: rdx 0000000000000001

. 48:895C24 48 mov_qword pt! : 48, rbx [rsp+48]1:L TAN\C: \\Dui 3: r8 0000003B6F5FD658 &L™\\\\7\\C:\\Dumpstac
JG—e E8 S52C1FEFF | €all <IMP.&RnRegisterResources> | v | 4: r9 0000000000000000

o T ey~ T > 5: [rsp+20] 0000000000000000

<IMP.&RTRegisTerResourcess

Figure 27

4C:8D85 ES190000 lea rs,qword ptr
C785 E8190000 DADOOOJ mov dword ptr s
48:8D5424 40 | lea rdx,qword ptr
E8 23C1FEFF lcaﬂ <JMP.&RmGetL1i

Erop 1: rcx 0000000000000000
2: rdx 0000003B6F5FD650
3: r8 0000003B6F5FFOFS
4: r9 0000003B6F5FDEBO
5

: [rsp+20] 0000003B6FSFF108

“<IMP.&RmGetList>

Figure 28

The executable Kills the above process using the OpenProcess and TerminateProcess APIs, as
shown below:

48:69C8 9C020000
44:88440D AO

Imul rex,rax,29C
mov r8d,dword p rbp+rcx-60J ‘
lea ecx,qword ptr rdx+1]

call gword ptr ds:[<&OpenProcess>] | v

1: rcx 0000000000000001
2: rdx 0000000000000000
3: r8 000000000000011F
3
s

8D4A 01
FF15 EA130000 : r9 0000000000000059
20 : [rsp+20] 0000003B6F5FF108

Figure 29

3302 0000000000000090
48:8BC8
FF15 BF130000

xor edx,edx
‘ 2: rdx 0000000000000000
3: rs 0000000000000054

mov rcx,rax |
€all qgword ptr ds:[<&TerminateProcess>] |
Figure 30

GetSystemTimeAsFileTime is utilized to obtain the system date and time (Figure 31).

48:8D8C24 53090000 lea rcx,qword ptr 3 | 1: rcx ODOODODDDSCBFOFFC58
FF15 713A0000 call gword ptr ds emTimeAsFileTime>] 2: rdx 0000028BC5FD0000
48:8B8424 58090000 |mov rax,qword ptr 3: r8 000D0000FFFFFFFF
8424 54020000 |sub rax,qword p v | 4: r9 0000000000000001
B e 5 s: [rsp+20] 00000BDCO0000003
7108 <malware.&GetSystemTimeAsFileTim 132.GetSystemTimeAsFileTime>

Figure 31

The malicious process retrieves the size of the target file:
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48: 8BCE

48:8D5424 4C

FF15 22390000
894424 48

lea rdx,qword ptr ss:@rsp+4Cl
mov rcx,rsi

call qword ptr
mov dworg ptr

43C

: rdx 00D000SCBFOFEFEC

8 00000000FFFFFFFF

: r9 0000000000000001
: [rsp+20] 0D00DDBDC00000003

&GetFilesize>]
sp+48], eax

aword ptr ds:[00D007FF7274D7070 <malware.&GetFilesize>]=<kernel32.GetFilesize>

Figure 32

The SetFilePointer API is used to move the file pointer within the target file:

4C:8D4424 4C

<

lea rs,qword ptr rsp+4Cl 5 O

mov edx,dword pt sp+48f 2: rdx 000000000000001C
mov_rcx,rsi ) . 3: r8 0000008CBFOFEFGC

€all gword ptr ds:[<&SetFilePointer>] v | 4: r9 0000000000000000
R T > 5: [rsp+20] 00000BDCO0000003

qword ptr ds:[00007FF7274D7090 <malware.&SetFilePointer>]=<kernel32.SetFilePointer>

Figure 33

The last four bytes are extracted and compared with “1AY&”, which corresponds to a file that was
previously encrypted by Underground ransomware:

.text:08807FF7274D3A85
.text:08807FF7274D3ABA
.text:08007FF7274D3A12
.text:0@007FF7274D3A18
.text:08007FF7274D3A1B
.text:08007FF7274D3A1E
.text:08B07FF7274D3A24
.text:08007FF7274D3A2A
.text:0@007FF7274D3A31

mov
lea
mov
mov
mov
call
add
cmp
jz

qword ptr [rsp+948h+dwCreationDisposition], rdi ; lpOverlapped
r9, [rsp+948h+NumberOfBytesWritten] ; lpNumberOfBytesRead

réd, 4 ; nNumberOfBytesToRead
rdx, rl4 ; lpBuffer
rcx, rsi ; hFile

cs:ReadFile

qword ptr [rsp+948h+FileSizeHigh], 4
dword ptr [r14], '1AY&'
loc_7FF7274D3E42

Figure 34

The malware creates a ransom note called “llreadmel!l.txt” in every traversed directory:

] o BA 00000040 mov edx, 40000000 1: Fox 00000288CE0GAEI0
i . 45:8D41 01 lea rad,qword ptr ds:[r9+1] 2: rdx 0000000040000000
(e 49: 88CD mov_rcx,ri3 . 3: r8 0000000000000001
BF———>e FF15 88350000 |cﬂ'l qword ptr ds:[<eCreateFilew>] vl 2: r9 0000000000000000
Lo el o e 3 5: [rsp+20] 0000000000000002
['aword ptr ds:[00007FF7274D7028 <malware.&CreateFilew>]=<kernel32.CreateFilew>
Figure 35
] 44:88C3 mov rsd,ebx 1: rcx 00000 250
) 48:8815 29110100 mov rdx,qword ptr ds:[7FF7274E4BE8] rdx: "The uUnderground te: [2: rdx 00D001F5A71AD610 "The Underground
1 48:8BC8 MoV _rcx,rax N ~ 3: r8 0000000000000829
FF15 D0350000 €all qword ptr ds:[<&writeFile>] v | 4: ro9 0ooooocs768FF6BS
i < e e 3 5: [rsp+20] 0000000000000000
3
qword ptr ds:[00007FF7274D7098 <malware.&WriteFile>]=<kernel3z.Writerile>
. Text:00007FF7274D3AC2 malware. exe: $13AC2 #12EC2
5 0000000000000000
@Woump1  Yoump2  Yyoump3  YHDump4  UHDumps @D watchi  Ix-lLocals 7 struct 000001F5A71D0430
Address Hex ASCII "
000001F5A71AD610 |54 68 65 20|55 GE 64 65|72 67 72 6F |75 GE 64 20|The Underground
00D0001F5A71AD620 |74 65 61 €D|20 77 65 6C|63 6F 6D 65|73 20 79 6F|team welcomes yo
000001F5A71AD630 |75 21 20 OD|0A OD DA 57|65 20 77 6F|75 6C 64 20|u! ....Wwe would
0D0D01F5A71AD640 | 6C 69 6B 65|20 74 6F 20|69 G6E 66 6F |72 6D 20 74|1like to inform t
0000D01FSA71AD650| 68 61 74 20|79 6F 75 72|20 6E 65 74|77 6F 72 6B|hat your network
000001F5A71AD660 |20 68 61 73|20 62 65 65|6E 20 74 65|73 74 65 64| has been tested
000001F5A71AD670|20 62 79 20|75 73 20 66|6F 72 20 76|75 6C 6E 65| by us for vulne
000D01F5A71AD680 |72 61 62 69|6C 69 74 69|65 73 2E OD|0A OD DA 50|rabilities..... P
000001F5A71AD690 | 6F 6F 72 20|6E 65 74 77|6F 72 6B 20|73 65 63 75|oor network secu
000001F5A71AD6AD |72 69 74 79|20 63 6F 75|6C 64 20 63|61 75 73 65|rity could cause
000001F5A71AD6BO| 20 79 6F 75|72 20 64 61|74 61 20 74|6F 20 62 65| your data to be
000001F5A71AD6CO| 20 6C 6F 73|74 20 66 6F|72 65 76 65|72 2E 0D 0A| lost forever... A AR T GRA AR

Figure 36

The binary extracts the processor time stamp using the rdtsc instruction and generates 24
pseudo-random bytes twice. The second 24 bytes represent the 3DES key and the first eight
bytes from the first iteration represent the IV that will be used for file encryption:
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° 0000 add byte ptr [rax],al
. 0040 53 add byte ptr [rax+53],al
. 48:83EC 20 sub rsp,20
< 48:8BD9 mov_rbx,rcx
. E8 52D7FFFF call maiware.7FF7274D2F28
° v EB jmp malware.7FF7274D57F1
e 44:8B4424 40 mov r8d,dword ptr s
° 48:8D5424 40 lea rdx,qword ptr ss:
° 41:83E0 07 and rsd,7
48:8BCB mov rcx,rbx
41:FFCO inc rad
° E8 27FFFFFF €all malware.7FF7274D5718
° 0F31
© 48:C1E2 20 shl rdx,20
o 48:8D4C24 38 lea rcx,qword ptr ss:[Ersp+38j]
° 48:0BC2 or rax,rdx
° 48:8BD3 mov rdx,rbx
o 48:894424 40 mov_qword ptr ss:[rsp+408,rax
< E8 O4FFFFFF €all malware.7FF7274D5710
837C24 38 00 cmp dword ptr ss:frsp+35§,0
~ 75 C5 jne malware.7FF7274D57D8
48:83C4 20 add rsp,20
58 pop rbx
c3 ret

Figure 37

4C:8D8424 B8020000 |lea rs,qword ptr ss:frsp+ >113) UUUUUUUUUUUUULLUUULUY X5/15 EMPLY U

BA 18000000 mov edx,1& srun 00000000000000000000 X87r4 EmOTV 0
48:8D8C24 E0010000 1e%1rcx .qword ptr Ersp

E8 23F3FFFF a1l malware. 7FF727402£3¢

4C:8D8424 B8O20000 |lea r&,qword ptr Default (x64 fastcall) ad IEDU""“'
BA 18000000 mov edx,18 1: rcx 000000C5768FF660

48:8D8C24 C8010000 |[lea rcx,qword 2: rdx 000000C5768FF760

E8 09F3FFFF €a1l malware. 7FF727402534 3: r8 0000000000000010

3302 xor edx, edx V|| 4: r9 0000000000000000

B == S 5: [rsp+28] 0000000000000080

[edx=768FF760

. text:00007FF7274D3B2B malware.exe: $13B2B #12F28

W44 Dump 4

@4 Dump 1 @ watch 1 P struct

Address

&%Dump2 U4 Dump 3 &% Dump 5 Ix=] Locals 3| 0000000000000000

000000C5768FF680 |17 A4 D5 4A160 10 6E DA = 2222222222222222

Figure 38

The 3DES key and IV are encrypted using the hard-coded RSA public key, as displayed below:

4C:8D8424 F8010000 lea rs,qword ptr X 000000C5768FFBAO
48:8D5424 58 lea rdx,qword ptr dx_000000C5768FF4ES
48:8D8C24 10070000 |[lea rcx,qword ptr sp & 000000C5768FF688
E8 0OF1FFFF €all maiware. 7FF7274DZDO( v r9 0000000000000030
"""" T > [rsp+20] 00007FF7274E6280 malware. 0000
‘malware. 00007FF7274D2D0C
.text:00007FF7274D3C07 malware.exe: $13C07 #13007
@oump1  @hoump2  @HDump3  WMDump4  WMDumps @D watchi  beellocals ) Struct DEO0ROnOD00N00t
Addi Hi 00003DCO5556E96E
W;xm 68 7D|AO0 4E EC 52|CO B6 E5 AA|06 19 E9 15 ::\;IMRX 2= 2 e v
000000C5768FF698 |17 A4 D5 4A|60 10 6E DA|84 1D F5 89(02 OF E5 99| .501 .nU. OBODCOC s CBEE 748
000000C5768FF6AS |97 54 84 58/F9 61 24 A3(B7 €9 05 93|E1 FC E1 E1l.T.Xua®e.E.camaal | | 22R0ARERIRETTIRR| QRRRRRRAIAANAAAR
Figure 39
Address Hex ASCII |
000000C5768FFBAO |D7 €2 E3 CC |65 1D OC B9|3D 2F 18 1A|C2 79 84 ED 'ﬂéie.'.'=/..Ay.1
000000C5768FFBBO | 6B 2C FA 93 |6A F3 67 6D |96 31 EF 49|1C AA 51 1A k,u.jogm.:l."iI.'Q.
000000C5768FFBCO | E8 7A D6 3B|BB B6 90 78|54 37 37 60|48 A5 58 BC 03»Y.XT77 K¥X4
000000C5768FFBDO | 8F EB 7C 84|9E 4A F2 8D |EO 95 4B 83 |BA FF 6D E7 .e]..Jo a.K.°ymc
000000C5768FFBEO | FA OF 88 3F |15 E7 DO 31|D4 2F 28 CC|FD 06 F6 57 u....cDiO/(IX
000000C5768FFBFO | 6A 4A 3B F4(89 1F 7C A7 (D1 3A 33 8C|C2 57 71 4B|j3; 0..é§ﬁ. WK
000000C5768FFCO0 |10 AS F7 50|FF 00 C9 A7|F7 26 6B C6(1B 48 65 E5|.¥:PV.E§:&Kk&.Hed
000000C5768FFC10 |81 53 6F 17108 61 F6 44/CD BE 50 AD|60 D4 50 FO|.S0..aoDI%P. OPD

Figure 40

The malicious binary reads the file content via a function call to ReadFile:

FF15 28380000

EERISCVORHIPERTHSEE <R eadr il €]

44:88C3 mov rs8d,ebx 1 orex 24C
49:8BD6 mov rdx,ris4 : rdx OO00001F5A71CF410
48: 8BCE mov rcx,rsi r8 0000000000000FFO0

: r9 000000C576SFFDFS
: [rsp+20] 0000000000000000

aword otr ds:TO0007FF7274D7080 <malware.&ReadFile>T=<kernel32.ReadFile>

Figure 41

The content is encrypted using the 3DES algorithm. The implementation of the algorithm
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highlighted below:

| 48:88D3 mov rdx,rbx 51(3) UUUUUULUUUUUUUUUUUUY X8/r3 EMPTY U.

z 48:8D4D EO lea rcx,qword ptr ss:[rbp-20] ST(4) 00000000000000000000 X87r4 EmDTV O.
_g— E8 EGCIFFFF €all malware. 7FF7274D2010 < >

; 48:8093 80000000 lea rdx,qword ptr ds:"rbxfswi

i 48:804D EO lea rcx.qword ptr ss:firbp-20 Default (x64 fastcall) ~|[s ] 0] unlock

i E8 DECLFFFF €all malware.7FF7274D2010 1: rox 0000DOCS7E8FE4Z0

48:8D93 00010000 lea rdx,qword ptr rbx+100] 2: rdx 000000C5768FF7A4
48:8D4D EO lea rcx,qword ptr Erbp-2 8 D00D0LFSA7ICF410 "AAAAAAAABBBBEBEBC
E8 C6C1FFFF €a11 malware.7FF72 2010 v 9 0000000000000030

> 5: [rsp+20] 434EA4DSC55CB4CS

malware.00007FF7274D2010

.text:00007FF7274D5E25 malware. exe: $15E25 #15225

“Woump1  @oump2  WHoump3  @Hoump4  WMoumps @ wathi  bellocals ) stuct

Address | Hex | ASCII ] | A
0D0001F5A71CF410 [41 41 41 41|41 41 41 41|42 42 42 42|42 42 42 42| AAAAAAAABBBEBBBB ‘
0D0001F5A71CF420(43 43 43 43|43 43 43 43|44 44 44 44|44 44 44 44| ccccccccopppDDDD

'0000000000000000

000000000000000
00000000000000E
000000000000000
34EA4DSCS55CB4CS

Figure 42
.text:08007FF7274D2010 sub_7FF7274D201@ proc near
.text:0@007FF7274D2010
.text:00007FF7274D2010 arg_0= qword ptr 38
.text:00007FF7274D2010 arg_8= qword ptr 10h
.text:00007FF7274D2010 arg_1@= qword ptr 18h
.text:00007FF7274D2010 arg_18= qword ptr 28h
.text:00007FF7274D2010
.text:08807FF7274D201@ mov rax, rsp
.text:08007FF7274D2013 mov [rax+8], rbx
.text:08007FF7274D2017 mov [rax+1eh], rbp
.text:00007FF7274D201B mov [rax+18h], rsi
.text:08007FF7274D201F mov [rax+2@h], rdi
.text:00007FF7274D2023 mov rad, [rcx]
.text:00007FF7274D2826 mov ebp, @FBFBFOFh
.text:0@007FF7274D202B mov r8d, [rcx+4]
.text:00807FF7274D202F mov eax, rad
.text:08007FF7274D2032 shr eax, 4
.text:00887FF7274D2835 mov rbx, rcx
.text:00807FF7274D2838 xor eax, rad
.text:08807FF7274D203B mov rdi, rdx
.text:00007FF7274D203E and eax, ebp
.text:00007FF7274D2840 mov esi, 8
.text:080007FF7274D20645 xor rdd, eax
.text:08007FF7274D2048 lea rbp, cs:7FF7274Ceaeoh
.text:08007FF7274D204F shl eax, 4
.text:00887FF7274D2852 xor rad, eax
.text:00807FF7274D2855 mov eax, r9d
.text:08807FF7274D2058 shr eax, 18h
.text:08807FF7274D285B xcor eax, rad
.text:00807FF7274D2B5E movzx ecx, ax
.text:00007FF7274D2061 xor rdd, ecx
.text:08807FF7274D2064 shl ecx, 18h
.text:08807FF7274D2867 xor rad, ecx
.text:00807FF7274D286A mov eax, rad
.text:08807FF7274D206D shr eax, 2
.text:00007FF7274D2870 xor eax, rod
.text:08007FF7274D2073 and eax, 33333333h
.text:00807FF7274D2878 xor rad, eax
.text:08007FF7274D207B shl eax, 2
.text:00807FF7274D207E xor rdd, eax
.text:00007FF7274D2081 mov ried, rad
.text:0@007FF7274D2084 shr rled, 8
.text:00007FF7274D2088 xor rled, rod
.text:08007FF7274D2038B and rled, @FF@eFFh

Figure 43

The ransomware writes the encrypted file content, the RSA-encrypted 3DES key and IV, the initial
file's length, and 4 bytes indicating that the file was encrypted:
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4C:8D8C24 60090000 lea ra,q\«ord ptr
49:88D7 v rdx,ris

2 mov rex,rsi
| €al7 aword ptr ds:[<awriteFiles] |

Ersp+9s0)

1: rcx 0000000000000

2: rdx O00001F5A71D0430

3: r8 0000000000000030

4: r9 000000C5768FFDFO

5: [rsp+20] 0000000000000000

qword ptr ds:[00007FF7274D7098 <malware.&Writerile>]=<kernel32.Writerile>

.text:00007FF7274D38E3 malware. exe: $138E3 #12CE3

@oump1  @Dump2 @Dump3  @Wpump4  WHDumps @ watch1  e-llocals 4 Struct

‘00000000AAAAAAAB
0D00001F5A71D0430

Address Hex ASCII

000001F5A71D0430 19 C6 1A E8|1E CO SB FZ 7E D9 30 ED|9F 73 7D BF .A €.A.0~U01.5}¢
000001FSA71D0440|F9 6D 07 Al|A7 65 T 53 OE BF(E7 71 25 75 §e1 us. L;qvu
000001F5A71D0450| 98 BB 4A EG|9B OF 82 35 49 2D 67 B7|A8 AA 4A DC »7

Figure 44

41:88 8C000000 mov rad,
48:8D9424 10070000 lea rdx qword ptr ss:@rsp+710§
mov_rcx
[

iteFile>]

<

0D00000C5768FF748
AAnANNAAAAANNNAA

Erex

2: rdx 000000C5768FFBAO

3: r8 000000000000008C

4: r9 000000C5768FFDFO

5: [rsp+20] 0000000000000000

<

qword ptr ds:[00007FF7274D7098 <malware.&WriteFile>]=<kernel32.WriteFile>

.Text:00007FF7274D3951 malware.exe: $13951 #12D51

oump1  Wypump2 @4Dump3  Wypump4  UDumps @D watch1  Ix-llocals ¢ Struct

Address Hex ASCII

000000C5768FFBAO|[D7 C2 E3 CC |65 1D OC B3| 3D 2F 18 IA|C2 79 84 ED| anie '=/..Ay.1
000000C5768FFBBO||6B 2C FA 93|6A F3 67 6D |96 31 EF 49/1C AA .
000000C5768FFBCO||ES 7A D6 3B|BB B6 90 78|54 37 37 60|4B A5
000000C5768FFBDO ||8F EB 7C 84|9E 4A F2 8D|EO 95 4B 83(BA FF
000000C5768FFBEO |[FA OF 88 3F |15 E7 DO 31|D4 2F 28 CC|FD 06
000000C5768FFBFO|6A 4A 3B F4(89 1F 7C A7 (D1 3A 33 8C|C2 57
000000C5768FFCO0 |10 A5 F7 SO|FF 00 C9 A7 |F7 26 6B C6|1B 48
000000C5768FFC10(181 53 6F 17/08 61 F6 44/CD BE 50 AD|60 D4
000000C5768FFC2020 00 00 00J00 00 00 OOF26 59 41 31100 00

Figure 45

0000000000000080

After the encryption iscomplete, the process creates a CMD file called “temp.cmd” and populates

it with the following instructions:

44:88C3 mov rs8d,ebx

C74424 20 02000000 mov dword ptr firsp+208,2

BA 00000040 mov_edx, 4000001

FF15 172E0000 €all qword ptr ds:[<&CreateFilew:]

aqword ptr ds:[00007FF7274D7028 <malware.&CreateFilew>]=<kernel32.CreateFilew>

Figure 46

44:8BCO mov r8d,eax

48:8D5424 50 lea rdx,qword ptr ss:[frsp+50J
48:8BCB mov rcx,rbx
g FF15 30200000 caﬂ qnord ptr dsi[<awriteFile>]

1: rcx O0007FF7274D74D8 L'temp.cmd™
2: rdx 0000000040000000
3: rs 0000000000000001
v | 4: r9 0000000000000000
> 5: [rsp+20] 0000000000000002
1l
1: rcx 00000000000003F4
2: rdx 000000C575CFF150 “"@Echo off\r\n:r¢
3: r8 0000000000000086
v|[4: r9 000000C575CFF1EQ
> 5: [rsp+20] 0000000000000000

'aword otr ds:T00007FF7274D7098 <malware.&WriteFile>T=<kernel3z.wWriteFile>

Figure 47

[ temp.cmd E3
1 (@Echo off
2 :rep
3 del %1
4 if not errorlevel 0 goto rep
5 for /F "tokens=*" %%1 in ('wevtutil.exe el') DO v .exe cl "3%1"
& del %O

Figure 48

The path of the current executable is obtained using the GetModuleHandleA and

GetModuleFileNameA APIs:

33C9 XOr_ecx, ec
FF15 A72D0000 call qnord ptr ds:[<&GetModuleHandleA>]
41:88 00040000 mov r &

lea rdx

rcx 0000000000000000
rdx 0000000000000000

r8 000000C575CFFOCS

r9 000000C575CFF200
[rsp+20] 0000000000000000

aword otr ds:[00007FF7274D7120 <malware.&GetModuleHandleA>T=<kernel32.GetModuleHandleA>

Figure 49
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41:B8 00040000 mov rsd,400 1: rcx 00007FF7274C0000 malware.00007FF7:
48:8D55 70 lea rdx,qword ptr ss:[frbp+70] 2: rdx 000000C575CFF270

48:88C8 moV_rcx,rax ) 3: r8 0000000000000400

FF15 8C2D0000 ‘:aﬂ gword ptr ds:[<&GetModuleFileNameA>] | vl 4: r9 000000C575CFF200

fcoon s So rerraeEEESS T - s: [rsp+20] 0000000000000000

aword ptr ds:[0D0007FF7274D7118 <malware.&GetModuleFileNameA>]J=<kernel32.GetModuleFi]eNameA> o
Figure 50

The purpose of the CMD file is to clear all event logs using wevtutil and to delete the initial
executable as well as the file itself afterwards:

48:8D95 70040000

lea rdx,qword ptr ss:frbp+470)

1: rcx 0000000000000000
45:33C0 xor rad,rsd 2: rdx 000000C575CFF670 “temp.cmd C:\\Use
Xor ecx,ecx 3: rs 0000000000000000
FF15 F82C0000 | €all aword ptr ds:[<&CreateProcessAs] | v | 4: r9 0000000000000000
oottt T N - """ T > 5: [rsp+20] 0000000000000000
e.&Create
. Text:00007FF7274D43FA malware.exe: $143FA #137FA
F 5 3F4
WWoump1  @hoump2  @4pump3  @Ypump4  @pumps @ watch1  Ix-llocals 4 Struct 3| 00007FF7274D74F0 | malware
T = 0[000000C575CFF270 | "C2\\Us
000000C575CFF670 6D 64[20 43 3A 5C|55
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Indicators of Compromise
SHA256
d4a847fa9c4c7130a852a2e197b205493170a8b44426d9ec481fc4b285a92666
Underground Ransom Note
lreadmel!!ltxt
Processes spawned

vssadmin.exe delete shadows /all /quiet

reg.exe add HKLM\SOFTWARE\Policies\Microsoft\Windows NT\Terminal Services /v
MaxDisconnectionTime /t REG_DWORD /d <Value> /f

net stop MSSQLSERVER /f /m

temp.cmd <Executable path>
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