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The problem: websites are the new security perimeter
Today, almost every enterprise conducts business online. As the applications that run online businesses spread out 
over technologies and platforms, the security risks also increase. No company is immune to attack. In 2012 alone, 
there were more than 800 reported hacking incidents, and 70% of those were perpetrated through web application 
ÅH^Z��;OL�^LI�PZ�[OL�UL^�WLYPTL[LY�MVY�LU[LYWYPZL�0;�ZLJ\YP[ �̀�HUK�P[�PZ�UV[�ULHYS`�HZ�LHZ`�[V�SVJR�KV^U�HZ�H�UL[^VYR��

Most organizations that develop custom software struggle with managing these new risks. That’s because application 
ZLJ\YP[`�PZ�H�JVU[PU\HSS`�L]VS]PUN�ÄLSK·ZLJ\YP[`�Z[HUKHYKZ�HUK�Y\SLZ�T\Z[�L]VS]L�HZ�MHZ[�HZ�[OLZL�[LJOUVSVNPLZ�HUK�[OL�
ever changing array of attacks on them. And yet, solutions in the past focused primarily on reactive measures.

Due to the unprecedented increase in the scale and intensity of sophisticated web application attacks, organizations 
are scrambling to re-architect their development processes to make security a major component of each phase.

Many approaches for testing security after the application has been built have proven costly and caused critical 
deployment deadlines to be missed. Historically, there was no economical way to continuously test source code for 
security issues during the development process. Therefore, organizations were forced to consider security only near 
the end of the development process, when the web application was nearly complete. Then, applications were typically 
tested by either expensive consultants or tools requiring a high level of security expertise to use them effectively.

Because no solution existed that could provide the continuous security guidance to developers, security was forced 
to the end of the development cycle. WhiteHat Security has now addressed this issue with Sentinel Source, a radically 
different approach to application security. Sentinel Source provides security analysis to developers from the moment 
[OL�ÄYZ[�SPUL�VM�JVKL�PZ�^YP[[LU��^OPJO�HZZ\YLZ�[OH[�YPZR�HUK�KL]LSVWTLU[�JVZ[Z�HYL�YLK\JLK�V]LY�[PTL�

A new security paradigm
Security activities historically revolved only around the most critical web applications. However, recent attacks have 
proven that attackers can and will target non-critical applications. In today’s landscape, attackers no longer need 
[V�IYLHJO�`V\Y�TVZ[�JYP[PJHS�HWWSPJH[PVUZ�PU�VYKLY�[V�Z[LHS�]HS\HISL�PUMVYTH[PVU�[OH[�^PSS�JH\ZL�ÄUHUJPHS�SVZZLZ�VY�
KHTHNL�`V\Y�JVTWHU`»Z�YLW\[H[PVU��0UZ[LHK��^L�UV^�RUV^�[OH[�PU�THU`�OPNO�WYVÄSL�IYLHJOLZ�[OL�H[[HJRLYZ�JHU�NHPU�
a beachhead by targeting less visible, and therefore less secure, applications such as no longer used or subsidiary 
websites. From these sites, hackers can now compromise your underlying security infrastructure through attacks 
Z\JO�HZ�:83�0UQLJ[PVU��;OL�UV[PVU�[OH[�`V\�OH]L�M\SS�^LI�ZLJ\YP[`�JV]LYHNL�^OLU�`V\�WYV[LJ[�VUS`�ZLJ\YPUN�ÅHNZOPW�
HWWSPJH[PVUZ�PZ�UV�SVUNLY�Z\MÄJPLU[�
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Security throughout the software development life cycle (SDLC)
Web application development remains a relatively new domain. As such, formal processes and best practices for 
KL]LSVWPUN�^LI�ZVM[^HYL�HYL�Z[PSS�ILPUN�KLÄULK��

*\YYLU[S`�TVZ[�LU[LYWYPZL�VYNHUPaH[PVUZ�MVSSV^�H�ZL[�VM�Z[HUKHYK�Z[LWZ��^OPJO�KLÄUL�LHJO�WOHZL�VM�ZVM[^HYL�JYLH[PVU��
These phases are collectively referred to as the SDLC.

Phases of software development:
� Training
� Requirements
� Design
� Implementation
� Quality assurance
� Production

It became apparent that security was a serious issue and also the most vital missing piece in the development 
process. In fact, security assurance in the past was relegated to the QA phase of development when it was 
considered at all. Now, however, forward-thinking organizations are adding security activities to every phase of the 
:+3*�PU�VYKLY�[V�KPZJV]LY�ÅH^Z�LHYSPLY�HUK�[V�ZPNUPÄJHU[S`�PUJYLHZL�[OL�ZLJ\YP[`�VM�[OLPY�WYVK\J[PVU�HWWSPJH[PVUZ��

Typical security activities in each phase of the SDLC are as follows:

Training
Everyone involved in web application development should be provided basic security training. Scalability and 
repeatability are critical aspects of effective security training programs. Traditionally in the past, security training was 
KVUL�SP]L·I\[�HZ�KL]LSVWTLU[�[LHTZ�NYV �̂�L�SLHYUPUN�HUK�JVTW\[LY�IHZLK�[YHPUPUN��*);��HYL�H�NYLH[�^H`�[V�LUZ\YL�
consistency, reproducibility and regularity of training across your entire IT workforce.

Requirements
(Z�ZVM[^HYL�YLX\PYLTLU[Z�HYL�KLÄULK��[OL�JVYYLZWVUKPUN�ZLJ\YP[`�YLX\PYLTLU[Z�ZOV\SK�HSZV�IL�KLÄULK��-VY�L_HTWSL��
if sensitive customer data will be collected and stored, requirements on how the data should be encrypted, both in 
transit and at rest, should also be established as a requirement.

Design
Once the application requirements are captured, an architecture is created that should correspond to the software 
YLX\PYLTLU[Z��([�[OPZ�Z[HNL�VM�KL]LSVWTLU[��ULJLZZHY`�ZLJ\YP[`�JVU[YVSZ�ZOV\SK�HSZV�IL�PKLU[PÄLK�HUK�HSSV[[LK�HZ�WHY[�
of the application. 

Implementation
After requirements have been determined and an architectural design is in place, constructing the software begins. 
Ideally, developers should receive security feedback while they are coding. This feedback should be done as early 
and often as possible. Because this phase is often the most labor-intensive, continuously running automated security 
assessments allows a developer to address issues in near-real time. Otherwise, organizations will develop applications 
built on faulty code, with security an afterthought, rather than being designed at the start.

Quality assurance
New code needs to be tested before it goes into a production environment to ensure that the code behaves as 
expected. While most organizations currently test for functional requirements, more are also beginning to test for 
security requirements in this phase as well.
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Production
In the deployment phase, continual testing is vital to maintain security assurance and to protect the application where 
TVZ[�H[[HJRZ�VJJ\Y��(SZV��\WKH[LZ�[V�WYVK\J[PVU�HWWSPJH[PVUZ�JHU�PU[YVK\JL�UL^�ÅH^Z��;OLYLMVYL��HU`�JVKL�\WKH[LZ�
should also be subjected to source, QA and production testing.

Making security visible is the key to maximum security
Vulnerabilities are a direct result of source code complexity. Therefore, in order to fully understand your application 
vulnerabilities and the overall enterprise security posture of your websites, you need to secure more of your source 
code throughout both the development and production processes. 

It’s easy to insist, “Why can’t developers code securely,” but the fact is that web application security is an extremely 
complicated problem. And with millions of applications and lines of code already existing online, web security is now 
more than ever an arcane knowledge-set that is continually evolving into new parameters.

Application code may contain a large number of obscure and hard-to-see issues that are further obscured by the ever-
increasing complexity of modern web applications. So it’s natural that some security issues are nearly impossible to 
identify in a timely way by developers, security teams and stakeholders.

In the past, most organizations depended on a few highly trained individuals who investigated code for security 
PZZ\LZ��;OL�WYVISLT�^P[O�[OPZ�TL[OVK�^HZ�ZJHSHIPSP[`!�0[�^HZ�]PY[\HSS`�PTWVZZPISL�MVY�ZLJ\YP[`�JVUZ\S[HU[Z·VY�L]LU�ÄYZ[�
NLULYH[PVU�[VVSZ·[V�YL]PL^�ZV\YJL�JVKL�JVU[PU\V\ZS �̀

(UK�^P[OV\[�JVU[PU\V\Z�]PZPIPSP[`�PU[V�[OL�ZLJ\YP[`�Z[H[\Z�VM�P[Z�HWWSPJH[PVUZ��P[»Z�]LY`�KPMÄJ\S[�MVY�HU�LU[LYWYPZL�[V�THUHNL�
risk effectively.

Here’s how WhiteHat Security views 
these two approaches.

Analyzing the source code is absolutely 
the best approach (provided that the 
source code is available). Because 
developers create the source code, 
any vulnerabilities are embedded within 
P[��HUK�[OL�JVKL�JHU�[OLU�IL�Ä_LK�[V�
address security issues that arise during 
the development process.

Analyzing source code also allows 
analysis of the exact vulnerable method 
calls being made, so that the remediation 
advice is both pertinent and actionable. 

WhiteHat Sentinel Source analyzes 
source code, providing developers 
ZWLJPÄJ�YLTLKPH[PVU�N\PKHUJL�

On the other hand, analyzing source 
code is better than binary analysis.

Binary analysis perform assessments on 
compiled code that is not decipherable 
by developers. For this reason, with 
IPUHY`�HUHS`ZPZ��P[�TH`�IL�KPMÄJ\S[�[V�
distinguish the code written by internal 
developers and the code inherent to 
the platform. This shortcoming results 
in non-actionable and confusing reports 
for the developers. However, binary 
analysis can be a suitable last resort in 
those situations where source code is 
unavailable.

Why is it better to assess source code than binary code?

Source Code vs. Binary Analysis
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The challenge: enterprise SAST solutions that fail to work 
Static Application Security Testing (SAST) has continued to play an important security role, building different generations 
on top of one another. Below is a high-level overview of those generations performing web application analysis:

First generation: standalone tools
;OL�ÄYZ[�NLULYH[PVU�VM�:(:;�[VVSZ�JVUZPZ[LK�VM�Z[HUKHSVUL�HWWSPJH[PVUZ�[OH[�^LYL�PUZ[HSSLK�HUK�Y\U�LP[OLY�^P[OPU�HU�
organization or by external consultants. These tools were faster and more comprehensive than a consultant’s manual 
HZZLZZTLU[��I\[�[OLZL�[VVSZ�Z[PSS�YLX\PYLK�HU�L_WLY[��VY�[LHT�VM�L_WLY[Z��[V�L_HTPUL�[OL�ÄUKPUNZ��^OPJO�[`WPJHSS`�
PUJS\KLK�H�OPNO�WLYJLU[HNL�VM�MHSZL�WVZP[P]LZ��,ZZLU[PHSS �̀�LHJO�ÄUKPUN�OHK�[V�IL�]LYPÄLK�I`�ZLJ\YP[`�L_WLY[Z��VY�[OL�
KL]LSVWLYZ�OHK�[V�KL[LYTPUL�^OPJO�ÄUKPUNZ�YLHSS`�ULLKLK�[V�IL�HKKYLZZLK�

)LJH\ZL�VM�[OLZL�SPTP[H[PVUZ��ÄYZ[�NLULYH[PVU�[VVSZ�HYL�ULHYS`�PTWVZZPISL�[V�ZJHSL�[V�TLL[�[OL�ULLKZ�VM�H�TVKLYU�
enterprise. Furthermore, most enterprises cannot afford either the time or human resources to operate these tools.

Second generation: cloud-based SAST
In an effort to address the shortcomings of early SAST products, a new class of vendors developed cloud-based 
:(:;�ZVS\[PVUZ��6YNHUPaH[PVUZ�^LYL�HK]PZLK�[V�JVTWPSL�[OLPY�^LI�HWWSPJH[PVUZ�^P[O�ZWLJPHS�KLI\NNPUN�ÅHNZ��aPW�\W��
and submit their application to the cloud. The idea is that testing done in the cloud reduces the need for manual 
interaction. 

This generation of SAST solutions yielded improvements over the previous models; however, there were still several 
KVTHPUZ�PU�^OPJO�[OPZ�ZVS\[PVU�^HZ�UV[�Z\MÄJPLU[�MVY�HJ[\HS�LU[LYWYPZL�\ZL��

These second generation solutions required an organization to hand over its entire source code for analysis. If the 
organization considers source code to be its intellectual property, that presents a serious problem in having the code 
analyzed for security vulnerabilities. That’s because even though the code is “only” in binary format, it can be easily 
decompiled to source code within seconds. 

In addition, second generation analysis is not continuous, so the application had to be nearly complete before analysis 
would be useful. As a result, the security advice reached the developer much too late in the development cycle. Not to 
TLU[PVU�[OL�LMMVY[�P[�^PSS�[HRL�MVY�KL]LSVWLYZ�[V�JVUÄN\YL�[OL�JVKL�HUK�ZOPW�P[�VMM�[V�[OLPY�]LUKVY�MVY�[LZ[PUN�

(SZV��PU�HU�LMMVY[�[V�ÄUK�H�^VYRHYV\UK�MVY�T\S[P�SHUN\HNL�Z\WWVY[��ZVTL�JSV\K�IHZLK�ZLJ\YP[`�]LUKVYZ�[HRL�HSS�IPUHYPLZ��
reduce them to a common format and then scan the common format. This method dramatically reduces the depth 
VM�[OL�ZJHU��;OLZL�[`WLZ�VM�ZJHUZ�VUS`�ÄUK�[OL�¸SV^LZ[�OHUNPUN�MY\P[�¹��:V�[OL`�HYL�UV[�H�WYHJ[PJHS�ZVS\[PVU�MVY�[PTL�
strapped enterprises dealing with an expanding array of threats.

The solution: WhiteHat Sentinel Source
WhiteHat Security, a pioneer in delivering easy-to-use and scalable website security solutions for production websites, 
includes WhiteHat Sentinel Source, a SaaS-based annual subscription service for Static Application Security Testing 
VM�^LI�HWWSPJH[PVUZ��:LU[PULS�:V\YJL�^HZ�KLZPNULK�[V�HKKYLZZ�[OL�PZZ\LZ�[OH[�OH]L�WSHN\LK�IV[O�ÄYZ[�NLULYH[PVU�HUK�
ZLJVUK�NLULYH[PVU�[VVSZ·JYLH[PUN�H�UL^�NLULYH[PVU�[Y\S`�KLZPNULK�MYVT�[OL�NYV\UK�\W�[V�TLL[�[OL�ZLJ\YP[`�ULLKZ�VM�
modern enterprises.

Sentinel Source provides in-depth, high quality assessments, which are free from false-positives, while respecting the 
WYP]HJ`�HUK�JOHPU�VM�J\Z[VK`�VM�HU�VYNHUPaH[PVU»Z�TVZ[�PTWVY[HU[�WPLJL�VM�PU[LSSLJ[\HS�WYVWLY[`·ZV\YJL�JVKL�
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]LYPÄLZ�]\SULYHIPSP[PLZ

WhiteHat Sentinel API

<.xml>

WhiteHat Security

WhiteHat Sentinel UI

Why WhiteHat Sentinel Source?
WhiteHat Sentinel Source was architected and designed around four principal areas.

Daily scheduled and on-demand assessments
+L]LSVWLYZ�ULLK�[V�RUV^�HZ�X\PJRS`�HZ�WVZZPISL�PM�[OLPY�JVKL�OHZ�PU[YVK\JLK�H�ZLJ\YP[`�ÅH �̂�:LU[PULS�:V\YJL�Y\UZ�
L]LY`�UPNO[��PKLU[PM`PUN�PZZ\LZ�HZ�X\PJRS`�HZ�WVZZPISL�ZV�KL]LSVWLYZ�JHU�Ä_�[OL�WYVISLTZ�PUSPUL�HUK�H]VPK�I\PSKPUN�\WVU�
faulty code.

9HULðHG�UHVXOWV
,]LY`�YLWVY[LK�ÄUKPUN�YLWVY[LK�PZ�]LYPÄLK�I`�H�ZLJ\YP[`�LUNPULLY�PU�[OL�>OP[L/H[�:LJ\YP[`�;OYLH[�9LZLHYJO�*LU[LY�
(TRC). This ensures that security reports contain solid, accurate and actionable instructions for developers, as well as 
detailed advice for remediation.

Protection of intellectual property
Sentinel Source runs only within the organization’s network, ensuring that its source code tree always remains within 
the organization. No uploading of fully compiled source code or binaries outside of the company is necessary.

Ease of use
;OL�:LU[PULS�:V\YJL�HWWSPHUJL�[OH[�PZ�KLWSV`LK�^P[O�[OL�ZLY]PJL�PZ�]LY`�LHZ`�[V�JVUÄN\YL��>P[O�HSS�ZVM[^HYL�JVU[HPULK�
within the appliance box, there’s no need to install anything on the developers’ machines. All Sentinel Source results 
are available via the common Sentinel web interface, and the Sentinel Open XML API enables easy integration into 
Archer, Jira and other applications.
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WhiteHat Security is a pioneer in 
application security for production and 
pre-production websites. Now, that 
knowledge and experience is being 
applied to the SAST arena. It is vital is 
to understand that application security 
is not a single solution problem – but 
rather a strategic initiative. The threat 
landscape is constantly changing. With 
hundreds of millions of websites already 
SH\UJOLK��[OL�ÄYZ[�Z[LW�HU�VYNHUPaH[PVU�
should take is to assess the security 
of their production sites, their most 
vulnerable point of attack. Once an 
organization’s security posture has been 
established, static analysis should be 
implemented to assess new applications 
during the development process or code 

changes to existing applications. The 
goal is to create a security process that 
tracks an application throughout the 
SDLC. 

Each type of testing has its own 
advantages. Performing nightly static 
application security testing on source 
code will greatly assist developers 
to ensure that they code securely 
throughout the development process. 
Vulnerabilities such as SQL Injection, 
Command Injection, Improper and/or 
Custom Cryptography, and a host of 
other issues that occur primarily on the 
ZLY]LY�HYL�LHZ`�MVY�:(:;�[V�ÄUK�HUK�TH`�
be eliminated early in the process.

However, certain other types of 
vulnerabilities can only be seen once 
the code is live on the web. Therefore 
dynamic scanning of production 
applications is equally critical. Issues 
such as cross-site request forgery, 
I\ZPULZZ�SVNPJ�ÅH^Z��HUK�ZVTL�MVYTZ�VM�
cross-site scripting are much more easily 
PKLU[PÄLK�I`�H�+(:;�ZVS\[PVU�Z\JO�HZ�[OL�
Sentinel production family. And, with a 
^LI�HWWSPJH[PVU�ÄYL^HSS��LU[LYWYPZLZ�JHU�
automatically mitigate most vulnerabilities 
while awaiting developer remediation.

Using SAST and DAST technologies 
at the appropriate stage during the 
SDLC is necessary to create a strategic 
enterprise application security program.

Why ZOV\SK�an enterprise use SAST and DAST together&

Static Analysis vs. Dynamic Analysis

How Sentinel Source Works

One-time set up Regularly scheduled assessments

Point / feed 
code directly 

int VM
*VUÄN\YL 

and schedule
Run 

assessment
Security 
engineer 

]LYPÄLZ�]\SUZ

View results 
in Sentinel 
dashboard

Conclusion
With the advent of Sentinel Source, we stand on the brink of a complete revolution in secure web development. By 
giving developers continuous feedback during the entire development process, by tracking in near real-time when 
]\SULYHIPSP[PLZ�HYL�PU[YVK\JLK·HUK�^OLU�[OL`�HYL�YLTLKPH[LK·^L�JHU�THRL�THQVY�OLHK^H`�[V^HYKZ�LYHKPJH[PUN�[OL�
current global epidemic of website hacking at the beginning of the development process.

A STRATEGIC APPROACH TO WEB APP SECURITY  WHITE PAPER

https://t.me/learningnets



A STRATEGIC APPROACH TO WEB APP SECURITY  WHITE PAPER

WHITEHAT SECURITY, INC. 3970 Freedom Circle Santa Clara, CA 95054 • 1.408.343.8300 • www.whitehatsec.com
© 2017 WhiteHat Security, Inc. All rights reserved. WhiteHat Security and the WhiteHat Security logo are registered 
trademarks of WhiteHat Security, Inc. All other trademarks are the property of their respective owners.

About WhiteHat Security

WhiteHat Security has been in the business of securing web applications for 15 years. Combining advanced technology with 
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