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• Demo
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• Prerequisites > Environment
• CPU width

• Subsystem

• Relocation Support

• Integrity Level
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• Prerequisites > Entry-point
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• Detection > Static Indicators > API

md5,0580896027E9B92E00887E57202E27A8
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• Hunting > YARA
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• Characteristics
• Orphan legit process

• Current directory

• Memory regions

• Memory content

• Size
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• Characteristics > Memory regions
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• Detection > Tools > Sysmon
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• Analysis > Tools > Sanbox
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• Samples
• https://attack.mitre.org/techniques/T1055/012/
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• References
• Process Hollowing, John Leitch

• www.autosectools.com/Process-Hollowing.pdf

• process-hollowing - poc
• https://code.google.com/archive/p/process-hollowing/downloads

• The return of the spoof part 1: Parent process ID spoofing
• blog.nviso.eu/2020/01/31/the-return-of-the-spoof-part-1-parent-process-id-spoofing/

• Ten process injection techniques: Survey of common and trending process injection techniques
• www.elastic.co/blog/ten-process-injection-techniques-technical-survey-common-and-trending-process

• SpiderLabs Blog - Analyzing Malware Hollow Processes 
• www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/analyzing-malware-hollow-processes

• Running a (32-bit) Process in the Context of Another
• www.blog.codereversing.com/runasproc.pdf

• Sysmon - Process tampering detection
• https://medium.com/falconforce/sysmon-13-process-tampering-detection-820366138a6c

https://t.me/learningnets

http://www.autosectools.com/Process-Hollowing.pdf
https://code.google.com/archive/p/process-hollowing/downloads
https://blog.nviso.eu/2020/01/31/the-return-of-the-spoof-part-1-parent-process-id-spoofing/
http://www.elastic.co/blog/ten-process-injection-techniques-technical-survey-common-and-trending-process
http://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/analyzing-malware-hollow-processes
http://www.blog.codereversing.com/runasproc.pdf
https://medium.com/falconforce/sysmon-13-process-tampering-detection-820366138a6c

