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Windows Process Hollowing
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Windows Process Hollowing 6

* Prerequisites > Environment

- CPU width | |
Target 32bit | Target 64 bit
¢ Subsystem Payload 32bit X X
. Payload 64bit - X
* Relocation Support
° Integrlty Level NATIVE GUI Cul EFI
NATIVE - - - _
GUI - X . _
CuUl - X X -
EFI - - - -
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Windows Process Hollowing

* Prerequisites > Entry-point

file settings about

B %

@ pestudio-pro 9.07 - Malware Initial Assessment - www.winitor.com [c\tempipayload.exe] - O

BD chtemp'\payload.exe

..... »  dos-header (64 bytes)
B dos-stub (160 bytes)
..... = file-header (Oct.2020)
----- >
..... = directories (3)

----- = sections (98.86%)

] libraries (count)

.| imports (10/73)

..... j} relocations (1320)
s resources (4)

----- abc strings (17/803)

-{11] version (Payload.exe)

property value
magic 00108
entry-point Onc0000120F (section: text)

base-of-code
base-of-data
image-base
linker-version
size-of-code
size-of-initialized- data
size-of-uninitialized-data
size-of-image
size-of-headers
size-of-stack-reserve
size-of-stack-commit
size-of-heap-reserve
size-of-heap-commit
section-alignment
file-alignment
os-version
image-version
Win32VersionValue

subsystem

sha256: 9BDAFE40FF5333709E53E24016B94AA6239D0EGTACEEAB9B860AEDSC3AB42CF3F

(ne00001000 (section:n/a)
(500012000 (section:.rdata)
0000000

9.0

0x(00010CO0 (68608 bytes)
22528 (bytes)

0 (bytes)

102400 (bytes)

1024 (bytes)

1048576 (bytes)

4096 (bytes)

1048576 (bytes)

AD96 (bytes)

000001000 (4096 bytes)
000000200 (512 bytes)
5.0

0.0

000000000

GUI

cpu: 32-bit  file-type: executable
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Windows Process Hollowing

e Detection > Static Indicators > API

if ( Buffer == lpAddress )

1
v15 = GetModuleHandles("ntdll.d11™);
NtUnmapViewDfSection = GetProcAddress(v1ls, "NtUnmapViewOfSection™);
((void (_ stdcall *)({HANDLE, LPVOID))NtUnmapViewDfSection)(hProcess[@], Buffer);
v14 = lpAddress;
}
v17 = WirtualallocEx(hProcess[@], vli4, BxES088U, Bx3888u, Bx48u);
w23 = (int)vl7;
if ( w17 )
{
WriteProcessMemory(hProcess[@], v17, &unk_41668D8, 8x1866u, &NumberOfByteskritten);

for (1 =8; 1 < 12; 1 += 4 )
WriteProcessMemory(

(LPVOID) (w13 + *(int *}(({char *)&w38 + 1)),
(char *)&unk_4168D08 + *(int *)}((char *)&/32 + 1},
*(SIZE_T *)((char *)&n5ize + i),

&Numberof shritten);

Sk

v13 = 1pC ct;
WriteProcessMemory(hProcess[@], (LPVOID)(lpContext->Ebx + 8), &lpaddress, 4u, &NumberOfBytes
v13-»Eax = vii + 942508;

SetThreadContext(hProcess[1], w13);

ResumeThread(hProcess[1]);

md5,0580896027E9B92EO0887E57202E27A8
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APl Process-Hollowing
CreateProcess X
GetFileSize X
GetThreadContext X
NtQuerylnformationProcess X
NtUnmapViewOfSection X
ReadProcessMemory X
ResumeThread X
SetThreadContext X
VirtualAllocEx X
WriteProcessMemory X




Windows Process Hollowing

* Hunting > YARA

Windows_ Injection_ ProcessHollowing

description = iindows Pr s Injection using Pr
author I i

creation

update

sha256

sha256

sha?56

sha256

sha256

$
$
$
$
$
$
$
$

FILE_PE and 7 of them
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Windows Process Hollowing

* Characteristics

L]
* Orphan legit process _
¢ Searchindexer.exe (1692) Properties - O X
L]
[ J C t d t y Memory Environment Handles GPU Comment
u r re n I re C 0 r General Statistics Performance Threads Token Modules
. Fil
d IVI e m O ry reg I O n S 'f_\ Microsoft Windows Search Indexer
v Verified) Microsoft Windows
Version: 7.0.16299.15
* Memory content
| Ci\Windows\SysWOWEH\SearchIndexer exe | L | |5
L]
*S
I Ze Process
Command line; | o windows\system 32\searchindexer.exe | &

Current directory: | Ci\tempy |

Started: | 11 seconds ago (10:47:31 13/10/2020) |
PEB address: [ 0x2dc9000 (32-bit: 0x2dcaon) | 1mage type: 32-0it
Parent: | MNon-existent process {7856) |
Mitigation policdes: | DEF {permanent); ASLR; CF Guard | Details

Protection: Mone Terminate

Close
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Windows Process Hollowing

e Characteristics > Memory regions

¢ Searchindexer.exe (2024) Properties - O x
General Statistics Performance Threads Token Modules Memory  Environment Handles GPU Comment
Hide free regions Strings. .. Refresh
Base address Type Size Protection  Use Total Ws Private WS Shareable W5 Shared WS ™
Oxchinood Mapped 733kE R CriWindows\System32Yocale.nls 143 kB 143 kB 143 kB
0xed0000 Private 64kB RW Heap 32-bit (ID 2) 12kB 12 kB
01090000 Private 100kE RWX 100 kB 100 kB
01160000 Mapped 32,768 kB NA 43 kB 20 kB 28 kB 20 kB
0x3160000 Private 32772KE RW 4kB 4kB
0x52200000 Image 40 kB WCK Cr\Windows\System32wows4cpu. dll 28 kB B kB 20 kB 12 kB
0x52210000 Image 476 kB WCX C:\Windows\System32wowawin.dll 40kB akB 32kB 24kB
0x52230000 Image 324kB  WCX CriWindows\System32wowa4.dll 164 kB 16 kB 143 kB 143 kB
0x 74090000 Image 1.884kE WCX C:\Windows\SyswWoOwe4\KernelBase. dll 264 kB 24 kB 240 kB 240 kB
0x742c0000 Image 832kB  WCX C:\Windows\SysWOWe4kernel32.dIl 168 kB 12kB 156 kB 1438 kB
0x 77030000 Image 1.588kE  WCX C:\Windows\Syswoweintdll.dll 592kB 24 kB 568 kB 563 kB
0x7f5e0000 Mapped 1.024kE R 20kB 20kB 20kB
OxFfEe0000 Mapped 190kB R 75 kB 76 kB 76 kB
Ox 70000 Private 4kE R USER_SHARED_DATA 4kB 4kB 4kB
Ox7ffe1000 Private 60kE R
O 70000 Private 135.27... R
Ox7dfd21c6... Mapped 2.147.... MNA 44kB 28 kB 16 kB 16 kB
Ox7ffd21c6...  Image 1.920kE  WCX C:\Windows\System32\ntdll.dl 740 kB 36 kB 704 kB 700 kB
Ox7ffd21e4... Private 12.027... R v
Close
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Windows Process Hollowing

e Detection > Tools > Sysmon

Event 25, Sysmon x

General Details

Process Tampering:

RuleMame: -

UtcTime: 2021-01-13 11:34:41.136

ProcessGuid: {ece?f93a-dad- 3ffe-af00- 000000004200}
Processld: 1052

Image: CAWindows\SysWOWed\WerFault.exe

Type: Image is replaced

Log Mame: Microsoft-Windows-5ysmon/Operational

Source: Sysrmon Logged: 13/01/2021 03:34:41

Event ID: 25 Task Category: Process Tampering (rule: ProcessTampering)
Level: Information Keywords:

Uzer SYSTEM Computer: DESKTOP-CHRRD1G

OpCode: Info

More Information:  Event Log Online Help
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Windows Process Hollowing

* Analysis > Tools > Sanbox

Screenshots

Monitored Processes

Modify ‘.1emc:£
Modify Control Flow
Child Process

#2
notepad.exe

coiminer, 0556089602Te9b92e00667e57 20227 al exe

.—» Start of Analysis —abe et onship between processes. 'abc’ refers to the nature of the relationship
abc - _ e . R
- . . —— Successful code injection into process. ‘abc’ refers to the nature/type of code injection
Process with activity relevant to the analysis

Unable to determine if code injection atternpt was succesful. 'abc’ refers to the nature/type of code injection
Process with activity not relevant to the analysis

Unsuccessful code injection into process. "abe’ refers to the nature/type of code injection
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Windows Process Hollowing

e Samples
* https://attack.mitre.org/techniques/T1055/012/
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