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Agenda

● GraphRunner
● What are Webhooks
● Enumerating Webhooks
● Creating Webhooks
● Creating Email Channel Address
● Defensive Measures 
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GraphRunner

● A Post-exploitation Toolset for 
Interacting with the Microsoft Graph 
API

● Everything from Outlook to AzureCLI
rely on this API

● Developed by Dafthack

● GitHub: 
https://github.com/dafthack/GraphRunn
er/
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Limitations of the Graph API 

● Can refresh to different resources but there are still limitations

● Specifically, the API has access to Microsoft Teams and Office
○ But not all features are accessible directly
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Microsoft Connectors

● Team's connectors allow users to 
integrate external services and tools 
○ Directly into their Teams channels 

and conversations

● Examples include Azure, GitHub, Jira, 
Trello, RSS feeds, Jenkins
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Microsoft Connectors 
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What are Webhooks
And Why Do We Care?
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Webhooks

● HTTP callbacks that are triggered by specific events

● The source makes a POST HTTP request to the URL configured for the webhook

● Useful for automating tasks & integrating different software application
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Webhooks – Why Do We Care

● Great for phishing - Teams messages avoid email filters 

● Message will appear as though it was sent by a legitimate connector app
○ Less suspicion from the target users

● Any user can create or view a webhook in a channel

● Hundreds of connector apps that Microsoft “approves” 
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Microsoft’s Authentication

● There are several methods out there for authenticating webhooks:
○ Basic Authentication
○ API Key in the URL
○ Shared Secret value
○ Cookie-based Authentication
○ mTLS
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Microsoft’s Authentication

● By default, Microsoft’s webhooks come 
with NO AUTHENTICATION

● Meaning any unauthenticated external
user can send a message

● Microsoft views this as not a security 
issue
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Enumerating Webhooks
Hunting Them Down
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Getting Started

● Obtain an access_token & 
refresh_token

● Refresh to spaces.skype.com

● Then Query the connectors 
configuration API 
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Connectors Management – Getting the Right Access

● Can’t use our access and refresh token

● Microsoft provides an API to access this interface using tokens:
○ https://outlook.office.com/connectors/Manage/AuthorizeUsingToken?client=SkypeSpaces

● We can get ton of new tokens needed to access Teams:
○ BearerTokenFromWorkload
○ SkypeSaceTokens
○ __RequestionVerificationToken_L2Nvbm51Y3RvCnM1
○ .AspNet.ApplicationCookie
○ X-XSRF-Token

https://t.me/learningnets



Token Generation 
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BearerTokenFrom Workload & SkypeSpaceToken Tokens
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Connector’s Management Console Next Steps

● Gives us the connector configuration information
○ Specifically, the ConnectorConfigurationID

● This value allow us to request the address of the webhook

● However, when we send a request, with our tokens we receive an Error 
message
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Connector’s Management Console - Error
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Connector’s Management Console

● Using Burp to intercept legitimate traffic

● We can see a slight difference in the SkypeSpaceToken size
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Generating SkypeToken Tokens

● From Burp - this smaller version of the SkypeSpaceToken’s contents is 
created by POST request to the API 
https://teams.microsoft.com/api/authsvc/v1.0/authz

● And this token is labeled as a SkypeToken
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Decoded SkypeToken

● This SkypeToken is quite different than 
the original one SkypeSpaceToken
created previously. 

● Decoding the JWT value shows that this 
token is very different from the ones 
we received previously. 

● We need to do some cookie editing…
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The Code
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Things that should not work

● Creating our own set of tokens by 
manipulating existing values should 
not allow us access
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Yet It Does…
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Getting the Goods

● Once we have the ConnectConfigurationID – We can send a request and get the 
URL of of the Connector (aka a webhook)
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Example Graphrunner – Get-Webhooks
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Creating Webhooks
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Creating Webhooks

● Follows the same process for enumerating

● With one extra step – A POST request that contains a Webkit form submission
○ Webkit contains:

■ The type of webhook
■ Name
■ Channel
■ Request Value
■ Etc.
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The Catch

● When passing the Webkit request to the API with our current values we get 
an error… 

● Why????????

● Because the request TeamsID must be the ID of the ”General” channel of that 
Teams not the actual channel you want to put the hook in

● The desired channel ID goes in the Webkit form.
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The Difference – The Channel ID
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Example GraphRunner - Create-Webhook
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Testing in the Wild

● Microsoft claims that this is not meet requirement's to be a security issue

● They’re response is that you need access to perform these actions

● We observed this feature enabled in:
○ All tenants have 100s of connectors by default
○ Disabling/delete the user who created them doesn’t remove the webhook
○ Numerous clients susceptible 
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Interesting

● Creating webhooks this way 
○ Avoids the need to install the connector (from the GUI perspective)

● Typically, you need to first install the connector before deploying a 
webhook
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Interesting
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Channels
And The Things That Should Never Be A Feature
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Channels Can Have Email Addresses

https://t.me/learningnets



Channel Addresses

● Channel addresses are randomly generated, allowing emails to be received if 
they came from:
○ Internal domains
○ Specific domains
○ Anyone

● Anyone - This means external users can send messages to this address with 
no issues
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Channel Addresses – Microsoft’s Response

● Microsoft claims that this feature needs to be enabled by IT. 

● However, we observed this feature enabled in:
○ 1 dev tenant
○ 1 private tenants used for research
○ 1 freshly created tenant
○ 3 client tenants

● Only requires a GET, POST and PUT (you don’t see PUT requests that often)

● Not available for any Office 365 Government Plans
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GET Request

● Checks if the channel has an email address set. If there is no email 
address, it will respond with a status code "NotFound" 
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POST Request

● Allows us to change the current values of “allowedSenderType” if an email 
address already exists 
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PUT Request

● Allows us to change the current values of “allowedSenderType” if an email 
address already exists
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Sending Channel Emails
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Sending A Message

● Set up a tenant – Create an Office365 tenant

● To find domains - We can use tools like Rvrsh3ll’s FindIngresEmail

● Using Azure’s console and Send-Mail
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Defensive Perspective 
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Defensive Perspective - Webhooks 

● While Microsoft hasn’t publicly acknowledged these issues

● To protect your organization:

● Webhooks:
○ Disable connectors apps

● Channel Email Address:
○ Enforce via policy a list of okay domains to receive emails from

■ These domains should be controlled by the organization
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Defensive Perspective – Channel Email Address 

● Microsoft does provide away to disable this… from the GUI
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Continuing the 
Research
or “Making it Developers Cry”
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How to Get Started

● This is just the start
○ Teams is a staple in any organization 
○ Having huge insecurities like this can lead to easy wins for attackers

● My intent by diving into this:
○ Shed some light on some systemic issues
○ Begin an open discussion on how to secure it
○ Provide a roadmap for others to continue this 
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Methodology

● All you need:
○ A Windows VM
○ A web traffic interceptor (Burp, Zap etc.)
○ An Office365 Tenant with Teams

● Intercept your browser/app and watch the traffic
○ Look at the requests and responses
○ Manipulate them
○ Rinse and repeat
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Thank You
Tool: https://github.com/dafthack/GraphRunner

Article: https://www.blackhillsinfosec.com/wishing-webhook-
phishing-in-teams/
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