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I Design and Implement Authentication
and Authorization Methods
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What Would the Preferred Method Be to Authenticate
from an Azure Self-hosted Agent to Azure?

| A password for a user account stored in the pipeline definition file

A password stored in a secret variable for a user account

| A service principal secret stored in a secret variable
| Managed identity
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The Scope of a Team in GitHub Is:

Within an organization that can have permissions on multiple repos

A team exists within a specific project of the organization

| Within a repo within a project
| Contains one or more organizations
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Design and Implement a Strategy for
Managing Sensitive Information in
Automation
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What Type of Object Is Commonly Used in Azure Key
Vault to Store Sensitive Data You Need to Read?

| A key

A secret

A private store

| A certificate

https://t.me/learningnets



Which Is of These Is Not Real?

Azure DevOps secret variable

GitHub secret

Azure DevOps secure file

GitHub secure file
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I Automate Security and Compliance
Scanning
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What Features Are Available for All Repositories from
GitHub Advanced Security?

| Dependency graph and dependabot alerts

CodeQL

| Secret scanning and security advisories
| Managed identity
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What Container Hosting Is Not Supported by
Microsoft Defender for Containers?

| Azure

| Non-CNCF compliant Kubernetes cluster
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