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Abstract

Every day 200,000 domains expire ("DomCop FAQ," n.d.), become available for
purchase and possible exploitation by the new owner. These expired domains pose a risk
to companies and individuals, leading to compromised accounts and resources that
remain associated with those domains. Expired domains can be purchased, and services
re-established to capture all data previously directed to the domain allowing for Domain
Dumpster Diving. Five expired domains were selected and monitored for six weeks. The
resultant data confirms that the data captured could be used to access accounts and
resources related to the domain's previous owner. This research focuses on selecting
candidate domains, an overview of data collected, and recommendations for defensive
strategies for Domain Dumpster Diving.
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1. Introduction

Domain names provide the ability to navigate the Internet easily. In some cases,
domains are so well known that they are often in conversation as verbs. What most
Internet users may not realize is that there are "200,000+ domains expiring daily"
("DomCop FAQ," n.d.). These expired domains become available for registration by new
owners. Expired domains usually are valued based on the domain history and reputation.
The use cases that come with expired domains include boosting Search Engine
Optimization (SEO) (Prajjwal, 2021), domain squatting, domain takeover (Beynon,
2020), and Domain Dumpster Diving (SCHULTZ, 2021). Figure 1 covers the lifecycle

of a domain name.
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Figure 1: Lifecycle of a Domain Name

Following domain expiration, the domain is made available for re-registration. At this

point, offensive strategies for Domain Dumpster Diving exist.

The offensive use of expired domains is not a new concept; expired domains that
boost search engine optimization (SEO) for websites and exploits by security researchers
and criminal activity groups are well documented. The domain WeLeakInfo.com

provided breach data to 24,000 paid subscribers. Following a government takedown of
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the site, a secondary domain was discovered and resulted in the leaking subscriber data as

detailed in this report:

The government shutdown WeLeakInfo.com as part of a government seizure in
January 2020, but the seizure missed a secondary domain tied to this website. On
March 12, 2020, someone acquired the secondary domain and then used the
control of this domain to control the seized domain's payment processing service.
Acquired data was leaked to the Internet, exposing the registration data of the

24,000 users who had subscribed to the WeLeakInfo.com site (Krebs, 2021).

In August 2013, security researchers in Australia gained control of six domain
names previously registered to law firms following several firms that shutdown or
completed mergers with other firms. After three months of research with these domains,
the researchers captured approximately 25,000 emails in total, recovered the actual
passwords (previously exposed in public data breaches), and successfully attempted
password recovery of many popular online services and profession-specific portals

(Szathmari, 2019).

Currently, there is no process to retire a domain name permanently. The most
general guidance to secure a domain suggests maintaining ownership of a domain which
requires paying a registrar for the domain indefinitely. Domain owners must assess the
risk of abandoning a domain versus the cost of continued ownership of the domain.
Consider the security impact of losing control of a domain—a domain name belonging to
a business, person, or organization links to their identity and brand. The loss of control
of a domain results in the immediate loss of the associated website, email, and history

and could damage reputation.

A domain loss compromises the related emails tied to the domain. Defensive
measures provide the ability to ensure those emails are protected. Once a domain owner
chooses to release a domain back to the open market, they must be positive they have
taken the appropriate actions to prevent abuse once the domain becomes available. To

understand the risk, development of a domain selection process was created to select
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domains for Domain Dumpster Diving. The potential offensive and defensive strategies

related to using these expired domains were explored and validated.

2. Domain Selection Criteria

Before selecting expired domain names to use for Domain Dumpster Diving, the
development of the selection criteria required research on the available domain attributes
to use. This research uses only the .com Top-Level Domains (TLD) for the selection of
the candidate domains. The .com TLD provides a standard domain TLD commonly

known, trusted, and used for commercial purposes.

Several domain attributes provide the details needed to create the domain

selection process. These attributes are:
e Cost
e Internet Archive Data
e Search Engine Optimization Data
e Backlinks
e Related TLDs

e DNS Historical Records

21. Cost

The cost of domain names varies for each of the TLDs. A one-year .com domain
registration cost is less than $15 for 12 months of control (Monaghan, 2021). This
pricing varies based on the registrar used and the additional services the registrar offers
with the registration. More popular domains are available for auction or purchase from
the current domain owner. These popular domains often sell for thousands of dollars.
There is also the option of purchasing domains from drop catch services. These services
grab expired domains before becoming available on the open market and sell them as
their business model. Drop catch domains are often parked for a period rather than let go

for purchase at cost. In this research project, domains outside the standard pricing model
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were not considered. Domains for sale or auction may yield more data for Domain

Dumpster Diving and may warrant further research.

2.2 Internet Archive Data

The Internet Archive Wayback Machine provides captures of the websites over time
(Wayback Machine, n.d.). The website captures provide valuable information showing
how the website existed in the past. The Wayback Machine data includes a histogram
showing the number of website captures and the links to view the captured data. Using
the capture data, one can view the website as it existed on the date of capture. Website
capture data is beneficial for understanding how the domain name was used in the past. It
indicates both the previous use of the domain name and if the domain previously links to
any malicious activity. The Wayback Machine API provides some data that provides data
for doing research, but viewing the data is required to gather the most context out of the

data.

As seen from Figure 2, this website existed for at least November 22nd, 1999, and
the most recent capture was January 27, 2021. The data also reveals website captures
from about 2003 to 2007. When digging deeper into the data on the histogram, we learn

that the most recent time the website was active was in 2019.

INTERNET ARCHIVE Explore more than 544 billion web pages saved over time

mnuu“““l‘"“[’"l"ﬂ http://www.shared-memories.com
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Figure 2: Histogram of Website Captures

The capture data in Figure 3 helps understand the historical website data,
including approximately the last time the domain was active and if the site was also using

the domain for email.
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Figure 3: Example Website Capture

2.3. Search Engine Optimization (SEO)

Search Engine Optimization (SEO) is a method to configure a website to rank highly
in a search engine using relevant search terms. SEO scoring provides a numerical value
to a domain name based on known settings to increase the SEO ranking. The rankings
from Alexa, Majestic, and DMOZ provided the details needed to evaluate the domains

for selection.

24, Backlinks

Backlinks provide a numerical count of sites linking to the domain name and some
insight into the previous use of the domain. A high number of backlinks indicates that
the domain was previously popular, but it could also indicate that the domain used the
links to boost SEO traffic to the site. A low number of backlinks indicates the website did

not score highly for SEO and website traffic.

2.5. Related TLDs

Related TLDs provide information on how the domain name has operated in the past.

Alternate TLDs can provide details and opportunities for sites that use the .net TLD, and
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then the .com becomes available. They also pose a risk for cybersquatters who establish

new domains on alternate TLDs to trick users into visiting the incorrect site.

2.6. DNS Historical Records

The Domain Name System (DNS) is the system used to manage the domain names.
Historical DNS records provide data to understand the usage of the domain before the
domain selection process. DNS history reveals if a mail exchange (MX) record existed
previously, indicating that the domain supported email historically. The historical DNS
records also reveal how the domain owner used the domain and what services existed.
The services data include the website hosts used and the frequency with which the
domain was updated. During the initial research of this project, there were no free

sources of DNS history discovered that provided the desired information'.

3. Domain Selection Process

The selection criteria provide the necessary information to begin the review and
selection of candidate domains. The selection criteria are critical to reducing the search
space by eliminating domains that would not support the Domain Dumpster Diving

techniques.

3.1. Initial Review of Expired Domains

With 200,000 domains expiring daily, finding a source of data that provided most of
the information required to conduct this research was necessary. ExpiredDomains.net
provides a list of expired domains that is updated daily. This creation of an account
allows the user to use filters on the domains and create a watchlist of domains while

completing research.

LF ollowing domain selection, a reliable free DNS history source is available, and the use of this resource

will follow in the summary and recommendations for further research section.
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Figure 5: Personal Domain Watchlist for ExpiredDomains.net

Figure 5 displays the domains considered for this project following an initial
screening of domains. The ExpiredDomains.net data provides three of the six desired
criteria for this research. The data provides the details to complete the initial domain

review and generate a watchlist of domains.

3.2. Selection Process Flow Chart

Analysts can use the domain watchlist to research the domains at archive.org.
Archive.org provides the historical details needed to evaluate the domain. The SEO
rankings were then evaluated, and the number of backlinks was recorded if data were
available. The next piece of data reviewed was the existence of alternate top-level
domains. If top-level domains did exist, research focused on the archive.org data to
understand if a website existed before the domain became available. This research was
manual since the API for archive.org did not provide the capability to pull back website
images. Upon verifying previous website results, the historical site pages were evaluated
to understand if the domain supported email. If all selection criteria match, the domain
moves forward for further open-source research to determine if it is suitable for selection

as part of the project. Figure 4 covers the process used to select domains.
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Initial Review

Figure 4: High-level process developed to review expired domains

The initial review section uses the ExpiredDomains.net site. Following this
review, the Internet Archive and Google provides the data to complete open-source

research for the candidate domains.

3.3. Final Selection Process
Open-source research supported the selection of five domains purchased using the
selection criteria developed in this project. Figure 6 lists the domains selected for this

project.

Domain #1 DouglasSpencelLaw.com
Domain #2 Graffiti-Walls.com
Domain #3 Shared-Memories.com
Domain #4 Deathrow-Servers.com
Domain #5 FishingLakeGeneva.com

Figure 6: Personal Domain Watchlist for ExpiredDomains.net
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The selection of the domain was the result of following the process documented in the
Figure 4 flowchart. Appendix A provides further details on the five domains selected

during this scoring process.

4. Domain Data Collection
The collection of email data covered six weeks using the methods detailed in the

following sections.

41. Have | Been Pwned Email Data

After establishing control of the domains, the Have I Been Pwned (HIBP) website
provided the ability to determine if any email addresses from the acquired domains
existed in any breach data. ("Have I been Pwned: Domain search," n.d.) Following the
well-documented process from the HIBP website provides the data in Figure 7 for the

domains selected.

Email Breach
@shared-memories.com|Verifications.io
@shared-memories.com|Adobe
@shared-memories.com|Adobe
@shared-memories.com|Apollo, B2B USA Businesses, Exactis
@shared-memories.com|B2B USA Businesses

Email Breach
@fishinglakegeneva.com|Apollo, B2B USA Businesses, Exactis, Verifications.io

:-@ﬁshinglakegeneva.com Data Enrichment Exposure From PDL Customer, Verifications.io
@fishinglakegeneva.com|B2B USA Businesses

Figure 7: Results of HIBP Domain Search

The results reveal that two of the five domains have emails found in data breaches

collected by the HIBP sources.
4.2. Catch-all Email Collection

After purchasing domains, MX record updates completed the routing to capture
all emails sent to the domain. A catch-all inbox for each domain allowed capturing

and monitoring all emails sent to the domain. Despite these domains having up to
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30 days of inactivity, four of the five domains received emails in the first week, and
all five domains received emails by the end of the second week. Figure 8 details the

frequency of emails received by the week.

Email Received by Week

OIL 1 | | D' 0

Week 1 Week 2 Week 3 Week 4 Week 5 Week 6

12

10

[£:]

[=)]

-

8]

m Deathrow-Servers.com mShared-Memories.com m DouglasSpencelaw.com

Graffit-Walls.com M FishinglakeGeneva.com

Figure 8: Number of Emails by Domain Per Week

Any email received during these six weeks was included in the data set. During the
six weeks of data collection, no specific actions increased or decreased the volume of

emails sent to the domains.

5. Analysis

5.1. Domain #1 - DouglasSpenceLaw.com

This domain served as a control domain given that it did not have any backlinks and
limited history tied to it. The domain yielded interesting open-source details during the
research phase, but the domain had no backlinks and limited web history. This domain

name was tied to the law firm and did not yield any valuable data.
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5.2. Domain #2 - Graffiti-Walls.com

All emails captured for this domain during the collection period were evaluated
to be SPAM. All the SPAM emails target the info[at]graffiti-walls.com and
support[at]graffiti-walls.com email addresses suggesting the spammers are

generically targeting the domain over targeting a specific user.

5.3. Domain #3 - Shared-Memories.com

All emails captured for this domain during the collection period were evaluated
to be SPAM. It is interesting to note that this domain exists in the HIBP breach data.
However, no actionable emails we received to the email address from the breach

data during the data collection period.

5.4. Domain #4 - Deathrow-Servers.com

This domain received precisely one email, and it was unique that the email received
appears to be tied to an administrative Google Workspace account. Further investigation
into the email did not confirm if the email still has access to this account. This domain
has the highest total backlinks but provided minimal results. The low number of emails
suggests other top-level domains were listed and potentially used for general purposes

and that this email for this domain exists exclusively for administrative use.

5.5. Domain #5 - FishingLakeGeneva.com
This domain belongs to a recently closed fishing business in Wisconsin. The data
collection for this domain data results in potential access to a LinkedIn account, and it

also provides details into the business and the employees.

6. Synthesis

The analysis required reviewing the emails daily to determine if the emails had
actionable information within them. Three of the five domains resulted in only data that
was evaluated to be SPAM, with none of the emails providing any actionable
information. The remaining two domains provide data and information that yield

offensive opportunities for exploitation.
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6.1. Orphaned Account Exposure

Orphaned accounts are the result of accounts that are still connected to the
Expired Domain email addresses. The email in Figure 9 demonstrates an orphaned
account connected to a Deathrow-Servers.com email showing that this email appears to

be connected to the admin account for a Google workspace.

Google Workspace

Hello Administrator,

We are writing to let you know that we're making changes to our storage policies for Google Photos, effecti
for storage

What does this mean for my organization?
The following storage policy changes will take effect
» Google Photos

Starting June 1, 2021, any new High-quality photos or videos uploaded to Google Photos will ¢/
will not count toward storage. Review documentation on storage for Google Photos.

« Google Docs, Sheets, Slides, Drawings, Forms, and Jamboard
Starting February 1, 2022, any newly created Google Docs, Sheets, Slides, Drawings, Forms, or
February 1, 2022. Read more in our Help Center.

Figure 9: Email directed to Google Account administrator

Upon further investigation, there was no direct confirmation that the account
exists. A link providing direct access to the account is not available in the email from
Google. The Google Workspace password reset and account recovery options require
detailed information that is not available or easily guessed. Further social engineering
efforts could result in access to this account, but the research concluded with the account

verification attempts.
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6.2. Login via Email and Password Reset Exposure
An email from LinkedIn to the previous email owner that provides access to the
LinkedIn account provides another exposure to explore. This email provided the ability
to access the LinkedIn account simply by requesting a “magic link” from LinkedIn that
provided access to the account if clicked within the next 15 minutes. The screenshot

below is the result of requesting that link.

in —
[

Here is your one-time link that will sign you in instantly.

Sign in to LinkedIn

This link is valid for 15 mins. Please do not forward this email to
others to prevent anybody else from accessing your account

The LinkedIn Team

Figure 10: LinkedIn email granting access to an account without a password

Clicking on the link results in the single-click compromise of the account and
gives access to the person controlling the email to gain further control over the account.
While not typical, this user-friendly login recovery is also available on other sites to

easily allow users to access their accounts.

Another similar exposure to those controlling the domain and associated email
requires following the standard password account reset process. It is often trivial for an
adversary to use the email and password reset process to update an application password

gaining control of the account once they control a domain and related email.

6.3. Phishing Exposure

Using the identity of the expired domain, a malicious party can also leverage
existing relationships that were not aware of the domain expiration to perform a social
engineering attack on any people still sending email to identities within the expired

domain. The breach data obtained from the HIBP website and context from emails allow
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an attacker to develop a social engineering campaign leveraging the control of the

domain and emails.

/. Defensive Strategies for Expired Domains

From a defensive perspective, there are several options to protect these domains
from Domain Dumpster Diving. The challenge with protecting a domain is the time,
effort, and cost to protect them. If that is not an option, one can consider setting up a
similar environment and automation to minimize the email to this domain. The domain
owner must consider at what point they need to pay for or give up the domain. A
defensive approach requires both time and effort to prevent these domains from being

leveraged once released.

7.1. Retain Control of the Domain
In some cases, it can be much easier to pay for the domain indefinitely.
Currently, the max period for domain registration is ten years. ("FAQs for registrants:
Domain name renewals and expiration," 2018). A process must be implemented to
ensuring the renewal occurs, preventing the loss of the domain. In most cases, the
registrar provides reminders to domain owners. The contact information for the registrar
account must be kept up to date and monitored to ensure renewals occur before the

release period.

7.2, Retire the Domain
Proper Domain retirement requires time and effort to ensure the domain can
escape Domain Dumpster Diving attempts. The methods discussed in the research
provide a playbook to simulate Domain Dumpster Diving before releasing the domain.

Monitoring the domain provides the ability to ensure the risk is low before release.

7.3. Reduce the Value for Domain Dumpster Diving

Reducing the value of the domain requires an effort to eliminate any value that
future owners could use. Working with sites to remove any existing backlinks can

reduce the domain value to SEO users. Removal from the Internet Archive is also
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possible while the owner controls the domain but will not be possible once the domain is

released.

8. Further Research

There are many options to extend the Domain Dumpster Diving research, and the

following topics provide several options to explore.

8.1. Email SPAM filtering
SPAM filtering to support the retirement of the domain before releasing it is an
excellent option if time permits. Before retiring a domain, a domain owner can
implement SPAM filtering to reduce incoming emails to the domain. Project Tar from
junkemailfilter.com provides a free option to reduce domain SPAM using industry

recommendations for SPAM defense ("Project tar," n.d.).

8.2. Refinement of Domain Selection

Refinement in the domain selection helps to select domains that reveal more
information. Ideally, this domain selection using additional open-source information
that can assist in finding a higher value domain. Specifically, researchers would benefit
from domain name record history and further details on the domain history. Using the
domain DNS history and additional criteria can refine the domain selections further and

consider more domains providing a greater chance of success.

8.3. Domain Selection Process Automation
The current process developed requires a manual review of data, limiting the number
of domains considered. Many solutions have APIs to automate processes and simplify

the work required to review domains and follow selection processes.

8.4. Website Data Collection

Use of the domain for the collection of website data yields additional information
about the domain usage. Website usage data would be valuable in deciding how to

leverage the domain and resources for offensive operations.
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9. Conclusion

Even with the limited success during the six weeks, one can conclude that care must
be before releasing a domain name with a history. All five of the domains purchased
produced emails, and two of them resulted in information that could result in a takeover
of the related accounts. The Domain Dumpster Diving defensive strategies provide
several choices to consider before releasing a domain to prevent data loss and resources

previously tied to the domain.
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Appendix - A: Expired Domain Research Data

Domain Profile #1 - douglasspencelaw.com
Backlinks Count - 0
Related TLDs - None

Website Existed - Yes

INTERNET ARCHIVE Explore more than 544 billion web pages saved over time

IIIH!I“H[:I!"]H[}"I"E http://www.douglasspencelaw.com

- Collections - Changes - Summary - Site Map

Saved 41 times between February 3, 2018 and July 29, 2019

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 [PONN 2020 2021

Contact our law offices for free consultation: (949) 7697044

Contactus

Domain Used for Email - Yes - found on the website

Law Offices of Douglas Dale Spence
4000 MacArthur Blvd, Suite 600,
East Tower Home

Newport Beach, California 92660 Services

Free Consultation
Contact Us

(949) 769-7044

douglas@douglasspencelaw.com

Open-Source Research - This domain is for a lawyer in Newport Beach. The lawyer
appears to be currently not practicing due to issues with the state bar association.

MX Record - Yes
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Domain Profile #2 - graffiti-walls.com
Backlinks Count - 421
Related TLDs - .NET / .ORG / .DE / .UK

Website Existed - Yes

INTERNET ARCHIVE Explore more than 544 billion w

mn““al}"m“ﬂ"l"g http://www.graffiti-walls.com|

- Collections - Changes - Summary - Site Map

jes saved over time

Results: 50 100 500

Saved 78 times between February 2, 2011 and January 17, 2020

o il o bl [y

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2021

]

INTERNET ARCHIVE N raffiti-walls.com/ ‘ SEP fumg APR
DagbaekMaenine 2512

2014 gy 2016

D Available on the IM

App Store

Discover street art and graffiti around
the world. Capture and share pictures
from your local neighborhood.

There is art on every corner.
Find your favourite. Try it now!

| T
Login New account

f Login with Facebook <

Flick by GW Team

Domain Used for Email - Unknown

Open-Source Research - This domain appears to be a website and application
supporting street art and graffiti documentation.

MX Record - Yes
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Domain Profile #3 - shared-memories.com
Backlinks Count - 135
Related TLDs - .DE / .BE / .NL

Website Existed

INTERNET ARCHIVE Explore more than 544 billion web pages saved over time

DONATE ma“nn“""‘lﬂ[}"l"u http://www.shared-memories.com

- Collections - Changes - Summary - Site Map

Results: 50 100 500

Saved 604 times between November 22, 1999 and January 27, 2021

..-ulm.l.m-u“ilhilum T l.I—--HI. pobhed kbl 1

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 m

]

[nttps:/ishared-memories.com/ | (Go] NOV BEUR MAR
<

DaubaehMmaening  eos
it T e ..-m...-.m—..ﬂ.lhinﬂ.- P e T Y IRYY " T

2017 gkl 2020

Welcome to Shared Memories LD m

Thank you for visiting Shared Memories, a Southern California Wedding Resource Center. Currently
» CATEGORIES
we list wedding vendors in San Diego, Orange and Riverside Counties.

Domain Used for Email - Yes

Open-Source Research - This domain supports a website and business focused on
weddings and supporting information in Southern California.

MX Record - Yes

Christopher DeWeese, cndeweese@gmail.com

SHépsiHé-sARdaRtRiRgNets Author retains full rights.



Expired Domain Dumpster Diving 23

Domain Profile #4 - deathrow-servers.com
Backlinks Count - 148584
Related TLDs - .NET / .ME

Website Existed - Yes

INTERNET ARCHIVE Explore more than 544 billion web pages saved over time

mn““an“m“ﬂ"l"ﬂ http://www.deathrow-servers.com

- Collections - Changes - Summary - Site Map

Results: 50 100 50

Saved 30 times between October 24, 2015 and August 1, 2019.

Ilﬁl I|I I I|II

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 [PAokf:N 2020 2021

4

http://deathrow-servers.com/ ! 3] 0! g ® Qo
= L 2130 Lo ¢
; — I THIIE .

) GERVERS

FORUMS DONATE CONTACT OUR TEAM

Deathrow Servers strives for perfection! We endorse all our users and staff to create a user-

friendly gaming environment. New addons are constantly arising and being added into the

server for a more realistic feel to the users. This is the server dedicated to you.

Domain Used for Email - Unknown
Open-Source Research - This domain appears to support a gaming forum and server
environment. One of the alternate domains may support the website email over this

one.

MX Record - Yes
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Domain Profile #5 - fishinglakegeneva.com
Backlinks Count - 329
Related TLDs - None

Website Existed

INTERNET ARCHIVE Expiore more than 544 billion w

III“!I“HI,I' mﬂu"l"u http://www.fishinglakegeneva.com

- Collections - Changes - Summary - Site Map

saved over time

Results: 50 100 500

Saved 354 times between June 10, 2003 and May 30, 2019

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 [pPOONECN 2020 2021

4

INTERNET ARCHIVE [nttp:/ffishinglakegeneva.com/ |G MAR MAR
WOURALAMENNG s comtures |. P
10 Jun 2003 - 30 May 2018 103 lulled 1nd IJ I.llll‘ il DR NTT oo s s milld 2016 2019
— —

The Pier: your source for superb guide services, live bait, tac|

OUR STORE ®

Welcome to The Pier's web site!

Domain Used for Email - Yes - Found on the website

THE

PIER

John Trossen, Proprietor & Licensed Guide
N1806 LINN RD
LAKE GENEVA, WI 53147
Phone: 1-262-348-0933
john@fishinglakegeneva.com

Open-Source Research - This domain supports a business in Lake Geneva. Current
records show the address for sale and the business currently closed.

MX Record - Yes
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