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Abstract 

As adversary tactics continue to adapt and embrace the concept of living off the land by 
using legitimate company software instead of a virus or other malwareRut15, their tactics 
techniques and procedures (TTPs) often leverage programs and features in target 
environments that are normal and expected. The adversaries leverage these features in a 
way that enables them to bypass security controls to complete their objective. In May of 
2017, a suspected APT group began to leverage one such feature in Microsoft Office, 
utilizing a Template Injection attack to harvest credentials, or gain access to end users 
computers at a US power plant operator, Wolf Creek Nuclear Operating Corp. In this 
Gold Paper, we will review in detail what the Template Injection attacks may have 
looked like against this target, and assess their ability to bypass security controls.
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1. Introduction 
In July 2017, various news outlets released reports regarding attacks on critical 

infrastructure that had utilized an attack that called Template Injection. The attacks 

themselves had occurred in May the same year against various organizations, including 

the Wolf Creek Nuclear Operating Corporation, which runs a nuclear power plant in 

Burlington Kansas.Nic17 

As the technical details began to emerge from research groups, such as Cisco’s 

Talos Intelligence group, about how some of the attacks were pulled off, they spawned 

interest in how the features were leveraged to possibly bypass security controls. We will 

perform a deep dive on the attack as already publicly documented, and go further to 

uncover how attackers can go undetected by living off the land by abusing legitimate 

software already on target systems.	

2. Microsoft Office Document formats 
Before we can review how to perform the Template Injection attack, we should 

review the particulars of the Microsoft Office document formats in version 97 through 

2003, and the changes introduced in 2007 to the current version 2016. 

	In Office 2003 and prior, the document extension for the Word application is 

DOC.  This document format is a binary file OLE compound file as specified by [MS-

CFB] and supports multiple data streams including, the Word Document Stream, Macro 

Storage Stream, and among others.  

The nature that a DOC is a self-contained file that may contain macros and other 

embedded elements cause many vendors, organizations, to perform additional scanning, 

https://t.me/learningnets
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and detonation of these files in sandboxes, and even outright block the file type in their 

email proxy.Mic18	

In Office 2007, Microsoft created a new file format based on XML and uses zip 

compression for a more dynamic packageMic. This new document format made it much 

easier to interact programmatically with office documents and brought new file 

extensions and features. 

The new Word document format now includes extensions DOCX, DOCM, 

DOTX, and DOTM. The approach in logically separating the file types into different 

roles helps additional flexibility where DOCX was a standard XML based Word file 

format, but no longer supported the use of Macros. The new DOCM format is also XML 

based but includes the ability to have embedded macros in the document. This change in 

the file format made it much easier for organizations to control what document types to 

accept or reject through their AntiSpam filters, which we will readdress later in this 

paper.  

The DOTX file format is a template file as a reference for other files document 

settings, like headers, fonts, and other settings. Mic181 

The DOTM file format is where things get rather interesting, and lays the 

groundwork for us to pull off the attack. A DOTM is not only a template but also 

supports macros execution as well. The idea is that if we can create a DOCX to load a 

remote template that contains a macro, we can attain code execution, possibly while 

bypassing security controls.Mic1  

Microsoft states “The Normal.dotm template opens whenever you start Microsoft 

Word, and it includes default styles and customizations that determine the basic look of a 

https://t.me/learningnets
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document.”Mic1 It is worth noting that an attacker can also use this file for persistence by 

loading a macro in this document that will launch every time Word opened. The default 

templates are located in the following location - C:\Users\%username%\ 

AppData\Roaming\Microsoft\Templates\normal.dotm. To change the template used in a 

particular word document, a user can navigate to File > Options > Add-ins > under the 

manage drop down choose, Templates and select Go, where following dialog box will 

appear; 

 

After clicking attach a user can browse to the location of the template they would 

like to use for this document. 

Uncompressing and manually changing the XML is another option to change the 

settings for the template object. Replacing the “.docx” extension with “.zip” the word 

https://t.me/learningnets
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document can natively be unzipped in Windows where we can see the document contents 

into its base components. 

 

Navigating to the folder, “word\_rels\” we will find the “document.xml.rels” file, 

which is where we can input the template file location. 

 

Word templates are loaded from local File Systems or network locations 

including either SMB shares or websites. In the case of the Wolf Creek attack, Cisco 

Talos indicates that a remote SMB location was used and the remote template appeared to 

be loaded with WebDav or SMB over HTTP that can also be leveraged for credential 

harvesting.Sea17 

https://t.me/learningnets
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3.  Living off the land – Weaponizing a template 
A Technique dubbed Living off the Land has changed the threat landscape, where 

instead of trying to deliver executable files to their target; an attacker leverages the files 

that already exist on the target system to execute their command.  This approach helps an 

adversary avoid detection by security controls like Antivirus.	

Many organizations block macro-enabled Office documents due to the potential 

danger that they bring. In this case, an attacker can deliver a presumed safe DOCX file 

that on its own cannot contain or execute macros. However, if a remote DOTM is called 

for as a template resource in that DOCX file, any macro contained in the remote file is 

loaded for execution. 	

To demonstrate this approach, we will use the Empire Framework to create an 

Office macro and utilize it in the hosted DOTM file, which will be called for by the 

otherwise non-malicious DOCX file. The Empire Framework is a set of post exploitation 

tools with both PowerShell and Python based payloads. Since we will not deliver any 

external binaries, we will meet the goal to Live off the Land. The framework includes 

two main functions we will focus on, first the generation of a Microsoft Word macro that 

will ultimately launch a PowerShell based agent, which will beacon to the Command and 

Control server. 

 The second portion we will focus on during the Macro generation is the 

Obfuscation option, which will help us avoid detection. To start, we define a listener, 

which creates the website that the beacon will check into.	

https://t.me/learningnets
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Once we have the listener set up, we can define the type of stager we would like 

to use, which in our case is a macro, and then set the Empire stager to use the listener. 

 

In the screenshot below, we set the options to obfuscate the script to True, and 

generate the macro, which is created in “/tmp/macro” by default. 

 

Once we generate the macro payload, we can add it to the DOTM. During testing, 

we came up against two issues with the Obfuscation option, which is using Invoke-

Obfuscation.ps1 [https://github.com/danielbohannon/Invoke-Obfuscation]. The first issue 

we noticed is that the macro would not compile correctly when we first loaded it into the 

document.  

https://t.me/learningnets
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 This error turned out to be a reported issue that does have a recommended 

patch in the GitHub repo. macro.py does not correctly escape a double quote character 

(“), where In a macro or VBscript a double quote that is in a string must be escaped by 

another double quote (“”) as reported in the repositories issue tracker at 

https://github.com/EmpireProject/Empire/issues/1149. 

After we fix the double quote escaping, we were still unable to get the PowerShell 

beacon to check into the Empire server. We could see that PowerShell was launching 

under the WMI broker as expected, but the process would immediately close. To 

troubleshoot this, we slightly change the macro to print what the obfuscated command 

would look like during execution, and run it manually in a PowerShell window to look 

for any errors. To do this, we comment out the macro execution portion and include the 

“Debug.Print” function to get the resulting command before being passed to WMI. 

https://t.me/learningnets
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Once we remove the option “-window hidden” from the PowerShell command, so 

the console does not close on us, we can see that we do get a PowerShell error. Using the 

information in this error, we can find a reported issue on the Invoke-Obfuscation 

repository where some PowerShell versions cause invalid code during the obfuscation.as 

reported on in the repositories issue tracker at https://github.com/danielbohannon/Invoke-

Obfuscation/issues/10. 

 

Since we are running Empire on Kali Linux, and PowerShell 6.1.0, this bug likely 

impacts us. To work around this issue, we can try to run Invoke-Obfuscation on the 

Windows 10 box.  To make this process a little easier, if we look in the directory 

./Empire/data/misc/ we will see a file called ToObfuscate.ps1.  

https://t.me/learningnets
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ToObfuscate.ps1 is the script that Empire had tried to obfuscate but generated a 

payload that had issues.  Moving the script from the Empire command and control server 

to the Windows 10 system, we manually run the Invoke-obfuscation module and can 

begin test the resulting command.  

 

 

 

 

Once we have the obfuscated Empire payload, it can be tested in a Windows 

Command Prompt. Here we can see that the command executes, without error, and we 

get the resulting PowerShell beacon. 

 

https://t.me/learningnets
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We now replace the broken obfuscated payload in the Word document Macro 

with the new one we just tested. 

 

We now host the DOTM in our Amazon Web Services S3 bucket named 

o365template, for the main DOCX file will refer to and mark it as public. 

https://t.me/learningnets
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After opening the DOCX file, the Word splash screen indicates that it is loading 

content from a server, and load the DOTM containing a malicious macro from the remote 

S3 bucket. We noticed that this was not always the case and sometimes the splash screen 

quickly disappeared.  

 

 

Once both documents load, a prompt appears asking us to “Enable Content” even 

though the host file is only a DOCX format. 

https://t.me/learningnets
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Once the unsuspecting user clicks to enable content, the macro executes the 

obfuscated command, which invokes PowerShell via WMI. 

 

Checking the Empire console, we can see that the agent is now checking in and 

we can interact with the system including executing commands. 

 

https://t.me/learningnets
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4. Bypassing Security Controls 
With the Proof of Concept payload in place, we can start to look at how the attack 

and be implemented and how it may bypass various security controls. Many attackers 

will profile an organization to determine what controls may be in place; this could 

include knowledge from prior access they may have had or leverage public information. 

4.1. Antispam/Cloud Malware Scanner 
To emulate the security controls of a large organization, we will leverage 

Office365 with Exchange and test the resiliency of Exchange Online Protection (EOP), 

and Advanced Threat Protection with Attachment Scanning (ATP).  

The testing environment consists of a free onmicrosoft.com domain name of 

gcihgold.onmicrosoft.com and licensed for Office 365 Business Essentials, Exchange 

Online Protection, Enterprise Mobility + Security, and Office 365 ATP. As each feature 

is tested, they will be enabled one at a time. Each test will also contain rather suspect 

messages to test the typical anti-spam features as well. 

https://t.me/learningnets
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As a baseline before ATP and EOP are configured, an email with the DOCX is 

sent, and it passes through the antispam filter. 

 

Once we enable macros, the payload executes and, we see the beacon check into 

the Empire server. 

 

https://t.me/learningnets
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4.2. Office 365 with EOP 
The next feature to be tested is Office 365’s Exchange Online Protection. We 

send an email with the DOCX proof of concept and attempt to enable content on any 

resulting macros. After configuring EOP and sending a test email, we can see that it also 

gets through the EOP filters. When we enable macros on the content, it executes as 

expected. 

 

Here we can see the Empire beacon checking in from the Windows 10 victim. 

 

https://t.me/learningnets
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4.3. Office 365 with ATP 
Now we will review Office 365 with Advanced Threat Protection using the same 

test environment and files. For a more verbose output for the testing, we will configure 

ATP to allow the original email through even if the attachment is flagged, and limit 

extension type, which would exclude potentially malicious extensions like DOCM, 

DOTM, EXE, as well as others. 

 

We send a similar test email with the same DOCX, referencing the public S3 

hosted DOTM file as before, only this time ATP has detection the DOCX file as being 

malicious.  

https://t.me/learningnets
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Next, we will take a closer look at how an attacker might be able to get around the 

detection and still get their DOCX through. 

4.4. Antivirus detection 
Up until this point, Windows Defender Antivirus had blocked the PowerShell 

payload and Empire stagers from executing. We will break down some of the methods 

Defender uses to detect malice, and review ways an attacker may use to get around them. 

4.4.1. Windows Defender with AMSI 
In 2006, Microsoft released a free Antivirus solution, as a part of their trusted 

computing initiativePau06. The new Security control provided Windows users, from 

businesses to home users, the protection, from threats, like the rampant worms that had 

affected Windows like Nimda and Code.Red. Jef12 

As many attackers moved to obfuscate their attack scripts, Microsoft came up 

with a tool to help further detect potential attacks, the AntiMalware Scanning Interface. 

In June of 2015, Microsoft announced a new API that can detect malicious scripts, like 

obfuscated PowerShell scripts, that would otherwise go undetected.Lee15  

https://t.me/learningnets
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4.4.2. What is AMSI 
AMSI works by taking a script and attempting to remove any obfuscation in use, 

by working through standard routines like concatenation, base64 encoding, or XOR-

based encryption. AMSI would take the resulting obfuscated script, scan it for malicious 

indicators before execution, and make a determination on whether or not the script should 

run.  

4.4.3. Patched AMSI bypass, and Empire detection 
There have been a few AMSI bypasses disclosed and patched by Microsoft 

including one in 2016 by Matt Graeber, which attempts tell AMSI not to scan the 

following script before execution, so that the malicious script goes unchecked. 

The Empire framework utilities the AMSI bypass which is now detected by 

Windows Defender as “Trojan:Win32/AmsiTamper.A!ams”.MDS18

 

https://t.me/learningnets
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Removing the AMSI bypass string from the PowerShell macro payload allows us 

to continue to run the script, but Windows Defender and AMSI are still blocking, the 

beacon due to signature detection. 

4.4.4. Empire Stager Detection PSAttack.A/PSAttack.B 
Using the PowerShell Command-let for Windows Defender, we can see the 

detected threats as PSAttack.A, PSAttack.B and the AMSI tamper detection that we have 

already removed from the payload.  

 

4.5. Payload Customization and AV Signature bypass 
As most AV products focus on signatures for detection, we will look into making 

changes to the PowerShell Empire scripts to evade additional security controls, while the 

behavior will stay the same. First, we will look at the PowerShell payload in the macro, 

then the Empire stagers. 

Looking at the contents of the ToObfuscate.ps1 script we previously covered, 

there is a version check for PowerShell, and an attempt to disable PowerShell 

ScriptBlock Logging. Let us assume an attacker has already profiled a target organization 

and determined that they are running Windows 10 with PowerShell Version 5, in this 

case we can remove the highlighted portion of the script below, and see if that will be 

enough to avoid detection. 

https://t.me/learningnets
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The	Invoke-Obfuscation	script	is	run	on	the	new	PowerShell	payload	and	put	

back	into	the	macro	in	the	DOTM	file.		

Next,	we	will	look	at	the	script	called	“http.ps1”	since	our	Empire	listener	

uses	HTTP	for	the	beacon.	While	searching	for	functions	to	change	to	keep	the	same	

general	behavior,	line	239	appears	to	be	a	good	fit.	

 

Changing	the	line	from	Invoke-Empire	to	Invoke-MyEmpire	may	be	all	we	

need	to	change	the	signature	but	will	also	break	the	main	“agent.ps1”	functionally.		

	 Now	we	will	look	at	the	second	script	that	is	called	for	during	the	initial	

beacon	to	Empire,	the	agent.ps1	script.	On	a	quick	review,	there	is	find	another	

reference	to	Invoke-Empire	on	line	2,	the	main	agent	function.	

 

https://t.me/learningnets
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Making	the	change	in	agent.ps1	from	Invoke-Empire	to	Invoke-MyEmpire	

will	fix	the	Empire	agent’s	beacon	function	and	changes	its	signature	as	well.	

Now that the Empire stagers and the AMSI tamper attempt removed from the 

macro and there are different signatures from what would match AV definitions, a full 

test can take place to see if we can bypass the newest Windows Defenders Signature, and 

test ATP against this unknown payload. We create a new DOCX and DOTM, with the 

updated payloads, and send a test email to the target Office 365 account for further 

testing. 

 

ATP stops the payload, but checking the Empire console, we can see that we had 

four Agents check in meaning that the macro executed and pulled down the custom 

Empire stagers. 

 

https://t.me/learningnets
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The agents appear to check in and quickly disappear. A review of the IP range at 

arin.net shows that the agents are coming from shows that they belong to Microsoft, 

which is likely pulling and executing the macro and looking for malicious behaviors.  

One common trick used by some adversaries is to allow only the IP range of their 

target or block the IP range of security vendors to access the malicious payloads or C2 

servers.   

 

In the example, we can use an Amazon S3 bucket policy to allow only the victim 

IP and remove the setting for public read access to the DOTM, not allowing ATP to 

access the file for analysis. Invalid source specified.Ama  

A new test email sent with a slightly different DOCX, but same external DOTM 

reference, and sent to the Office365 domain with the same ATP settings tested before. 

The email arrives without issue with the DOCX intact. 
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Once the victim clicks the option to Enable Content, the PowerShell beacon 

checks in and we can run commands on the victim machine. 

 

In the screenshot below, we run shell commands to collect the system 

information, and the Get-MpComputerStatus PowerShell Commandlet to view the 

current AV definitions. 

https://t.me/learningnets
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5. Conclusion 
As we have demonstrated, Living off the Land is a very effective technique since 

it allows attackers to leverage software and tools already present on a target network, 

enabling them to avoid touching disk and reside in memory in many cases. To help 

prevent such attacks a Defense in DepthTod01 approach should be leveraged to help 

catch attacker’s actions at every possible step in the kill chainLan18. 

Researchers from Outflank provided a demonstration at DerbyCon that reviewed 

various Office attacks and included Template Injection utilizing .DOT files.Sta18 For 
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more details on this attack, MITRE has included Template Injection into their Attack 

Framework and can be referenced for more information on detection and mitigation.MIT  
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