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Switch Configuration

Switch(config)#hostname Remote-SW
Remote-SW(config)#interface range ethernet 0/0,e0/3

Remote-SW(config-if-range)#switchport mode trunk

Remote-SW(config-if-range)#switchport trunk encapsulation dotlq

Firewall initial Configuration

FortiGate-VM64-KVM # config system global
FortiGate-VM64-KVM (global) # set hostname FW4
FortiGate-VM64-KVM (global) # end

FW4 # config system interface

FW4 (interface) # edit port5

FW4 (port5) # set mode static

FW4 (port5) # set ip 192.168.100.240/24

FW4 (port5) # set allowaccess https http ping ssh telnet
FW4 (port5) # end
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Login to FortiGate Firewall type http://192.168.100.240 in any browser.

<« C A Notsecure | 192.168.100.240/login
admin =
see =

(@ FW4 = Q
@ Dashboard + AddWidget
Status §
+ System Information i~ | Licenses® iv
FortiView Sources Hostname FW4 -} FortiCare Support
FortiView .
Destinations Serial Number  FGVMEVZZZINJRRFA @ Firmware & General Updates
FortiView Firmware v7.0.5 build0304 (GA) e Ips
Applications Mode NAT
o . ' © AntiVirus
FortiView Web Sites SystemTime  2022/04/23 13:01:34 -
FortiView Threats © WebFiltering
Uptime 00:01:41:53
FortiView FortiToken 0/0

Compromised Hosts WAN IP Unknown
. . © Unable to connect to FortiGuard servers.
FortiView Policies

To configure an interface, go to Network > Interfaces Click Create New > Interface.

G Fwa4

@ Dashboard —
i.t FortiGate VM64-KVM 1 3 5
(] [ [P
1l 9
2 4
Packet Capture + CreateNew~ | 4 Edit W Delete Integrate Interface Search
b Interface
SD-WAN Interface | i Type % Members % IP/Netmask &
Zone

Static Routes
regate @

Virtual Wire Pair
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Type the name, Alias, select Interface type Redundant interface, Assign the Gateway IP address.

[z Fw4 = Q
@ Dashboard Edit Interface
Network Name e Redundant-IF
Interfaces Alias Redundant-IF-LAN
DNS Type #e Redundant Interface
Packet Capture VRFID € 0
SD-WAN Interface members | [# LAN-1 (port3) %
Static Routes [ LAN-2 (port4) %
+
Policy Routes
Role € LAN v
RIP
D Address
el Addressing mode m DHCP | Auto-managed by IPAM
Routing Objects IP/Netmask | 10.0.6.254/255255.255.0

Multicast Create address object matching subnet @

 Policy & Objects Name I Redundant-IF address
Security Profiles Destination 10.0.6.254/255.255.255.0
VPN Secondary IP address >

User & Authentication
£ System Administrative Access

XX Security Fabric IPv4 [ HTTPS PING [ FMG-Access
[J ssH [ SNMP OFT™M

. Security Fabric
() RADIUS Accounting O Connection @ () Speed Test

Receive LLDP @ TRV S e k] Enable Disable G
FORTINET 00 [ ok JEEeNRY

Log & Report

Finally, Redundant interface has been configured combine Port3 and Port4.

Name % Type Members % IP/Netmask = Adminisi

ge fortilink #e 802.3ad Aggregate Dedicated to FortiSwitch PING

Security
[E] ® Physical Interface @

[ 1SP-1 (port1) [® Physical Interface 192.168.3.11/255.255.255.0 PING

M 1SP-2 (port2) [® Physical Interface 0.0.0.0/0.0.0.0 PING

M MGMT (port5) [® Physical Interface 192.168.100.240/255.255.255.0  PING
HTTPS
SSH

M _port6 [¥ Physical Interface 0.0.0.0/0.0.0.0

[E] 3 Redundant Interface @

8 Redundant-IF 3 Redundant Interface [ LAN-1(port3) 10.0.6.254/255.255.255.0 PING
[ LAN-2 (port4)
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Go to Network > DNS Set DNS Servers to Specify, Configure the primary and secondary DNS
servers as needed. Configure additional DNS settings as needed Click Apply.

(& Fw4 = Q
@ Dashboard DNS Settings
Hetwork DNS servers Use FortiGuard Servers
interfaces Primary DNS server 8.8.8.8 [
Secondary DNSserver | 8.8.44 m
Packet Capture Local domain name
SD-WAN o
Static Routes
Policy Routes DNS Protocols
RIP DNS(UDP/53) @ @
OSPE TLS(TCP/853) @ (OB
BGP HTTPS (TCP/443) @ O
Create a new default route, go to Network > Static Routes.
(@ FW4 = Q
@ Dashboard Edit Static Route
: Automatic gateway retrieval @ (B
interfaces Destination € Internet Service

DNS
| 0.0.0.0/0.0.00 |
Packet Capture .
Gateway Address € Dynamic mal 192.168.3.254 |

SD-WAN

Interface M 1SP-1 (port1) x
Static Routes +
Policy Routes Administrative Distance €@ 10
RIP Comments Write a comment... 4 0/255
OSPF Status (+ NELEGR © Disabled

@ Fw4

Dashboard # Edit  Tm Clone | W Delete Search

+ Network

Destination Gateway IP % Interface ¢
Interfaces

DNS 0.0.0.0/0 192.168.3.254 M I1SP-1 (port1)

Packet Capture

SD-WAN

Static Routes
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Create a firewall policy, go to Policy & Objects > Firewall Policy, and click Create New. Type the
name of the Policy, choose incoming Interface Redundant-IF, outgoing Interface ISP-1 click OK.

[ Fwa = Q
@ Dashboard Edit Policy
« Network
B & Name © Allow LAN to Internet
Firewall P Incoming Interface # Redundant-IF v
IPv4 DoS Policy Outgoing Interface | [ 1SP-1 (port1) v
Addresses Source = all x
+
Internet Service
Database Destination i all X
+
Services
Schedule @ always v
Schedules
Service @ ALL x
Virtual IPs +
IP Pools Action Uy el @ DENY
Protocol Options
Traffic Shaping Inspection Mode BIEGENEEEEN Proxy-based

& Security Profiles
8 VPN

Firewall / Network Options

[ NAT O |

(& Fwa4

@ Dashboard # Edit | W Delete Q, Policy Lookup | | Search

& Network
Name Source Destination Schedule Service Action

B Poli jects
’ [F] 3* Redundant-IF — M ISP-1 (port1) €
Firewall Policy 7

IPv4 Dos Policy Allow LAN to Internet & all
Implicit @

@ always @ ALL + ACCEPT

Addresses

5| P age Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717

https://t.me/learningnets


mailto:ahmadalimsc@gmail.com

Assign IP address to Remote-PC1 10.0.6.1 with subnet mask 255.255.255.0.

= Remote-PC1

Test and Verification:

nidentified netwi

l':- Local Area Connection
"'".
@ Intel(R) PRO/1000

Organize « Disable this netw:

MT N

@l‘\_j - ®f « Metwork and Internet » Network Connections » - | +4 || Search Net

Internet Protocol Version 4 (TCP/IPvd) Properties R

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically
@ Use the following IP address:

IP address: w.o0 .6 .1
Subnet mask: 255,255 .255. O
Default gateway: w. o0 .6 ,254

Obtain DNS server addre atica

SOEaIN LS SE &r adaress automaocany

@) Use the following DNS server addresses:

Preferred DNS server: 8 .8 .8 .8

Alternate DNS server: 8 .8 .4 . 4

Let’s try continue ping from Remote-PC1 to google DNS 8.8.8.8

A 55,

Computer Cisco IP

Communic...

¥ Administrator: Command Prompt - ping 8.88.8 -t =

y
E C:\Users\user>ping 8.8.8.8

Recycle Bin
from

from
from
from

E »ply from

s of data:
32 time=8%ms TTL=113
2% ll’lP 8'?n° TTL 11 %
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Shutdown FW interface

FW4 # config system interface
FW4 (interface) # edit port3
FW4 (port3) # set status down
FW4 (port3) # end

After shutdown the interface there is one drop the interface switchover.

& Remote-PC1

Computer Cisco IP

Communic...
y zply from
- from

: from
Recycle Bin From

from
from
y from
= from
|
» from
(=]
f : from
from
Cantrol Panel v Eromn
from
from
from
from
from
frnm

TTL=113
tlmP s TTL=113
time=85ms TTL=113
time g TTL=113
time=85%ms TTL=113
time=88ms TTL=113
time =8"7ms TL=113
time=88ms TL=113
time s TTL=113
time= s TTL= 11I
time s
time
time=8
time=
time
time
time

s TTL—I
TTL=1
est tim
from
from
from
from

-1

time=85ms TTL=113

time s TTL=113

! time=88ms TTL=113
bytes=32 time=98ms TTL=113

00 00 00 GO (D S0 00 00 00 0D D 00 GO 0D 00 0D 00 00 C0 00 00 0D 0D CD|IS

COG0C0C0 OO0 COCOO0GOCOC0CO OO0 00 S0 0O OG0 G0 GD

Shutdown FW interface

FW4 # config system interface
FW4 (interface) # edit port3
FW4 (port3) # set status up
FW4 (port3) # end

After bring up the interface there is one drop the interface switchover.

eply from B. .8: hutﬂs—JZ tlmL 85ms TTL=113
eply from 8. . ! ns ITL=113
Hp]u from 8. .8 . 3=, time=88ms TTL=113
> time=8%ms TTL=113
eun £t timed
eply from 8. - bytes=32 time=85ms ITTL=113
eply from 8. -8: bytes=32 time=85ms TTL=113
eply from 8. . ! time=88ms TTL=113
eply from 8. - bytes=32 time=98ms TTL=113
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Down and UP port3 and port4 of Fortigate Firewall to see the traffic switchover to other port.
FW4_port3

File Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help
& = e = L [=| =
Ha® X6 Qe=mnES IS5 & Q
[N licmp ] | +
No. Time Source Destination Protocel Length Info
1342 498.9518296084 8.8.8.8 10.9.6.2 ICMP 98 Echo (ping) reply id=0x
1343 499.831895060 10.0.6.2 8.8.8.8 ICMP 98 Echo (ping) request 1id=0x
1344 499.907861094 8.8.8.8 10.8.6.2 ICME 98 Echo (ping) repl id=0x

FW4 pori4

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
r s EBE T & ==
ma® X0 Qe=mnEs &= AQQEH
[N Jiemp [X] -] +
No. Time Source Destination Protocol Lengtt Info -
93 50.844566037 8.8.8.8 10.6.6.2 ICMP 98 Echo (ping) reply id=Bx
95 50.973859612 10.6.6.2 8.8.8.8 ICMP 98 Echo (ping) request id=8x
98 51.852501690 8.8.8.8 10.8.6.2 ICMP 98 Echo (ping) reply id=0x
Priority-Override is enable when port3 is back it will be used again.
= Fw4 * O
Fw4 #
Fiw4 ﬂ diagnose netlink redundant name red |
status: up
npu: n
flush: n
asic helper: y
ports: 2

link-up-delay: 58ms
priority-override: enable
MAC addr: 50:00:00:04:00:02
current slave: port3

slave: port3
index: @

link status: up

slave: port4
index: 1

link status: up

link failure count:
permanent MAC addr:

link failure count:
permanent MAC addr:

2
50:00:00:04:00:02

1
50:00:00:04:00:03
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