COURSE: Top 5 Tools & Tricks for Ethical Hacking & Bug
Bounties 2021

Unveiling the Ultimate Toolkit: Mastering Ethical Hacking & Bug
Bounties with Top 5 Tools & Tricks 2021

Introduction:

In the dynamic landscape of cybersecurity, staying one step ahead of potential threats is
paramount. Ethical hackers, penetration testers, and bug bounty hunters are the guardians
of this digital realm, armed with knowledge, skills, and cutting-edge tools. Welcome to the
transformative Udemy course "Top 5 Tools & Tricks for Ethical Hacking & Bug Bounties
2021." In this article, we'll provide you with a glimpse into the exciting world of this course,
which unveils the quintessential tools and techniques that can empower you to become a
skilled cybersecurity professional.

Navigating the Path of Mastery:

MassDNS

MassDNS is a high-performance DNS stub resolver that is designed for bulk DNS queries,
allowing users to efficiently perform large-scale DNS reconnaissance and data collection
tasks. It's commonly used in cybersecurity and network analysis to gather information about
numerous domain names quickly.
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Installation Process:-

Step 1 :- it clone https://github.com/blechschmidt/massdns.qgit

/home/kali
git clone https://github.com/blechschmidt/massdns.git
Cloning into 'massdns' ...
remote: Enumerating objects: 1170, done.

remote: Counting objects: 100% (465/465), done.

remote: Compressing objects: 100% (206/206), done.

remote: Total 1170 (delta 281), reused 278 (delta 258), pack-reused 705
Receiving objects: 100% (1170/1170), 907.23 KiB | 6.77 MiB/s, done.
Resolving deltas: 100% (753/753), done.

Figure:-

The above figure shows that the command is used to clone the "massdns" repository from
GitHub.

Step 2:- cd massdns

/home/kali

massdns

Figure:-

The above figure shows that the command "cd massdns" changes the current directory to the
"massdns" directory.

Step 3:- make

/home/kali/massdns

mkdir -p bin
cc -DMASSDNS_REVISION=\"v1.0.0-89-g20594ba\" -03 -std=c11 -DHAVE_EPOLL -DHAVE_SYSINFO -Wall -fstack-protector-strong src/main.c -0 b
in/massdns

Figure:-

The above figure shows that the command make is used to compile source code and
create an executable
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4:- make install

/home/kali/massdns

install
mkdir -p /usr/local/bin

mkdir -p /usr/local/man/manil
install -m 0755 bin/massdns /usr/local/bin
install -m 0644 doc/massdns.l /usr/local/man/manl

Figure:-

The above figure shows that the make install install command is used to compile and install
software from the source code.

Step 5:- to Check massdns -h

/home/kali/massdns
'
ssdns [options] [domainlist]
indto Bind to IP address and port. (Default: ©0.0.0.0:0)
busy-poll Use busy-wait polling instead of epoll.
resolve-count Number of resolves for a name before giving up. (Default: 50)
drop-group Group to drop privileges to when running as root. (Default: nogroup)
drop-user User to drop privileges to when running as root (Default: nobody)
Input names are followed by a space-separated list of resolvers.
These are used before falling back to the resolvers file.
Only output packets with the specified response code.
Flush the output file whenever a response was received.
Show this help.
Do not output packets with the spec
interval Interval in milliseconds to wait be
domain. (Default: 50@)
rror-Log Error log file path. (Default: /dev/stderr)
norecurse Use non-recursive queries. Useful for DNS cache snooping-
output Flags for output f
predi Use resolwvers inc e Useful for resolver test
Number of process e used for resolving. (Defaul 1)
Quiet mode.
Use a random IPv6 address from the specified subnet for each query.
Size of the receiwve buffer in bytes.
Unacceptable DNS sponse codes.
(Default: All codes but NOERROR or
——resolvers Text file containing DNS resolvers

ified response code.
tween multiple resolves of the same

NXDOMATIN )

Figure:-

The above figure shows that the -h flag is used to display the help menu or usage.
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Output will be seen like this

root@musab: ~/Downloads/tools/massdns/bin

tt.com --subs-only | ./massdns -r ../lists/re txt -0 S -w resolved. txt]

(00 h 01 min

SERVFAIL:
REFUSED:
FORMERR:

The Above figure shows the command retrieves subdomains of att.com using assetfinder, then
resolves them using massdns with specified resolvers and give output in resolved.txt

Figure:-

The above figure shows the output of resolved.ixt.
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