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All vulnerabilities mentioned in this presentation have

been fixed
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components and features, identifying critical vulnerabilities before adversaries

[ We are the eyes of Android Security: Increase Pixel and Android security by attacking key

_[ Offensive Security Reviews to verify (break) security assumptions

daNno=0I1D :

Scale through tool development (e.g. continuous fuzzing)

=GO TCEAm

Develop proof of concepts to demonstrate real-world impact

[l

Assess the efficacy of security mitigations

| S S S ) ——

https://t.me/learningnets



Why Modem?



Modem: An Emerging Area of Risk

Samsung

Over The A|r Baseband EXpIOlt: s https://r2.community.samsung.com » India > Tech Talk
Gain | ng Remote Code Severe Exynos modem vulnerabilities found

Mar 18, 2023 — Google Project Zero team found severe 0-day vulnerabilities with the Samsung

Exec utio n 0 n 5 G S m a rt p h o n es Exynos modem . Affected Exynos modem used in various Samsung ...

Lifehacker
Marco Grassi (@marcograss)

A N Stop Hackers From Taking Over Your Android With Just Your °
Xingyu Chen (@@xKira233) Phone Number
ﬁnl\]et Windows?i  SG  BestVPNs Cioud Securty Al Newsieis Biogs More  Edion: US o

Keeping up with the latest security news isn't easy. It seems every week there's a fresh
threat on at least one of our devices to watch out...

[DMusTREAD: Meta recaives is first ever criminal charges from Australian biionaire Andrew Forrest

Mar 23, 2023

Qualcomm chip vulnerability found in millions
of Google, Samsung, and LG phones

Cybersecurity researchers with Check Point notified Qualcomm last year, and it was patched in December 2020.

B Naked Security

Samsung Smartphones Already Received Modem Dangerous Android phone 0-day bugs revealed — patch or

Vulnerability Patch work around them now!
The vulnerability in Qualcomm modems
0 oy Teja chedalia way affects 30 percent of mobile phones Despite its usually inflexible 0-day disclosure policy, Google is keeping four mobile

modem bugs semi-secret due to likely ease of...

Cp<iE> PUBLICATIONS ~ T0OLS  ABOUTUS  CONTACTUS  SUBSCRIBE  UNDERATTACK?

Black Hat talk exposes how easily criminals can hack mobile
broadband modems
0000

Blogger
https://googleprojectzero.blogspot.com > 2023/03 > m

Multiple Internet to Baseband Remote Code Execution ...

Mar 16, 2023 — In late 2022 and early 2023, Project Zero reported eighteen 0-day
vulnerabilities in Exynos Modems produced by Samsung Semiconductor.

Advanced SMS Phishing Attacks Against Modern Android-based
Smartphones

September 4, 2019

https://t.me/learningnets



Impact

What an attacker would get:

e Over-the-air Remote Code Execution
e Running in Privileged Context in Modem

What that means: o

DDoS Botnet

SMS/RCA Sniffing and Spoofing
MFA Compromise

Pivot Opportunities to Kernel

https://t.me/learningnets



Engagement Overview

Timeline:

Multi-month Android Red Team engagement from late 2021 to early 2022

Mission

Gain remote code execution on baseband via the Pixel 6 modem stack
Suggest systemic security improvements to harden the Pixel 6+ modem
Bonus: Get everything patched before debrief

https://t.me/learningnets



Modem Overview



Modem Overview

Modem at a glance:

Dialing Progress

https://t.me/learningnets



Modem Overview

Modem at a glance:

e A critical component with access to sensitive
user data

e Remotely accessible with radio technologies

e High profile target which could benefit from
security hardening mitigations

e Historical source of vulnerabilities

e Many legacy protocols with outdated security
practices

e Challenge: New Pixel SoC

https //t me/learn | ng netS Image Credit: Pixel 6 X-ray Imablog



Modem Overview

[ Radio Services ] [ \ (( ))

Kernel Driver Modem

Interface Firmware Cellular Network

[ Modem Drivers y

https://t.me/learningnets




Modem Attack Surface Analysis

Communication Service

Telephony services SMS, MMS, etc

LEGEND

Abstraction Layer

HLOS Interfaces

Protocol Level

ASN.1 and
other

low-level
decoders

Physical Layer

System Module System Tools

https://t.me/learningnets

Layer
Component

Attack Surface Covered by
Android Red Team

Proof of Concept



But I’'m Safe.... Right?

Unfortunately, 2G Downgrades Happen

Network Coverage (Required in some areas)
Signal Strength

Network Congestion

Battery conservation

Roaming

Network Switching

Phone Model

More...

https://t.me/learningnets




Our Methodology



Evaluation Approaches

e Fuzzing as the primary approach
o Host based fuzzing has been proven effective
o Prototyped full system emulation
o On-device fuzzing was cut due to schedule
constraint
e Static analysis using CodeQL
o Exploring modem codebase
o Variant analysis
e Manual code review
o Areas identified by fuzzing or static analysis
o Areas hard to fuzz

https://t.me/learningnets



Fuzzing Overview

Progress:
e 10 fuzzers created during the engagement and Fuzzer Name Description
running on our internal at-scale fuzzing platform. AsnDecoder Targets ASN.1 decoder which
e Developed an easy to use framework for host reads and translates data
based modem fuzzing. encoded in ASN.1 format by
e Fuzzers not only find great bugs, but also identify feeding malformed inputs.

high risk areas for manual code review. ASN.1 iss widely used in various

protocols and data formats
Fuzzing Challenges:

CdParseMsg Targets parser responsible for
e . ing TLV data in 3GPP
e Identify right components for fuzzing Egﬁfsmg atain
e Low severity bugs blocking fuzzing from continuing
More fuzzers... Other protocol handlers...

https://t.me/learningnets



CodeQL

CodeQL Overview:

CodeqQL is a static analysis tool with powerful data-flow and taint analysis
engine to find code errors, check code quality, and identify vulnerabilities.

Modem Exploration Queries:

e Finding all task entry points
e Finding all Low-level Interrupt Service
Routines (LISRs)
e Finding all High-level Interrupt Service
Routines (HISRs)
e Graphing IPC between different tasks
https://t.me/learningnets

General purpose bug finding queries:

Identifying memcpy which write to a fixed-size
buffer, but use a non-constant size argument
Identifying for loops writing to buffers, where
the loop could iterate more times than the
size of the buffer



Modem Emulator

Technical Spec

e Unicorn-base full-stack emulation

o Supports Pixel 6 Modem Chipset
e Emulates some hardware layers

o Hardware Registers

o PCIE interface

o OTP

o  Flash Memory (RFS)
e Software layer functionalities

o Process snapshot and restore - useful

for high-speed fuzzing
o  ASAN-style instrumentation

https://t.me/learningnets

Benefits & Usages

Accurate emulation with full symbols vs
FirmWire with guessed limited symbols

Fuzzing - AFLPlusPlus unicorn mode
integration
o Better code coverage

Root Cause Analysis
o Triaging & Investigation
o Accurate and fast crash investigation


https://github.com/FirmWire/FirmWire
https://github.com/AFLplusplus/AFLplusplus/

Modem Emulator
Root Cause Analysis

Heap header corruption at 50596c01 (heap: 50596c00) size: 00000001 value: 000000ad @421e2860 BitUnpacking8+000000cb

None

Memory Dump @50596c00

00000000: DE 00 00 00 08 00 00 00 00 00 00 00 00 00 00 00

00000010: 00 00 00 00 40 00 00 00 00 00 00 00 AA AA AA AA ....Q@.:u:vesususs
* Debug Message: Output(@xAD) from Buffer(@xBE) with unpackinglLen(8)/unpackedLen(1206555239) @line @ (BitUnpackingl73)

12: BitUnpacking8 return: 0x00000180

12: BitUnpacking8(ProAsnParam_tx asnParam = 505a75a@, unsigned int line = 000005d2, u8 xoutput = 50596c02, int outputLen = 00000008,
* Instructions @421e285a
421e285a: b #0x421e2874
421e285c: mov fp, r5
421e285e: b #0x421e28ae

american fuzzy lop ++4.01a (python3) [fast]

421e2860:
421e2864:
421e2866:
421e286a:
421e286¢:
421e286e:
421e2872:
421e2874:
421e2876:
421e287a:
421e287c:
421e287e:

movw r6, #0x48ae
subs r7, r7, r3
movt r6, #0x4032
ldrb r6, [r6, r3l]
1sls r6, r7
and.w r6, r6, r8
lsrs r6, r7

strb r6, [r2]
movw r2, #0x1042
movs r7, #8

str r2, [sp, #0x18]
movw r2, #0x9464

https://t.me/learningnets

@ days, 7 hrs,
0 days, @ hrs,
@ days, @ hrs,
0 days, 4 hrs,

619.1 (96.9%)
1 (0.16%)

splice 4
188/441 (42.63%)
3.31M

212.5/sec

disabled (default,
disabled (default,
disabled (default,
disabled (default,
n/a

46 min, 31 sec
@ min, 34 sec
7 min, 0@ sec

39 min, 12 sec

enable with
enable with
enable with
enable with

547/1.68M, 119/1.61M
unused, unused, unused, unused
2.03%/3823, disabled

5

0.83% / 11.21%
4.97 bits/tuple

354 (55.40%)
524 (82.00%)

54.3k (358 saved)

12
191
1
638
0




Our Findings



Re: ASN.T
“Maybe all the bugs are gone...?”

How to Hack Shannon Baseband (from a Phone)
OffensiveCon Presentation by Google Project Zero (May, 2023)

(~12 months after the Android Red Team Engagement)



Findings Summary

By the numbers:

[ 121 J[ 18% J[ 102 J
Total Issues Critical/High Severity Fuzzer Bugs

Two bugs in particular stood out in this engagement, and when chained, led to a Modem RCE.

e CVE-2022-20170 is a critical severity issue. This is an OOB write issue that occurs when
decoding the OTA packets from 2G (GSM).

e CVE-2022-20405 is a moderate severity issue that is the result of a mis-configuration in modem
code makes most of the memory space with RWX.

All vulnerabilities mentioned in this presentation have
been fixed and patches have been released

https://t.me/learni ts



CVE-2022-20170 Details

Linear OOB write in the heap

if (param_2 == 0x70) {

I target_buffer = AsnInnerMemAlloc(param_1, 1); | Allocate 1-byte buffer
Happens during ASN.1 parsing of Information 1F (Target_buffer == 0x0) goto LAB_OORXX;
. . *(unsigned char *)target_buffer = 0;
Element durlng Ca” Setup Stage in 2G StaCk IiVarl = AsnDecodeInformationElement(param_1, param_3, target_buffer, 0); |
The attacker fully controls up to 255 bytes
written into 1-byte buffer in the heap
Y
int AsnDecodeInformationElement(void *param_1, int param_3, void *target_buffer, int param_4)

{

target_lenght = 0;
Iret_val = BitUnpacking8(param_1, Ox5ca, &target_lenght, 8, r‘et_val);l Extract number of bytes to write into the buffer
if ((ret_val != -1) &&

((target_lenght < 0x81 || (ret_val = Decoding_String_Lpart(param_1, ret_val, &target_lenght), ret_val != -1))))

{
Ir‘et_val = BitUnpacking(param_1, 0x5d2, target_buffer, target_lenght << 3, ret_val);l Overflow the buffer

return ret_val;

}

https://t.me/learningnets



Heap Management Overview

e Every heap allocation is prepended with a 0x20-byte header with the metadata
o Allocation driver ID: partitioned memory driver, system dynamic memory driver, etc

o Size of allocated chunk
o Allocation-driver-specific metadata

50791380: 04 00 00 00 O5 00 00 00 8F 2B 29 41 34 00 00 00
50791390: CO 76 61 44 40 00 00 00 BO 4A 03 00 AA AA AA AA

5079f3a0: 00 01 3C 01 AA AA AA AA AA AA AA AA AA AA AA AA
5079f3b0: AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA

Allocated heap buffer

Partitioned Memory Driver:

e manages arrays of fixed-size memory blocks

e tracks state of the memory blocks using a
separate bitmap

e not very convenient for exploitation

System Dynamic Memory Driver:

uses a double-linked list to manage allocated/free
chunks
heap header contains the double-linked list!!!

https://t.me/learningnets




Getting Arbitrary Write Primitive

e Leverage the linear OOB write in the heap to obtain write-what-where primitive:
o CVE-2022-20170 enables us to overwrite heap header of the next adjacent chunk with the
fully controlled data

e The overwritten adjacent heap chunk is:
o Conveniently allocated by ASN.1 parsing code before the buffer overflow happens
o Reliably freed after the overflow

e Use the “classic” heap unlink technique to overwrite free function pointer

5079f380: 04 00 00 00 ©5 00 00 00 SF 2B 29 41 34 00 00 00

5079f390: CO 76 61 44 40 00 00 00 BO 4A 03 00 AA AA AA AA

5079f3a0: 00 01 3C 01 AA AA AA AA AA AA AA AA AA AA AA AA Vulnerable heap
5079f3b0: AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA buffer

Overflow )
direction 5079F3c0: 04 00 00 00 OC 00 00 00 8F 2B 29 41 3D 00 00 00 Header of the adjacent
5079F3d0: CO 76 61 44 40 00 00 00 Bl 4A 03 00 AA AA AA AA heap chunk
5079F3e0: 3C 01 3C 01 00 00 01 00 AA AA AA AA AA AA AA AA
5079F3F0: AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA

https://t.me/learningnets




Getting RCE on Modem

CVE-2022-20170 + CVE-2022-20405 Overview

Out-of-bounds write occurs in the ASN decoder
within the 2G stack

allows us to write a limited number of controlled
bytes in the heap and corrupt adjacent heap
objects.

Corrupted adjacent heap objects give us
arbitrary pointer write primitive when those
objects are freed.

Misconfiguration in MMU (CVE-2022-20405)
allows us to stage executable shellcode in the
heap.

Overwrite the function pointer pointing to the
free function of the heap allocator to point to our
shell code

When a heap object is freed, it will execute our

https://t.'S nqgﬂgggrﬁhgnets

Heap Area RW-

[ HDR: BlockType=PMD ]

Buffer A: User Bytes

Filler Bytes

HDR: BlockType=PMD

Buffer B: User Bytes
Filler Bytes

—
|

Global Data RWX

[ HDR: BlockType=PMD

Buffer A: Attacker controlled

Attacker controlled data

Attacker controlled data

[ HDR: BlockType=SysDyn

SysDyn Header
size

prev

Attacker controlled data

Stage 0 payload: \

Malicious SysDyn Header
size

prev

next

SHELLCODE ==

——> fnFree




Shellcode Delivery

Malicious base station Victim device

Send stage 0 shellcode

Trigger CVE-2022-20170

P>
Send stage 1 shellcode chunk 0

P>
Send stage 1 shellcode chunk N

-

https://t.me/learningnet

Store stage 0 shellcode
in a global “attack” buffer’

Hook free function with
stage 0 shellcode

Assemble stage 1 shellcode
in executable memory

Rehook free function
with stage 1 shellcode

?array of ~80 bytes at a known address used for storing stage 0 and chunks of stage 1 shellcode
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Modem RCE Proof of Concept



Attack Chain

User (victim) comes in proximity
of malicious base station.
Victim's phone connects to the
malicious base station.

OTP:
1234

User connects their phone to a
cellular network (e.g. 4G/5G)

o

Attacker sets up a malicious
2G base station

Attacker sends exploit
payload. Establishes foothold
on victim's modem

Attacker can capture and forward
SMS messages (+more)

https://t.me/learningnets



xiling@xiling1

850 G& S A - i 851 WP O @

Gain range PGA: 0.0 to 89.8 step 0.2 dB

Bandwidth range: 200000.0 to 56000000.0 step 0.0 Hz
Connection Type: IQ

Uses LO offset: No

< Swisscom

Thursday, Jan 27 € -1°C
App data usage
1.17 MB used Jan 17 - Feb 16

|

|

|

|

|

|

| TX Frontend: B

| Name: FE-TX1

| Antennas: TX/RX

| Sensors: temp, lo locked _

: P | Freq range: 50.000 to 6000.000 MHz

Data warning & limit I Gain range PGA: 0.0 to 89.8 step 0.2 dB @
| Bandwidth range: 200000.0 to 56000000.0 step 0.0 Hz
| Connection Type: IQ
|
|
|
|
|
|

Uses LO offset: No Settings

VoLTE

Use LTE services to improve voice and other .
communications (recommended)

/

| TX Codec: A

| Name: B216 TX dual DAC

| Gain Elements: None -

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Preferred network type

LTE transceiver: no process found Messages

smqueue: no process found
sipauthserve: no process found
" asterisk: no process found
Carrier settings version OpenBTS Command Line Interface (CLI) utility
swisscom_ch-30000000479.47 Copyright 2012, 2013, 2014 Range Networks, Inc. '
. A Licensed under GPLv2.
2021-09-02 7
Includes libreadline, GPLv2.
Connecting to 127.6.6.1:49300...
Remote Interface Ready.
Calling Type:
"help" to see commands,
“version" for version information, O
Wi-Fi caIIing "notices" for licensing information,
"quit" to exit console interface.
OpenBTS> GitHub
OpenBTS> []

Twitter

Call over mobile network

Network

e w|  QANDROID ¢® 090
RGO TEAM

Disconnected

https://t : ifcfi-j m
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http://www.youtube.com/watch?v=R-XXpG_mZZI

Exploitation Details

Prerequisites:
e 2G stack is enabled (default on Pixel 6)
e “Nearby range” to deploy the attack (<5 miles)

Impact:
e Total modem firmware compromise
e Possible Android OS compromise with radio
driver/HAL side issues

Issues utilized for this exploit:
e An attacker controlled heap OOB write in GSM
code (CVE-2022-20170)
e A mis-configuration of MMU allowing writable
and executable memory (CVE-2022-20405)
e Lack of standard security mitigations making the
exploiting easier
https://t.me/learningnets




Proof of Concept Setup

Required hardware:
e SDR
e (Cables and USB hubs
e Faraday cage (not needed for real
attack)

Required software:
e Software-based GSM solutions

https://t.me/learningnets



Exploitation Challenges

e Not that easy to pack SDR, the attacker and victim devices into the Faraday cage to avoid
interference
o  Subject to the value of the radio wavelength

e Reliability of the exploitation and time between iterations
o  Multiple complex systems involved into the exploitation: SDR + BTS + modem

e Debugging shellcode on the production modem image
o  Collect ramdump when modem crash and then check the memory status
o Patched an AT command handler in modem to confirm success of the exploitation
locally on the victim device

e 80 bytes of thumb2 instructions is very tight to implement stage 0 shellcode
o Effective shellcode area is less than 80 bytes due to specifics on heap “unlink” primitive

https://t.me/learningnets



Remediation & What Comes Next



What You Can Do

Google is committed to making the Pixel modem as secure as possible. Here's what you can do:

e 2G security is obsolete. The 2G standards
didn't take in account rogue cell towers as

an attack vector (lack of mutual auth) The best mitigation is to disable 2G
e Weak encryption combined with no on your device
authentication between device and tower
means impersonation is easy over 2G. A E
ow
e 2G is optional on Pixel devices. Disable the iSniﬁe'iii,iiﬁ“gj;q‘;”ﬁ,L“a""tﬁrﬂ‘?r;;“feyni’;’ﬁgenCy

“Allow 2G" toggle on your device. This calls, 2G is always allowed.
feature is supported in all Android (12+)
devices with Radio HAL >1.6

e 2G disablementisn't enforced as it’s
required in certain locations

https://t.me/learningnets



Bare Metal Mitigations

Android Security prioritizes int bar[10];

int foo(size_t a) {
return bar[a+8];

e System hardening and exploit mitigations
e Exploring and enabling compiler-based
sanitizers (BoundSan, IntSan) and other

. s . N 20 X8, XU, #UX Compare
exploit mitigations (CFI, kCFI, Shadow Call 88 #0xa | index to
Stack, Stack Canaries) in firmware. 3 € | 103c <foo+0xlc> size

m n ¢

e Enabling further memory safety features
(Auto-initialize Memory) in firmware.

e Exploring the application of Rust in bare
metal code.

https://t.me/learningnets


https://security.googleblog.com/2023/02/hardening-firmware-across-android.html
https://security.googleblog.com/2023/02/hardening-firmware-across-android.html
https://source.android.com/docs/security/test/bounds-sanitizer
https://source.android.com/docs/security/test/intsan
https://source.android.com/docs/security/test/cfi
https://source.android.com/docs/security/test/kcfi
https://source.android.com/docs/security/test/shadow-call-stack
https://source.android.com/docs/security/test/shadow-call-stack
https://source.android.com/docs/security/test/memory-safety/zero-initialized-memory

Conclusion



Concluding Thoughts

Red Team to Secure Pixel

~120 security issues were identified and
fixed in Pixel 6 before its release

Exploit development helps articulate
impact

Fuzzing is the Way

We heavily invested in fuzzing, developing
10 fuzzers identifying >80% of bugs
logged during the engagement. These
fuzzers run continuously and find issues
today.

https://t.me/learningnets

2G Security is Outdated

Google has protections in place to limit
the outdated security and lack of mutual
authentication of 2G. Turning off 2G
protects you from most attacks.

Modem Mitigations

We applied various mitigations to
eradicate entire classes of vulnerabilities,
with more hardening measures to come.

Our Work is Never Done

Many Google teams came together on
these security investments prioritizing
security and remediation

We're never done! The team continues
testing new features and releases



Cross-Functional Coverage

Vendor
Security
Workshops

Upstream Threat
Build Modeling

Support

Vulnerability
Rewards
Program

Android
Red Team

Vendor
Security
Reviews

Static
Analysis

Continuous
Fuzzing
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