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About this Workbook

This workbook covers all the information you need to pass the Implementing Cisco
Threat Control Solutions 300-210 exam. The workbook is designed to take a practical
approach of learning with real life examples and case studies.

Covers complete Route blueprint
Summarized content

Case Study based approach
Ready to practice labs on vRacks
Pass guarantee

Mind maps

VVVVVYVY

Cisco Certifications

Cisco Systems, Inc. is a global technology leader, specializing in networking and
communications products and services. The company is probably best known for its
business routing and switching products, which direct data, voice and video traffic
across networks around the world.

Cisco offers one of the most comprehensive vendor-specific certification programs in
the world. The Cisco Career Certification program begins at the Entry level, then
advances to Associate, Professional and Expert levels, and (for some certifications)
caps things off at the Architect level.

Architect:
Can support complex
networks of global
organizations and
is able to transiate
Professional: i ﬁﬁmmm
Advanced or ' ! X
e technical strategies,
- knowledge of
Entry: for installation and networks and
Basic network support of medium- networking
support. sized networks and solutions.
networking solutions.

TECHNOLOGY FOCUS:

m Cﬁ Data Center » m Design » ‘ Routing and

A N
Security »
» — Switching »

@ Service Provider » /—\ Video » f@x Voice/ @ Wireless »

st " Collaboration »

|

Figure 1 Cisco Certifications Skill Matrix
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How does Cisco certifications help?

Cisco certifications are a de facto standard in networking industry help you boost your
career in the following ways:

Gets your foot in the door

Screen job applicants

Validate the technical skills of the candidate

Ensure quality, competency, and relevancy

Improves organization credibility and customer’s loyalty
Required to maintain organization partnership level with OEMs
Helps in Job retention and promotion

Boosts your confidence level

XN AW N E

Cisco Certification Tracks

Certification Tracks Associate » Professional Expert Architect
Collaboration CCIE
Caollaboration

Data Center CCMA Data CCMP Data CCIE Data Center

Center Center
Design CCEMNT CCDA CCDP CCDE CCAr
Routing & Switching CCENT CCMNA Routing CCMP CCIE Routing &

and 3witching Switching
Security CCENT CCMA Security CCNP Security CCIE Security
Service Provider CCMA Service CCHMP Service CCIE Service

Provider Provider Provider
Service Provider CCEMT CCMA Service CCHMP Service CCIE Service
Operations Provider Provider Provider

Operations Cperations Operations
Video CCMNA Video
Voice CCENMT CCMA Vaice CCNP Vaoice CCIE Voice
Wireless CCEMT CCMA Wireless CCMP Wireless CCIE Wireless

Figure 2 Cisco Certifications Track
About the Route Exam

» Exam Number: 300-210

» Associated Certifications: CCNP_Security
» Duration:9o minutes (65-75 questions)

» Exam Registration: Pearson VUE

The Implementing Cisco Threat Control Solutions (SITCS) exam (300-210) is part of
the CCNP Security certification. It tests a network security engineer on advanced
firewall architecture and configuration with the Cisco next-generation firewall,

[PSpecialist.net 7 1** August 2017

https://t.me/learningnets



SITCS Workbook

Let Your Career Flow

utilizing access and identity policies. This new revision of the SITCS exam replaces
300-207, removes some older technologies, and adds coverage for both Cisco
Firepower NGIPS and Cisco AMP (Advanced Malware Protection). This go-minute
exam is consists of 65-75 questions and covers integration of Intrusion Prevention
System (IPS) and context-aware firewall components, as well as Web (Cloud) and
Email Security solutions. Candidates can prepare for this exam by taking the
Implementing Cisco Threat Control Solutions (SITCS) course.

The following topics are general guidelines for the content likely to be included on the
exam. However, other related topics may also appear on any specific delivery of the
exam. In order to better reflect the contents of the exam and for clarity purposes, the
guidelines below may change at any time without notice.

» Content Security 27%
» Network Threat Defense 22%
> C(isco FirePOWER Next-Generation IPS (NGIPS) 20%
» Security Architectures 17%
» Troubleshooting, Monitoring, and Reporting Tools 14%

The complete list of Exam Topics covered in the CCNP Security SITCS 300-210 exam
can be download from
https://learningcontent.cisco.com/cln_storage/text/cln/marketing/exam-topics/300-
210-sitcs.pdf

Prerequisites
Valid Cisco CCNA Routing and Switching certification or any Cisco CCIE certification
can act as a prerequisite.

How much an exam cost?

Computer-based certification exam (written exam) prices depend on scope and exam
length. Please refer to the "Exam Pricing" webpage for details.

Step4: Getting the Results
After you complete an exam at an authorized testing centre, you'll get immediate
online notification of your pass or fail status, a printed examination score report that

indicates your pass or fail status, and your exam results by section.

Congratulations! You are now SITCS- Certified.
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Chapter 1: Content Security

Technology Brief
Cisco Cloud Web Security (CWS)

Using internet services from any company or office's internet connection or through
any public internet services like the Public Wi-Fi at coffee shops or hotels is quite risky
in terms of security and in keeping your system, files, and secret data and other
information secure and safe. There might be any website waiting for you with harmful
executable codes and scripts. In the Internet, there are many websites that contain
malicious executable codes, harmful, and infected files and many more type of
malicious things and malwares which you really don’t want to destroy your system
and files. These harmful materials can be auto-downloaded on your system or just
waiting for your click before infecting your file. These infections can be spread by
using harmful websites, pop-ups, advertisements and redirection to other websites.
These can be targeted attacks or spread publically to gain access to the device of the
user.

These web attacks and increasing malicious and malware infection through the
internet are increasing day by day. As these attacks are increasing, it is becoming more
important and necessary for IT to create some significant steps to prevent these
unwanted activities. The number of cases infected by malwares and malicious traffic
from websites are increasing, hence, costing in millions of dollars. Cisco offers
Security devices for defense from these infections, which are Cisco Cloud Web
Security (CWS) which is formerly known as Cisco ScanSafe as well as Cisco Web
Security Appliance (WSA). These devices have become an integral Security Solution of
IT for cloud and Web Security.

Cisco offers two security solutions for preventing these malwares and malicious traffic
affecting the network resources. Cisco Web Security Appliance (WSA) which is more
appropriate for a private network security. Endpoint stations accessing the network
through a wired or wireless link or connecting remotely through a VPN, if these End
stations are infected, this infection will be spread through all over the network. This is
the prime objective to secure these End Stations from spreading malwares into the
network and network devices. For these type of Private network, Cisco offers its Web
Security Appliance which is discussed later in detail.

User and Endpoint stations are not connected through a direct link to the network or
they are not always connected to the private network cloud. They may also be
accessing the public Internet for entertainment, browsing and searching or for any
other reason. When a user is accessing the public internet through a publically-
available access such as a Public Wi-Fi service or from the Internet Cafe instead of
connecting through a secure network, there is a higher chance that the User’s PC or
device can be infected and attacked by any malware, virus, or other attacks. These
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attacks can be costly in terms of disconnection, disruption of activity, encryption of
data and file and spreading of this infection to another network. For these type of
networks, Cisco offers Cisco Cloud Web Security (CWS) to protect End Stations and

Users devices from infection.
;"_“\;

Public Internet Cloud

N
@ Internet Traffic @ Internet Traffic

ISR CWS Cloud

>y

Branch Office Head Office Home Office

Internet Traffic

< "I"'II' Internal Traffic
7Y csco

Cisco AnyConnect Web VPN
Security

Figure 1-1: Cisco Cloud Web Security (CWS)

Cisco Cloud Web Security (CWS) depends upon three major components:

1. Cisco Any Connect Client
Cisco AnyConnect Client application is for user end for every individual user for
accessing the network.
2. Cisco Cloud Web Security Cloud
CWS cloud is hosted in datacentre.
3. Cisco Web Security Database
CWS Database is for reporting and logging purpose.

Features and Benefits of Cloud Web Security

Malware Prevention and Protection:

Prevention from malwares help limit data loss, information theft, and other unwanted
activities from your device. Real-Time Web Protection by heuristics engines, Signature
and other resources including granular visibility and Control of several thousands of
applications at a time. billions of Web request can be processed and analyzed daily to
detect, prevent and protect and defend against Web-based Threats.

Combined Integrated Solution

Combined Solution of Cisco Cloud Web Security (CWS) and Cisco Web Security
Appliance (WSA) offers Malware protection and prevention from Public internet and
infected User Endpoints infecting your corporate Network. It can also be integrated
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with Advanced Malware Protection (AMP) and Cognitive Threat Analytics (CTA).
These devices in combined integration offers more visibility, effective controlling and
intelligence and defense from malwares. This next level security integration protects
from advanced threats. This security solution also offers identification of type and
severity of these web based threats to take action, prioritize and protect from these
attacks.

Centralized Management and Mobility:

Cisco Cloud Web Security CWS offers Centralized management for protecting your
corporate network and devices supporting Mobility. User can connect remotely or
directly to the network hence Cisco Web Security Solution supports remote and
mobile users.

Policies Enforcement:

As Cisco AnyConnect Client and Cisco Integrated Services G2 Router automatically
forward internet traffic to the data centre hosting Cisco Cloud Web Security Cloud
which controls, monitors the Web traffic. Cisco CWS provides Monitoring and
Controlling, Visibility and Reporting of Web traffics as well as Visibility of Malwares or
unwanted malicious activities respect to the Policies configured for user access to
Secure and Unsecure and harmful Websites.

ke - 5 ke

Cisco Cloud Web Cisco Security
Security (CWS) Intelligence Operations

(s10)

URL Filtering

Reputation Filtering

Signature Based Anti-Malware

| l
| |
| Dynamic Content Analysis (DCA) ‘
| |
| |

Real Time Visibility and Control

Allowed Requests Warning Partially Blocked Blocked

Figure 1-2: Web Security flow

Cisco Cloud Web Security Server or ScanSafe Proxy Servers are deployed all over the
world, entertaining the user by securing and defending their web traffic. It inspects
the elements of each and every web page of a website. Every element is inspected such
as if a web page element includes HTTP, Flash, and Java. All of these elements will be
inspected. This inspection is depending upon the policies configured at the Cisco
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Cloud Web Security Portal. In result, Web page is allowed, partially blocked or
Blocked. These policies are necessary to prevent Over Blocking and Under Blocking as
well.

Cloud Web Security Connectors for I0S

Cisco Cloud Web Security CWS offers IOS and ASA Connectors. These CWS
Connectors are used for extending or integrating the security features related to Cloud
web security on IOS routers and ASA Firewalls. Cloud Web Security Connector can be
used for firewall features, VPN, Intrusion Prevention features. This connector is along
with Security Kg License of Cisco. These CWS Connectors helps in advanced web
security and strong protection against Website. These Cloud Web Security connectors
can be deploying over Integrated Services Router (ISR) to route the Web traffic to the
Web Security Cloud to monitor, filter and inspect in detailed and enforce security
policies over web traffic. By using Integrated Services Routers ISR, network can be
deployed between Wide area, such as Head office and Branch office, Site to Site
connection of a corporate network etc. Cisco Cloud Web Security Connector Solution
offers protections and prevention against worms, viruses, backdoors, Trojans and
other harmful executable codes.

Cloud Web Security
(cWs)

_______________________ : e
........................................ | é |
! I I
= | Internet I
o B I { 5 ] ~
L users | : é :

T

[romm— |

[ & | I
; g ISR G2 : ISRG2

____________ Servers | l

e ______ BranchOffice |

Figure 1-3:10S Router Integration with CWS Connector

I10S Cloud Web Security Connector Configuration

Configuring CWS Proxy Servers

ISR(config)# parameter-map type cws
//Configures a Global CWS parameter MAP

ISR(config-profile)# server primary ipv4 {IP Address} port http 8080 https 8080
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//Configures Primary Server for HTTP and HTTPS traffic

ISR(config-profile)# server secondary ipv4 {IP Address} port http 8080 https 8080
//Configures Secondary Server for HTTP and HTTPS traffic

ISR(config-profile)# license 7 {License Key}

//Configures CWS License

ISR(config-profile)# source interface {Interface name}
//Configuring Source Interface for Redirection
ISR(config-profile)# timeout server 5

//Server keep alive time

ISR(config-profile)# timeout session-inactivity 3600

//Session inactivity time in Seconds

ISR(config-profile)# user-group marketing username superuser
//Configuring default usergroup

ISR(config-profile)# server on-failure block-all

//Block all traffic when CWS Server can not communicate with Web Server
ISR(config-profile)# user-group exclude {Groupname}
//Exclude group

ISR(config-profile)# user-group include {Groupname}
//Include Group

ISR(config)# interface {Interface name}
//Configure CWS traffic scanning interface
ISR(config-if)# cws out

//Content scanning for Egress traffic
ISR(config-if)# ip virtual-assembly in
//Configuring VFR on ingress
ISR(config-if)# ip virtual-assembly out
//Configuring VFR on egress

ISR(config-if)# end

ISR# Show content-scan history

//Displays content scanning History information.
ISR# Show content-scan statistics

//Session Slow information

ISR# Show content-scan

//Displays content scanning information.

ISR# Show cws history

//Displays content scanning history

ISR# Show cws

//Displays content scanning information.

ISR# Show ip admission cache

//View User status

ISR# Show content-scan statistics memory-usage
//CWS Entries, connections, and Web Request
ISR# Show content-scan statistics failures
//Shows Number of failure

ISR# Show content-scan session active

//Show individual Active sessions
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Cloud Web Security Connectors for ASA

Using Cisco ASA Firewall integrated with Cisco Cloud Web Security Connector, offers
enhanced and advanced Web Security and Control over the corporate network.
Network along with Network Devices and datacentres can be secured through
deployment of Firewalls integrated with CWS Connectors without any additional
physical hardware deployment with great performance and throughput. Web Security
features can be deployed more effectively with respect to User-enrolled on External
Datastore such as Active Directories as well as Mobility and Remote access can also be
supported using Cisco AnyConnect Secure Mobility Client Application. Cisco CWS
Connector for ASA offers protection of Clients from Web threats regardless of
Location and devices, Monitoring and Controlling of Web traffic without
compromising over security, Reducing Cost and Complexity in term of deployment of
Additional Hardware. Using ASA CWS Connectors, all Web traffic is automatically
redirected to Cisco Cloud Web Security Data Centre for inspection.

Hardware Requirement for CWS Connector

Cisco ASA 5500 and 5500-X Series with version 9.x or later can be integrated with
Cisco Cloud Web Security.

Port 80 & 443 Traffic

..............................................................................

_______________________________________

Lol ol

Figure 1-4: ASA Firewall Integration with CWS Connector

Cisco Cloud Web Security (CWS) works on ASA in Routed mode only. It redirects the
Web traffic (HTTP and HTTPS) to the Cloud Web Security Servers. These Web
Security Proxy Servers on Cloud filters, inspect and scan the redirected web traffic and
compare against configured policies in CWS or Cisco ScanCenter. The redirected Web
traffic will be permitted, warned or blocked according to the policies. ASA can also be
deployed with Identity firewall to Authenticate and Authorized the users with respect
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to AAA rules. Policies are configured as per User to authenticate and Authorized them
as well as User based reporting.

- O >
sls ScanCenter b4
&« ' | & Secure | https://scancenter.scansafe.com/portal/admin/lagin.jsp | &
- ¥
@ Cisco Cloud Web Security
.
Username
Password
Forgotten your password?

& 2017 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, IlCIIIS.CI!;I
Inc. andfor its affiliates in the U.5 and certain other countries,

Figure 1-5: CWS or ScanCenter Portal Page
Authentication Key

There are two types of authentication keys offered by Cisco Cloud Web Security or
ScanCenter. This Authentication key is required to authenticate the company
associated with the Web traffic by Cloud Web Security.

1. Company Authentication key
These keys are to enable the Cloud Web Security feature on multiple ASAs.
Administrator have to generate the key in ScanCenter and it will be emailed for use.
Administrator = can  generate  this key by  accessing the  URL:
https://scancenter.scansafe.com/portal/admin/login.jsp

2. Group Authentication Key
Group Authentication key is a unique key per ASA. Group Authentication key enables
Web Security feature on ASA and identify the redirected web traffic associated with
the ASA.

Whitelists:

Whitelists are the lists configured on the device to permit the traffic according to
configured Policies and Rule as Blacklists blocks the traffic. Whitelists in ASA for Web
Traffic Security required AAA or IDFW configuration to bypass the Cloud Web
Security redirection. Web traffic from specific authenticated users or group of users
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are authorized to bypass the redirection of web traffic to the Cloud Web Security
Servers for inspection. The Web request directly route to the web servers without
redirection through Proxy Servers as other user's web requests do. This Whitelist
feature can be configured as per user or per group instead to IP address. Whitelist
configuration is not necessary but configured optionally according to the requirement.

CWS does not support ASA Clustering, SSL Clientless VPN, and does not support ASA
CX module. Cloud Web Security feature only support IPv4 addressing only.

From [Pv4 to [Pv4 Supported
From IPv6 to IPv4 (using NAT64) Supported
From [Pv4 to IPv6 Not Supported
From IPv6 to IPv6 Not Supported

Table 1-1: CWS IP Scheme Support

ASA Cloud Web Security Connector Configuration

Access-list are configured for redirecting Web traffic i.e. HTTP and HTTPS.
Recommended is to configure two ACLs for each HTTP and HTTPS traffic which will
help in monitoring and inspection of packets processing through CWS.

ASA(config)# access-list web extended permit tcp any any eq www
// Access Control List for HTTP traffic

ASA(config)# access-list https extended permit tcp any any eq https
// Access Control List for HTTPS traffic

Configure the Class maps for Web Traffics and associate the Access Control List to
them.

ASA(config)# class-map cmap-http

ASA(config-cmap)# match access-list web

// Class Map for HTTP traffic

ASA(config)# class-map cmap-https

ASA(config-cmap)# match access-list https

// Class Map for HTTPS traffic

ASA(config)# policy-map type inspect scansafe http-pmap
ASA(config-pmap)# parameters

ASA(config-pmap-p)# default group httptraffic
ASA(config-pmap-p)# http

// Inspection for HTTP Traffic

ASA(config)# policy-map type inspect scansafe https-pmap

ASA(config-pmap)# parameters
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ASA(config-pmap-p)# default group httpstraffic
ASA(config-pmap-p)# https
// Inspection for HTTPS Traffic

ASA(config)# policy-map pmap-webtraffic
ASA(config-pmap)# class cmap-http

ASA(config-pmap-c)# inspect scansafe http-pmap fail-close
// Policy Map for HTTP traffic

ASA(config-pmap)# class cmap-https

ASA(config-pmap-c)# inspect scansafe https-pmap fail-close
// Policy Map for HTTPS traffic

ASA(config)# service-policy pmap-webtraffic interface inside

ASA(config)# scansafe general-options
ASA(cfg-scansafe)# server primary ip {IP Address} web 8080
ASA(cfg-scansafe)# retry-count 5

ASA(cfg-scansafe)# license {Licence Number}
// Configuring CWS Connector

ASA# show user-identity user active list detail

//Show the Active users

ASA# Show user-identity ad-agen

//Showing AD Agents information

ASA# Show service-policy inspect scansafe

//Showing number of connections redirected or whitelisted
ASA# Show scansafe server

//Show reachability of Cloud Web Security Proxy Servers

Cisco AnyConnect Web Security Module

Cisco AnyConnect Secure Mobility Client's Web Security Module is an application
that is deployed on the endpoint device to forward the web traffic towards Cisco
Cloud Web Security proxy server or ScanSafe server to inspection. AnyConnect
Configuration and functionality is controlled by AnyConnect Web Security Client
Profile editor. Cisco AnyConnect Web Security Module deployment requires.

ASA v8.4(1)

ASDM v6.4(0)104

Operating System Windows XP SP3 x86 (32-bit)
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Windows Vista x86 (32-bit) or x64 (64-bit)
Windows 7 x86 (32-bit) or x64 (64-bit)
Mac OS X v10.6 x86 (32-bit) or x64 (64-bit)
Mac OS X v10.7 x86 (32-bit) or x64 (64-bit)
Mac OS X v10.8 x64 (64-bit)

Table 1-02: Cisco AnyConnect Web Security Module Requirement

Cisco AnyConnect Web Security Module offers two types of deployment of Web

Security License.

1. Web Security Deployed as a Standalone Component
This standalone license deployment doesn’t need to install VPN or requirement of
ASA. Deployment requires AnyConnect License as well as Cisco Cloud Web
Security License.

2. Web Security Deployed as a Component of AnyConnect
AnyConnect Web Security Module will work with AnyConnect Essentials or
Premium without AnyConnect License for Web Security However Cisco Cloud
Web Security license will be required.

Cisco AnyConnect Secure Mobile Client Web Security module Deployment

=

Download Cisco AnyConnect Secure Mobile Client ISO image

Extract ISO image file of Cisco AnyConnect Secure Mobility Client
Customize the Web Security Module by installing Standalone Profile Editor
Download and Install AnyConnect Profile Editor.

ENIVIENY

“@ Cisco AnyConnect Profile Editor Setup

Welcome to the Cisco
AnyConnect Profile Editor
Setup Wizard

The Setup Wizard will install Cisco AnyConnect Profile Editor
on your computer, Click "Next" to continue or "Cancel” to
exit the Setup Wizard.

[ mext> | [ Cancel ]

Figure 1-6: Cisco AnyConnect Profile Editor Installation Wizard

5. Run AnyConnect Profile Editor & create Any Connect Web Security Client Profile.

6. Create Web Security Profile (Add Web Security Profile file in extracted ISO file
location)

7. Install Customized Web Security Module
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& Cisco AnyConnect Secure Mobility Client Install Selector Q@@

Select the Items you wish t¢

™ AnyConnect VPN Module

M AnyConnect Diagnostic And Reporting Tool

M AnyConnect Network Access Manager Module
M AnyConnect Posture Module

M AnyConnect Telemetry Module

M AnyConnect Web Security Module

[ Select All

M Lockdown Component Services

Install Selected

Figure 1-7: Cisco AnyConnect Secure Mobility Client Web Security Module Installation

8. Run Setup.exe to install AnyConnect Web Security Module

Web Usage Control

Web Usage Control offers Dynamic Content Analyzes to provide enhanced security in
efficient manner. Cisco Web Usage Control feature is available in S-Series Cisco Web
Security Appliance which ensures the advanced, next level security solution for URL
Categorization. It monitors, analyze, and block the objectionable content over 50
percent ratio.

Dynamic Content Analysis Engine

Dynamic Content Analysis Engine controls are web access request by categorizing the
URL dynamically. These categorization is done by inspecting the web traffic received
as a response of web request from the web server. It is not possible to take action and
block the content when request is just sent or before receiving of response. Once URL
is inspected and validated by Dynamic Content Analysis engine, it stores it into
temporary cache which provide quick response for the next requests.
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Cisco IronPort Web

Data Security

. . . Usage Control
Int ted Data Se l
In egra .e . a security policies Visibifity and Production
ntegration with External Servers ) .
Real Time Dynamic Content

for Advanced DLP

Analysis

Cisco IronPort S-Series
Next Generation Secure Web Gateway

o \__
Cisco IronPort DVS Anti- Cisco IronPort Web :
Malware Engine \ Reputation Filter 2
Blocking of Malware by Deep Protection against emerging Threats
Content Analysis N Block 70% Malware of Connection level

—

.‘\

uftip le Anti-Malware, Anti-Virus
running parallel

~——

Figure 1-8: Cisco IronPort S-Series Web Security Gateway

Mind Map

Custom End User Notification

Time based policy
Controlling
Multiple Actions

per User, per Group Paolicy

Unlimited Custom Categories

Web Usage Control
Languages Support

65 URL categories
i Comprehensive Alerting
Wide range of Country support Efficacy P =
Easy Reporting
custom Cateqores Visibility Extensive Logging

Custom End User Notification

Cisco Web Security Appliance (WSA)
Introduction

Securing a corporate network from rapidly increasing internet world day by day is not
possible using a single solution. Advance threats and attacks are always a risk to the
vulnerability of the Network and resources. Protection and defense against these
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advanced Web Security threats requires a Web Security solution which should be
strong enough to secure against multiple, advanced, and severe attacks from Endpoint
to Edge Router. Increasing demand of Secure Remote connectivity and Mobility is also
a great challenge for IT World to deploy the Security Solution fulfilling all
requirements. Cisco offers Web Security Appliance (WSA) which is combined
integrated solution of Strong Defense and Web protection, Visibility and Controlling
Solutions.

Cisco Web Security Appliance (WSA) is integrated Solution of the following Security
Solution

1. Advanced Malware Protection (AMP)

2. Cognitive Threat Analytics (CTA)
3. Application Visibility and Control (AVC)
4. Policies
5. Reporting
6. Secure Mobility
Cisco Web Security Appliance (WSA)
AVC F‘aralle! AV CTA
Scanning
v Web Filtering File Reputation Retroz.::zction
Redirected Web Reporting
Request
Web Reputation DLP Sandboxing
C — O — L Te— C ——
&= = &= &%
Allowed Partial Blocked Warn Blocked

Figure 1-9: Cisco Web Security Appliance (WSA)

Features and Function of Cisco Web Security Appliance

Advance and Strong Protection against Malwares

Cisco Web Security Appliance in combination of Cisco Cloud Web Security (CWS),
Cisco Advanced Malware Protection (AMP), Cisco Cognitive Threat Analytics (CTA)
offers Next level advance protection against Web Security threats. This all-in-one High
Level Web Security gateway provide the array of Web Security deployment features.

Integration with Cisco Identity Service Engine (ISE)

Cisco WSA can also integrate with Cisco ISE for efficient, flexible, scalable and
responsive enhanced Web security.
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Visibility and Control

Hundreds of Application including a wide range of Micro application visibility and
Controlling can be enforced using policies through Web Security Appliance. Using
this visibility and controlling feature, an application can partially be allowed. An
example is a running application of Social Web Site with some blocked features like
Chat, File Upload or Download by WSA.

Usage Control

Dynamically update of URL in URL Database and Dynamic Content Analysis offers
real time Web Protection. Dynamically Categorized URLs which are updated
frequently in few minutes (in every 3 to 5 minutes) prevent users to access unsecure,
harmful website containing threats, malware, malicious scripts and codes.

Secure Confidential Data and information

Another feature of Cisco WSA is Data Loss Prevention option. In short, known as DLP
offers security and prevention of Data to be leak out from the network, Context-based
Rule in Data Loss Prevention are used with Internet Content Adaption Protocol
(ICAP) which provide this combined Data Loss Security Solution.

Data Security

Cisco Web Security Appliance (WSA) offers Data Security by restricting the Sensitive
information and data to be sent over the internet. Cisco WSA Block information to
leave the network according the configured policies to ensure compliance.
Administrator is able to block unwanted services and feature on a web site. For
example, File Sharing to prevent data loss while allowing other features of the web
page. Context based rules offers protection of sensitive and confidential information
from sending out the network. These Context-based Rule can be implemented using
Data Loss Prevention (DLP) or Integrated with DLP and Internet Content Adaptation
Protocol (ICAP).

Cisco Data Security Filtering can be enabled on Cisco Web Security Appliance. If Data
Security is enabled over WSA, it ensures the evaluation and scanning of the Web
traffic that is leaving the network. Data Security Policies offers the configuration of
policies which are used by the scanning and evaluation process to filter and block the
specific type of upload requests. Data Security Policy evaluated the outbound data
traffic for evaluation of its compliance with respect to the associated data security
policy. Cisco Web Security Appliance (WSA) scan the data traffic for Data Security
otherwise external scanning servers can also be integrated via configuring External
Data Loss Prevention Policies.

Data Security feature offered by Cisco Web Security Appliance (WSA) manage the
scanning and filtering of the data traffic uploading over web. The protocol request that
are supported and monitored by Cisco Data Security feature are Hyper Text Transfer
Protocol (HTTP), Decrypted Secure-HTTP (HTTPS) and File Transfer Protocol (FTP).
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Configuring Data Security Policy

1. Navigate to the Web Security Manager > Cisco IronPort Data Security page or
the Web Security Manager > External Data Loss Prevention page.

—
((— ) (0 L | hiopsi 172, 06,5,2C0 844 3imonitoriess_user_raport I

sthiali Cisco S000V
CISCO 'Web Securty Virtual Appliance

Network

" Reporting Web Security Manager Security Services Systern Administration
N

Authentication
Identification Profiles
My Reports Saas Policies

. P Frintable POF &5
Web Policies
Aftention — M Y0  pacryption Policies »age by adding report modules from different reports.

Sc . L default. The Overview page can be accessed from
Mt Routing Policies

fccass Policies

Gverview = Web Pro Data Transfer Policies Overview = System Resource Utilization &=
Cisco Data Security
Cutbound Malware Scanning minute: 0 TR |
External Data Loss Prevention t minute: 0 o
. raM: 754% (A

: t minute: 0

SOCKS Policies . Reporting / logaing disk: 9.9% 1
nections: 0

Custom Palicy Elements
Custom URL Categories System Status Details

Define Tirne Ranges and Quotas

Bypass Seftings
Time Range: JeEN L4 Traffic Monitor

27 Dec 2017 06:00 to 28 Dec 2017 06:46 (GMT)

Overview > Total Web Proxy Activity Overview > Web Proxy Summary
Mo data was found in the selecled fime range No data was found in the selected time range
Figure 1-10

2. Click Add Policy.

[Q search

I'H"\
(€ ) DR htips:/[172.18.5.100:8443/web_securky_mansgerfdpfpoicy_groups_data_security iio%
M

«tfrailie Cisco SO00V (OB Ungrade Av

CISCO Web Security Virtual Appliance

"N Reporting Web Security Manager Security Services Netwaork System Administration

Cisco Data Security

Cisco Data Security Policies

Add Policy...

Order | Cisco Data Security Policy URL Filtering Web Reputation Content Delete
Global Policy S Mo maximum size for HTTR/HTTPS
Identification Profile: All Nzl (2 L e Mo maximurm size for FTP
lit Palicy Crder.,
Figure 1-11

3. In the Policy Name field, enter a name for the policy group, and in the
Description field, optionally add a description.
4. Inthe Insert Above Policy field, choose where in the policies table to place the

policy group.
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5. In the Identities and Users section, choose one or more Identity groups to apply
to this policy group.

Policy Settings

[ Enable Paolicy

Policy Name: (2 |

(e.g. my IT palicy)

Description:

Insert Above Policy: | 1 (Global Policy) =

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect,

Identification Profiles and Users: | | All Identification Profiles :]

IF "All Identification Profiles " is selected, at least one Advanced membership option must alsa be selectad,

b Advanced  Define additional aroup membership criteria,

Figure 1-12

6. Optionally, expand the Advanced section to define additional membership
requirements.

Policy Member Definition

Membership is defined by the combination of the follc ptions. All criteria rmust be met for the policy to take effect.

Identification Profiles and Users: | [All Identification Profiles |

If "All Identifica

tic

s" is selected, at least one Advanced mermbership option must af:

= Advanced = Use the Advanced options to define or edit membership by protocol, proxy port, subnet, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Protocols: None Selected
Proxy Ports: None Selected
Subnets: None Selected

URL Categories: None Selected

User Agents: None Selected

Figure 1-13

7. Click Save
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Mind Map

Dynamic Content Analysis
Advanced Malware Protection (AMP)
Web Usage Control

Features
Roaming User Protection

Application Visibility and Control (AVC)
Data Loss Prevention (DLP)

Cognitive Threat Analytics (CTA)

Visivility Cisco Web Security Appliance

Integration with Infrastructure

Enhanced Security

Easy Deployment

Benfits
Advance Threat Detection

Detailed Web Access Control

Monitoring and Reporting

WSA Identity and Authentication

Integration with Active Directory (AD)

Cisco Web Security Appliance (WSA) offers the support of the Active Directory (AD)
server for End User credentials. Kerberos, NTLMSSP and Basic Authentication scheme
can be deployed using Active Directory. Kerberos scheme is not supported in Cloud
Connector mode; it is only supported in standard mode. Active Directory integration
supports the HTTP, HTTPS, FTP over HTTP, Native FTP, and SOCKS (Basic
Authentication) protocol.

Integration with Lightweight Directory Access Protocol (LDAP)

Cisco Web Security Appliance (WSA) also offers the support of Lightweight Directory
Access Protocol (LDAP). Basic Authentication scheme can be deployed using LDAP.
LDAP integration supports the HTTP, HTTPS, FTP over HTTP, Native FIP, and
SOCKS protocols.

Authentication Process

Credentials or Attributes or the Authentication realm are configured over Active
Directory or LDAP which are later asked to be compared against configured
Authentication policy. Authentication realms are the details which are required to
contact authentication servers and also the details of authentication schemes used.
Global Authentication settings are independent of authentication protocol and
applied over all Authentication realms.
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External Authentication server can also have integrated like LDAP or RADIUS.
Credentials which are transmitting during this process between authentication server
can be encrypted to be transmitted over HTTPS in a secure manner. This provides
enhanced security to the basic authentication process. Cisco WSA sends its certificate
(Self Certificate) and private key by default to a secure HTTPS connection with Client.
This secure connection ensures secure authentication.

User Identification profile contains Software-based authentication requirement and
User Identification methods information. Authentication and User identification
methods includes using Cisco ISE, Cisco ASA using AnyConnect Secure Mobility or
using Authentication realm.

Policies are configured to manage the Web traffic coming from the users or User
groups associated with the Identification profiles. These policies are classified into
several types in Cisco WSA by default. These are predefined global policies with
default actions. There is also the feature to configured User defined policies. User
defined Policies requires configuration of Users, Associated Identification profiles,
Protocols like HTTP HTTPS or FTP to communicate with the devices, Proxy ports to
access web proxy, Subnets, Time ranges, Predefined or custom URL categories, User
Agents or Application.

Transparent User Identification

In the ordinary User identification process, users are identified and authenticated
when the user provides the login credentials which may be the Username and
Password to the prompting login form. These credentials are validated by the
authentication server and then that user is authorized and enforcement policies are
applied associated with that specific user or user group.

The Transparent User identification feature offered by Web Security appliance (WSA)
ensures the identification and authentication of a user without prompting to provide
login credentials at the endpoint user. Transparent User identification requires a
trusted source to be deployed to provide these credentials on behalf of the End user.

v v

ISE ASA Authentication
realm
Y !
( Active Directory K LDAP

Figure 1-14: Methods of Transparent User Identification
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There are the three methods for the Transparent Authentication of Users.
1. Transparent Identification of users with ISE
2. Transparent Identification of users with ASA
3. Transparent Identification of users with Authentication realms
a. Active Directory
b. LDAP

Transparent Identification of users with ISE

Transparent user identification with ISE requires the Cisco ISE with pxGrid and ISE
Admin Certificates. These certificates can be generated or uploaded over Cisco ISE and
these certificates are exported to Cisco WSA for identification. ISE server must be
properly integrated with WSA by enabling Auto Registration, ISE server footer section
configured with pxGrid Service in Connected state to pxGrid, Configuring of Security

Group tags and policies associated with these SGT's.

it Cisco Web Security Vetual Appl xS
(&) @R hieps://172.16.5.100:5443]netwicekjidertity_servicesfise E1 % C |[Q search B & A O =

o Logged In as: admin on wsal.inelab.local
«tliale Cisco SO00V o

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

ﬁ Reporting Web Security Manager Security Services Network System Administration

Identity Services Engine

Edit Identity Services Engine Settings @\
I Enable TSE service
xGrid node t B

Primary ISE pxGrid Node: | 7

tion (ongoing updates). A primary I1SE

Upload File

Certificate: _Browse... | No file selected,

No certificate has been uploaded. If a primary pxGrid node is in use,
ensure that the pxGrid certificate is signed by a trusted Certificate
Authority,

Secondary ISE pxGrid Node (optional): | 7he s,

econdal

to support WSA data subscription (ongoing updates). Specifying a

Figure 1-15: ISE Configuration Option

Transparent Identification of users with ASA

In the process of Transparent User identification with Cisco ASA, identification is
done by Mapping from Cisco Adaptive Security Appliance (ASA). This Mapping
received from Cisco ASA is IP address to Username mapping. Transparent user
identification with ASA requires Cisco AnyConnect agent enabled with ASA.

Cisco AnyConnect Secure Mobility Client is the Endpoint agent which is required for
transparent End user identification. This Endpoint agent is responsible for sending the
endpoint information such as User IP address and username to the Web Security
Appliance (WSA) through integration with ASA. Using Cisco AnyConnect client,
Remote user (Connected through VPN) and local User configuration can be

implemented.
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Transparent Identification of users with AD

Transparent User Identification using Active Directory can be deployed using
Windows Network, NT LAN Manager (NTLM) or Kerberos. Transparent User
identification is to be enabled and a Separate Active Directory agent is required such
as Cisco Context Directory Agent (CDA). CDA is responsible for query the Active
Directory Security logs to extract the information about users that are authenticated
because Active Directory does not record users log in logs in a manner that can be
easily extracted by the other devices such as Web Security Appliance (WSA). Multiple
Active Directory can be deployed to provide high availability. Active Directory
transparent user identification cannot integrate with LDAP authentication; it
functions with Kerberos or NTLM independent of LDAP.

Transparent Identification of users with LDAP

Web Security Appliance deployment with integration of LDAP uses IP address to
username mapping for authentication. When user logs in, its attributes are compared
by the eDirectory client configured as LDAP. Upon successful authentication, users
attribute such as IP address is recorded in LDAP. Deployment of Transparent user
identification using LDAP requires eDirectory Client installed on every client device
which is used to authenticate the client from LDAP. LDAP server is responsible for
updating the Network address (IP address) of the client and record it.

Web Usage Control

Rapidly increasing Internet with billions of new Website addition day by day also
increase the risk of violation of compliance. It costs millions and billions of dollar to
an organization in terms of Web threats decreasing the productivity and attack of
their resources. Using Categorized List of static URL is not an effective approach to
secure in every network architecture.

- | URL Database Lookup wverify if
| 5 |:> URL is present in Database.
o - .
— This database 1is managed by
kWeb Request URL Database Lookup Cisco SIO.

Uncategorize

Analysis Engine inspects for
Keyword Inspection Blocked categories

d t

S— URL Keyword Inspection for
ﬁj ::> keywords and Dynamic Content
Uncategorize

= = ©

Dynamic Content Analysis Engine

Figure 1-16: Cisco Web Usage Control
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Cisco IronPort Web Security Appliance offers Web Usage Control which offers
protection and Visibility and control not only List of URL Filtering as well as Real
Time Dynamic listing. In Combination of Cisco Security Intelligence Operation (SIO)
and Cisco IronPort Web Usage Control dynamically inspect the content using Content
Analysing Engines which filters the Web Content into categories. This Globally
deployed Cisco IronPort Web Security Appliance classify harmful and blocked content
as dark web.

Configuring Dynamic Content Analysis and URL Filtering

1. Navigate to the Security Services > Acceptable Use Controls page.

eke Cisoo WWeb Security vietual Appll xR

I'H"-.
:\é @ P https:/ 172,165, 100: 544 3 monibor fuesa_wser_report

st Cisco SO00V

CISCO Web Security Virtual Appliance

(L] Reporting Web Security Manager Hetwark System Administration

Proxy Settings

Wweb Proxy
My Reports FTP Proxy
HTTPS Proxy P Frintable POF 5
Aftention — 4\ You can customize this "My Re| SOCKS Proxy idules from different reports.
Some modules are added for ¥ paAC File Hosting 18 can be accessed fram

Monitor = Overview,
Policy Services

System Overview Acceptable Use Controls

Anti-Malware and Reputation

System Resource Utihzation
Data Transfer Filters b <l

Overview > Web Proxy Traffic Characteristics

Average transactions per secon  AnYConneck Secure Mobility
ceu: 101% |l

par: 754% [[A

Reporting / logging disk: 9.9% |

fverage bandwidth (bps  Epd-User Motification
Average response time (me L4 Traffic Monitar
Total cun SensorBase

Reporting

et DELRI S

Figure 1-16
2. Click Edit Global Settings.

Acceptable Use Controls

Acceptable Use Controls Settings
Acceptable Use Controls Service Status:  Enabled
Application Visibiity and Control: = Enabled
Dynamic Content Analysis Engine:  Enabled

Default action for Unreachable Service:  Monitor

Edit Global Settings...
File Type Last Update Current Version New Update
Cisco Web Usage Controls - Web Categorization Engine Suceess - Thu Dec 28 06:06:48 2017 3.0.0.057 Not Available
Cizco Web Usage Controls - Web Categorization URL Keyword Filters Success - Tue May 23 04:40:08 2017 1312487822 Mot Available
Cisco Web Usage Controls - Web Categorization Prefix Filters Success - Thu Dec 28 07:38:16 2017 1514446504 Not Available
Cisco Web Usage Controls - Web Categorization Categories List Success - Thu Dec 28 06:06:49 2017 1505772357 Not Available
Cisco Web Usage Controls - Dynamic Content Analysis Engine Newver Updated 2.1.0-016 Not Available
Cisco Web Usage Controls - Dynamic Content Analysis Engine Data MNever Updated 3.1.0001 Not Available
Cisco Web Usage Controls - Application Visibility and Control Engine MNever Updated 1.1.0-076 Mot Available

Figure 1-17

3. Verify the Enable Acceptable Use Controls property is enabled.
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o] Cisco SO00V (O) Logged in as: admin on wsal.inelab.local

CISCO Web Security Virtual Appliance My Favorites -« Options - Support and Help -

) Reporting Web Security Manager Security Services Network System Administration

Commit Changes »

Edit Acceptable Use Controls Settings

Acceptable Use Controls Settings
Enable the A

Enat dcceptable Use Controls service to configure policies based on URL filtering and more.
¥ Enable Cisco Web Usage Controls

Acceptable Use Controls Service: @ Cisco URL Filters

The feature key for this feature is expired or unavailable
@ Cisco Web Usage Controls
~ Enable Application \isibility and Control

3 Enable Dynamic Content Analysis Engine

Default Action for Unreachable Service: @ monitor  Block
X

Figure 1-18

4. Choose whether or not to enable the Dynamic Content Analysis Engine.

5. Choose the default action the Web Proxy should use when the URL filtering engine
is unavailable, either Monitor or Block. Default is Monitor.

6. Submit and commit your changes.

Application Visibility and Control (AVC)

Cisco Application Visibility and Control or AVC feature offers integrated solution at
Application Layer. Cisco AVC offers State-full Deep Packet Inspection (DPI). This
integrated Service Management Solution with Cisco ASR 1000 (Aggregation Service
Router) performs State-full deep packet inspection at layer 7 of every application.
Cisco AVC can handle and Control thousands of various types of Applications like
Voice, Video, mailing, gaming and others. AVC can integrate with Cisco I0S/IOS XE
device as well as external tools.

Application Visibility and Control (AVC) ensures controlled access over Web. Website
offering features and service can be allowed with enhanced and more controlled
manner. Using Application Visibility and Control AVC engine, websites such as Social
Media Website which are more popular nowadays can be allowed in a controlled
manner by blocking desired services for granular control.

Cisco AVC Monitors

Cisco AVC provides two methods for configuring monitors:
1. Performance Monitor(Full-featured)
2. Easy Performance Monitor (ezPM)
Cisco Application Visibility and Control offers the Following Features.

Application Identification and Recognition
Integrated Solution of Cisco AVC along with Cisco I0S, NBAR2 (Next-Generation
Network Based Application Recognition) or IOS XE offers Deep Packet Inspect (DPI)
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which can recognize and identify thousands of applications from Network Layer to
Application Layer.

Metric Calculation
With Network Monitoring Tools such as Netflow Metric Calculation and Collection is
also managed & reported like Bandwidth, response time, jitter, latency & packet loss.

Reporting
Deep Packet Inspection (DPI) is used for Management and Reporting the resources,
metrics, application and network performance and helps in troubleshooting as well.

Recommended 10S Platforms

Cisco ISR Gz (880 series) Appx License
Cisco ISR G2 (890 series) Appx License
Cisco ISR G2 (1900, 2900, 3900 series) Appx License

Table 1-03: Recommended 10S Platform for AVC

Recommended 10S XE Platforms

Cisco ASR 1001-5G, ASR 1001-X, and ASR | AVC License
1002-X
Cisco CSR1000V (Premium) AVC License
Cisco ISR 4000 Series Appx License

Table 1-04: Recommended 10S XE Platform for AVC
Enabling AVC Engine

1. Navigate to the Security Services > Acceptable Use Controls page.

rd ~
\" ) @@y hittps:/i172,16.5.100:8443 maritor jwsa_user_rapoet

atlralie Cisco SO00V
CISCO Wel ty Virtual Appliance

[, ] Reporting Web Security Manager Security Services Hetwork System Administration

Prouy Settings

web Proxy
My Reports FTP Proxy
HTTPS Proxy P erintable POF 5
Aftention — 4 You can customize this "My Re| SOCKS Proxy ydules from different reports.,
Some modules are added for ¥ pac File Hosting Je can be accessed from

Manitor = Overview,

Policy Services
System Overview Acceptable Use Contrals

Anti-Malware and Reputation

Ovarview > Web Proxy Traffic Characteristics it T e i System Resource Utilization

average transactions per secon  ANyConnect Secure Mobility
cpur 10a% |

ram: 75.4% [ |

Reporting / logging disk: 9.9% | |

Average bandwidth (bps  End-User Motification
Average response time {ms L4 Traffic Monitor
Total curt SensorBase

Reportin
o J -.-fus Details

Figure 1-19

2. Click Edit Global Settings.
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Acceptable Use Controls

Acceptable Use Controls Settings

Acceptable Use Controls Service Status:  Enabled
Application Visibiity and Control: = Enabled
Dynamic Content Analysis Engine:  Enabled

Default action for Unreachable Service:  Monitor

Edit Global Settings...
File Type Last Update Current Version New Update
Cisco Web Usage Controls - Web Categorization Engine Success - Thu Dec 28 06:06:48 2017 3.0.0.057 MNot Available
Cisco Web Usage Controls - Web Categorization URL Keyword Filters Success - Tue May 23 04:40:08 2017 1312487822 Not Available
Cisco Web Usage Controls - Web Categorization Prefix Filters Success - Thu Dec 28 07:38:16 2017 1514446504 Mot Available
Cisco Web Usage Controls - Web Categorization Categories List Success - Thu Dec 28 06:06:49 2017 1505772357 Mot Available
Cisco Web Usage Controls - Dynamic Content Analysis Engine MNever Updated 2.1.0-016 Mot Svailable
Cisco Web Usage Controls - Dynamic Content Analysis Engine Data Never Updated 3.1.0001 Mot Available
Cisco Web Usage Controls - Application Visibility and Control Engine never Updated 1.1.0-076 Mot Available

Figure 1-20

3. Verify the Enable Acceptable Use Controls property is enabled.

ol l i | I Cisco SOOOV (0 Logged in as: admin on wsal.inelab.local

CISCO Web Security Virtual Appliance My Favorites - Options - Support and Help -

[, Reporting Web Security Manager Security Services Network System Administration

| Commit Changes » |

Edit Acceptable Use Controls Settings

Acceptable Use Controls Settings

Enable the Acceptable Use Controls service to configure policies based on URL filtering and more.
IV Enable Cisco Web Usage Controls

Acceptable Use Controls Service: | o Cisco URL Filters

The feature k r unavailable,

new key, contact your Cisco sales representative.
@ Cisco Web Usage Controls
¥ Enable Application Visibility and Control

2 Enable Dynamic Content Analysis Engine

Default Action for Unreachable Service: = @ Monitor C Block

N

Figure 1-21

4. Inthe Acceptable Use Controls Service area, select Cisco IronPort Web Usage
Controls, and then select Enable Application Visibility and Control.
5. Submit and commit your changes.

Configuring Cisco AVC

Router(config)# Performance monitor context {Context Name} profile {Profile Name}
Router(config)# exporter destination {IP Address} source {Source Interface} port {port
number}

Router(config)#traffic-monitor all

Router(config)# Interface {Interface name}
Router(config)# Performance monitor context {Context Name}
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Cisco Advanced Malware protection (AMP)

Introduction

Secure Web Solution deployment including Cloud Web Security CWS and Web
Security Appliance WSA secure the network by identifiying and blocking harmful
websites, malicious content and categorizing URL along with URL filtering are still not
secure enough to protect a network from vulnerabilities. Malicious traffic and viruses
can also affect the network through a legitimate and secure site. Advance threats and
malicious traffic requires a more powerful and advanced security system to protect the
network which cannot be done by using basic threat detection, Application
Controlling, URL filtering and Security Policies.

These advanced Malwares and Vulnerability of downloading viruses from secure sites
need an advanced web security solution which protect the network by monitoring the
traffic and analysis, inspect and filter the malicious traffic continuously. Cisco offers
Advanced Malware protection (AMP) for protection of Web with Cognitive Threat
Analysis (CTA) for more enhanced security and performance to be integrate with Web
Security Appliance for a complete Web Security Solution.

< Threat Analysis >
r— - T T T T T T T T T T T |
| i I
i e i/| Actual Result=Threat detected — Too Late!!
: I Mot 100% efficient
|
| |
| ]
| I
| WI
|
i : Blind to Scope of Com prom ise
| [ ] | |
I AMP il Retrospective Analysis 1
| | I
| _"% |
| L] ]! I
| H |
| [ I
| ! |
| _—% I |
: I : Identification of Threat after attack |
| |
Initial Result = No threat detected Actual Result = Threat detected - Blocked
< Real-time Continuous Threat Monitoring >
Figure 1-22: Retrospective Analysis with Cisco AMP
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Features and Advantages of Advance Malware Protection

1.

Advanced Threat Recognition

Advanced Malware Protection AMP ensures enhanced threat detection &
comprehensive security by protecting against web threats & malwares. AMP's
security services provide protection before attacks, during the attack in process &
after.

Real time Continuous Protection

Advanced Malware Protection offers Continuous monitoring and inspection of
traffic passing through the gateway. AMP monitors, analyze, and keep records.
Retrospective Security

Advanced Malware Protection not only offers real time protection but also ensures
the protection even when an attack or malicious activity is detected later; AMPs
Retrospective alert remediate the malware.

Extreme Performance and Efficiency

Advanced Malware Protection is designed to deal with high loads of data traffic.
Advanced security intelligence can deal with millions of malwares passing with
data traffic per day such as files correlation, inspection, monitoring of behaviour
against advanced, and emerging threats.

Sandboxing

This is the detailed information of analysis of a threat, along with behaviour, threat
level of threat detected while accessing your network. It provides visibility and
complete control over Network.

Advanced Malware Protection (AMP) with Cognitive Threat Analysis (CTA)

Cognitive Threat Analysis is a complementary solution with Advanced Malware
Protection AMP. Integrated Solution with Web Security Appliance WSA offers
detection and remediation from advanced, sophisticated threats. Integrated Web

Security Solution offers

e Automatic Identification, Observation of malicious and suspicious web data.

e Monitoring & validation of logs, alert and information by the web security
devices.

e Identification of anomalous activities based on normal behaviour.

e Device behaviour identification

Configuring Web Reputation and Anti-Malware in Access Policies

1.

Navigate to the Web Security Manager > Access Policies page.
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sthinln Cisco S000V

CISCO ‘Web Securty Virtual Appliance

"N Reporting Web Security Manager R Security Services Netwarlk System Administration

Authentication

Identification Profiles
My Reports Saa$ Policies

web Palicies P rrintable POF

aage by adding report modules from different reparts.

Aftention — 4 Yo
Sc Jefault, The Overview page can be accessed fram

Decryption Policies

System Overview

Overview = Web Proy  Data Transfer Policies Overview = System Resource Utilization =
Cisco Data Security
! outbound Malware Scanning trminute: 0 cpus 1o0a% |
External Data Loss Prevention t mingte: 0 o
I par: 7545 [A
; minute;
SOCKS Policies » o Reporting / logaing disk: 9.9% |
nections:
Custom Policy Elements FeHans
Custom URL Categories System Status Details

Define Time Ranges and Quotas

Bypass Settings
— e e _

Figure 1-23

2. Click the Web Reputation and Anti-Malware Filtering link for the Access Policy
you want to configure.

Access Policies

Add Policy ... ]
Protocols and
Crder | Group User Agents URL Filtering = Applications Chjects Arti-Malware and Reputation Delete
Global Policy Web Reputation: Enabled

Mo blocked items | Monitor: 86 | Monitor: 364 | Mo blocked tems

Identification Profile: All Anti-Malware Scanning: Enabled

Edit Policy COrder..

Figure 1-24

3. Under the “Web Reputation and Anti-Malware Settings” section, choose Define
Web Reputation and Anti-Malware Custom Settings if it is not chosen already.

4. In the Web Reputation Settings section, choose whether or not to enable Web
Reputation Filtering. Adaptive Scanning chooses the most appropriate web
reputation score thresholds for each web request.
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Access Policies: Anti-Malware and Reputation Settings: Global Policy

Web Reputation Settings

Web rReputation Filters will automnatically block transactions with a low Web Reputation score. For transactions with a higher Web Reputation
scare, scanning will be performed using the services selected by Adaplive Scanning.

If Web Reputation Filtering is disabled in this policy, transactions will not be autcmatically blocked based on low Web Reputation Score, Blocking
of sites that contain malware ar aother high-risk cantent is controlled by the settings below

[¥ Enable web Reputation Filtering

Advanced Malware Protection Settings

Advanced Malware Protection is currently disabled globally.

Cisco DVS Anti-Malware Settings

Feature Key for McAfee has expired or s unavailable
For information on enabling this feature with a new key, cantact your Cisco sales representative.

McAfee Is currently disabled globally.

Iv' Enable Suspect User Agent Scanning [¥ Enable Anti-Malware Scanning (Webroot, Sophos)

Monitor
3]

Malware Categories Select all
€) Adware o
) Browser Helper Object v
) Commercial System Monitor vy
) Dialer ‘J

Elock

()

Select all

Figure 1-25

5. Scroll down to the Cisco IronPort DVS Anti-Malware Settings section.
6. Configure the anti-malware settings for the policy as necessary.
7. Submit and commit your changes.

Decryption Policies

Overview

Decryption Policies are the Policies configured over Cisco Web Security Appliance
(WSA) for the decryption of Secure-HTTP (HTTPS) Web traffic with the proxy in
order to get control over HTTPS packets. These decrypted HTTPS traffic is inspected

for the meeting the compliance condition and rules. Decryption policies also ensure

what action is to be taken to the requests which do not meet the compliance criteria

containing invalid or revoked security certificates. Decryption policies handle the

HTTPS traffic by ensuring when HTTPS traffic is to be decrypted.

Decryption Policies Deployment Scenario

Decryption Policies can be configured in the Web Security Solution deployment where

requirements may be:

e Inspection of Encrypted Traffic

e Decryption of HTTPS traffic and enforcement of Content-based Access Policies.

¢ Scanning of Malware in HTTPS traffic
¢ Monitoring of Request leading to Drop. Pass through or Decrypt action.
e Dropping of HTTPS connection.

[PSpecialist.net 37 1** August 2017

https://t.me/learningnets



SITCS Workbook

Let Your Career Flow

Configuring Decryption Policy Actions

Actions Description

Monitor option in Decryption policy to ensure the inspection or
scanning of the generating requests against the conditions and
control settings which leads to take decision of final action to be
enforced over the generated request.

Monitor

Drop option simply drops the connection. Cisco Web Security
Appliance WSA will drop down the HTTPS Web connection
requests passing through, user will not be notified that the web
security devices have dropped the connection request.

Drop

If Web Security Appliance is configured with Pass through Option,
the generating web connection request will pass and proceed to the
destination server without any inspection and evaluation of the
content in the requesting packet.

Standard Pass-through option however ensures the inspection
validity check of request using HTTPS handshaking with the server
to validate the Server certificate validity. If server fails,
communication will be blocked.

Pass through

Decryption option offers the decryption of HTTPS traffic. Using
Decryption option encrypted traffic generating with in the network
Decrypt can be decrypted, scanned for malwares, checked against condition
and policies. Decrypt option is used for application of Access policies
over decrypted HTTPS traffic and scanning of malwares.

Table 1-05: Decryption Policy Actions

Controlling HTTPS Traffic

Decryption policies configured over We Security Appliance for HTTPS connection
request, Control settings are associated with these decryption policies for the
controlling of HTTPS traffic. These control settings ensure the application whether to
decrypt, pass through or drop the connection request.

Option Description

Pre-defined or custom URL categories can be inspected for the
application of configured action to be taken over HTTPS request.
User defined (custom) URL category can be configured for pass
URL category through or drop for permitting or denying particular web
connection request, similarly for pre-defined URL -categories.
Decryption option can also be applied over URL categories for
application of Access Policies.

Decryption Policy action can be configured for HTTPS requests

Web according to the web reputation. Web reputation of the requested
Reputation server is inspected to take the configured action over these
request

Default action can be configured to take action if none of the any
control settings applied.

Default Action | Default Action: Apply when no decision is made by URL
categories and Web Reputation.

Web Reputation disabled: If Web reputation is disabled, it will
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apply Monitor action on URL Category.
Web Reputation enabled: if Web reputation is enabled, it will
apply Monitor action on website having no score.

Table 1-06: Control Setting Options

Q—IT’TPS Request Recievea

h

Drop )

ion i .. Decrypt
Action is Deny User Authentication
+ Authenticated, Surrogate iz Cookie
Action is Drop Decrypt
Custom URL Category check
+ Continue to Meonitor Passthroush
Action iz Drop I
Monitor (Validity check of Server Certificate)
l Decrypt
+ Maonitor
Action is Drop
Web Reputation filtering
+ Continue to Monitor\Web Reputation isdisabled
Action is Drop b
Pre-defined URL Category check el
+ Menitor Fassthrough
Decryption Action Configured "
+ Mot Configured-Continue to Maonitor
ND;' Web Reputation Enabled
Drop + Yes §
Destination Server reputation check —11
+ Yes Passthrough
. . Decrypt
« Reputation Action based on Score
Maonitor
Pass-through
Drop ¢ Pass-through
Defanlt Action
Drecrypt
Y
4

h J
Decrypt HTTPS traffic and apply Access\\__ Pass-through
Group policy //‘

Decryption Options

Figure 1-26: Decryption Policy Operation Flow

Decryption Option Description

Decrypt for Decryption for authentication allows decryption for

Authentication users who have not been authenticated, prior to this
HTTPS transaction.

Decrypt for End User Decryption for End User Notification allow decryption

Notification for users so AsyncOS can display End User Notification.

Decrypt for End User Decrypt for End User Acknowledgment allow

Acknowledgment decryption for AsyncOS can display Acknowledgment
of End User who have not acknowledge the web proxy
prior to this HTTPS transaction

Decrypt for Application Decrypt for Application Detection Enhances the ability

Detection of AsyncOS to detect HTTPS applications

[PSpecialist.net
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Configuring Decryption Policies

1. Navigate to the Web Security Manager > Decryption Policies page.

e web secunty wrtal appl X

—
\
l'\(- ) (D) @ | hhops: 172,065, 00 8445 monitorivsa_User_rsport

ll['ll]ll Cisco S000Y
CISCO 'Web Securty Viftual Appliance

] Reporting Web Security Manager R Security Services Metwork System Administration

Authentication
Identification Profiles

My Reports Saa$ Policies

Web Policies ‘ Printable PDF (&

2ge by adding report modules from different reports,

Decryphon Policies y
fault. The Overview page can be accessed from

Artention — M Y
g

Routing Folicies
Acocess Policies

Ll

Overview = Web Proy  Data Transfer Policies Overview = System Resource Utilization B4
Cisco Data Security
! outbound Malware Scanning trminute: 0 cpu 104%
External Data Loss Prevention t m:hUlb- o RamM: 754% [
SOCKS Policies [ m"_wle: . Reporting / logaing disk: 9.9% [
Custom Palicy Elements pecto
Custormn URL Categories Systemn Status Details

Define Time Ranges and Quotas

Bypass Settings
Time Range: =53 L4 Traffic Monitor

27 Dec 2017 06:00 to 28 Dec 2017 06:46 (GMT)

Overview > Total Web Proxy Activity Overview > Web Proxy Summary

Figure 1-27

2. IF you find HTTPS Proxy is disabled, Enable the HTTPS Proxy first

Decryption Policies

Decrypiion Polices are currently disabled. To use Decrypiion Policles, enable the HTTES Proxy service (see Securlty Services > HTTES Proxy).

Paolicy Crder..

Figure 1-28

3. Go to Security Services > HTTPS Proxy and Enable HTTPS Proxy. Click Enable
and Edit Settings

HTTPS Proxy

The HTTPS Proxy is currently disabled.

Enable and Edit Settings...

Figure 1-29

4. Edit Certificate Settings & Submit to enable HTTPS Proxy
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s CiscoWeb Security Wetual Appll X

-L(-‘@P hitps: /172, 16,5, 100:6443/sscurity_services(we

S000V @

ity Virtual Appliance ny

il C .inelab.local
CISCO We

ort and Help -

[,] Reporting Web Security Manager Security Services Network: System Administration

Edit HTTPS Proxy Settings

HTTPS Proxy Settings

 Enable HTTPS Proxy

HTTPS Ports to Proxy: | [aas

Root Certificats for Signing: € Use Uploaded Certificate and Key Uplead Files
Certificate:  UBrowse. No file selected

Key: | Browse.. | No file selected

™ Key is Encrypted

No certificate has been uplaaded.

O \3cs Ganersted Cartiioste and Key Genersts Naw Certificats and.Key k

No certificate has been generated,
Decryption Dptions
DéorypEfor Atthentioationi AT ¥ Enable decryption for authentication

If the user has not besn suthenticated prior to the HITPS transaction, the request will be demied if not decrypted.

Decrypt for End-User Notification: (2| G £ .b1s dscryption for display of end-user notification pages.

Decryption is necessary to display an end-user notification page in the event of a policy block

Figure 1-30

5. Click Add Policy.
aliili. Cisco SO00V C

CISCO Web Security Virtual Appliance

n Reporting ‘Web Secunty Manager Security Services MNetwork System Administration

Decryption Policies

Add Policy... |

Order | Group URL Filtering Web Reputation Default Action Delete

Global Policy

Identification Prafile: Al P Enabled Decrypt

Figure 1-31

6. In the Policy Name field, enter a name for the policy group, and in the Description
field, optionally add a description.

7. In the Insert Above Policy field, choose where in the policies table to place the
policy group.

8. In the Identities and Users section, choose one or more Identity groups to apply to
this policy group.

9. Optionally, expand the Advanced section to define additional membership
requirements.
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vl Cisco SO00V @ b

CISCO Web Security Virtual Appliance My Favori

] Reporting Web Security Manager Security Services Network System Administration

Decryption Policy: Add Group

Policy Settings

[ Enable Policy

Policy Name: |2 I
{e.q. my IT polcy)

Dascrption:

Insert Above Policy: | 1 {Global Policy) vl

Membership is defined by the combination of the following options. Al criteria must be met for the palicy to take effect. %

Identification Profiles and Users: | | all 1dentification Profiles :]

If "All Idenitification Profiles” is selected, at least one Advanced membership option must also be
selected,

Authentication information may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

b Advanced | Define sdditionsl group membsrship criteria.

Submit

Figure 1-32

10. To define policy group membership by any of the advanced options, click the link
for the advanced option and configure the option on the page that appears.

Policy Member Definition

Mambership 15 defined by the combination of the following options. Al criteriz must be met for the policy to take effect.

Identification Profiles and Users: | [ all 1dentification Profiles =l

If "Alf identification Brofiles ” is sefected, 3t least one Advanced membership option must also be selected
Authentication information may not be available at HTTES connection time, For transparent
prowy traffic, user agent information is unavailable for decryption policies

= Advanced | Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: Mone Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)

URL Categories: None Selected

User Agents: None Selected

Cancel
Figure 1-33

1. Submit your changes

Traffic Redirection & Capture Methods (Explicit Proxy vs Transparent Proxy)

Installation of Web Security Appliance (WSA) requires planning of how traffic will be
redirected to WSA. Cisco Web Security Appliance WSA is not deployed in the network
in inline, it becomes the most challenging step of integration of WSA in web security
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deployment to lie in between user and requested web servers for scanning the
requests. There are two possible solutions to redirect the web traffic to WSA.

e Explicit Proxy Deployment

e Transparent Proxy Deployment

atlralns Cisco S00
CISCO We v

N Reporting Web Security Manager m MNetwaork Systern Sdministration

Proxy Settings

web Proxy
My Reports FTP Proxy
HTTPS Proxy P Frintable POF
Artention — M You can customize this "My Rej  SOCKS Proxy sdules from different reports.
Ssome modules are added for ¥ pAC File Hosting Je can be accessed fram

Monitor = Overyiew,
Paolicy Services

Acceptable Use Controls

System Overview

Anti-Malware and Reputation
Data Transfer Filters

fverage transactions per secon ANYConnect Securs Mobility

System Resource Utilization [

Owverview = Web Proxy Traffic Characteristics

cpu: 101% | |
ram; 75.4% (A |
1

Reporting / logging disk: 9.9%

Average bandwidth (bps  End-User Motification
Average response time {ms L4 Traffic Monitor
Total cuny  SensorBase

Reportin
e & e kU Details

Figure 1-34

Go to Security Services tab, and Click Proxy Settings

Proxy Settings

web Proxy Settings

Basic Settings

Proxy: | Enabled

HTTP Ports to Proxy: | 80, 3128

Caching: | Enabled

Proxy Mode: | Transparent
IP Spoofing: | Not Enabled

Advanced Settings

Persistent Connection Timeout: | Client Side: 300 Seconds
Server Side: 300 Seconds

In-Use Connection Timeout: | Client Side: 300 Seconds
Server Side: 300 Seconds

Simultaneous Persistent Connections: | Server Maximum Nurnber: 2000

Generate Headers: | X-Forwarded-For: Do Not Send
Request Side via: Send
Response Side via: send

Use Received Headers: | Identification of Client IP Addresses using X-Forwarded-For: Disabled

Range Request Forwarding: | Disabled

Edit Settings...

Figure 1-35

Click Edit Settings

Edit Web Proxy Settings

Web Proxy Settings

¥ Enable Proxy

Basic Settings

HTTP Ports to Proxy: IgnJ 3128

caching: | ¥ Enable

Proxy Mods: | g Transparent

C  Forward

When in Transparent mode, the proxy can accept both transparent and explicit forward connsctions.
Transparent connections require a transparent redirection device (see Network > Transparent
Redirection). When in Forward mode, only explicit forward connections are supported.
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Figure 1-36

Select Transparent or Forward Proxy Mode

Explicit Proxy

Explicit Proxy Deployment option is the combined solution with firewall which blocks
the traffic which is not generating from WSA. In this deployment of Explicit proxy,
Client Proxy Application with configuration to use proxy like WSA has to be
configured. Administrator will have to configure the Proxy setting to every client, it is
simple and easy to deploy as proxy aware applications are known with the proxy
settings.

[m———————————————1 ) ASA will only permit traffic

: User with Configured from WSA. All traffic accessing
| Explicit Proxy redirect directly to the internet will be
|the traffic to WSA blocked

| | —— I
I I
I
i ! i '
| | E |
I -
| User Accessing Switch : Core-Router ASA | Internet : Requestad Server
I ; I ! I
L_____[!l_r_Ef,‘_t_l}l_____' h| t |
-4 I -

Figure 1-37: Traffic Redirection using Explicit Proxy

Explicit proxy deployment can also be used to test WSA and other Web Security
Solution deployment components as it does not depend upon anything else. Web
request in Explicit proxy deployed scenario will contain destination address of the
Proxy server.

Transparent Proxy

«aliali Cisco SO00V ® g

CISCO Web Security Virtual Appliance My Favorites - Optio

f Reporting Web Security Manager Security Services Network System Administration

Edit Transparent Redirection Device

Transparent Redirection Device

Type: | [ Layer 4 Switch or No Device |
WCCP v2 Router

Copynght @ 2003-2016 Cisco Systems, Inc. All rights reserved. | Privacy Statement
Figure 1-38: Transparent Proxy
T t
[PSpecialist.net 44 1 August 2017

https://t.me/learningnets



SITCS Workbook

Let Your Career Flow

Another method of redirecting the Web traffic to the Web Security Appliance WSA is
by using Transparent Proxy Deployment. Transparent Proxy can be deployed over the
network point where all data traffic using Port 80 (possibly port 443) can be redirected
to the WSA through a network device. Network Device can be a Cisco Adaptive
Security Appliance ASA or any other network device with WCCP v2 redirection
support deployed at a choke point. Web request in Transparent proxy deployed
scenario will contain destination address of the requested web server.

"""""""""""" 7 e ammaaaae
I : “f:x
: Client request the web [ 'H‘"-».\j"""'a.___.
I | server and Browser try to : H"“m.\"'“‘*--..___.p.__
: access directly : '“\}___‘-_-.‘
i N .~ | —— B !\..\H_ :
| — e — R |
: | = " |
1 y
& — 519 L on— & |
! Switch ASA : Internet | Requestad Server :
| | |
: ______________________________ Metwork Device will redirect ———— '
the traffic to the WSA
Figure 1-39: Traffic Redirection using Transparent Proxy
Traffic Redirection Options and their Configuration Methods
Deployment Method Description
Layer 4 Switch A Layer 4 switch is used to redirect based
(PBR) on destination port 8o
A WCCP v2 enabled device (typically a
Transparent . .
WCCP router, switch, PIX, or ASA) redirects port
Proxy 30

Dual NICs, virtually paired. Traffic goes in

Bridging Mode one NIC and out the other (not available)

Browser Client browser is explicitly configured to
Configured use a proxy
Client browser is explicitly configured to us

Explicit Proxy

.PAC fie o
a .PAC file, which in turn, references the
Configured
proxy
Table 1-08: Redirection Deployment Option and Methods
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Cisco Email Security Appliance
Technology Overview

Email Spamming

Email Spam which is also known as Junk Email, is the unsolicited number of Emails.
Email users normally face this problem of receiving spam emails. These spam emails
may be based on advertising of something as well as containing malware and
malicious objects that can be downloaded if the user clicks the object in these spam
emails.

Email Spamming are of different types. Spamming is typically used for frauds,
promoting inexpensive things like pharmaceutical drugs, shopping, jobs and others.
Free rewards and offers of discount coupons get the attention of email receivers. A
spam sender does this through a fake process and story asking the victims for
payments.

Another Spam Email are phishing emails, which are disguised as official organizations
email. For example, a Spam email disguised as the email from a bank may lead the
receiver to submit its login credentials by clicking the fake (but exactly the same as
official web page is). Users should avoid these spam email and don’t click on any link
in the spam emails.

| T E————— . 7577

€) ® @ i i172.16.7.100000 = | [ search ‘ > B 3 ® =

Isco OO\
Email Security Virtual Appliance

S——  wversion :9.7.0-125
Username. = | ]
. Password: |
¥

erleanie.
ved. | Privacy Statement cisco

1:14 AM

o] D 2@ C O & B D &£ W8 5| e[ A=

Figure 1-40: Cisco Email Security Appliance Portal Page

Spam-Filter Solution

An Email security solution will become useless and non-effective if spam & unsolicited
emails—is not filtered properly. In every corporate network of organizations,
requirement of Email is necessary. It is required to filter irrelevant emails from the
email traffic including legitimate emails which belong to the corporate network. Spam
Filter is a software program that is used to detect spam email and prevent unwanted
email. Certain threshold or criteria is needed to be set for filtering Email. Using Anti-
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spam solution to inspect and filter these spam email not provide complete solution
from preventing spam. False positive and incorrect detection of emails can block
legitimate mail and can also allow spam. Reducing the threshold of filtering will user
responsible to identify spam email manually. Use of Anti-spam solution is not as
reliable as to rely only over it.

FeE====s=s======== ! Ji . ﬁ
————— Inbox G
: Spam Flter ’ ___

Spam Folder

Figure 1-41: Basic Email Filtering using Spam Filter
Cisco IronPort Email Security Appliance

Cisco IronPort Email Security Appliance (ESA) provide protection of Emails and
Employees using Email infrastructure. Cisco ESA can be easily integrated into
deployed network with high flexibility. Email security Appliance can be deployed as
single interface filtering Emails of internal Mail server. Another deployment method
includes two interfaces, one for Emails from internet and another from internal

Servers.
Email from User A goes to Internal Email Server. Internal Email received is redirected to Email Security Appliance
Email Server will Resolve DNS and send it to the destination which filters the Spam and other Malicious Email and
over Internet. forward legitimate Emails to the Internal Email Server.

| |

| 1

| |

| |

| |

| 1

: Email Security Appliance Internal Email Server :

|

I |

: I
|

v |

1 |

|

|

|

|

|

|

Internet : ASA Core Network UserB
I
I

Company A Network Company B Network

Figure 1-42: Cisco Email Security Appliance (ESA) deployed Email Security Solution

Spam Filtering using Cisco Email Security Appliance (ESA)

Spam Filtering can be done by using Reputation based filtering or Context based
filtering.
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e Reputation based Filtering
o Context based Filtering

1. Reputation based Filtering

Reputation based Filtering offers front line protection or first layer of defense to
the network. Reputation based filtering can defend against spam and phishing
based of reputation checking and inspection. If the server identifies the spam
sender of the malicious emails, it will block the emails from that sender. This
solution positively classifies the spam emails, malicious emails and unsolicited
emails from untrusted and potentially harmful hosts. Inspection of malwares and
malicious activity in email is inspected using Anti-Virus scanning.

Reputation filtering compare the reputation data from Cisco SenderBase. Cisco
SenderBase global repository for Email Security which records reputation of Hosts.
When any Host is involved in Malicious or Potentially harmful activities, it lowers
the reputation of that host. Comparing the information from Cisco SenderBase, by
Reputation filtering supported device such as Cisco Email Security Appliance ESA
legitimate Emails are proceeded to the next level of inspection and filtering. Email
with lower reputation are discarded. Email which are still suspicious, (Emails in
between positive email which passes reputation filter and Negative Emails which
do not pass), are inspected before delivering.

Positive Email — Proceed
to delivery
I ——3 Suspicious Emails —
I""". Proceed for Inspection

L - Megative Emails — Blocked
Incoming Emails ESA

Figure 1-43: Email Filtering flow using Cisco Email Security Appliance (ESA)

2. Context based Filtering
Context Based Filtering is also offered by Cisco Email Security Appliance. In
Context based filtering, complete content of the email including images,
attachments and other details like embedded URL are inspected. This is the next
level of defense which provide next level inspection to the reputation filter.

Feature & Functions

Global Threat intelligence

Integrated solution offer Global threat intelligence, ensures High performance and
strong Email protection powered by Cisco Talos. Visibility provides real time foot
print view over traffic. hundreds of terabytes of Security intelligence information are
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handled daily. Talos updates in every 3 to 5 minutes updating millions of security
devices connected through it.

Spam Filtering

As defined, Cisco Email Security Appliance offers spam filtering using multi-layer
filtering techniques using Reputation based filtering and Context based filtering
provide front layer protection. Contextual inspection, Auto classification and other
filters and integration with Anti-virus and AMP offers enhanced Spam filtering.

Mail Policies: Anti-Spam

Anti-Spam Settings

Palicy: | Default

Enable Anti-Spam Scanning

@ Use IronPort Anti-Spam service
for This Pelicy: P

C  Disabled

Positively-Identified Spam Settings

Apply This Action to Message: | Spam Quarantine ¥

Nate: Iflocal and external quarantines are defined, mall will be sent to local quarantine,

Add Text to Subject: | Prepend ;I I[SpAM]

b Advanced | Optional settings for custom header and message delivery.

Suspected Spam Settings
Enable Suspected Spam Scanning: | © Ne @ ves

Apply This Action to Message: | Spam Quaranting -

MNote: Iflocal and external quarantines are defined, mall will be sent to local quaranting,

Add Text to Subject: | | prepend v|  |[SUSPECTED SPAM]

b Advenced | Optional settings for custom header and message delivery.

Spam Thresholds

Spamn is scored an & 1-100 scale. The higher the score, the more ikely & message s a sparm,

IronPort Antl-spam: | & Uge the Default Thresholds

' Use Custom settings:

Positively Identified Spam:  geare = |20 (50 - 100)
Suspected Spam!  Score >[50 {rinimum 25, cannot exceed positive sparn score)

Figure 1-44: Cisco Email Security Appliance (ESA) Spam Filtering

Graymail Detection

Graymail detection feature offers detection of graymails such as marketing emails,
advertising emails, and other number of emails. Graymail offers Monitoring,
Classification of these emails along with unsubscribe option. Graymail detection and
un subscription protects from Malware from unsubscribed link and offer management
of Subscription with visibility.

Advanced Malware Protection

Cisco Email Security Appliance ESA also includes Cisco AMPs. Using AMPs feature,
Sandboxing, Retrospection and continuous inspection can be done before and after
processed from Email gateway. Reputation scoring and blocking strengthen the
reputation based filtering. Advanced Malware protection also offers increased
performance of blocking of attacks, tracking of suspicious activities, taking
remediation actions.
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Outbreak Filters

Outbreak filters provides defense to your corporate network against threats like virus
Outbreakers, phishing scams and malwares. As Anti-Malware and Anti-Virus soft
wares are dependent upon software update to detect advanced outbreaks, Cisco
updates in real-time provide Email Security Appliance most updated information
about the Outbreakers.

Edit Outbreak Filters Settings

Outbreak Filters Global Settings

¥ Enable cutbreak Filters

Adaptive Rules! | 7] Enable Adaptive Rules

Maximum Message Size to Scan! | 512K Maximum

Add a trailing ¥ or M to indicate units.

Emailed Alerts: @ | [T Receive Emailed Alerts

Web Interaction Tracking: @ | [ Enable Web Interaction Tracking

Figure 1-45: Cisco Email Security Appliance (ESA) Outbreak Filter Configuration Options

The Outbreak Filters offers protection against message-based outbreaks; virus
outbreaks, Messages never-before-seen viruses in their attachments. it also offers
protection against non-viral threats, including phishing, scams, and malware
distribution. By default, Outbreak Filters scans incoming and outgoing messages for
possible threats.

Tracking

Web tracking requires full integration of Email Security Solution deployment which
ensures to track the Users including user of clicked Malicious or Potentially Harmful
URLs, Top level Malicious URLs that are accessed by End Users including Date, Time,
Reason of rewritten and remediation action on certain URL. This tracking is offered by
report from ESA.

Message Tracking Service Settings

Message Tracking Service

[ Enable Message Tracking Service

Message Tracking Service: | @ |ocal Tracking
C Centralized Tracking

When selecting Centralized Tracking, ensure that the Security Managerment Appliance is configured
o obtaln tracking data from this appliance,

Rejected Connection Handling: | [ save tracking Information for rejected connections

For aptirmum performance, leave this setting disabled,
N

Figure 1-46: Cisco Email Security Appliance (ESA) Message Tracking

Data Loss Prevention

Configuring Data Loss Prevention polices keep your personal, secret, and confidential
information secured. It ensures that this information will not leave the network based
on the pre-configured policies or user defined custom polices. Cisco Email Security
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DLP engine configured with DLP policies make few false positives. The DLP engine
monitor classify violations by severity, offering application of different levels of
remediation action. Remediation action can also have configured to be taken in cases
of violation.

Flexibility

Cisco Email Security Solution offers ease of deployment that can be adjusted with
every network architecture. Using System Setup wizard, even complex network can be
controlled easily. Support of Virtual and Hardware deployment in a same deployment
scenario offers same level of security for local and remote locations of your corporate
network.

Cisco Email Encryption

Cisco Email Encryption feature offers security in terms of encrypting the email traffic.
Encryption of email is associated with the configured encryption profile containing
information regarding characteristics of encryption and key server identification
information. There are two types of key server which may either be Cisco Registered
Envelope Service (CRES) or Cisco Encryption Appliance.

Email Encryption Work Flow

In a network scenario with Email Encryption, Cisco Email Security Appliance or Cisco
Email Encryption Appliance encrypts the content of the email. Encryption algorithm
used by these encryption devices are ARC (Alleged Rivest Cipher 4) or AES (Advanced
Encryption Algorithm). ARC4 also known as RC4 is common and preferred choice
normally because it can provide strong encryption and minimum decryption delay for
the receiving user, whereas AES also provide Strong encryption but it takes time to
decrypt causing delay for recipient.

Encrypted Email is send from the Source to the Receiver of the Encrypted Email, will ask for the key to the Key
Destination. Encryption key is stored in Local or server by authenticating himself through providing password.
Hosted Key Server which will used for decryption Key will be provided upon successful authentication

N SR O—— W &P

= E

Email nerypted Email Encrypted Email
Sender ( /_4__“\‘3
. Key @_LLU L

Key @) IMZ\ Password '\r/é-\']
-

Local / Hosted Key Server

Receiver

Figure 1-47: Email Encryption work flow

Encryption key will be forwarded to be stored in Local Key server or Hosted Key
server. When receiver gets the Encrypted email, recipient is authenticated through its
password (Password assigned at the time of register of encryption service as
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authentication credential to be authenticated by the Key server) and the decrypted
message will be shown.

Key Servers

¢ Cisco Registered Envelope Service (CRES)
Cisco Registered Envelope Service (CRES) secure the email traffic via sending
encrypted message through registered envelopes. Registered Envelopes are those
encrypted emails which may be password protected. Password is required for the
authentication of every user. If a new user is connected in the email encryption
environment, it has to register with the service to set password. This password will
authenticate him.

¢ C(Cisco Email Encryption Appliance
Cisco Email Encryption Appliance like IronPort Encryption Appliance offers email
encryption solution which secure the email traffic regardless of Public Key
infrastructure or any other agent of receiving side. Cisco IronPort Email
Encryption Appliance ensures the encryption for secure communication, satisfy
the compliances required by the corporate network. It provides ease of use on any
platform with universal accessibility.

Integrated Functions

Cisco Email Encryption can also be used with the integration along with Cisco Email
Security Appliance for the high performance and enhanced security including services:

e RSA Email Data Loss Prevention (DLP)
e (isco IronPort Anti-Spam
e (isco IronPort Outbreak Filters

Enabling Email Encryption on Cisco Email Security Appliance

1. Click Security Services > Cisco IronPort Email Encryption.
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&l Clsco Emall Security Yirtual Appl =

(€) @& neps/172.16.7.100 monkor juser_report

aifral. Cisco CO0O0OV

Cisco Email Security Virtual Appliance

Monitor Mail Policies Security Services Metwork System administration

Anti-Spam

IronPort Anti-Spam

My Dashboard Graymail Detaction and Safe Unsubscribing
"B Frintable POF &
q Anti-Virus .
Attention — g You can customize this lules from different reports.
Some modules are add ~ Sophos n be accessed from Monitor
> Owverview. Mcafee -{b

Advanced Malware Protection

System Overview
File Reputation and Analysis

Overview > Status = overview > Threat Level =
Data Loss Prevention
RSA Email DLP
URL Filtering ges

System Status: Ot Block Page Customization o Outbreak Data Unavailable
IHECHIgglesEaTacineghol I Cisco IronPort Email Encryption I Outbreak Quarantine
) . o
Messages in Work Queue: Ironbort Image Analysis 0 space used 0 messages

Outbreak Filters o
SenderBase

Systemn Status Details Scan Behawvior Outhreak Details =
Centralized Services
Reporting

General Mo modules currently selected for |

Message Tracking

Policy, ¥irus and Outbreak Quarantines
Spam Quarantine

Time Range:

Service Updates

—_—

27 Dec 2017 08:00 to 28 Dec 2017 08: 14 (Gl... Data in time range: 10,31 % complate

Overview > Incoming Mail Graph Ooverview

https:/f172.16.7,100/morkor fuser _report#security _services

> Incoming Mail Summary

Figure 1-48

Click Enable.

3. Click Edit Settings to configure the following options (optional):
A- Configure maximum message size to encrypt, Cisco’s recommended size is 10
MB. The maximum encryption limit is 25 MB.
B- Email address of the encryption account administrator.
C- Configure a proxy server.

Anti-Spam Policies

Anti-Spam Technology Overview

Anti-spam is the process of scanning and filtering the email traffic including incoming
and outgoing mails based on the associated Anti-spam policies configured on the
Email Security Appliance. One or more than one filtering devices can be integrated to
scan the traffic. Scores are assigned to every message which help to analyze,
differentiate and finally filter the traffic with respect to the categories including Not
Spam, Suspected Spam and Positively Identified as Spam.
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Cisco Anti-Spam

:;:F /—pCismTALos—bz/ —rl I[TII I—pz

Incoming Emails 1 Suspecious Emails

Filtered Email

'

I A DA

Known bad Emails Filtered Emails by Anti-Spam Filter

Figure 1-48: Anti-Spam Defense in Depth

Anti-Spam Solutions
Cisco appliances offering the anti-spam solutions:
1. IronPort Anti-Spam Filtering
Cisco IronPort Filtering solution analyze the following parameters
* Email reputation
= Message content
* Message structure
=  Web reputation
2. Cisco Intelligent Multi-Scan Filtering
* Initially, Email is scanned through third party Anti-spam scanning engines.
= (isco Intelligent Multi-Scan forward the results and reports of these Third
Party Anti-Spam Scanning Engines to the Cisco Anti-Spam which finally
decide the verdict.
= After Cisco Anti-Spam scanning, forward combined multi-scan score to
AsyncOS.
= Combined, compared result of Multi-Scanning offers low False Positive
results.

Key Steps to configure Anti-Spam Scanning on Email Security Appliance

e Enable Anti-Spam Scanning on Email Security Appliance. Email Security
Appliance has 30 days’ evaluation feature key for Cisco IronPort Anti-Spam
Filtering, and Cisco Intelligent Multi-Scan also required feature key to offer its
services. To enable one or both of these solutions, Feature key will be required.

¢ Configure the spam email filtering, to quarantine spam emails into local Email
Security Appliance or in External Security Management Appliance.

e Define the Group to be inspected for Spam.

e Recommended option is to enable SenderBase Reputation Service.

e If Cisco ESA is not connected directly to the recipient, make sure that incoming
massage include original Sender's IP address if it is coming through relay, such
as Mail Transfer Agent or Mail Exchange.
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e Prevent alert messages by ESA from being incorrectly identified as spam.
e Enable URL filtering to strengthen protection.

Configuring the Default Anti-Spam Policies for Incoming Messages

1. Navigate to Mail Policies > Incoming Mail Policies

% Cisco Email Security Virtual App! X

(-) @ 8, | hitps:[7172.16,7.100{mail_pciciesjemail_security_managerfincoming_ankispam?C: y=14d364e1-4c2a-5c6d-1924 % | C HQSearch | wBa & a9 =

, Logged in as: admin on esal.inelab.local
alialn CISCO COOOV ; My Favorites - Options - Help and Support -
CISCo Email Security Virtual Appliance

Monitor Mail Policies Security Services Network System Administration

No Changes Pending

| Email Security Manager
Mail Policies: EIIIEIEEENNG

| Incoming Content Filters
Outgoing Mail Policies

Outgoing Content Filters

Host Access Table (HAT)

HAT Overview 58 IronPort Anti-Spam service

Mail Flow Policies [
sabled
Exception Table {

CLOUTEINBGELET  Address Lists
APl Recipient Access Table (RAT)  Quarantine "I

Destination Controls

If local and external quarantines are defined, mail will be sent to local quarantine.
|

Bounce Verification :
nd 'I I[SPAM]

Data Loss Prevention (DLP)

DLP Policy Manager
SUELLEELRLLIN  DLP Policy Customizations
| @
Enable DMARC | Yes 1d

2 -
Pl Domain Keys Quarantine :I

al settings for custom header and message delivery.

[ . . :
Verification Profiles |If focal and external quarantines are defined, mail wilf be sent to local quarantine.

Signing Profiles nd vI I[SUSPECTED SPAM]

| Signing Keys

3l settings for custom header and message delivery.

§/MIME
Spam Thresholds y
| Public Keys
Sparn is scored on 3| the more likely & message is a spam.

hktps:f{172.16.7.100/mai_polici |_securky_r incoming_mai_policies |, ~|

leo tho Dofault Theocholde

SCeCORARERE &£ =

Figure 1-49

2. Click the link for the anti-spam security service.
3. In the “Positively Identified Spam Settings” section, change the “Action to
apply to this message” to Drop.

Mail Policies: Anti-Spam

Anti-Spam Settings

Policy: | Default

Enable Anti-Spam Scanning | G

Use IronPort Anti-Sparn service
for This Policy: P

C  Disabled

Positively-Identified Spam Settings
Apply This Action to Message: | Spam Quarantine vI

Maote: Iflocal and external quarantines are defined, rnall will be sent to local quarantine,

Add Text to Subject: | Frepend :] I[SPAM]

b Advanced | Optional settings for custom header and message delivery.

Figure 1-50

4. In the “Marketing Email Settings” section or Suspected Spam Setting, click Yes
to enable marketing email scanning.
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Suspected Spam Settings

Enable Suspected Spam Scanning: | € No @ ves

Apply This Action to Message: | [ spam Quarantine vl

Mote: Iflocal and external quarantines are defined, maif will be sent to local quarantine,

Add Text to Subject: | | Prepend x|  |[SUSPECTED SFAM]

b Advanced | Optional settings for custom header and message delivery.

Spam Thresholds

Sparn is scored on & 1-100 scale. The higher the scare, the mare likely & message Is a sparm,

IronPort Ant-Spam: | & Use the Default Thresholds

C Use Custom Settings:

Positively Identified Spam:  secore > |20 (50 - 100)
Suspected Spam!  scare > |50 {minimum 25, cannot exceed positive spam score)
oo
Figure 1-51

5. Click Submit.

Virus Outbreak Filter

Outbreak Filters

Outbreak filters offers protections of the network from small and large scale virus
attacks including viral and non-viral attacks, phishing and other malicious attacks.
Most of Anti-virus and Anti-malware software application also protects against these
malicious and potentially harmful attacks to the network but they are unable to detect
latest, advanced outbreaks unless a software update in available on internet and
updated on systems and devices. Cisco continuously collect the information and
remediation action which are updated on Email Security Appliance in real time which
protects the network from latest malwares.

Cisco uses traffic pattern to create rule which are helpful and criteria to classify the
packet incoming the network as safe or outbreak. Incoming traffic may not completely
an outbreak, but it can also be the part of the outbreak. These packets are separated
from the safe traffic for further inspection unless are determined to be safe and
delivered or harmful and blocked. Updates regarding new outbreaks are updated by
McAfee and Sophos.

Features of Outbreak Filter

¢ Delay
Outbreak filter separates the message from the incoming traffic that are part of
Outbreaks or suspicious to be the part of outbreaks. Outbreaks may include
Virus Outbreaks or Non-Viral Outbreaks. When these packets are separated,
Security appliance is updated regarding the latest updated information. It will
then rescan for validating the packet to be the part of outbreak.

¢ Redirect
Outbreak filter redirect the recipient through proxy server if user is attempting
these websites involved in non-viral attacks. proxy server redirection shows the
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warning regarding website containing malwares if website is operational. If the
website is taken down, it shows an error message to the recipient.

¢ Modification
Modification in terms of rewriting URL in non-viral threat messages indicating
a warning for the user about the content of message by modification and
adding a disclaimer.

Virus Outbreak Filter

Outbreak filtration offers the security against virus outbreaks which are message-
based outbreaks and the non-viral outbreaks including threats, phishing, scam,
malware etc. The default behaviour of Outbreak filter is scanning for virus outbreaks,
Non-Viral threat filtering has to be enabled additionally if anti-spam scanning is
enabled on the security appliance. Feature key for any of the Anti-Spam filter is
required, Anti-Spam or Intelligent Multi-Scan for running Outbreak filter scanning.

Virus Outbreak filters filter the messages based content which are never seen before.
These viruses are the latest viruses which cannot be detected through anti-virus and
anti-malware application as they are not continuously updated on real time. It also
scans the attachment for never seen before threats. The most critical time is the
window of time during which the virus is released till the anti-malware and virus
vendors updates its information and definition. In this vulnerable time, these viruses
can propagate globally taking the networks unsecure.

Cisco Security Intelligence Operations (SIO)

Cisco Security Intelligence Operation (SIO) offers the central security system which
gathers the information regarding threats, information from Reputation services and
other globally deployment security systems. This collection of information helps in
sophisticated validation of malicious activities leading to enhanced secure protection
and efficiently faster response time. Component on which Cisco SIO depends are

e SenderBase
e Threat Operation Centre
¢ Dynamic updates

Threat | . . ..
Risk Description
Level
0 None There is no risk that the message is a threat.
1 Low The risk that the message is a threat is low.
. The risk that the message is a threat is low to medium. It is
2 Low/Medium | _ .
a “suspected” threat.
. Either the message is part of a confirmed outbreak or there
3 Medium . . . . .
is a medium to large risk of its content being a threat.
Hich Either the message is confirmed to be part of a large-scale
4 & outbreak or its content is very dangerous.
The message’s content is confirmed to part of an outbreak
5 Extreme .
that is either extremely large scale or large scale and
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| | extremely dangerous. |

Table1- 09: Cisco SIO Threat Level

Cisco Security Intelligence Operation SIO collect the real-time information from
global SenderBase to the traffic patterns to classify the traffic and identify the
anomalies leading to the outbreaks. Threat Operation Centre TOC compares and
identify the outbreaks and set the certain threat level for the outbreaks. Cisco Email
Security Appliance or other Web Security Appliance are dynamic updates with the
information through Dynamic Update.

£ N

Cisco Security Intelligence Operation (S10) ‘

e >

Dynamic Updates and Intelligence Information

ol

Figure 1-52: Cisco SIO

Configuring Outbreak Filters Global Settings

1. Click Security Services > Outbreak Filters.
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Monitor Mail Policies Network System Administration
Anti-Spam
IronPort Anti-Spam
My DaSh board Graymail Detection and Safe Unsubscribing B
B Printable POF &5
: : = Anti-Virus ;
Attention — 4 You can customize this {ules from different reports,
Some modules are add ~ Sophos n be accessed from Monitor
> Overview, Mcafee i
Advanced Malware Protection
File Reputation and Analysis
Overview > Status N (] Overview > Threat Level (<1
Data Loss Prevention
RS4 Email DLP
URL Filtering ge=
System Status: Ot Block Page Customization 2 Outbreak Data Unavailable
Incoming Messages per hour: Cisco IronPort Email Encryption Outbreak Quarantina
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SenderBase
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Figure 1-53
2. Click Edit Global Settings.

Clarn Froal Sacurty itk Arpi 30

& ) DB, | Fotps/172.08.7 100 secursy_services autsreak e | o ||QSEalch | wBa + & =

e

Logged in as: admin on esal.inelab.local

«fefis Cisco CO00V

Options . Help and Support +

CIsCo Email Security Virtual Appliance

“ Monitor Mail Policies Security Services Metwork System Administration

|_No Changes Pending |

Outbreak Filters

Qutbreak Filters Overview

Global Status: | Enabled

Adaptive Rules:  Enabled

Maximum Message Size to Scanm: | S12K
Receive Emailed Alerts: Mo

Web Interaction Tracking = Disabled
To track URLs due to Policy rewrites, you have to enable Web Interaction
Tracking at Security Services > URL Filtering.

Edit Global Settings...

Outbreak Filter Rules

Rule Updates

Rule Type Last Update Current ‘Version =
CASE Core Flles Never Updated 3.5.0-008

CASE Utilities Never Updated 3.5.0-008

Virus Outbreak Rules Never Updated 20141211_160747

Outbreak Filter Rules (higher number indicates greater risk. 1= lowest threat, 5= highest threat)

Ble mLes aaienie

clecSEAER & =

Figure 1-54
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Depending on your requirements, do the following:
Enable Outbreak Filters globally
Enable Adaptive Rules scanning
Set a maximum size for files to scan (in bytes)
Enable alerts for the Outbreak Filter
Enable Web Interaction Tracking.

eI

2% Ciarn Foal Seeunby YitknA Arpi 3

,;\

@B, | hutps:/j172.16.7 10 sscurby_servicesjoutareck 1w | @ |[Q search |[%® + & @

A Logged in as: admin on esal.inelab.local
"l"'l" Cisco CO00V My Favorites . Options - Help and Support -

CISCO Email Security Virtual Appliance

A Monitor Mail Policies Security Services Network System Administration

Edit Outbreak Filters Settings

¥ Enable outbreak Filters

Adsptive Rules: | ¥ Enable Adaptive Rules

Maximum Message Size to Scan:  [512K Maximum

Add a trailing K or M to indicate units.

Emailed Alerts: () | [ Receive Emailed Alerts

Web Interaction Tracking: () | [~ Enable Web Interaction Tracking

Copyright @ 2003-2015 Cisco Systems, Inc. All rights reserved. | Privacy Statement

cecopABR S oo [ P B &
Figure 1-55
3. Submit and Commit your changes

£istart

Data Loss Prevention (DLP) Policies
Introduction

Data Loss Prevention (DLP) is the feature which offers to prevent the leakage of
information to outside the network. Traditionally this information may include
company or organizations confidential information, proprietary, financial and other
secret information. Data loss Prevention feature also ensures the enforcement of
compliance with the rules and regulations using Data Loss Prevention policies to
prevent user from intentionally or wunintentionally sending this confidential
information.

Data Loss Prevention Scanning

e The User or Employee of an organization laying within the corporate network
sends the Email to the recipient outside the network as Data Loss Prevention
secure the information from leaving the network. Emails within the network are
not scanned. Email Security Appliance ESA acting as the gateway for Emails
incoming or outgoing the network.

e Email Security Appliance (ESA) completes its other processes such as inspection
for Virus and malware or spam, till Data Loss Prevention Scanning, Email is in the
Work Queue Stage.
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e The Email Security Appliance scan the message content, header of the email,
Attachments against containing sensitive data. This sensitive data is criteria is
configured in Data loss prevention Policies.

e In case the Scanning process found sensitive information complying with the Data
Loss Prevention Policy, Appliance protects the data by taking immediate action
like Dropping the message, Quarantining, or delivering with restriction.

e In case the Security Appliance found nothing during scanning process, Email
Security appliance delivers it to the recipient.

Data Loss Prevention Processes

When User or Employee from an organization sends an Email to a recipient which lies
outside the organization, the Security appliance investigate for outgoing policy which
applies to sender of the Email or recipient of that message, based on configured or
pre-defined rules. The appliance inspects the body of the message using the Data Loss
Prevention policies that are defined in outgoing mail policy.

The Email Security Appliance scan the content along with headers and attachments
against the text, phrases, predefined patterns or expression that can be identified as
sensitive content according to the associated Data Loss Prevention Policy.

The Email Security Appliance also scan and validate the context containing disallowed
content to minimize false positive results. For example, content matching a Bank
Account, credit card number or pattern as violation.

In the case the Email Security Appliance found matches more than one DLP policy,
the first matching DLP policy will apply with respect to the configured order.
Outgoing mail policy with multiple DLP policies configured over appliance, all policies
use the result from a single content scan.

When Email Security Appliance detects potentially sensitive content during the
scanning, the ESA assigns a risk factor between o - 100. This score indicates the that
the Email contains a DLP violation.

Email Security Appliance then set the severity level as Critical or Low that is
configured with respect to risk factor score, and performs the action specified for that
severity level in the applicable DLP Policy.

Content Matching Classifiers in DLP Policy

Content matching Classifier in Data Loss Prevention policy offers the inspection and
filtering against the expression, word, phrases configured in DLP Policy. These words
may include anything traditionally Credit Card number, Bank Account numbers,
Passwords and other information are used to restrict. For example:

123456789 (No match because of no supporting information)
Account : 123456789 (Match)

Account # 123456789 (Match)

Account number 123456789 (Match)
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Configuring Content Matching Classifier

1. Select Mail Policies > DLP Policy Customizations

Classifier.
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Enter a classifier name and description.
Enter a proximity and a minimum total score.
Choose one of the following detection rule types and define the associated content

matching criteria:

a-Words or phrases

b-Text

c-Regular expression

d-Existing data loss prevention entity
Add additional rules by clicking Add Rule.
6. Ifyou include multiple rules, specify whether All or Any rules must match.

b

7. Submit and commit your changes.

Figure 1-56

Message Filtering using DLP Policy

e Message Filtering by Sender / Receiver

Data Loss Prevention Policy can be configured precisely through filtering the
message based upon the configured filtering option. DLP policy can be limit to
filter the messages, which includes the recipients or senders or may not include the
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recipient or sender. Multiple entries can also be configured separated by comma or
line break.

Full Email Address user@ipspecialist.net
Partial Email Address user@

All users in a domain @ipspecialist.net

All users in a partial domain @.ipspecialist.net

Tablel- 10: Message Filtering options

e Message Filtering by Attachment type

Data Loss Prevention Policies can be configured to be precise through Filtering by
attachment type. DLP Policy will limit scanning the messages that may or may not
include the particular attachment type. Attachment category option offers the list
of pre-defined attachment file type list. If the desired file type is not listed, you can
also customize the file type. DLP policy can also be precise in scanning with
respect to attachment size.

e Message Filtering by Tag

DLP Policy can also limit scanning for the message against a particular phrase. A
custom message tag will be added when content filter found the compliance
against DLP policy.

Creating DLP Policy Using Predefined Template

1. Select Mail Policies > DLP Policy Manager.
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Figure 1-57
2. Click Add DLP Policy.
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3. Click the name of a category to display a list of the available RSA Email DLP policy
templates.

Click Add for the RSA Email DLP policy template that you want to use.

You can edit the predefined name & description.

Enter a regular expression if required.

Apply the DLP policy.

8. In the Severity Settings section:

Choose an action to take for each level of violation severity.
(Optional) Click Edit Scale to adjust the violation severity scale for the policy.

9. Submit and commit your changes.

B T =

Email Authentication

Cisco Email Security Appliance provide Email Security and protection by supporting
verification and authentication. For the verification of incoming mail, Cisco ESA
supports

» Sender Policy Framework (SPF)

= Sender ID Framework (SIDF)

* Domain-based Message Authentication

* DomainKeys Identified Mail (DKIM)

* Forged Email Detection.

» Reporting and Conformance (DMARC)
To authenticate outbound mail, Cisco ESA supports DomainKeys and DKIM signing.

Domain Keys

Domain Keys is an Email Authentication at the domain level. These Domain keys are
used to validate the emails to be authentic generating form the domain of the
corporate network depending upon the DNS record of the domain. Addition of
Unique Digital Code offers the benefit of approving and authentication of outgoing
emails. These unique digital codes are added in the Email header. Using Public and
Private keys, recipient can authenticate the Email.

DomainKeys Identified Mail (DKIM)

DomainKeys Identified Mail (DKIM) is an authentication mechanism for Emails to
detect Email spoofing. It allows the receiver of message to check the email, received
from a specific domain was indeed authorized by the owner of that domain. This
technique is used to prevent forged senders of Email; traditionally Forged sender of
Emails are notices in phishing or Email Spamming.

DomainKeys Identified Mail (DKIM) set the domain name with the message by
associating with a digital signature. Verification process is carried out by the signer's
public key published in the DNS. A valid signature ensures that the email is not
modified and coming from the legitimate source. DKIM signatures are not visible for
the users. Signatures are affixed or verified by the infrastructure rather than message's
sender and recipients.
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Enable DomainKey/DKIM Signing

1. Create or Import Private key by Navigating to Mail Policies > Signing Keys.
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Figure 1-58
2. Click Add Key.
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Figure 1-59

3. Name the Key.
4. Click Generate and select a key size.

[PSpecialist.net 65 1* August 2017
https://t.me/learningnets



SITCS Workbook oy Specia

ist

Let Your Career Flow

Add Signing Key
Signing Key
Name:
Private Key: @ | Generate: Select Key Size... 'lBits
C | paste:

Figure 1-60
5. Click Submit and Commit changes
6. Create Domain Profile and associate Signing key with the Domain Profile from
Mail Policies > Signing Profiles.
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